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Cisco Secure Firewall Threat Defense(FTD) T AT AN 7 —RARETD &, Y—EADOHHE
HFRVIEUREL, #KRbOcrashinfo7 7 A ILFEREhERBA, NZTIINZ1—F12TF, B
BEARNE—HRTINPUT VT L —REFPGADEGH RIS — XY E—U M YVIRLE
RE N, crypto_eng0_arch_*7 7 A )L F#&VIBLERENET,
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crypto_eng0_arch_*7 7 A )LV IBLERE Nz ENFRFEETINET,

firepower# dir crypto_archive

-rwxr-xr-x 1 root root 55310816 Mar 12 01:22 crypto_engO_arch_1.bin
-rwxr-xr-x 1 root root 869 Mar 12 01:22 crypto_engO_arch_1.1info
-rwxr-xr-x 1 root root 409235 Mar 12 01:22 crypto_eng0_arch_1.reg
-rwxr-xr-x 1 root root 55310816 Mar 12 04:25 crypto_engO_arch_2.bin
-rwxr-xr-x 1 root root 869 Mar 12 04:25 crypto_engO_arch_2.1info
-rwxr-xr-x 1 root root 409111 Mar 12 04:25 crypto_eng0_arch_2.reg
-rwxr-xr-x 1 root root 55310816 Mar 12 09:45 crypto_engO_arch_3.bin
-rwxr-xr-x 1 root root 869 Mar 12 09:45 crypto_engO_arch_3.1info
-rwxr-xr-x 1 root root 408688 Mar 12 09:44 crypto_eng0_arch_3.reg
-rwxr-xr-x 1 root root 55310816 Mar 11 18:48 crypto_engO_arch_4.bin
-rwxr-xr-x 1 root root 869 Mar 11 18:48 crypto_engO_arch_4.1info
-rwxr-xr-x 1 root root 408895 Mar 11 18:48 crypto_eng0_arch_4.reg
-rwxr-xr-x 1 root root 55310816 Mar 11 21:11 crypto_engO_arch_5.bin
-rwxr-xr-x 1 root root 869 Mar 11 21:11 crypto_engO_arch_5.info
-rwxr-xr-x 1 root root 409136 Mar 11 21:11 crypto_eng0_arch_5.reg

- FTDOYICE. FHLBEVWUT—KORA I % Ecrypto_eng0_arch *7 7 A ILIC—HT 3
BRYVIBULRETBINPUT VT L — B RUOFPGAOEGBHNBEIS — XY E—I N RRE
nxX9,

> expert
admin@device:~$ sudo su
Password: [enter admin password]



root@device:/Volume/home/admin# cat /opt/cisco/platform/logs/messages | grep -i npu

11:42 KC FPGA: FATAL - ILK pipe 0: TX Buffer FIFO Overflow

11:42 NPU ACCEL MGR: FATAL - NPU Accelerator FAILED

11:42 NPU ACCEL MGR: FATAL - NPU Accelerator FAILED - REBOOTING the device !!
15:47 KC FPGA: FATAL - ILK pipe 0: TX Buffer FIFO Overflow

15:47 NPU ACCEL MGR: FATAL - NPU Accelerator FAILED

15:47 NPU ACCEL MGR: FATAL - NPU Accelerator FAILED - REBOOTING the device !!
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kings-cross-fpga: FATAL - ILK pipe 0: TX Buffer FIFO Overflow

NPU Accelerator Manager: FATAL - NPU Accelerator FAILED

FPRM: <<%FPRM-2-NPU_FPGA_FAILURE>> [F1418][critical][npu-fpga-failure][she
NPU Accelerator Manager: FATAL - NPU Accelerator FAILED - REBOOTING the de
kings-cross-fpga: FATAL - ILK pipe 0: TX Buffer FIFO Overflow

NPU Accelerator Manager: FATAL - NPU Accelerator FAILED

FPRM: <<%FPRM-2-NPU_FPGA_FAILURE>> [F1418][critical][npu-fpga-failure][she
NPU Accelerator Manager: FATAL - NPU Accelerator FAILED - REBOOTING the de
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firepower# show flow-offload-dtls info
DTLS offload: Enabled
Egress optimization: Enabled

- EI(CFirepower 3100 ) —ATHERAETATVE N, HOETFIICEEZEZRS

c COBMBOBEZKA/N—T32TRIEVASABIVFTDICEELET,

+ Firepower Management Center(FMC)I- & % &

.

fRRFE

ZRTRDTINAATEMIENEDTLS7O0—F70—R

ZUTDITNTNOFTDIASAT 754 7 A%, FEACisco Bug ID CSCwg32085DEE % & /\
—2aAVICTYTIL—RLET,



https://tools.cisco.com/bugsearch/bug/CSCwq32085
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1. Cisco Secure Firewall Management Center, Devices > FlexConfig® JEIZiEIRL £ 9,
2. FlexConfigZA 72 T O N EERFE LR FELET,

ANV RZAVTHFANERHAL T, FlexConfigZ st L 1z=FTDF /N4 AMDTLS/IPSEC7 O—
Z70—RZEMIILET,

no flow-offload-ipsec
no flow-offload-dtls
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5 ZE#ABMCTBICIE. FIDEUT—KRIBHBENFHYNET,

R

FHLAW T — Kk, FTDOCisco Bug ID CSCwq320858 BERTRAELEL 1, COBAOY
7 NI T7HREAK, Firepower 31008 &K 4200V —AT7 754 F > ATDTLS7O0—#70
— RABHICHE>TWVWRBRIC. NPUFPGAT VS L —XNEEZS|ERIL, BHEHHNEYT
—hZS|ERCTAIREMN BV ET, COFREEGR. BICN—RIITT7IEIL—2 3 2 #EE

ICEEZH5X, "KCILKissue detected) AV —I)LITZ— XY t—> & & Tcerypto_archive7 7
4)LE$EJZLT7§‘5\ AT LEBEMNICUT—RNLET,

BEEI>T>Y

 Secure Firepower 31008 & TF4200DIPSecd LUDTLSA 7 O— RDEHHBAE NS T I 21—
T4

« FlexConfigZ 7 IV NDERE

» Cisco Bug ID CSCwq32085



https://www.cisco.com/c/ja_jp/support/docs/security-vpn/dynamic-multi-point-vpn-dmvpn/225110-understand-and-troubleshoot-ipsec-and.html
https://www.cisco.com/c/ja_jp/support/docs/security-vpn/dynamic-multi-point-vpn-dmvpn/225110-understand-and-troubleshoot-ipsec-and.html
https://www.cisco.com/c/ja_jp/support/docs/security-vpn/dynamic-multi-point-vpn-dmvpn/225110-understand-and-troubleshoot-ipsec-and.html
https://www.cisco.com/c/ja_jp/support/docs/security-vpn/dynamic-multi-point-vpn-dmvpn/225110-understand-and-troubleshoot-ipsec-and.html
https://www.cisco.com/c/ja_jp/support/docs/security-vpn/dynamic-multi-point-vpn-dmvpn/225110-understand-and-troubleshoot-ipsec-and.html
https://www.cisco.com/c/ja_jp/support/docs/security-vpn/dynamic-multi-point-vpn-dmvpn/225110-understand-and-troubleshoot-ipsec-and.html
https://www.cisco.com/c/ja_jp/support/docs/security-vpn/dynamic-multi-point-vpn-dmvpn/225110-understand-and-troubleshoot-ipsec-and.html
https://www.cisco.com/c/ja_jp/support/docs/security-vpn/dynamic-multi-point-vpn-dmvpn/225110-understand-and-troubleshoot-ipsec-and.html
https://www.cisco.com/c/ja_jp/support/docs/security-vpn/dynamic-multi-point-vpn-dmvpn/225110-understand-and-troubleshoot-ipsec-and.html
https://www.cisco.com/c/ja_jp/support/docs/security-vpn/dynamic-multi-point-vpn-dmvpn/225110-understand-and-troubleshoot-ipsec-and.html
https://www.cisco.com/c/ja_jp/support/docs/security-vpn/dynamic-multi-point-vpn-dmvpn/225110-understand-and-troubleshoot-ipsec-and.html
https://www.cisco.com/c/ja_jp/td/docs/security/firepower/70/fdm/fptd-fdm-config-guide-700/fptd-fdm-advanced.html#task_05FA068132DF4AD6B52B2EA1D74EEF9B
https://www.cisco.com/c/ja_jp/td/docs/security/firepower/70/fdm/fptd-fdm-config-guide-700/fptd-fdm-advanced.html#task_05FA068132DF4AD6B52B2EA1D74EEF9B
https://www.cisco.com/c/ja_jp/td/docs/security/firepower/70/fdm/fptd-fdm-config-guide-700/fptd-fdm-advanced.html#task_05FA068132DF4AD6B52B2EA1D74EEF9B
https://www.cisco.com/c/ja_jp/td/docs/security/firepower/70/fdm/fptd-fdm-config-guide-700/fptd-fdm-advanced.html#task_05FA068132DF4AD6B52B2EA1D74EEF9B
https://tools.cisco.com/bugsearch/bug/CSCwq32085

» Cisco Secure Firewall Threat Defense ) U—AX_/—h, /N\—232/7.6.X

« JRAAQOT IV ANBR=—pEFXTO—R



https://www.cisco.com/c/ja_jp/td/docs/security/secure-firewall/release-notes/threat-defense/760/threat-defense-release-notes-76.html
https://www.cisco.com/c/ja_jp/td/docs/security/secure-firewall/release-notes/threat-defense/760/threat-defense-release-notes-76.html
https://www.cisco.com/c/ja_jp/td/docs/security/secure-firewall/release-notes/threat-defense/760/threat-defense-release-notes-76.html
https://www.cisco.com/c/ja_jp/support/index.html
https://www.cisco.com/c/ja_jp/support/index.html
https://www.cisco.com/c/ja_jp/support/index.html
https://www.cisco.com/c/ja_jp/support/index.html
https://www.cisco.com/c/ja_jp/support/index.html

BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



