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Device Summary

High Awvailability

Seeondary Deviee & v
Current Device Mode: Suspended (D Peer: Unknown Failwar History Deplayment History

0 Time of event: 07 Aug 2026, 12:11:39 PFM
Event description: CD App Sync arror FDM validation fallure Active and Standby Nodes cannot have different cloud reglons Check appsynchistory CLI for detads

High Awailability Configuration Failover Criteria

INTERFACE FAILURE THRESHOLD
@ Sselect and configure the peer device based on the folowing characteristics.

Failure Criteria Numbar
S E TS R AT Nurnber of failed intertaces exceeds v 1
Madel Cisco Firepower 1150 Threat Defense
INTERFACE TIMING CONFIGURATION
Software 10.0-140
Pall Tirme Hald Time
vDe 4160
5000 25000 .
Intrusion Rule 20Z51124-2043 milissconds
Update
PEER TIMING CONFIGURATION
FAILOVER LINK Poll Tirre Hold Time
Interface Ethamaet1 /1 1000 15000 R
Type 1Pva .
R =2
IP/Metmask
Socondary 192.168.10.2/24
IP/Metmask

724X VJFTD CLI:

<#froot>

>

show app-sync-history

APP SYNC HISTORY

App Sync Time: 10:11:10 UTC Aug 07 2026
Role: Active Unit

App Sync Status: FAILURE

Failed Phase: WaitRemoteConfigApply

Fai l ure Reason: Cluster App Un Archive failure on Standby/Slave Unit Node I1d: 1 FDMvalidation failure -

A2 A VUFTD CLI:

<{froot>

device#

show fail over



Fai | over O f (pseudo- Standby)

Failover unit Secondary

Failover LAN Interface: failover-1ink Ethernetl/1 (up)
Reconnect timeout 0:00:00

Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtime 25 seconds
Interface Policy 1

Monitored Interfaces 2 of 1288 maximum

MAC Address Move Notification Interval not set

failover replication http

>

show app-sync- hi story

APP SYNC HISTORY

App Sync Time: 10:11:06 UTC Aug 07 2026
Role: Standby Unit

App Sync Status: FAILURE

Failed Phase: OnBoxValidators

Fai l ure Reason: FDM validation failure - Active and Standby Nodes cannot have different cloud regions.

device#

show fail over history

From State To State Reason

08:45:29 UTC Aug 7 2026

Not Detected Disabled No Error
10:10:49 UTC Aug 7 2026
Disabled Negotiation Set by the config command

(failover)
10:10:50 UTC Aug 7 2026

Negotiation Cold Standby Detected an Active peer
10:10:52 UTC Aug 7 2026

Cold Standby App Sync Detected an Active peer
10:11:39 UTC Aug 7 2026

App Sync Disabled

CD App Sync error

FDM val i dation failure - Active and Standby Nodes cannot have different cloud regions.. Check app-sync-t
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Monitoring olicies Objects Device; FTD1150-2 Administrator

Cloud Services

° Connected Enrollment Type: Sman Licensing Tenancy: SEC TAC and 1 Tenant & v

m Cisco Success Network DISABLE

Remote Management
Cloud Services

Central Management

Traffic Settings

URL Flitering
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Device Sum

Cloud Services

ed Enrollment Type: S
:
Security Cloud Contro m Cisco Success Network CISABLE

& Disabled [}

Licensing  Tenancy: SEC TAC and 1 Tenant &~

Clsco Success Natwork enablement provides usage information and statistics to Cisco which
O row + BT i ek D e VIS are essential far Cisco to provide technical suppon. This information alse allows Ciseo to
‘ improve the product and to make you sware of unused svailable Teatures so that you can

maxifmize the valse of the product in your network. Check out the Sa Data that will be sant
o Cisco.
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Remote Management & Disabled

Cloud Servic
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Policies -3 : Ad . asen SECURE
Enroliment Type: Smart Licensing  Tenancy: SEC TAC and 1 Ter m

Reglon: EU Region

1 Control m Cisco Success Network DISABLE

@ Disabled @ Enable

Cisco Success Network enablement provides usage Infermation and statistics to Clsco which
are essential for Clsco to provide technical suppon.This information also allows Clsco to
Improve the product and to make you aware of unused available features so that you can

maximize the value of the product In your netwerk. Check out the Data that will be sent
o Cisco,
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Cloud Services

9 Mot Registered

‘You can register the device with the Cisco cloud to use additional cloud-based services. If you want to
use Security Cloud Contrel (SCC) for management o want 1o remain in evaluation mode, then register
with the cloud using your SCC or other security account registration key. You can alternatively auto-
enroll with SCC or a ure: Firewall Man. et Genter using the device serial number. If you want to
use Secure Finewall dey ement and are ready 10 license the device, then
configure Smart Lice he device with the Cisco cloud. After you
negister with the cloud, you nable or disable features as necded.

Enroliment Type

Security/SCC Account

Region

rollm

: Cisco Success Netwark

Remote Management :

Cisco Success Network enablement provides usage information and statistics to Cisco which are
essential for Gisco to provide technical support. This information also allows Cisco to improve the
product and to make you aware of unused available features 5o that you can maximize the value

of the product in your network.

Cloud Services :

i Check out the S Data that will be sent 1o Cisco. See more +

H Enroll Cisto Success Network

Need k
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Monitoring Policies Objects Device: FTD1150-3 * trator o <
Device Summary
High Availability
Secondary Device
Current Device Mode: Suspended ) Peer: Unknown Failover History Deployment History

O Time of event: 07 Aug 2026, 12:11:39 PM
Event description: CD App Sync emor FDM validation failure Active and Standby Nodes cannot have different cloud regions Check appsynchistory CLI for details 0 Suspend A

2 Break HA

High Availability Configuration Failover Criteria
«* Switch Mode
INTERFACE FAILURE THRESHOLD
) Select and configure the peer divicn Based on the following charactemstics.

EAEVFNAADCLIZE, RDKISICRTENET,

<tfroot>

>

Det ected an Active nmate



Secondary: Switching to Gk for reason Detected an Active peer.

BOBRICERDISICRRENET,

<tfroot>

device#

show failover state

State Last Failure Reason Date/Time

This host - Secondary

Standby Ready None

O her host - Primry

Active None

====Configuration State===
Sync Done - STANDBY

====Communication State===
Mac set

—fRIC. MAEDT/INA AN B UCisco Cloud Services!) —> a2 ICBFEEnTVWDH, £hiEE-
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https://www.cisco.com/c/en/us/td/docs/security/firepower/720/fdm/fptd-fdm-config-guide-720/fptd-fdm-ha.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/720/fdm/fptd-fdm-config-guide-720/fptd-fdm-ha.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/720/fdm/fptd-fdm-config-guide-720/fptd-fdm-ha.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/720/fdm/fptd-fdm-config-guide-720/fptd-fdm-ha.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/720/fdm/fptd-fdm-config-guide-720/fptd-fdm-system.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/720/fdm/fptd-fdm-config-guide-720/fptd-fdm-system.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/720/fdm/fptd-fdm-config-guide-720/fptd-fdm-system.html
https://www.cisco.com/c/ja_jp/support/docs/security/secure-firewall-threat-defense/221012-configure-ftd-high-availability-using-fd.html
https://www.cisco.com/c/ja_jp/support/docs/security/secure-firewall-threat-defense/221012-configure-ftd-high-availability-using-fd.html
https://www.cisco.com/c/ja_jp/support/docs/security/secure-firewall-threat-defense/221012-configure-ftd-high-availability-using-fd.html
https://www.cisco.com/c/ja_jp/support/docs/security/secure-firewall-threat-defense/221012-configure-ftd-high-availability-using-fd.html
https://www.cisco.com/c/ja_jp/support/docs/security/secure-firewall-threat-defense/221012-configure-ftd-high-availability-using-fd.html
https://www.cisco.com/c/ja_jp/support/docs/security/secure-firewall-threat-defense/221012-configure-ftd-high-availability-using-fd.html
https://www.cisco.com/c/ja_jp/support/docs/security/secure-firewall-threat-defense/221012-configure-ftd-high-availability-using-fd.html
https://www.cisco.com/c/ja_jp/support/docs/security/secure-firewall-threat-defense/221012-configure-ftd-high-availability-using-fd.html
https://www.cisco.com/c/ja_jp/support/index.html
https://www.cisco.com/c/ja_jp/support/index.html
https://www.cisco.com/c/ja_jp/support/index.html
https://www.cisco.com/c/ja_jp/support/index.html
https://www.cisco.com/c/ja_jp/support/index.html
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