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CORFIXNOBERIE. ROVTRNIITEN—RIITON—TIVICETOVTVET,

» Cisco Secure Firewall 4200
s BXAT T F7FAT IO A=) EBREBNEFTD)10.0.x, 7.6.4
e EXAT T FATIOF—IEEBEX—(FMC)10.0.x

R E

1.FMCld, 7954 7EAZY /N1 DIPF KL A10.62.113.125&£10.62.113.126 8 T hE {5
LT. F—&A>2—7 IA AEthernet1/1& nameif outside1ZMML T, NATFRASEUF«
(HADFTDEBELET,

Al Firewall Management Center

CISCO  Devices [ Secure Firewall Interfaces
4200_hat  coreu |
Cisco Secure Firewall 4215 Threat Defense
‘ Summary  High Availability  Device Interfaces  Inkine Sets  Routing DHCP  VTEP
sights —
Report
faces | VirtualTumnels & searchby name [ Sync Interface ] | Addintertaces
-
Eventz & Log
Interface Logical Name Type Security Zones MAG Address (Active/Standby] P Address Path Monitori.  Virtual Router
@ management1fi management Physical b Global
Poncies
@ Mansgemant1/2 eventing Physical bk Global
.
e @ Ethernetiny cutsidel Physical 10.62.11 2126724 (Static); Disabled Giobal
ot

FTD CLISHT O #&5E :

<tfroot>

>

show networ k managenent - dat a-i nterface

Physical Interface Name of the Interface

Et hernet 1/ 1 out si del

show net wor k



[ System Information ]

Hostname : CSF4215-3
DNS from router : enabled
Management port : 8305
IPv4 Default route
Gateway : data-interfaces

======[ System Information - Data Interfaces ]======
DNS Servers :192.0.2.100

I nterfaces . Ethernetl/1

Et hernet 1/ 1

]
State : Enabled
Link : Up
Nane : outsidel
MTU : 1500
MAC Address : 40:F4:9F:3D:5A:0E
---------------------- [ IPVA Jommmmmmmmmiai et
Configuration : Manual
Addr ess 10.62.113. 125
Net mask 255. 255. 255. 0

Gat eway

10.62.113.1



2.FTDHAIZY M &EFMCO B IZsftunneliEH A I NET,

<#froot>

>

sftunnel -status-brief

PEER: f nt. exanpl e. org

SFTunnel Status:-

Channel A: Connected

Channel B: Connected

Peer channel Channel-A is valid type (CONTROL), using 'tap_nlp', connected to '198.51.100.23'
Peer channel Channel-B is valid type (EVENT), using 'tap_nlp', connected to '198.51.100.23" vi
Registration: Completed.

IPv4 Connection to peer 'fmc.example.org' Start Time: Fri Jul 17 08:22:31 2026 UTC

Heartbeat Send Time: Fri Jul 17 08:52:42 2026 UTC
Heartbeat Received Time: Fri Jul 17 08:53:03 2026 UTC
Last disconnect time : Fri Jul 17 08:22:16 2026 UTC

Last disconnect reason : Process shutdown due to stop request from PM

3. FTDIZDNS#RZFEAL TFMCICEHZLTT, NZ—T vid, RLB4 R X4 > K (FQDN)IC
HEOJVWTHREEShET,

<tfroot>

>

show nanagers

Type : Manager

Host . frc.exanple.org



Di spl ay nane . frc.exanple.org

Version : 10.0.1 (Build 1)

Identifier : 6d86efc4-c095-11f0-9244-48f1a7894b18
Registration : Completed

Management type : Configuration and analytics

>

show net wor k

[ System Information ]

Hostname : KSEC-FPR-4215-3
Domai ns . exanple.org
DNS Servers : 192.0.2.100
DNS from router : enabled
Management port : 8305
IPv4 Default route

Gateway : data-interfaces

DNSH—/NIZEoutside1/ X —T7 I A A&ENLTEETEEXT,

4. sftunneliE#ilE., LinaI P BHTHEIEAET,

<tfroot>

>

show conn all port 8305

26 in use, 32 most used
Inspect Snort:
preserve-connection: 0 enabled, 0 in effect, 0 most enabled, 0 most in effect

TCP nlp_int_tap 10.62.113.125(169.254.1.3):8305 outsidel 198.51.100.23:45647, idle 0:00:03, bytes 212¢



TCP nlp_int_tap 10.62.113.125(169.254.1.3):37141 outsi del 198.51.100.23: 8305, idle 0:00: 04, bytes 148

REFIE

BER, BEODoutsidel 1 A —T I A AN SZ—7Y NDoutside24 > Z—T I ALY F—
YTFORAZBEH TR ETT, PTITATEAZY /N1 Doutside2®IPF RL Ak, ThEFh
10.62.114.51/24 &£ 10.62.114.52/24T 9,

FIDN—23 27708 TR, ARNZX—J YT IELATF—RA U EZ—TIA AN Y R—hEh
THEY, BEOIZR—DF¥TIOERAA D E—TIA ADREEBANARETY, C DHEE
7T70RYFION—23 2 TRYR—RENRTLVEE A,

DD, BEDATFYTHAFYTEhizY), BRBPTOaVNFEENEYLET,

/N EE COFIETE. FMCASFTDERSERMIBRLAVTL & U,

1.FTIDANQO AV —=INT VR ERFH I =ZHREBLET,

« Firepower 4100/9300MF & 1k, SSHZFERAL T v —2(IC#& L TH S, connect module
xconsole X REFALTRATAJFIDOAV Y —)ICEHKETEET, CoTxlxAROY
NtEF1UF4FEZ1—-)LIDTT,

« TUFA AR AM)E— KRTFTD%E 2T L T L\ Firepower 4100/93000 54 I
SSHZEFERAL TS v—2IC#46 L TH S, connect module x telnet AN REFHAL TRA
FTAJFIDOY —I)ICEHKTEET, CoTxXxRFAOY MNEFIUF4EDI1—)LIDTT
o MRIZ, connect ftd <ftd_id> N> RZFEAL TFTDA VAR AILERLE T,

s MIE—RODEF2IT7T77AT I #—)L3100/42000FE k. SSHEFERL TS ¥ —>/ 21k
L TAHS. connect ftd <identifier>TdX > RZFEAL TFTDOA YV —I)LICEKZETEE T,

2. REBHPORIV—ZREALET,

3.FTDEFMCONY O TV 7 ZRB L Z2B<BHOLET, FIDHAOBZ AR, MANOI1Z



YRNONYOTY T M) KT,

4 BELELUT, 8—4Y NV R—7 T4 ADnameif, P7RLRA, EFIUFA1Y—>,
BLEZTOBDA Y E—T7 I ABEOREEBALFT,

5.A=TYIYNAVE=TIALAADAZRYNNAIP7 RLAZRELET,

6.FTDY7 MV ITN=23 AT 70 EOBERE,. Z—T YR R—T I A ATIR—
SATIOERAZAZ—TIIICL, BELCHUTERTVEARY ND—UZRELET,

irewall Management Center
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Error - Device Configuration

acCess

A High availability device cannot have more than 1 interface enabled for FMC

770&VEBOFTDIN—23 0 TlE, ATV TTESZEMSTAFYTLTLSEEL,

7.R8)>—%ERAL., FIDCLISHOREZHRELF T, XDHITIE., nameif outside2& 1FD
Ethernet1/24 X —7 T4 ADIP7 RLAFEEFNEFN10.62.114.51&£10.62.114.52T T,

<ffroot>

>

show i p

System IP Addresses:

Interface Name
Ethernetl/1 outsidel
Et hernet 1/ 2 out si de2

<- target interface
Ethernetl/4 fover

IP address
10.62.113.125

10.62.114.51

10.9.0.21

outside24 > X —7 I A4 AN sftunneliREICEBINENET,

<tfroot>

>

show runni ng-config sftunne

sftunnel interface outside2

<- target interface

Subnet mask
255.255.255.0

255. 255.255. 0

255.255.255.0

Method
manual <- source interf

manual

unset



sftunnel interface outsidel

<- source interface
sftunnel port 8305
sftunnel route-map FMC_GEN_19283746_RBD_DUAL_WAN_RMAP_91827346

Y RD—9TF RLAZHBRNAT)TF—7LICRESEE<OL—IF AV AR—LERTVET

A, outside1 A > BZ—T7 I A RAZHFH I —IIHAEREAhTVERT,

<#root>

>

show nat detail

Manual NAT Policies Implicit (Section 0)

1 (nlp_int_tap) to (outsidel) source static nlp_server__sftunnel_0.0.0.0_intf5 interface destination s

translate_hits = 1448, untranslate_hits = 1448

Source - Origin: 169.254.1.3/32, Translated: 10.62.113.125/24
Destination - Origin: 0.0.0.0/0, Translated: 0.0.0.0/0
Service - Protocol: tcp Real: 8305 Mapped: 8305

2 (nlp_int_tap) to (outside2) source static nlp_server__sftunnel _0.0.0.0_intf6 interface destination st

translate_hits = 0, untranslate_hits = 0

Source - Origin: 169.254.1.3/32, Translated: 10.62.114.51/24
Destination - Origin: 0.0.0.0/0, Translated: 0.0.0.0/0
Service - Protocol: tcp Real: 8305 Mapped: 8305

3 (nTp_int_tap) to (outsidel) source static nlp_server__sftunnel_::_intf5 interface ipv6 destination s

translate_hits = 0, untranslate_hits = 0

Source - Origin: fd00:0:0:1::3/128, Translated:
Destination - Origin: ::/0, Translated: ::/0
Service - Protocol: tcp Real: 8305 Mapped: 8305

(nlp_int_tap) to (outside2) source static nlp_server__sftunnel :: _intf6 interface i pv6 destination stat

translate_hits = 0, untranslate_hits = 0
Source - Origin: fd00:0:0:1::3/128, Translated:
Destination - Origin: ::/0, Translated: ::/0
Service - Protocol: tcp Real: 8305 Mapped: 8305
5 (nlp_int_tap) to (outsidel) source dynamic nlp_client_O_intf5 interface
translate_hits = 653, untranslate_hits = 0
Source - Origin: 169.254.1.3/32, Translated: 10.62.113.125/24

(nlp_int_tap) to (outside2) source dynamc nlp_client_0O_intf6 interface



translate_hits = 0, untranslate_hits = 0
Source - Origin: 169.254.1.3/32, Translated: 10.62.114.51/24
7 (nlp_int_tap) to (outsidel) source dynamic nlp_client_O_ipv6_intf5 interface ipv6
translate_hits = 0, untranslate_hits = 0
Source - Origin: fd00:0:0:1::3/128, Translated:

(nlp_int_tap) to (outside2) source dynanmic nlp_client_O_ipv6_intf6 interface ipv6

translate_hits = 0, untranslate_hits = 0
Source - Origin: fd00:0:0:1::3/128, Translated:

BNATRAZEVTAAT—BAEAVE—T IAARAETZRI VT ZHABLET,

<ffroot>

>

show nonitor-interface

This host: Primary - Active

Interface management (203.0.113.130): Normal (Monitored)
Interface outsidel (10.62.113.125): Normal (Monitored)
Interface outside2 (10.62.114.51): Normal (Monitored)

O her host: Secondary - Standby Ready

Interface management (203.0.113.131): Normal (Monitored)
Interface outsidel (10.62.113.126): Normal (Monitored)
Interface outside2 (10.62.114.52): Normal (Monitored)

9.outside24 > Z—7 I 4 ARHTFTIDAEET2HEEF. 77ZY N7+ —ARENDSSH
AccesstE O AV TT IV EANHF AT TVWSR CEZHRERLET,

10. REBHRZEETV, Z—T YR EZ—TIAAZNLERXA 2 Z—LHT—/\(DNS)B KV
FMCADEHKZFILET,

- FMCEFTDOBD LS R X A VB #R(DONS)F BB RIFESE. FTDA. DNSH—/VIZFE
ITRDEDICERAEChZIZRIARNKY TADR—T YN Z—TIA AZNLTEETED



CEZBFELET, DNSEBRERNZ VDY NNATHATIHEN BV ET,

« FIDA'Z—TY RV EZ—T I A ARHT, FMCILEET R 1-OICEAET BRI ARK
YZTICEETED L ERRALET,

« TCPR—K8305% 4T L I=FMCEFTDO RO F m#E#A, F—7'Y R4 2—T7 T4 AL
DRZ2DY RNATHATNTWVWRD L ZBFELERT, BRIEAADTHAITENATVD L
BENfHYEY,

CDFE., IP10.621141%2 2= Y NA 2V EZ—T IAALEOTF7AIRNTF—RNIJI A ELTHER
FTRIMBENHYET, TTVARNKYTIPFRLARK, 1 0F2—%Y MEfEIXYy+—27’7083)
(ICMP)ZfERA L TEETEETT,

<{froot>

>

ping 10.62.114.1

Please use 'CTRL+C' to cancel/abort...

Sending 5, 100-byte |ICMP Echos to 10.62.114.1, tineout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/10 ms

FHNAETLERFERIANKY F7TICMPAEEETOY 9 hTVRBEEK. RTARKYTO
Media Access Control ( MAC ; XFA 7T 7 AHIH ) 7 RL AN, showarpdX > ROEHIC
RRENTHY, BUTHD L Z2BRALET,

<tfroot>

>

show arp

fover 10.9.0.22 4c01.f7e9.e111 13275
outsidel 10.62.113.1 c02c.1782.2cbf 1
outsidel 10.62.113.126 4c01.f7e9.el0e 5453



out side2 10.62.114.1 c02c.1782. 2cbf 0

outside2 10.62.114.52 4c01.f7e9.e10f 5453

M. FTIDON—=232IERKUT, ROFIEZERITLET,

« N=23277.050 : FMCT, &fERXA 22 —7 T4 A(outsideNBHDIRX— v T U+
AZEMZL, =TT ZFABLET, chIllE, DNSH—/Y (DNSZFEAL T
FMCIZ7 9 tEATRBE)\NDI—TF10T&, B—45Y M2 Z—T I A A(outside2)iF
HOFMCHAEENET, LEARK, BEODAZTAYVIIN—NERETSH, 2= Y K
AVB—TIAATTFI AN —RII( ZRELET,

« 770KV EFD/N—232 : FMCT, RELA X —7 I 4 A(outside)BHDNZR—> +
TORAZEMIZL, Z—T YN Z—T T4 A(outside2)BHDNZ— YT O 1A%
BMCL, =T J2RABLET, ChiZlE, DNSZEFEALTFMCICT VAT 35
SEODNSH—NANOIN—FT 12T, BRVTEZ—TY M2 R —7T T 1 A(outside2)iEZHD
FMCADI—FT A INEENET, LEAE, BEDARXRTAVIIL—RNERETDH
E=TYINA BT IAATTFT7AINNT—RNDIAZRELET,

12. 7R —DRE

13. FTD CLISHT O #E:X :

<tfroot>

>

show route 0.0.0.0

Routing entry for 0.0.0.0 0.0.0.0, supernet
Known via "static", distance 1, metric 0, candidate default path
Routing Descriptor Blocks:

* 10.62.114.1, via outside2

<- default route over outside2
Route metric is 0, traffic share count is 1

>

show runni ng-config sftunne



sftunnel interface outside2

<- sftunnel is enabled only over outside2
sftunnel port 8305

show nat detail

Manual NAT Policies Implicit (Section 0)

1 (nlp_int_tap) to (outside2) source static nlp_server__sftunnel _0.0.0.0_intf6 interface destination st

translate_hits = 3, untranslate_hits = 3

Source - Origin: 169.254.1.3/32, Translated: 10.62.114.51/24
Destination - Origin: 0.0.0.0/0, Translated: 0.0.0.0/0
Service - Protocol: tcp Real: 8305 Mapped: 8305
2 (nTp_int_tap) to (outside2) source static nlp_server__sftunnel_::_intf6 interface ipv6 destination s
translate_hits = 0, untranslate_hits = 0
Source - Origin: fd00:0:0:1::3/128, Translated:
Destination - Origin: ::/0, Translated: ::/0
Service - Protocol: tcp Real: 8305 Mapped: 8305
3 (nlp_int_tap) to (outside2) source dynamic nlp_client_O_intf6 interface
transTlate_hits = 407, untranslate_hits = 0
Source - Origin: 169.254.1.3/32, Translated: 10.62.114.51/24
4 (nlp_int_tap) to (outside2) source dynamic nlp_client_O_ipv6_intf6 interface ipv6
translate_hits = 0, untranslate_hits = 0
Source - Origin: fd00:0:0:1::3/128, Translated:

show conn all port 8305

31 in use, 42 most used
Inspect Snort:
preserve-connection: 0 enabled, 0 in effect, 0 most enabled, 0 most in effect

TCP nlp_int_tap 10.62.114.51(169. 254. 1. 3): 56853 outsi de2 198.51.100. 23: 8305, idl e 0:00:06, bytes 3300¢

<- connectivity over outside2

TCP nlp_int_tap 10.62.114.51(169. 254. 1. 3): 32905 outside2 198.51.100.23:8305, idle 0:00: 00, bytes 1595¢

<- connectivity over outside2



14. Tshow network, CLISHOY > ROHEHODNSH—NZ2ZETHHEN HBESIE. HILL
DNSH—NZE&ELET,

<tfroot>

>

configure network dns servers 192.0.2.184

15. FMCT. FTDOE®EIPT RL A%Zoutside2®IPF7 RLAIZEBELTHA S, ATAXZFEALT
BERZEVDCLTHSBEBMCLET, HAWOmABDOIZY MMIXLT, COFIEZREYIEL
£9,

Management o

Imﬂmm [1:&62.1“.51 |I

Secondary Address:
o

16. TN TOFTD TsftunneliZis Z AL £ T,

<ttroot>

>



sftunnel - status-brief

PEER:198.51.100.23
SFTunnel Status:-

Channel A: Connected

Channel B: Connected

Peer channel Channel-A 1is valid type (CONTROL), using 'tap_nlp', connected to '198.51.100.23"'
Peer channel Channel-B 1is valid type (EVENT), using 'tap_nlp', connected to '198.51.100.23" vi
Registration: Completed.

IPv4 Connection to peer '198.51.100.23' Start Time: Thu Jul 16 16:37:14 2026 UTC

Heartbeat Send Time: Thu Jul 16 16:38:13 2026 UTC
Heartbeat Received Time: Thu Jul 16 16:39:13 2026 UTC
Last disconnect time : Thu Jul 16 16:37:11 2026 UTC

Last disconnect reason : Both control and event channel connections with peer went down

show conn all port 8305

32 in use, 42 most used
Inspect Snort:
preserve-connection: 0 enabled, 0 in effect, 0 most enabled, 0 most in effect

TCP nlp_int_tap 10.62.114.51(169.254.1.3):8305 outsi de2 198.51.100.23: 36383, idle 0:00: 00, bytes 2357:

<- new connection over different source port

TCP nlp_int_tap 10.62.114.51(169. 254, 1.3): 8305 outsi de2 198.51.100.23: 50963, idle 0:00: 01, bytes 1231¢

<- new connection over different source port

17. 72 Y N7 #—LAREDDNSY —N—2ZXETHIXEN H2 5, BUICEBROEEZT
W, RUS—ZERRALET,

BEERONZ TN 21 —FT1427

BECEROON RZFEALET,



1. show network : A VX —T7 I/ ADHREEZRTLET,

2. sftunnel-status-brief:sftunnel DFEHEAT— R AZRRL X T,

3. show run sftunnel : 77 A4 7O #4—)LT> > > (Lina)Dsftunnelik EZ R RLE T,
4. show conn all port 8305:LinaL> > > ZHDsftunneliEFfi 2R K<L E T,

BEEHROBBEONZ TN 1—FT4271C20TR, X1 R0 TEBEEONS I

T4, 023V ESRLTLSEZL,

ZHRER
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