nameif nlp_int_tapS L FIPF7 KL A
169.254 112 FRA L AT TF—RA > X2—T I
A4 A0 BB ORREL

A

¥

i e -3 D e D
NY2TZ0> RIER
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OSDiREE
NTYRNREFYTFvRA B
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FBAVB—TIAABHOEBRNENTHSD
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SRER
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CORFIXVNOERE, HEDFRARELCLHZITNARACEIVWTERENIZENDTT, C
DRFAIXKNTHEAIZINTOTFNA AR, JUTR(T7#ILDN ) RETERZHRHEL T
WET. 2EBFORY NT—U TR, BOANVRICK>TRID AN HIHEZ + R
LTLEEL,

CORFIXVRNOBREF. ROYTRNIVITEN—RIITON-DI3VIZETVWVTVET,

 Secure Firewall Threat Defense(FTD)7.x, 10.xl&. Secure Firewall Device
Manager(FDM) ¥ 7= I& Secure Firewall Management Center(FMC) CEEE N E T,
- Secure ASA 9.18LLB&,

INY DT Z02 RIGH

nameif nlp_int_tap&IP7 KL A169.254 11 Z AT IHNHFTF—F A X—T7 T4 Ak, Lina& ¥
BN3dF—R2TL—2IVOVENYOTIY RARL =T 12T AT AOS) BN ELHDREIC
FERHENDABA > RX—TIAATT,

chid, ROY—EALCL-BRNSERZRHIBDLEHICEAET LTS,

« SNMP:SNMPF—E &, OSOMERO7OLAE L TEITENET,

« Cisco SSHAZ Y V% FERL IEASANDSSH7 7+t A : SSHF—E Ik, OSO@ERID 'O
TRAELTRERITEIET,

e F—RARAR—TIAA%ENLEFTIDANOSSH7Z VA : SSHF—TFE Ik, OSOERID
AOtAEULTERITENET,

« FTIDTOVRFXGDINERERELE : AR —NNNOTF7 2R, JO0—-/N)ILVRFELEFEI—
HVRFOTF—R AV Z—T I A AN L TREEhET,

« F=BRAUBE—TIA AZNLEFTDEENZEIE, sftunnel, DNSER, S/t A, A
EBEREE, NTP, FFOSHEBA 2V REZ—TI( RAZNULTAZT1Y U )—MZHRHIC
RELTVBVREBREDNDEEY—EANODT V1A,

LinaM#&EE

759 N7 F—AIZ& 2T, LinaL> <> Tnameif nlp_int_tap #¥Internal-DataX/Y{ > 2 —7
IAAICEIYHETSh, BERDIOANY RHAOICEKRREIFTT,

CholE, EREFKBITFATIA—IINASOEITT,

- FIDEXRTT2EF21T777A4T7J4—)L6170:



<tfroot>

CSF6170-1#

show interface ip brief

Interface IP-Address 0K? Method Status Protocol
Internal -Datal/ 1l 169.254.1.1 YES unset up up
CSF6170-1#

show controller

I nternal - Datal/ 1:

ASA | PS/ VM I nternal Managenent Data Interface en_vtun rev00, port id 10

Major Configuration Parameters

Devi ce Name : en_vtun

Li nux Tun/ Tap Device : /dev/net/tun/tap_nlp

CSF6170-1#

show interface detail | begin nlp_int_tap

<-- Output except Internal-Data slot and port ID is similar in other devices

Interface Internal-Datal/1 "nlp_int_tap", is up, line protocol is up

Hardware is en_vtun rev00



, BW Unknown Speed-Capability, DLY 1000 usec
(FulT-duplex), (1000 Mbps)
Input flow control 1is unsupported, output flow control is unsupported
MAC address 0000.0100.0001, MTU 1500
IP address 169.254.1.1, subnet mask 255.255.255.248
12409 packets input, 837229 bytes, 0 no buffer
Received 0 broadcasts, 0 runts, 0 giants
0 input errors, 0 CRC, O frame, O overrun, 0 ignored, 0 abort
0 pause input, 0 resume 1input
0 L2 decode drops, 0 demux drops
12371 packets output, 816494 bytes, 0 underruns
0 pause output, 0 resume output
0 output errors, 0 collisions, 0 interface resets
0 Tate collisions, 0 deferred
0 input reset drops, 0 output reset drops
input queue (blocks free curr/Tow): hardware (0/0)
output queue (blocks free curr/low): hardware (0/0)
Traffic Statistics for "nlp_int_tap":
12409 packets input, 663503 bytes
12371 packets output, 643300 bytes
43 packets dropped
minute input rate 0 pkts/sec, 0 bytes/sec
minute output rate 0 pkts/sec, 0 bytes/sec
minute drop rate, 0 pkts/sec
minute input rate 0 pkts/sec, 0 bytes/sec
minute output rate 0 pkts/sec, 0 bytes/sec
5 minute drop rate, 0 pkts/sec
Control Point Interface States:
Interface number is 7
Interface config status is active
Interface state is active

VR R R

CSF6170-1#
capture nlp interface ?

<-- Same as in other devices
cplane Capture packets on controlplane interface
data-plane Capture packets on dataplane interface

nlp_int_tap Capture packets on nlp_int_tap interface

Available interfaces to listen:
eventing Name of interface Managementl/2
inside Name of interface Ethernetl/1
management Name of interface Managementl/1

CSF6170-1#
show asp table interfaces

<-- Same as 1in other devices

Soft-np interface 'nlp_int_tap' is up
context single_vf, nicnum 10, mtu 1500
vlan <None>, Not shared, seclvl 100



12409 packets input, 12371 packets output
flags 0x0

CSF6170-1#

show asp table routing

<-- Same as in other devices
route table timestamp: 37

in 169.254.1.0 255. 255. 255. 248 nl p_int _tap

in £d00:0:0:1::1  ffff:ffff:ffff.FFFf. FEFfFFEFfFFEFfiFFff nlp_int_tap

in £d00:0:0:1:: ffff:ffff:ffff:ffff:: nlp_int_tap
out 255.255.255.255 255.255.255.255 nlp_int_tap

out

169. 254. 1.1 255. 255. 255. 255 nl p_int _tap

out 169.254.1.0 255.255.255.248 nlp_int_tap

out 224.0.0.0 240.0.0.0 nTp_int_tap

out fd00:0:0:1::1 ffff - ffff:ffff:ffff - fEFF . FEFFFEFF-FFFF nlp_int_tap

out fd00:0:0:1:: ffff.ffff:ffff:ffff:: nlp_int_tap
out fe80:: ffcO:: nlp_int_tap
out ff00:: ff00:: nlp_int_tap

« ASA% 179 BFirepower 4145:

<{froot>

asa#

show interface ip brief

Interface IP-Address 0K? Method Status Protocol

I nt ernal - Dat a0/ 2 169.254.1.1 YES unset up up



asa#

show controller

| nt ernal - Dat a0/ 2

ASA | PS/ VM I nternal Managenent Data Interface en_vtun rev00, port id 4102

Major Configuration Parameters

Devi ce Nane :en_vtun

Li nux Tun/ Tap Device : /dev/net/tun/tap_nlp

« {R48FTD:

<#froot>

firewall#

show interface ip brief

Interface IP-Address 0OK? Method Status Protocol
I nternal - Data0O/ 1 169.254.1.1 YES unset up up
firewall#

show control |l er

I nternal - Dat a0/ 1:



ASA | PS/ VM | nternal Managenment Data Interface en_vtun rev00, port id 12

Major Configuration Parameters

Devi ce Nane :en_vtun

Li nux Tun/ Tap Device : /dev/net/tun/tap_nlp

« {RABASA:

<tfroot>

asav#

show interface ip brief

I nt ernal - Dat a0/ 0 169.254.1.1 YES unset up

firewall#

show controller

| nt ernal - Dat a0/ 0

ASA | PS/ VM I nternal Managenent Data Interface en_vtun rev00, port id 4

Major Configuration Parameters

Devi ce Nane : en_vtun

Li nux Tun/ Tap Device : /dev/net/tun/tap_nlp

up



F—RAUD:

« nameif nlp_int_tapld, B2 7SY N7 —LDERBDIABT—RA > Z—T T4 AICEV)
HETsh&FET,

« show asp table routing AN > ROEBDIZK D &, nameif nlp_int_tap ZHE DA F—X 1 >
X—T I A A, IPv4T7 RL A169.254.1.1/29 &£IPv6 7 KL Afd00:0:0:1::1/64 A E|V) H T
S5NTVET,

« show controller AN > ROBAHICKDE, DA X—T I A Alk/dev/net/tun/tap_nlpTHE
ATE3Linux Tun/Tapf X —7 IA A ($lltap) T,

OS M &AL

/dev/net/tun/tap_nlp l&, RDIP7 RL AZ#F DLinuxDtapf > X—T7 I A ATT,

o IPV4 : REBF /N4 ALD169.254.1.2[298 KR V'/\— RO T T F/N14 A LED169.254.1.3/29,
- IPV6:fd00:0:0:1::2/64 ( R?87 /N4 A ) &£fd00:0:0:1::3/64 ( N\—RIJITFTFNAAX) TT,

REERTP/N—RIIFTFTIDT/NA ATDHREE :

« {R48FTD:

<{froot>

admin@firewall:~$

i p addr show dev tap_nlp

14:
tap_nlp

: <BROADCAST ,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc pfifo_fast state UP group default glen 1000
Tink/ether 06:dd:c8:b9:e9:cc brd ff:ff:ff:ff:ff:ff

inet 169.254.1.2/29 brd 169.254.1.7 scope global tap_nlp:1

valid_1ft forever preferred_1ft forever

inet6 fd00:0:0:1::2/64 scope gl obal



valid_1ft forever preferred_1ft forever
inet6 fe80::4dd:c8ff:feb9:e9cc/64 scope 1link
valid_1ft forever preferred_1ft forever

» Cisco Secure Firewall 6170:

<{froot>

admin@CSF6170-1:~$

i p addr show dev tap_nlp

tap_nlp

: <BROADCAST ,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc pfifo_fast state UP group default glen 1000
Tink/ether b2:5b:a0:bf:f6:69 brd ff:ff:ff:ff:ff:ff

inet 169.254.1.3/29 brd 169.254.1.7 scope global tap_nlp:1

valid_1ft forever preferred_1ft forever

inet6 fd00: 0:0:1::3/64 scope gl oba

valid_1ft forever preferred_1ft forever
inet6 fe80::b05b:a0ff:febf:f669/64 scope Tink
valid_1ft forever preferred_1ft forever

EFEANDFEHERMBETDEHIC, OSICK2 T, tapnpA/ V) X—T I A ADREETIPT RLA%
BONTYROIN—TFT A IT—TIIRROEODIN—FT A TIL=IHFAVARN=ILENET

o

<tfroot>

admin@firewall:~$

ip rule show

0: from all lookup Tocal

32765: from 169.254.1.2 | ookup 1



<-- For packets sourced from 169.254.1.2 (or .3 in case of hardware devices), the routing table 1 is us
32766: from all Tookup main
32767: from all lookup default

admin@firewall:~$

ip -6 rule show

0: from all Tookup Tocal

32765: from fd00:0:0:1::2 | ookup 1

<-- For packets sourced from xxxx::2 (or xxxx:3 in case of hardware devices), the routing table 1 is us
32766: from all Tookup main

admin@firewall:~$

ip route showtable 1

default via 169.254.1.1 dev tap_nlp

<-- Next hop for the default route in table 1 is 169.254.1.1 (Lina)

admin@firewall:~$

ip -6 route show table 1

default via fd00:0:0:1::1 dev tap_nlp

metric 1024 pref medium <-- Next hop for the default route in table 1 is fd00:0:0:1::1 (Lina)

F—RAUD

o IPVAB RTIPVEDIL—FT 14 T I —IL T, nlp_tapA X —T IA AT RLANSEEE
NENTY NOIL—=KNILY OTYTHN—TFT 42 0FT—TIIMTERITENET,

c =T AT T—=TI1DIPvAE KTIPv6/N\— 3 2 (C&, Linanlp_int_tapf > X—7 T4
ACBIRRIVARNKYTTRLATOF7AILRNIL—RAFEENTVET,

INTY RNAREFYTFYRAUB

COEU>a>TR, RO2DDEBBDT—AICBHBDINTY NNAREFYTFY¥RA NERL
£7,



c T=BAVE—T I/ ADEERRFENTT,
T—R2A2 32— IA ARHADEENBMICE2TVERT,

N si# FOMO MP—RI7IAELTTF—R AVRTI-A%ZEATD, HELCIE, BMNOD
SFIVAFBNET W—T12J, BE,. BRONTYREFNYTFYRANOBERDLS
R3E, COFIART—RAEZ—TIAARHOERZ®BALLFMCIC K > TEEE
NBFTDICUTVWE T,

T—RAVEZ—TIA ARHDEENEMNTT

COEI>a>TR, FIDTONTY NNAEF Y TFYvRARNORBRIEICOVT, XDERED
e EICHBLET,

1. FTDIEFMCIZ & > TEEBEhE T,
2. F—BRAVE—TIAANDERRFITVEEA. chiF, EEAX—TIAARAZFEALT
OSENERRY ND—VRDERZRHBRIZD L ZERLET,

<tfroot>

>

show net wor k managenent -dat a-i nterface

Physical Interface Name of the Interface <-- empty output indicates disabled feature

JRDEEDLBLL EEIDNIREETIATVET,

« ASAXZFFTDTDOSNMP

* Cisco SSHAZR Y JIZ &k BDASANDSSHT 7 £ AASAN—2 32923 B TIF. Cisco
SSHAZY JREVICHE>THY), BV TEEFEA,

s TFT=RAVE—T I ABHADFTIDNDSSHT7 VA

- FDMEEBMRFTIDOTF—R- 41227 I —RAZNLIEHTTIPS7 7t XA,

ANTYRFFTFrE, IXTCOFF¥TF YRS NTREENET,

HROVWTFNADHENRESNTVRIEE, FHO2BEONATIL—IIFrEBNICREELET,
BEER— R Z7ORINIER>T, NATIL—ILRERBYVET,

R, F—BAR—TIAAENLEFTD SSH7Z 7t ALK T 2 FE D Twice NATIL—IL DO H



HBlERLET,

<{froot>

firewall#

show nat detail

Manual NAT Policies Implicit (Section 0)
1 (nlp_int_tap) to (inside) source static nlp_server__ssh_0.0.0.0_intf3 interface destination static O
translate_hits = 6, untranslate_hits = 6

Source - Origin: 169.254.1.2/32, Translated: 192.0.2.1/24

Destination - Oigin: 0.0.0.0/0, Translated: 0.0.0.0/0

Service - Protocol: tcp Real: ssh Mpped: ssh

2 (nlp_int_tap) to (inside) source static nlp_server__ssh_::_intf3 interface ipv6 destination static O
translate_hits = 0, untranslate_hits = 0

Source - Origin: fd00:0:0:1::2/128, Transl ated:

Destination - Oigin: ::/0, Translated: ::/0

Service - Protocol: tcp Real: ssh Mapped: ssh

3 (nlp_int_tap) to (inside) source dynamic nlp_client_0_0.0.0.0_6proto22_intf3 interface destination s

translate hits = 0, untranslate_hits = 0

Source - Origin: 169.254.1.2/32, Translated: 192.0.2.1/24

Destination - Oigin: 0.0.0.0/0, Translated: 0.0.0.0/0



Service - Oigin: tcp destination eq ssh , Translated: tcp destination eq ssh

4 (nlp_int_tap) to (inside) source dynamic nlp_client_O_ipv6_::_6proto22_intf3 interface ipv6 destinat
translate_hits = 0, untranslate_hits = 0

Source - Origin: fd00:0:0:1::2/128, Transl ated:

Destination - Origin: ::/0, Translated: ::/0

Service - Origin: tcp destination eq ssh , Translated: tcp destination eq ssh

) 7E:Cisco SSHAR Y U & fEH L IZASANDSSHER DZE ., FER— ME22H 5412212F
BEhET,

RORIZ, NTY MNAREFYTFY¥RANERLET,

0S (LINUX)

armic PAT IPv 6
4 : PA
10

nlp_int_tap: tap_nlp:

fd00:0:0:1::1/64 fd00:0:0:1::[2-3]/64 4

6
;
Dat:
imF_-.:f:r:.B LINA/ASA O 169.254.1.1/29 169.254.1.12-3)/29 & - SNMP
.

1 5

2

HRFIE (AR DOHEICER ) !

1. FYTFYRABN -1IP192.0.22H 51P 192.0.2.1 DR— KR22ADSSHD A ZHTCP SYN/\
TY Ko IP192.02 1AL EZ—TIAADT RLATT,

<#root>

firewall#

show run ssh



ssh 0.0.0.0 0.0.0.0 inside
ssh ::/0 1inside

firewall#

show i p

System IP Addresses:
Interface Name IP address Subnet mask
GigabitEthernet0/0

i nsi de

192.0.2.1

255.255.255.0 manual
Current IP Addresses:

Interface Name IP address Subnet mask
GigabitEthernet0/0
i nsi de 192.0.2.1

255.255.255.0 manual

firewall#

show capture

capture capi type raw-data trace interface inside [Capturing - 218 bytes]
match tcp any any

capture nlp type raw-data trace interface nlp_int_tap [Capturing - 218 bytes]
match tcp any any

firewall#

show capture capi

1 packets captured
1:

19:52:27. 776830 192.0.2.2.22420 > 192.0.2.1. 22

: S 240217016:240217016(0) win 8192

Method

Method



2. F Y7 F ¥ RL—AR., WEIPE192.0.2.1H SIP 169.254 1. 21 &ML, NTY R%E
nip_int_tapi A4 > 2 —T7 T4 AILEIET D, —HITBINATIL—IILZRLTLET,

<#froot>

firewall#

show capture capi trace packet-nunber 1

Phase: 1

Type: CAPTURE

Subtype:

Result: ALLOW

ETlapsed time: 22936 ns
Config:

Additional Information:
MAC Access list

Phase: 2

Type: ACCESS-LIST
Subtype:

Result: ALLOW

ETlapsed time: 22936 ns
Config:

Implicit Rule
Additional Information:
MAC Access 1ist

Phase: 3

Type: UN-NAT

Subtype: static
Result: ALLOW

Elapsed time: 11224 ns
Config:

nat (nlp_int_tap,inside) source static nlp_server__ssh_0.0.0.0_intf3 interface destination static 0_0.0.

<-- matching NAT rule
Additional Information:

NAT divert to egress interface nlp_int_tap(vrfid:0)

<-- Egress interface is nlp_int_tap

Untranslate 192.0.2.1/22 to 169.254.1.2/22

<-- Destination address was translated to 169.254.1.2

Phase: 15

Type: INPUT-ROUTE-LOOKUP-FROM-OUTPUT-ROUTE-LOOKUP
Subtype: Resolve Preferred Egress interface
Result: ALLOW

ETlapsed time: 13664 ns

Config:



Additional Information:
Found next-hop 169.254.1.2 using egress ifc nlp_int_tap(vrfid:O0)

<-- next hop is the nlp_int_tap with IP 169.254.1.2

Phase: 16

Type: ADJACENCY-LOOKUP

Subtype: Resolve Nexthop IP address to MAC
Result: ALLOW

ETapsed time: 2440 ns

Config:

Additional Information:

Found adj acency entry for Next-hop 169.254.1.2 on interface nlp_int_tap

Adjacency :Active
MAC address 06dd. c8b9.e9cc hits 1 reference 1

<-- next hop MAC address

Phase: 17

Type: CAPTURE

Subtype:

Result: ALLOW

ETapsed time: 8296 ns
Config:

Additional Information:
MAC Access Tlist

Result:

input-interface: inside(vrfid:0)

input-status: up
input-line-status: up

output-interface: nlp_int_tap(vrfid:0)

output-status: up
output-line-status: up
Action: allow

Time Taken: 191292 ns

B.FVYTFYRADN -FHEIP 169.254.1.27R— RN22%&FED/NT Y M A nlp_int_tap4 > X —7 1T 4
ADSEFENET,

<#root>



firewall#

show capture nlp

1 packets captured
1: 19:52:27.776998

192.0.2.2.22420 > 169.254.1.2.22

: S 1456431278:1456431278(0) win 8192

4. F ¥ TFvRAT N - FKIP 169.254.1.27R— N 22% 35D /N4 Y KA OS tap_nlpA R —7 T

1 ATEEFEENFET,

<ffroot>

admin@firewall:~$

sudo tcpdunp -n -i tap_nlp tcp

Password:

HS_PACKET_BUFFER_SIZE is set to 4.

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
Tistening on tap_nlp, link-type EN1OMB (Ethernet), capture size 262144 bytes

19:52:27.796029 | P 192.0. 2. 2. 22420 > 169.254.1.2.22: Flags [S],

seq 1456431278, win 8192, length 0

5. SSHF—EFR—K22TUY AL, SYNNXTY RZ2ZELT, ThEVELET,

<{froot>

admin@firewall:~$

sudo netstat -pan | grep :22

Password:

tcp 0 0 0.0.0.0:22

tcp6 0 0 :::22

LI STEN 6026/ sshd: /usr/ sbi

LI STEN 6026/ sshd: /usr/ sbi



6. SSHIEFSYN ACKNNT Y hZXEK L E T,

7. F Y 7FvRA N —IZETTIP 169.254.1.27R— R 22B K V' SEEIP 192.0.2.2%#F DSYN ACK/Y
TY Ntap_nlpA Y EZ—T IA AL SEEFEENET,

<#root>

admin@firewall:~$

sudo tcpdunp -n -i tap_nlp tcp

Password:

HS_PACKET_BUFFER_SIZE is set to 4.

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode

Tistening on tap_nlp, link-type EN1OMB (Ethernet), capture size 262144 bytes

19:52:27.796029 IP 192.0.2.2.22420 > 169.254.1.2.22: Flags [S], seq 1456431278, win 8192, Tlength 0

19:52:27.796112 | P 169.254.1.2.22 > 192.0.2.2.22420: Flags [S.], seq 2122129677, ack 1456431279, win 64:

8. F VYT FYRAN - EETTIP 169.254.1.27R— N22EFBEIPT RL A192.0.2.2%3#F DSYN
ACK/N Y NA'Lina nip_int_tapf > X —7 I ATEEFEENET,

<#root>

firewall#

show capture nlp

2 packets captured

1: 19:52:27.776998 192.0.2.2.22420 > 169.254.1.2.22: S 1456431278:1456431278(0) win 8192

2. 19:52:27. 777776 169. 254.1.2.22 > 192.0.2.2.22420: S 2122129677:2122129677(0) ack 1456431279

9. ZOSYNACKNNT Y NE, BEEFERBEIEhEEEO—HE L TREBENET, LIS
HEOWVWT, LinaL>o ik, NTY NOEERTZIP 169.254.1.2H S AERIP 192.0.2.1IE#RT S
ENATIL—ILZEAL, HHAA>VEZ—T7 T4 AELTHEBERIRLE T, CiscoSSHAZY U %
FEHLU LASANDSSHIER DB S, EETR—NFM2H S2ICRENET,



<tfroot>

firewall#

show capture nlp trace packet-nunber 2

2 packets captured

1: 19:52:27.776998 192.0.2.2.22420 > 169.254.1.2.22: S 1456431278:1456431278(0) win 8192

2. 19:52:27.777776 169.254.1.2.22 > 192.0.2.2.22420: S 2122129677:2122129677(0) ack 1456431279
Phase: 1
Type: CAPTURE
Subtype:

ResuTlt: ALLOW

ETapsed time: 2196 ns
Config:

Additional Information:
MAC Access list

Phase: 2

Type: ACCESS-LIST
Subtype:

ResuTlt: ALLOW

ETapsed time: 2196 ns
Config:

Implicit Rule
Additional Information:
MAC Access list

Phase: 3

Type: FLOW-LOOKUP
Subtype:

ResuTlt: ALLOW

ETapsed time: 2928 ns
Config:

Additional Information:

Found flow with id 239305, using existing flow

Phase: 4

Type: INPUT-ROUTE-LOOKUP-FROM-OUTPUT-ROUTE-LOOKUP
Subtype: Resolve Preferred Egress interface
Result: ALLOW

ETapsed time: 10736 ns

Config:

Additional Information:

Found next-hop 192.0.2.2 using egress ifc inside(vrfid:0)



Phase: 5

Type: ADJACENCY-LOOKUP

Subtype: Resolve Nexthop IP address to MAC
Result: ALLOW

ETapsed time: 1952 ns

Config:

Additional Information:

Found adj acency entry for Next-hop 192.0.2.2 on interface inside

Adj acency : Active

MAC addr ess 0000. 0000. 1234 hits O reference 1

Phase: 6

Type: CAPTURE

Subtype:

Result: ALLOW

ETapsed time: 10736 ns
Config:

Additional Information:
MAC Access Tlist

Result:

input-interface: nlp_int_tap(vrfid:0)

input-status: up
input-line-status: up

output-interface: inside(vrfid:0)

output-status: up
output-line-status: up
Action: allow

Time Taken: 30744 ns

10.F Y 7FYRAN:NTY RN ARBA 2V R—T I/ AN SHEICBAGFTEHRHEIAET,

<{froot>

firewall#



show capture capi

2 packets captured

1: 19:52:27.776830 192.0.2.2.22420 > 192.0.2.1.22: S 240217016:240217016(0) win 8192

2: 19:52:27.777807 192.0.2.1.22 > 192.0. 2. 2. 22420: S 2835714564: 2835714564(0) ack 240217017 wir

TF—RA V=TI ARHOEBNEMTHS

FMCIZ& 2 TEEENBFIDTT— XA EZ—TIAADEENABMICE>TVRHERF, XD
ZENBBNICITOIAET,

1.CLISHTIE., 7 #)I M —BbJ I A &data-interface 9, OSLRILDOF7FILRNT—N
"71’(Litap_n|p7iﬁ"§EE L. ZARNKY ZELinalP 169.254.1.1%Z L TVWE T,

<tfroot>

>

show net wor k managenent -data-i nterface

Physical Interface Name of the Interface

Et hernet 1/ 2 i nsi de

show net wor k

[ System Information ]

Hostname : FPR1150-2
DNS from router : enabled
Management port : 8305

| Pv4 Default route



Gat enway . data-interfaces

[ managementO ]

Admin State : enabled

Admin Speed : 1lgbps

Operation Speed : 1lgbps

Link Toup

Channels : Management & Events

Mode : Non-Autonegotiation
MDI/MDIX : Auto/MDIX

MTU : 1500

MAC Address : 4C:E1:75:DD:89:00
—————————————————————— [ IPv4 J--——---— oo~
Configuration : Manual

Address 1 192.0.2.29

Netmask 1 255.255.255.0
—————————————————————— [ IPv6 J----——-==—=—— ===~
Configuration : Disabled

[ Proxy Information ]
State : Disabled
Authentication : Disabled

======[ System Information - Data Interfaces ]======

DNS Servers

Interfaces : Ethernetl/2
[ Ethernetl/2 ]

State : Enabl ed

Li nk o Up

Nanme ;. inside



Mru : 1500

MAC Addr ess : 4C. E1: 75: DD: 89: 25
---------------------- R 27 R
Configuration : Manual

Addr ess : 198.51.100. 254

Net mask : 255.255.255.0

Gat eway :198.51.100.1
—————————————————————— [ IPV6 J------—--=——mmm -
Configuration : Disabled

admin@firewall:~$

ip route show default

default via 169.254.1.1 dev tap_nlp

2.LinallFBE, T—FAVE—T I/ ARAZNLTREECNETTZILNIL—RIHYERT,
ChIFFMCASRBEEhEI-—YRETT,

<ffroot>

firewall#

show route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP



D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS dinter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF, BI - BGP InterVRF
Gateway of last resort is 198.51.100.1 to network 0.0.0.0

S* 0.0.0.0 0.0.0.0 [1/0] via 198.51.100.1, inside
C 198.51.100.0 255.255.255.0 is directly connected, inside
L 198. 51. 100. 254 255. 255. 255. 255 is directly connected, inside

3.Linad N =17 I Tk, sftunnel’R— R8305M21ZNDNATIL—ILAIPvAE IPVED T H D AR
VIOILAVARN=ILENTVET, £k, OSHASHITRY NDO—IADELEZTREICTS
=HIZ, OShtap_nlpA A —T7 T4 ADQIPVAB RTIPV6 7 RLAICHT DR A FIv D
PATA"F—RA 2R —TIAALTREETINET,

<#froot>

firewall#

show nat detai

Manual NAT Policies Implicit (Section 0)
1 (nlp_int_tap) to (inside) source static nlp_server__sftunnel_0.0.0.0_intf3 interface destination sta
translate_hits = 6, untranslate_hits = 6

Source - Origin: 169.254.1.3/32, Translated: 198.51.100. 254/ 24

Destination - Oigin: 0.0.0.0/0, Translated: 0.0.0.0/0

Service - Protocol: tcp Real: 8305 Mapped: 8305

2 (nlp_int_tap) to (inside) source static nlp_server__sftunnel_::_intf3 interface ipv6 destination sta
translate_hits = 0, untranslate_hits = 0

Source - Origin: fd00:0:0:1::3/128, Transl ated:



Destination - Oigin: ::/0, Translated: ::/0

Service - Protocol: tcp Real: 8305 Mapped: 8305

3 (nTp_int_tap) to (inside) source dynamic nlp_client_0O_intf3 interface
translate_hits = 64, untranslate_hits = 0

Source - Origin: 169.254.1.3/32, Translated: 198.51.100. 254/ 24

<-- Dynamic IPv4 PAT on inside interface

4 (nlp_int_tap) to (inside) source dynamic nlp_client_O_ipv6_intf3 interface ipvé6
translate_hits = 0, untranslate_hits = 0

Source - Origin: fd00:0:0:1::3/128, Transl ated:

<-- Dynamic IPv6 PAT on inside interface

ROBI, NTY RNAREFYTFYRARNERLET,

0S (LINUX)

0.0.0.0/0 via 169.254.1.1
1

tap_nip: DNS |[RADIUS
LINA/ASA O 169.254.1.1/20 169.254.1.[2-3/20 @& FEIHUS | WETEE °::‘:‘:125

interface g d00:0:0:1::1/64 1d00:0:0:1::[2-3)/64 o  NTP | LDAP [|HTTPS

(o]

3
nlp_int_tap:

BIAFIBE(COHTIE, BIEFIERINTPRS 7Y OBTY, BLOASY I, SAEVALES
BUOSERBNT 71 v VICEERENET),

1.NTPOZ AT > N, AEBNTPH—NNDIPT RLABTONT Y hEEKLET,

<tfroot>

admin@firewall:~$

sudo ntpq -pn



Password:
remote refid st t when poll reach delay offset jitter

*¥192.0.2.222 192.0.2.111 2 u 31 64 377 27.540 +0. 104 0. 105

127.127.1.1 .LOCL. 10 1 1093 64 0 0.000 +0.000 0.000

OSHBRN S, KVARNKY TR, ZERT7RLAELTEALUA > Z—T T4 AIP
169.254.1.3% AL TWatap_nlpA > Z—7 I A AEBHALTVWET,

<ffroot>

admin@firewall:~$

ip route get 192.0.2.222

192.0.2.222 via 169.254.1.1 dev tap_nlp src 169.254.1.3 uid 101

cache

2.F Y TFYRAN : NT Y MNtap_nlpA Y Z—T IA AN SEEETNET,

<tfroot>

admin@firewall:~$

sudo tcpdunmp -n -i tap_nlp udp and port 123

HS_PACKET_BUFFER_SIZE is set to 4.

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
Tistening on tap_nlp, link-type EN1OMB (Ethernet), capture size 262144 bytes
22:39:59.728791 1IP

169.254.1.3.123 > 192.0.2.222.123

: NTPv4, Client, Tength 48

3. FYTFvRAN : N Y MH'Linanlp_tap_interface/ X —7 I 4 AICBELE T,



<tfroot>

firewall#

show capture

capture nlp type rawdata trace interface nlp_int_tap

[Capturing - 10600 bytes]

mat ch udp any any eq ntp

firewall#

show capture nlp

96 packets captured
3: 22:39:59.726112

169.254.1.3.123 > 192.0.2.222.123

udp 48

4. N—=RNILY OFTYFTICETVT, LinakRBEHIA 2 Z—TTARELTHEBIL. NTY
NDEEFETIPT RLA%Z169.254130 57— AV B2—T7 I AP RLAICEETDH
A1 FIYIPATI—IIZBERALET,

<tfroot>

firewall#

show capture nlp trace packet-nunber 3

96 packets captured

3: 22:39:59.726112 169.254.1.3.123 > 192.0.2.222.123: udp 48

Phase: 1
Type: CAPTURE
Subtype:
Result: ALLOW



ETapsed time: 4608 ns
Config:

Additional Information:
MAC Access Tlist

Phase: 2

Type: ACCESS-LIST
Subtype:

Result: ALLOW

ETapsed time: 4608 ns
Config:

Implicit Rule
Additional Information:
MAC Access Tlist

Phase: 3

Type: INPUT-ROUTE-LOOKUP

Subtype: Resolve Egress Interface
ResuTlt: ALLOW

Elapsed time: 24576 ns

Config:

Additional Information:

Found next-hop 198.51.100.1 using egress ifc inside(vrfid:O0)

Phase: 6

Type: NAT

Subtype:

Result: ALLOW
ETapsed time: 853 ns
Config:

nat (nlp_int_tap,inside) source dynamic nlp_client_O_intf3 interface

Additional Information:

Dynani c translate 169.254.1.3/123 to 198.51. 100. 254/ 58840

Phase: 13

Type: INPUT-ROUTE-LOOKUP-FROM-OUTPUT-ROUTE-LOOKUP
Subtype: Resolve Preferred Egress interface
Result: ALLOW

ETapsed time: 8192 ns

Config:

Additional Information:

Found next-hop 198.51.100.1 using egress ifc inside(vrfid:O0)

Phase: 14



Type: ADJACENCY-LOOKUP

Subtype: Resolve Nexthop IP address to MAC
Result: ALLOW

ETapsed time: 3072 ns

Config:

Additional Information:

Found adj acency entry for Next-hop 198.51.100.1 on interface inside

Adjacency :Active

MAC address c02c. 1782. 2cbf hits 5 reference 3

Phase: 15

Type: CAPTURE

Subtype:

Result: ALLOW

ETapsed time: 11264 ns
Config:

Additional Information:
MAC Access Tlist

Result:

input-interface: nlp_int_tap(vrfid:0)

input-status: up
input-line-status: up

output-interface: inside(vrfid:0)

output-status: up
output-line-status: up
Action: allow

Time Taken: 173567 ns

firewall#

show route

Codes: L - Tocal, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS dinter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF, BI - BGP InterVRF
Gateway of last resort is 198.51.100.1 to network 0.0.0.0



S* 0.0.0.0 0.0.0.0 [1/0] via 198.51.100.1, inside

C 198.51.100.0 255.255.255.0 is directly connected, inside
L 198.51.100.254 255.255.255.255 1is directly connected, inside

5 F ¥ TFYRAVN :NTYRNIHDAM 2 EZ—T I/ ABRHTEEFEEIET,

<{froot>

firewall#

show capture capi

112 packets captured

1: 22:39:59.726387 198. 51. 100. 254. 58840 > 192.0. 2.222.123: udp 48

6. F Y TFYRAKN NTPH—NFRBENTY NEEFLEY,

<{froot>

firewall#

show capt ure capi

112 packets captured
1: 22:39:59.726387 198.51.100.254.58840 > 192.0.2.222.123: udp 48

2: 22:39:59. 756796 192.0.2.222.123 > 198.51. 100. 254. 58840: udp 48

7.LinalZMEIaA T NEEGEO—PBE L TRHEBEZLIEL, UN—ANATZEALET., COBHRIC
HJVT, BEIF169.254 1.3 h, HAAMRX—T I A4 Aldnlp_int_tapT 9,

<{froot>

firewall#

show capture capi trace packet-nunber 2

120 packets captured



2: 22:39:59. 756796 192.0.2.222.123 > 198. 51. 100. 254. 58840

Phase: 3

Type: FLOW-LOOKUP
Subtype:

Result: ALLOW

ETapsed time: 6144 ns
Config:

Additional Information:

Found flow with id 1226, using existing fl ow

Phase: 4

Type: INPUT-ROUTE-LOOKUP-FROM-OUTPUT-ROUTE-LOOKUP
Subtype: Resolve Preferred Egress interface
Result: ALLOW

ETapsed time: 11264 ns

Config:

Additional Information:

Found next-hop 169.254.1.3 using egress ifc nlp_int_tap(vrfid:O0)

Phase: 5

Type: ADJACENCY-LOOKUP

Subtype: Resolve Nexthop IP address to MAC
Result: ALLOW

ETapsed time: 3072 ns

Config:

Additional Information:

udp 48

Found adj acency entry for Next-hop 169.254.1.3 on interface nlp_int_tap

Adjacency :Active

MAC address 9641.fdd8. 1038 hits 4159 reference 4

Phase: 6

Type: CAPTURE

Subtype:

Result: ALLOW

ETapsed time: 17920 ns
Config:

Additional Information:
MAC Access Tlist

Result:



input-interface: inside(vrfid:0)

input-status: up
input-line-status: up

output-interface: nlp_int_tap(vrfid:0)

output-status: up
output-line-status: up
Action: allow

Time Taken: 47104 nsw

8. FVYTFrRAVN  BENTY Nnlp_int_tapA VZ—T7 I A AN SEEENET,

<{froot>

firewall#

show capture nlp

132 packets captured

3: 22:39:59.726112 169.254.1.3.123 > 192.0.2.222.123: udp 48

4: 22:39:59. 756903 192.0.2.222.123 > 169.254.1.3.123: udp 48

Q.F¥TFYRAVN : UTLANTY NAOSDtap_nlpA > E—T7 ILAICEBELEY,

<{froot>

admin@firewall:~$

sudo tcpdunmp -n -i tap_nlp udp and port 123

HS_PACKET_BUFFER_SIZE is set to 4.

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
Tistening on tap_nlp, link-type EN1OMB (Ethernet), capture size 262144 bytes
22:39:59.728791 IP 169.254.1.3.123 > 192.0.2.222.123: NTPv4, Client, length 48

22:39:59.759683 | P 192.0.2.222.123 > 169.254. 1. 3. 123: NTPv4, Server, length 48

10. BENT Y RENTPOZA TV ML 2> THEEZ W, LEEThET,



EF

OS®/dev/net/tun/tap_nlpA >~ X —7 T A Ak, LinaTlknlp_int_tap& ULTRRENET, DA

VE—TJ7IAAOBEWE., LinabOSENERZRHITZIETT, cOAMUER—TIA AR, &
EBNATIL=ILEEEIZVYTNIITICE>TEBNWICEEEhS S, I—HONARHESD

WEEA.

ZRER

s YFXATFT7AT O AF—)EKEHA R



https://www.cisco.com/c/ja_jp/support/security/defense-center/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/ja_jp/support/security/defense-center/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/ja_jp/support/security/defense-center/products-installation-and-configuration-guides-list.html
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VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



