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« Cisco Secure Firewall 3130 Threat Defense/\—=32/10.0.0 ( EJL R140)
+ Firewall Management Center(FMC)/X—=32/10.0.0 ( EJL K140)
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« Datapath ( LINAL £FE N D )
« SnortTL>>o >

FTD

Snort Engina {multiple instances)
FTD Data Interface LINA Datapath (multiple instances) FTD Data Interface
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https://www.cisco.com/c/en/us/td/docs/security/asa/asa924/configuration/firewall/asa-924-firewall-
config/inspect-service-policy.html

FTDICEBIE T 2 X DHEEN BARRENTVET,

Table 2. Feature Directionality

Feature Single Interface Direction Global Direction

Application inspection (multiple types) Bidirectional Ingress
MetFlow Secure Event Logging filtering MN/A Ingress
QoS input policing Ingress Ingress
QoS output policing Egress Egress
QoS standard priority queue Egress Egress
TCP and UDP connection limits and timeouts, and TCP sequence Bidirectional Ingress
number randomization

TCP normalization Bidirectional Ingress
TCP state bypass Bidirectional Ingress
User statistics for Identity Firewall Bidirectional Ingress

T

A ;&

NROD


https://www.cisco.com/c/en/us/td/docs/security/asa/asa99/configuration/firewall/asa-99-firewall-config/inspect-service-policy.html#ID-2094-0000011d
https://www.cisco.com/c/en/us/td/docs/security/asa/asa99/configuration/firewall/asa-99-firewall-config/inspect-service-policy.html#ID-2094-0000011d

172.16.1.0/24

172.16.3.0/24
172.16.4.0/24

VRF-201

P
19851100250 | WA

172.16.2.0/24 192.0.2.99
T,
III?}’ \.I
R Re-to1

57 # )L N OMPFE%5E(10.0.0)

<ffroot>

firewall#
show run policy-mp

u!’ LY
Po1.201 15P1
OUTSIDE1
198.51.100.129/25
Po1.101 Firawall
192.02.1/24 [—/——
| 1 |
1 L
| 1 ||
INSIDE —
Po1.202 VRF-202 15P2
OUTSIDE2 198.51.100.99
198.51.100.1/25 NP
A
.l’ LY

172.16.5.0/24
172.16.6.0/24

policy-map type inspect dns preset_dns_map

parameters

message-Tlength maximum client auto

message-Tlength maximum 512
no tcp-inspection

policy-map type inspect ip-options UM_STATIC_IP_OPTIONS_MAP

parameters

eool action allow

nop action allow

router-alert action allow
policy-map global_policy
class inspection_default

inspect dns preset_dns_map

inspect ftp

inspect h323 h225

inspect h323 ras

inspect rsh

inspect rtsp

inspect sqlnet

inspect skinny

inspect sunrpc

inspect sip

inspect netbios

inspect tftp



inspect icmp

inspect icmp error

inspect ip-options UM_STATIC_IP_OPTIONS_MAP
class class_snmp

inspect snmp

class class-default

set connection advanced-options UM_STATIC_TCP_MAP

firewall#

show run cl ass- map

!

class-map inspection_default
match default-inspection-traffic

class-map class_snmp

match port udp eq 4161
|

firewall#
show run service-policy

service-policy global_policy global

BAT A FIDTSIPA 2 ARDI > 3> =7 0O0—-/NILICEMICTS

CNDRAAVDEHIE, FIDLINALI>V DV TSIPA VAR AV RBEBWMICITDIETT, TOE
MO12ELT, KUS—E#P, FRRS 7V I HBESX3SIPLEETZY7RIIT
FEANEZSNET,

J)i—>3ar

SIPA VAR AVEENICTBHEIC, FTSIPA AR AVHNFY/ NS T4 Y VICERE
nhTWaoeazERELET,

<tfroot>

firewall#

packet-tracer input INSIDE udp 172.16.1.1 5060 172.16.3.1 5060

Phase: 8

Type: | NSPECT



Subt ype: inspect-sip

Result: ALLOW

Elapsed time: 34788 ns
Config:

cl ass-nmap inspection_default

mat ch defaul t-inspection-traffic

policy-map gl obal _policy

cl ass inspection_default

i nspect sip

servi ce-policy global _policy gl oba

Additional Information:

Result:

input-interface: INSIDE(vrfid:0)
input-status: up

input-line-status: up
output-interface: OUTSIDE1(vrfid:0)

output-status: up
output-line-status: up

Action: allow

Time Taken: 326018 ns



SIPAVARGZ AV EZITO—NLICEMDZTEDHERF2OHYNET,

fRIRE1:FTD CLISH CLIA SSIPZEMIZT S

<{froot>

>
configure inspection sip disable

Building configuration...
Cryptochecksum: ef7528dc 7338986d 6714a3a2 4770528e

7818 bytes copied in 0.250 secs
[OK]

<tfroot>

show runni ng-config policy-map | include sip

fRIR K 2:FlexConfigzZ EA L TSIPZEMICT S

FMCT, Devices > FlexConfigic BB L. FlexConfigZ# 72 T N EERLET,
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Add FlexConfig Object
Name:

[ Disable_SIP ]
Description:

[ )

A Copy-pasting any rich text might introduce line breaks while generating CLI. Please verify the CLI before deployment.

@ Deployment: [Once w ] Type: [Append ~ ]

policy-map global_policy
elass inspection_default
no inspect SIP

policy-map global_policy
class inspection_default
no inspect sip

Apply FlexConfig/R 1) > —%i#IR L, Preview Config Z3&IRLT7LE1I—-LFT,

Preview FlexConfig @
Lot Do
[ mealeiro FTDI100-2 w -I

SCCELE-Groun Ush_FW_ALL_ gio0al
lconfigurs sassion LINA_URNSUFPORTED
iy - PR JROD_ DOiCY

class class-celault

class inspection_dedaul

il

teammil noconficm reven-gxne
tconfigure session LINA_URNSURPORTED
T it paroey

leaemmil noconfiem feven -

RERFly-cordig Appbnded CLI mwe
podicy-map giobal policy

class inspection_delau

oy ingpact SIP

RE&IC. RUS—ZEBREALEXT,

®

Eﬂi

<#root>

firewall#



show run policy-map | include sip

firewall#

ESIPA VAR IVEFTOTICEREBRI TS ICE. LINAERET—7 LA SBEFEOSIPE
BEEOVTIDHENHYES, BEOSIPELGEZHERTDICE. XOOY REFERATEEY

o

<#root>

firewall#

show conn port 5060

BRAV2HEDRANDSIPA VAR IV 2EMICTS

COERTRE, ROXY RD—TJBOKRZT AV IDSIPAZ AR S IV ZENCTIHLEN
HV)EY,

e EETT : 172.16.1.0/24
. 385 : 172.16.3.0/24

ChZEITSERDIDE, NS 71 v OICREEEZXSSIPICEETSY 7NV ITORES
T

Jy)i—->3ar

FlexConfigZ AL £9,

ATV T

Objects > Access List > ExtendedDJEICEEIL ., MRKF T 1Y IIC—RTBILERTIOEZAVA
NEERLET, BEODRNS 71V IERATZICEZBEELTVR LY, 7OV VBELEE
AT2BEBENFHYVET, €512, BRYDKNST T4V IIC—HIT2HFAIL—ILEZEMLET,



New Extended Access List Object

[] Allow Overrides

@
Name
[ SIP_flows ]
Entries (2)
Sequence Action Source Source Port Destination Destination Port Application Users SGT
1 @ Block 172161.0/24 Any 17216.3.0/24 Any Any Any &0
2 B Alow Ay Any Any Ay An &0

Displaying 1- 2 of 2rows < « PagEDorl » 3

oo (D

ATYT 2

SIP7V+A> NO=)ILUARNACLIC—BT BV TANY T & DFlexConfigh# 7T U K%

YERL L. global_policylC AL £7,

Add FlexConfig Object
Name:

[ Disable_SIP_for_networks ]
Description:

[ )

Deployment:

class-map SIP_CMAP

match access-list $SIP_flows.
policy-map global_policy
class inspection_default
class SIP CMAP

mnspect sip

Once v ]

~ Variables

Name Dimensien Default Value

A Copy-pasting any rich text might introduce line breaks while generating CLI. Please verify the CLI before deployment.

Type: | Append

Property

(Type:Name) QOverride

Description

SIP_flows SINGLE SIP_flows

EXD_ACL:SIP_fl... false

coen (D

BREE NizFlexConfigA 7 T K -

class-map SIP_CMAP
match access-1list $SIP_flows




policy-map global_policy
class inspection_default
no inspect sip
class SIP_CMAP
inspect sip

x

permit ACLERET D L EE, CPUICKEREXSTHEMERITZLHIC, TEDEHFRENIC
BETDRSICLTLKEEW (X, putprotocolports ) o CHRAZOHITEZ7ORNIIN
R—RZEELTVWAEVLEY, REERETCEEBTZCEHNTEET,

FRELE 1

<#root>

firewall#

show run policy-map | begin gl oba

policy-map global_policy
class inspection_default

inspect dns preset_dns_map

inspect ftp

inspect h323 h225

inspect h323 ras

inspect rsh

inspect rtsp

inspect sqlnet

inspect skinny

inspect sunrpc

inspect netbios

inspect tftp

inspect icmp

inspect icmp error

inspect ip-options UM_STATIC_IP_OPTIONS_MAP
class class_snmp

inspect snmp

cl ass SI P_CVAP

i nspect sip

class class-default
set connection advanced-options UM_STATIC_TCP_MAP

firewall#



show run cl ass- map

cl ass-map Sl P_CVAP

mat ch access-list SIP_flows

class-map inspection_default
match default-inspection-traffic
class-map class_snmp

match port udp eq 4161

firewall#

show run access-list SIP_flows

access-1list SIP_flows extended deny 1ip 172.16.1.0 255.255.255.0 172.16.3.0 255.255.255.0
access-1list SIP_flows extended permit ip any any

AL 2

SIPAVARDTZ AVIZL > THREENBVRT 7 1Y Jlddeny=truelZ &V £,

<#root>

firewall#

packet-tracer input INSIDE udp 172.16.1.1 5060 172.16.3.1 5060 detail | begin | NSPECT

Type: | NSPECT

Subtype: inspect-sip

Result: ALLOW
ETapsed time: 37910 ns
Config:

cl ass-nap Sl P_CVAP



mat ch access-list SIP_flows

policy-map gl obal _policy

cl ass Sl P_CVAP

i nspect sip

servi ce-policy global _policy gl oba

Additional Information:
Forward Flow based Tookup yields rule:
in id=0x14af42cfa810, priority=70, domain=inspect-sip,

deny=true

hits=1

, user_data=0x000014af4570beal, cs_id=0x0, use_real_addr, flags=0x0, protocol=0

src ip/id=172.16.1.0, mask=255.255.255.0, port=0, tag=any

dst ip/id=172.16. 3.0, mask=255.255.255.0, port=0, tag=any,

dscp=0x0, input_ifc=INSIDE(vrfid:0), output_ifc=any

SIPA VAR IAVIZE>THREEND KT 7 1Y U lddeny=false:



<tfroot>

firewall#

packet-tracer input INSIDE udp 172.16.2.1 5060 172.16.3.1 5060 detail | begin | NSPECT

Type: | NSPECT

Subt ype: inspect-sip

Result: ALLOW
ETapsed time: 34788 ns
Config:
class-map SIP_CMAP
match access-Tlist SIP_flows
policy-map global_policy
class SIP_CMAP
inspect sip
service-policy global_policy global
Additional Information:
Forward Flow based Tookup yields rule:
in 1d=0x14af459099d0, priority=70, domain=inspect-sip,

deny=f al se

hits=1, user_data=0x000014af4570beal, cs_id=0x0, use_real_addr, flags=0x0, protocol=0
src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any
dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any,

NTYRBTTFATIOF—LICI2>TREET D E, Tsipt REDDVEZNFEMLET,

<tfroot>

firewall#

show service-policy inspect sip

Global poTicy:
Service-policy: global_policy
Class-map: inspection_default



Class-map: class_snmp
Class-map: SIP_CMAP
Inspect: sip ,

packet 2

, lock fail 0, drop 0, reset-drop 0, 5-min-pkt-rate 0 pkts/sec, v6-fail-close 0 sctp-drop-override 0
tcp-proxy: bytes in buffer 0, bytes dropped 0

firewall#

packet-tracer input INSIDE udp 172.16.2.1 5060 172.16.3.1 5060

firewall#

show service-policy inspect sip

Global policy:

Service-policy: global_policy
Class-map: inspection_default
Class-map: class_snmp
Class-map: SIP_CMAP

Inspect: sip ,

packet 3

, lock fail 0, drop 0, reset-drop 0, 5-min-pkt-rate 0 pkts/sec, v6-fail-close 0 sctp-drop-override 0
tcp-proxy: bytes in buffer 0, bytes dropped 0

BAU IBPBEDRANDTCPIRE/NA/NAZRET S

COEXNDEHE. XOZXYRND—VBORT 714V OIC L TTCPIRENA/NAZBMICTS
C&ETY,

e EETT : 172.16.2.0/24
e 3B : 172.16.3.0/24
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HNRRZ T4V JIC—HTBDHIRACLZERL KT

New Extended Access List Object

Name

TCP_Bypass

Entries (1)

Sequence Action Source Source Port Destination Destination Port Application Users 56T

1 Allgw 17296.2.0/24 172.06.3.0/24

Displaying 1-1of 1rows Page| 1 |ef T

("] Allow Overrides

o (D

ATV 2

FIDICEIWE TS 7oA NO—ILKRUZ—(ACP)Z#mEL . Advanced Settings® 7 %
EIRL T, Threat Defense Service PolicyZfmf L &£ J. Add Rule ZZIRL ., NextZEBIRL EXT

o

FIE3

HLERACLZBIRL E T,

Threat Defense Service Policy

1 | indoriace Object ﬁ Tradfic Flow Conmpction Sotting

Extended Aooess Lisk:
TCP_Byadd

ATYT 4




1 | interdace Object

Threat Defense Service Policy

) Tratfic Plow ) comnestion Satting

I B Erable TCP State Bypass I

Connections Pladmum TEP & Ube
a

Conneclicns e Chent: Maxdrmism TCP & UDP
il

Connaction Syn Cookis M55

Connactions Timent Embiryeris

Detoction Timaout

FIES

aximum Embryenic

Masirmum Embryenic

sl Clesed

Detection Botried

<4 Privioue

Idia

Finlah

Camgal

Finish, OK, Save and Deploy® JEIZiZIR L £7,

BRE., ROEBYTTI,

<#root>

firewall#

show run policy-map gl obal _policy

|
policy-map global_policy
class inspection_default
inspect
inspect
inspect
inspect
inspect
inspect
inspect
inspect
inspect
inspect
inspect
inspect
inspect
inspect

ftp

h323 h225
h323 ras
rsh

rtsp
sqlnet
skinny
sunrpc
netbios
tftp

icmp

icmp error

cl ass cl ass_nmap_TCP_Bypass

dns preset_dns_map

ip-options UM_STATIC_IP_OPTIONS_MAP




set connection random sequence-nunber di sable

set connection advanced-options tcp-state-bypass

class class_snmp

inspect snmp

class class-default

set connection advanced-options UM_STATIC_TCP_MAP

E  BXBEEDLLRIOFMC) 1) —ATIE, FlexConfigZ AL TTCPRENANAZRETEERT
o MILLWN—232 TR, ChiFHR—FEhTVEBA,

Error - Unsupported CLI

i et connection pvanced-options fop-Flate-BrRats

®

EII_I|I

<ttroot>

firewall#

packet-tracer input INSIDE tcp 172.16.2.1 1111 172.16.3.1 80 detail | begin CONN

Type: CONN-SETTINGS
Subtype:

Result: ALLOW
ETapsed time: 334 ns
Config:

cl ass-map cl ass_map_TCP_Bypass



mat ch access-1ist TCP_Bypass

policy-map gl obal _policy

cl ass cl ass_nmap_TCP_Bypass

set connection conn-max 0 enbryonic-conn-nmax 0 random sequence-nunber di sabl e syn-cooki e-nmss 1380

set connection advanced-options tcp-state-bypass

service-policy global_policy global
Additional Information:
Forward Flow based Tookup yields rule:
in id=0x14af45906b70, priority=7, domain=conn-set, deny=false

hits=1
, user_data=0x000014af45906df0, cs_id=0x0, use_real_addr, flags=0x0, protocol=0

src ip/id=172.16.2.0, mask=255.255.255.0, port=0, tag=any

dst ip/id=172.16.3.0, mask=255.255.255.0, port=0, tag=any,

dscp=0x0, input_ifc=INSIDE(vrfid:0), output_ifc=any

XA 4traceroutetH HDEE

Bl R SR



FIDTAZT 1Y INATZEREL. INSIDE/ XA —T7 I/ ADBEICHDIP 172.16.1.1H°
OUTSIDE1R A N TI£198.51.100.200E RRENBDLSIZLET,

almp Firewall gement Centar ;
CISE0  Palicies | Metwerk policies | NGFW NAT Policy Editor
MNAT [ Show Warnings [ Gancel
Rl HAT Exemptions  Policy Assignments (1)
riights &
= e oes (Faamae)
-
Events & Logs
Original Packet Transiated Packet
Source Deostination
0 Orriginal Original Original Transiated Translated Translated .
& Dirsction Rl e Sources Destinations Services Sources Destinations Services Optiers
Policies
AT Rubes Before
. 1 4 Static INSIDE_TONE OUTSIDE1_ZONE Rast 720611 a1 19851100200 Dnsfalse
Olsjeets Auto MAT Rules

MAT Pubes After
Dwvices

RIZ, ISP1A 5198.51.100.200 ( R AKN172.16.1.1 ) (CtracerouteZER1TL £ T,

172.16.3.0/24
172.16.4.0/24

VRF-201

19851100250 | M
1724641 <> 198.51.100.200 | o1
172.16.11 ) OUTSIDE1
“— 198.51.100.120/25
172.16.1.0124 )
172.16.2 024 192.0.2.99 Pol.101 Firawall
— 192.0.2.1/24
A7) —
| i ) | 1 1
N ‘” VRF-101 INSIDE 1
Po1.202 VRF-202 1SP2
OUTSIDE2 198.51.100.99
198.51.100.1/25 S N
A

<#root>

routerl#

172.16.5.0/24
172.16.6.0/24

traceroute vrf VRF-201 198.51.100. 200

Type escape sequence to abort.

Tracing the route to 198.51.100.200

VRF 1info:

(vrf 1in name/id, vrf out name/id)



1 192.0.2.99 1 msec 1 nsec *

Requirement

traceroute X ) XD HEHIC—HT B LD, FIDOREZZELET,

<ffroot>

routerl#

traceroute vrf VRF-201 198.51.100. 200

Type escape sequence to abort.
Tracing the route to 198.51.100.200
VRF info: (vrf in name/id, vrf out name/id)

1 198.51.100.129 1 nmsec 1 nsec *

2 198.51.100.200 1 nsec 2 nsec *

Jy)i—->3ar

SOV 1—23aviciEk, RO2DOOEBEFIENEENET,
1.TTLZ B LET,



Threat Defense Service Policy @

1| Interface Object Trafic Flow ) connection Sutting
|_| Enatio TEP Srane Bypads E Ransgamirg TCP Sogquenos Musber H Enabis Docremes TTL
Connpcbions: Maximum TCR & UDF Pl wcimim Embryonic
[} 1]
Connections Per Client: Marimum TCP & UDS Mamimum [mbryonic

a 1]

Conrection Syn Cockie M3%: | 1380
Connections Temecut Emibiryais Haill Closed I
:-:r:n:-:-:-e 1 :wn:-u-:- 1 :-n'u:-:-n-:v ]
[ Reset Conrection Upon Timeout
Datesrtbon Thmdeout Do then Rabres

[ ] Dot Do Comnactiong .
[ [era g bl el

ool Privicat Finlik Carezel

CHDEFE®%, traceroutelE 77 AT A—ILAKRY TZPASHIZLET,

<#root>

routerl#

traceroute vrf VRF-201 198.51.100. 200

Type escape sequence to abort.
Tracing the route to 198.51.100.200
VRF info: (vrf in name/id, vrf out name/id)

1 198.51.100.129 1 nsec 1 nsec *

2 192.0.2.99 1 msec 1 msec *

2.ICMPIZ —A VAR I ZE MPIZLET,



Add FlexConfig Object ®

Name:

[ Modify_Traceroute ]

Description:

[ |

A Copy-pasting any rich text might introduce line breaks while generating CLI. Please verify the CLI before deployment.

B Deployment: [Once v ] Type: | Append v

policy-map global_policy
class inspection_default
no nspect icmp error

policy-map global_policy
class inspection_default
no inspect icmp error

®

EII_I;

tracerouteld, UE—RFRARNOZEBRENIENATIPZ RLAEFTIDA X —T7 T4 ADIP7 RL
AZERLET,

<tfroot>

routerl#

traceroute vrf VRF-201 198.51.100. 200

Type escape sequence to abort.
Tracing the route to 198.51.100.200
VRF info: (vrf in name/id, vrf out name/id)

1 198.51.100.129 1 msec 1 nsec *

2 198.51.100.200 1 nsec 2 nsec *




BAD 5EGEALTINDEKRE

Requirement

CO70-DFALT IR Z1EBICEELERT,

- 7’OK3JL : TCP
e E{E T 172.16.1.1
e DST:172.16.5.1

Jyi—->3ar

JO-—CEWRAATIRNEZRETDICE, Y—EARUS —2FERAITILENFHVET,

ATV T

Objects > Access ListiCBEIL, "RKNZT7 1Y I —HTDHIRACLZERLE T,

New Extended Access List Object

Namea
TCP_conn_timeout_ACL

Entries (1)

Sequence Action Source Source Port Destination Destination Port Application User S6T

1 B aew 1723611 Any 17216.51 TCP (6]

Displayirng 1- 1 of 1 row: Page| 1 l f1
(] Allow Overrides
oo (3

ATV T 2

FIE1THERE NI-ACLZEATAIMPFRU S —ZRELE Y,




Threat Defense Service Policy i

1] Inbertace Dbjet © ratnc Fiow 1 Comnuction Satting

IEI'NIHHMHIILEE

I TCP_conn_timaoat_ACL

BHRTARLEZALTINERELRT,

Threat Defense Service Policy @
1 interface Otject |2 ) Traifie Flow ' Connection Setting
(| Ensiia TCP State Bypass B Randomize TCP Sequence Mumber || Enable Decrement TTL
Conmecions: Mazimn TOP & UDR Mlaximeam Embiryenic

(e C ]
Conmections Per Clienl: Maimam TCP §UDF Paximeam Embryenic

0 O ]

Conmection Syn Cookie M35 | 1380

Connections Timeout: Embryonic Hall Closod Il
[ oano-s | [ oot [ nea0a00 ]

]l Raeset Gonnection Upan Timeout

Detection Timeout Detection Retries
] Detect Desa Conrections

l D015 5

ccpovioss  Fwian [ cancel |

HMULLWVEHEEETD O, BIORAINSIL—ILZHIRLET,

Threat Defense Service Policy @

B Uy delsadt, traffic undamoes deep paciont inepection as part of AC policy evaluation. Howeyer, for e
TER St Bysiid eabund [ bi afbectivg, i L ibosememendi 1 inskd Seen B rdgsctisn iy
conliguring & pre=Tiner L10aTh rult Comesponding ba TOP stale bypass rafic

L] Inberfacy Dbject Traffic Flow “Cpararse bhon Burinineg

Imonisces

bl

1 Gaobal acl_pemit_any Decrement TTL BErabled g
? Ganbal TCR_gonn_Smissut_ACL Cornpetion Timest

BAETNLERIY =RV TRERRDESY T,

<tfroot>

policy-map global_policy
class inspection_default



inspect dns preset_dns_map
inspect ftp

inspect h323 h225

inspect h323 ras

inspect rsh

inspect rtsp

inspect sqlnet

inspect skinny

inspect sunrpc

inspect netbios

inspect tftp

inspect icmp

inspect ip-options UM_STATIC_IP_OPTIONS_MAP
inspect sip

cl ass class_map_TCP_conn_ti neout _ACL

set connection tinmeout idle 168:00:00

class class_snmp

inspect snmp

class class-default

set connection advanced-options UM_STATIC_TCP_MAP

17216112 517216 5.1 \DOHF L WTCP#E#KZFK L. FIDOERT—7 L EZBIELE T,

<#froot>

firewall#

show conn long address 172.16.5.1

TCP OUTSIDE2: 172.16.5.1/23 (172.16.5.1/23) INSIDE: 172.16.1.1/29389 (172.16.1.1/29389), flags UIoN1N7,

ti meout 7DO0Oh

, bytes 349, flow id 72, Snort id 6, rule id 268439559, Rx-RingNum 27, Internal-Data0/1
Initiator: 172.16.1.1, Responder: 172.16.5.1
Connection lookup keyid: 890
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<#froot>

routerl#
*May 21 07:51:23.595:

9% CP- 6- BADAUTH: I nvalid MD5 di gest

from 192.0.2.99(24591) to 198.51.100.250(179) tableid - 3
*May 21 07:51:25.595: %TCP-6-BADAUTH: Invalid MD5 digest from 192.0.2.99(24591) to 198.51.100.250(179)
*May 21 07:51:29.595: %TCP-6-BADAUTH: Invalid MD5 digest from 192.0.2.99(24591) to 198.51.100.250(179)
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<ttroot>



firewall#

show conn port 179

3 in use, 16 most used

Inspect Snort:
preserve-connection: 2 enabled, 0 in effect, 15 most enabled, 0 most in effect

TCP OUTSIDE1 198.51.100.250:41090 INSIDE 192.0.2.99:179, 1idle 0:00:00, bytes O,

flags aA N1

TCP OUTSIDE1l 198.51.100.250:179 INSIDE 192.0.2.99:53629, idle 0:00:02, bytes O,

flags aA N1
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9.6(2) Default handling of the named options was changed to allow a packet if it
containg a single option of a given type, and drop the packet if there are more
than one aption of that type, Also, the mdS, mss, allow multiple, and mss
maximum keywords were added. The default for the MD5 option was changed
from clear to allow.

<ttroot>

firewall#

show run all tcp-map

!
tcp-map UM_STATIC_TCP_MAP
no check-retransmission



no checksum-verification
exceed-mss allow

queue-1limit 0 timeout 4
reserved-bits allow

syn-data allow

synack-data drop

invalid-ack drop
seq-past-window drop
tcp-options range 6 7 allow
tcp-options range 9 18 allow
tcp-options range 20 255 allow
tcp-options selective-ack allow
tcp-options timestamp allow
tcp-options window-scale allow
tcp-options mss allow

tcp-options nmd5 al | ow

ttT-evasion-protection
urgent-flag allow
window-variation allow-connection
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<#froot>

>
configure tcp-random zation di sable

Building configuration...
Cryptochecksum: f8ac5587 7ccc635e bff886al bcab820c

8284 bytes copied in 0.260 secs
[OK]
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New Extended Access List Object @

MName
[ BGP_ACL ]
Entries (2}
=
Sequence Action  Source Source Port Destination Destination Port Application Users SGT
1 Allow 192.0.2.99 Any 198.51100.250 TCP (6179 Ary Any Pl
F Allow  198.51100.250 Any 192.0.2.99 TCP (6)179 Any Any Pela|

Displaying 1-2of 2rows ¢ ¢« Page| 1 of1: >|C

e (E

[ Atlow Overrides

Threat Defense Service PolicyZ AL T, TCPY—47 >V ABENDT A LMLEEMIZLET,

Threat Defense Service Policy ]
1 inerince Djset 2| Tratie Fiow ) commection Serting
|_—_| Erabie TCF Stabe Bypass I |:| Raradormine TOR Soquence humber I —_| Erubsie Decromant TTL
[T e [T Masimum TCP & UDP Manimum Embryonic
l 0 | |
Connections Per Client: Maximum TCR & UDR Maximum Embryonic
L J o

&

BAENERVS XY TRERRODESVTT,

<#root>

policy-map global_policy
class inspection_default

inspect dns preset_dns_map

inspect ftp

inspect h323 h225

inspect h323 ras

inspect rsh

inspect rtsp

inspect sqlnet

inspect skinny

inspect sunrpc

inspect netbios

inspect tftp

inspect icmp

inspect ip-options UM_STATIC_IP_OPTIONS_MAP



inspect sip

cl ass cl ass_map_BGP_ACL

set connection random sequence-nunber di sable

class class_snmp

inspect snmp

class class-default

set connection advanced-options UM_STATIC_TCP_MAP
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<{froot>

firewall#

show conn long port 179

TCP QUTSI DE1: 198.51.100. 250/ 49863 (198. 51. 100. 250/ 49863) | NSIDE: 192.0.2.99/179 (192.0.2.99/179), flags

, idle 44s, uptime 1m40s, timeout 1hOm, bytes 274, flow id 111, Snort id 3, rule id 268439559, Rx-RingN

Initiator: 198.51.100.250, Responder: 192.0.2.99

Connection lookup keyid: 83487134
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-
config/100/management-center-device-config-10-0/advanced-access-service-
policies.html#id 71048

1. Objects > Access-ListDIEICBEIL, IRNTF TV IIC—HITBTIOEAJVANZERKLE
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2. 77 AT IA=)IZEI) BTSN TVWBACPEMwEL . AdvancedA 7> a3V ICBEL T,
Threat Defense Service PolicyZi#iR L, DCDZBEMICLE T,
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access-1list DCD_ACL extended permit object-group ProxySG_ExtendedACL_81604390279 any host 172.16.3.1
|
class-map class_map_DCD_ACL
match access-Tist DCD_ACL
policy-map global_policy
class class_map_DCD_ACL
set connection timeout dcd

fHAE


https://www.cisco.com/c/en/us/td/docs/security/asa/asa84/configuration/guide/asa_84_cli_config/conns_connlimits.html#wp1091018
https://www.cisco.com/c/en/us/td/docs/security/asa/asa84/configuration/guide/asa_84_cli_config/conns_connlimits.html#wp1091018
https://www.cisco.com/c/en/us/td/docs/security/asa/asa84/configuration/guide/asa_84_cli_config/conns_connlimits.html#wp1091018
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<{froot>

firewall#

capture CAPlI interface INSIDE match tcp host 172.16.3.1 any

firewall#

capture CAPO interface OUTSIDE1 match tcp host 172.16.3.1 any
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<{froot>

firewall#

show conn | ong address 172.16.3.1 | begin 172.16.3.1

TCP OUTSIDEl: 172.16.3.1/23 (172.16.3.1/23) INSIDE: 192.0.2.99/23241 (192.0.2.99/23241), flags UIO NIN7
idle 1nl8s

, uptime 1m22s,

ti meout 5nDs

, bytes 129, flow id 127, Snort 1id 4, rule id 268439559, Rx-RingNum 13, Internal-Data0/1

Initiator: 192.0.2.99, Responder: 172.16.3.1

DCD probes sent: Initiator 0, Responder 0 Connection lookup keyid: 76292550
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<ttroot>

firewall#



show capture

capture CAPI type raw-data interface INSIDE [
Capturing - O bytes

]
match tcp host 172.16.3.1 any
capture CAPO type raw-data interface OUTSIDE1l [

Capturing - 0O bytes

]
match tcp host 172.16.3.1 any
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<#root>

firewall#

show conn long address 172.16.3.1 | begin 172.16.3.1

TCP OUTSIDE1l: 172.16.3.1/23 (172.16.3.1/23) INSIDE: 192.0.2.99/23241 (192.0.2.99/23241), flags UIO NIN7

idl e 4nb9s

, uptime 5m3s, timeout 5m0Os, bytes 129, flow id 127, Snort id 4, rule id 268439559, Rx-RingNum 13, Inte
Initiator: 192.0.2.99, Responder: 172.16.3.1
DCD probes sent: Initiator 0, Responder 0 Connection lookup keyid: 76292550

firewall#

show conn long address 172.16.3.1 | begin 172.16.3.1

TCP OUTSIDE1l: 172.16.3.1/23 (172.16.3.1/23) INSIDE: 192.0.2.99/23241 (192.0.2.99/23241), flags UIO NIN7

idle Os

, uptime 5m3s, timeout 15s, bytes 129, flow id 127, Snort id 4, rule id 268439559, Rx-RingNum 13, Inter
Initiator: 192.0.2.99, Responder: 172.16.3.1

DCD probes sent: Initiator 1



, Responder 0 Connection lookup keyid: 76292550

firewall#

show conn | ong address 172.16.3.1 | begin 172.16.3.1

TCP OUTSIDEl: 172.16.3.1/23 (172.16.3.1/23) INSIDE: 192.0.2.99/23241 (192.0.2.99/23241), flags UIO NIN7
Initiator: 192.0.2.99, Responder: 172.16.3.1

DCD probes sent: Initiator 1, Responder 1

Connection lookup keyid: 76292550
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<#froot>

firewall#

show capture CAPI

3 packets captured

1: 09:01:30.433952 802.1Q vlan#101 PO 172.16.3.1.23 > 192.0.2.99.23241: . ack 3271882019 win 32757
2: 09:01:30.434334 802.1Q vlan#101 PO

192.0.2.99.23241 > 172.16.3.1.23: . ack 1746306341 wi n 32746

3: 09:01:30.955654 802.1Q vlan#101 PO 172.16.3.1.23 > 192.0.2.99.23241: . ack 3271882019 win 32757
3 packets shown
firewall#

show capture CAPO

3 packets captured

1: 09:01:30.434364 802.1Q vlan#201 PO 192.0.2.99.23241 > 172.16.3.1.23: . ack 111661490 win 32746
2: 09:01:30.955288 802.1Q vlan#201 PO 192.0.2.99.23241 > 172.16.3.1.23: . ack 111661490 win 32746
3: 09:01:30.955639 802.1Q vlan#201 PO

172.16.3.1.23 > 192.0.2.99.23241: . ack 3875469573 win 32757

3 packets shown



firewall#

show conn long address 172.16.3.1 | begin 172.16.3.1

TCP OUTSIDEl: 172.16.3.1/23 (172.16.3.1/23) INSIDE: 192.0.2.99/23241 (192.0.2.99/23241), flags UIO NIN7

idle 1n29s

, uptime 6m33s, timeout 5mOs, bytes 129, flow id 127, Snort id 4, rule id 268439559, Rx-RingNum 13, Int

Initiator: 192.0.2.99, Responder: 172.16.3.1
DCD probes sent: Initiator 1, Responder 1 Connection lookup keyid: 76292550
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-
config/100/management-center-device-config-10-0/advanced-access-service-
policies.html#id 71048



https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/100/management-center-device-config-10-0/advanced-access-service-policies.html#id_71048
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/100/management-center-device-config-10-0/advanced-access-service-policies.html#id_71048
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/100/management-center-device-config-10-0/advanced-access-service-policies.html#id_71048
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