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TYTARNI—=ALIP7 RL AANDpingHNKBLET,

<{froot>

device#

ping 192.0. 2. 250

Type escape sequence to abort.



Sending 5, 100-byte ICMP Echos to 192.0.2.250, timeout is 2 seconds:

Success rate is 0 percent (0/5)

TYTARNI—LIPT RLAODARPIY NUABHVET,

<{froot>

device#

show arp

NET200 192.0.2.250 0000. 5e00. 5301

47

FIDA VR —7 IAATKNL—RIZELBDFYTFrEEMCLET,

<tfroot>

device#

capture CAPlI interface NET200 trace match icnp host 192.0.2.200 host 192.0.2.250

ping7T A N OFTD LINA syslog:

<tfroot>

device#

show | og | include 192.0.2. 250

May 15 2026 09:46:26: %FTD-6-302020: Built outbound ICMP connection for faddr 192.0.2.250/0 gaddr 192.0
May 15 2026 09:46:26: %FTD-3-313001:

Deni ed | CWP type=0, code=0 from 192.0.2.250 on interface NET200

May 15 2026 09:46:26: %FTD-6-302021: Teardown ICMP connection for faddr 192.0.2.250/0 gaddr 192.0.2.200



NTYRFYTFyiE, ICMPIO-ISENBELECEZRLTVET,

<#froot>

device#

show capture CAPI

10 packets captured

1: 09:46:26.649456 802.1Q vlan#200 PO 192.0.2.200 > 192.0.2.250 icmp: echo request
2: 09:46:26.649883 802.1Q vlan#200 PO 192.0.2.250 > 192.0.2.200 +icmp:

echo reply
3: 09:46:28.642621 802.1Q vlan#200 PO 192.0.2.200 > 192.0.2.250 icmp: echo request
4: 09:46:28.643002 802.1Q vlan#200 PO 192.0.2.250 > 192.0.2.200 +icmp:

echo reply

ICMPTIO—BEN/NTY NRL—Rlk, NTY RFFHLEES Y CHREOEEE —FLTH Y
L WHA Y BE—T T A ANFTDA > 2 —7 T 1 A(NP Identity Ifc) TH B & RLTLVET,

<tfroot>

device#

show capture CAPlI packet-nunber 2 trace

10 packets captured
2: 09:46:26.649883 802.1Q vl1an#200 PO 192.0.2.250 > 192.0.2.200 +icmp:

echo reply

Phase: 3

Type: FLOW-LOOKUP
Subtype:

Result: ALLOW

ETapsed time: 4096 ns
Config:

Additional Information:



Found flow with id 1400, using existing flow

Result:

input-interface: NET200(vrfid:0)
input-status: up
input-Tine-status: up

output-interface: NP ldentity Ifc

Action: allow
Time Taken: 28672 ns

Debug ICMP traceld, ICMPTO—RENERENTVWBDEZRLET,

<#froot>

FTD220-5#

debug icnp trace

debug icmp trace enabled at Tevel 1

FTD220-5#

pi ng 192.0. 2. 250

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.0.2.250, timeout is 2 seconds:
ICMP echo request from self:192.0.2.200 to NET200:192.0.2.250 ID=49503 seq=15001 len=72

| CVMP echo reply

from NET200: 192. 0. 2. 250 to self:192.0.2.200

ID=49503 seq=15001 len=72

Denied I1CVWP type = 0, code = 0 from 192.0. 2. 2500n interface 4

?

Success rate is 0 percent (0/5)



AE TNV ITREBELTEALTLSEEL,

ICMPFNY JZA7I233ICE, ROONY REXRITLET,

<tfroot>

device#

no debug icnp trace

debug icmp trace disabled.

i

FTID10.xA A VAR —=LENhTVET, BOY T RTITN=-232EFKHLET,

R

COREER, pingh T 71V IV ZEBRTSDTTY NI —LBRETICMPIL—ILEREZRFEL THE
EFR_ETHRENE UL, COBRRICEF, ROFEAEEATVET,

ATY 7T 1: ARPTF—TII> RN OHESR

TYTARNJ—LIPPRLADARPI NUA T 7PATIA—)LOARPTF—7IICRRE ATV
BB LET, Chik, LATV22EENERICHELTVWAEZTRLET,

<tfroot>

device#



show arp

ATYT 272V N7 #—ALFRETOICMPIL— )L OH#EFE

T7Z2YRT7A—LREOREICBEL., pinghT 71V JICHEBEEXZAEMN HSICMPIL—
LRI —ZRBXET, HIZ, ICMPIO—ER/WBENTY NE70OY VFERFEFLTWSH
BEMrHDIL—INZRLET,

ATy 7370y FJICMPIL—ILOEBRIE EE

pinghZ 7 1Y VZREBTDLSCRECNIETTY N T A—LARETICMPIL—ILZROHFET

COBITE., ICMPIL—ILICKY), FTIDA 2B —T7 I A ATICMPII—ERDOZ T AN FHFF
AIENET,

FTD CLIDHREE :

<tfroot>

device#

show run icnp

icmp unreachable rate-limit 1 burst-size 1

icnp permt any echo NET200



AT Y 7 4CMPIL—)LERE D EH

ZYRND—=0EF1VTABHEERAZ-XICBUT, pinghZ 714V 0 RBFATEDELDICEE
ENEICMPIL—ILZZEETSDH, 7JOVFITREZHIBRLET,

R ks

BROICMPIL—)L -

<ffroot>

device#

show run icnp

icmp unreachable rate-limit 1 burst-size 1
icmp permit any echo NET200

icnmp permt 192.0.2.0 255.255.255.0 echo-reply NET200

ATY T 5EHEDT AN

REZEELLER, TYTARJ—LIPT RLAANDping#E#iZ2T AL T, BEANBERE N,
ICMPRZ 74 Y ONELSRNhTVWD L ZRIBLET,

<{froot>

device#

ping 192.0. 2. 250

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.0.2.250, timeout is 2 seconds:



Success rate is 100 percent (5/5)

, round-trip min/avg/max = 1/1/1 ms

R

COBEORARERE, ICMPTIO—RERNZS 71V U ZBARNICIERTBICMPIL=ILANTFY
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» https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-
config/100/management-center-device-config-10-0/interfaces-settings-
platform.html#task 42BBA666CD604517ADA18B32CA162F62

» https://www.cisco.com/c/en/us/td/docs/security/asa/asa-cli-reference/l-R/asa-command-ref-I-
R/ia-inr-commands.html#wp1366339900
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/100/management-center-device-config-10-0/interfaces-settings-platform.html#task_42BBA666CD604517ADA18B32CA162F62
https://www.cisco.com/c/ja_jp/td/docs/security/asa/asa-cli-reference/I-R/asa-command-ref-I-R/ia-inr-commands.html#wp1366339900
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