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Cerificated -based avthentication to RADIUS server via 525 VPN
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« XY KND—UBTR, TOEARAVNEBR(TSUF ) T7ATIA=ILORIBA >R
—TJIAADHYTZRYNCIHYET,

* NAT7—ROIAELTOL—2EE, BRVZFATIOA=INDARA 2 Z—T T4 ADIPT
RLRAZ, NTUYIOT RLAXXXA2NCERLET, 2FVY, BRV7A 7o)
HQ7 7AT A=A SPBLIEBLIRY THATWVWSRZEILBYET,

s HQ77A T #—J)LEBR7 7 A4 70 #—)LI&. Encapsulating Security Payload(ESP) % &
A4 =%y NZ7ORILEF 1) T 1(IPsec) ENATRHEDIRE N R R2—7
IAANVNTYVEFERTE YA NEAN—FYILTZTAR—NZY ND—D(S2S VPN)ZEMA L
TERENET,
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BR77AT7 A=) :

cap br_inside interface inside packet-Tength 9000 buffer 33554400 match ip host 172.20.1.21 host 172.16
cap br_vti interface vti-hq packet-Tength 9000 buffer 33554400 match ip host 172.20.1.21 host 172.16.2.
cap br_asp match ip host x.x.x.99 any

cap br_asp match ip host 172.20.1.21 host 172.16.2.11

cap br_outside interface outside packet-Tength 9000 buffer 33554400 match ip host x.x.x.99 any

XXX EBDIPF RLAICBEEBRASND CEICFELTLSEETL,

BKHEDTF7ATIA—=) :

cap hg_inside interface inside packet-Tength 9000 buffer 33554400 match ip host 172.20.1.21 host 172.16
cap hg_vti interface vti-br packet-Tength 9000 buffer 33554400 match ip host 172.20.1.21 host 172.16.2.
cap hg_asp match ip host x.x.x.121 any

cap hg_asp match ip host 172.20.1.21 host 172.16.2.11



cap hg_outside interface outside packet-Tength 9000 buffer 33554400 match ip host x.x.x.121 any

XXX121FRBEDIPT RLAIZEZEMASND ZEITEBL TS EZ L,

ES5I12. HQ7 7ZA 72 #—)L T, outside nameifE IXTOT YTV OA4 U EZ—T I ARICE
DVWT, 9= A BF—TIAANDORBEBORBARAAY FF ¥+ 7 Fr 2 NELET,

cap hgfxos switch interface outside direction both packet-length 2048 match ip x.x.177.121

cap hgfxos switch interface in_data_uplinkl direction both packet-length 2048 match ip x.x.x.121
cap hgfxos switch interface in_data_uplink2 direction both packet-length 2048 match ip x.x.x.121
cap hgfxos switch interface in_data_uplink3 direction both packet-length 2048 match ip x.x.x.121
no cap hgfxos switch stop.
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1.HQ7 7 4 777 # — LA ®Accelerated Security Path ( ASP ; @&Et¥ 2117 4 /VA ) drop¥
v 7°F v (&, fragment-reassembly-failed: £ WS EBHT7 ZI X M ROV 7Ehizl &
ZRLTVET,

<{froot>

>
show capture hqg_asp

Target: OTHER

Hardware: CSF-1230

Cisco Adaptive Security Appliance Software Version 99.23(37)127

ASLR enabled, text region aaaae5d50000-aaaae902d504

172.20.1.21.38676 > 172.16.2.11.1812: wudp 1913 Drop-reason: (fragment-reassembly-failed) Fragment reas
Drop-reason: (

fragnent - reassenbl y-fail ed

) Fragment reassembly failed, Drop-Tocation: frame snp_fh_destroy:1055 flow (NA)/NA
172.20.1.21.38676 > 172.16.2.11.1812: wudp 1913 Drop-reason: (fragment-reassembly-failed) Fragment reas
Drop-reason: (

fragnent - reassenbl y-fail ed

) Fragment reassembly failed, Drop-Tocation: frame snp_fh_destroy:1055 flow (NA)/NA
172.20.1.21.56952 > 172.16.2.11.1812: wudp 1913 Drop-reason: (fragment-reassembly-failed) Fragment reas
Drop-reason: (



fragment -reassenbl y-fail ed

) Fragment reassembly failed, Drop-Tlocation: frame snp_fh_destroy:1055 flow (NA)/NA

2.HQ7 74 7 #—)LTDOshow fragmentIX > ROEAHICEFNSD, VIV EZ—TI(1A
DOTimeouth I &k,

<ffroot>

>
show fragnent

Interface: vti-br
Configuration: Size: 200, Chain: 24, Timeout: 5, Reassembly: virtual
Run-time stats: Queue: 0, Full assembly: 0O
Drops: Size overflow: 0,

Ti meout: 1217

Chain overflow: 0, Fragment queue threshold exceeded: 0,
Small fragments: 0, Invalid IP Ten: 0,

Reassembly overlap: 0, Fraghead alloc failed: 0,

SGT mismatch: 0, Block alloc failed: O,

Invalid IPV6 header: 0, Passenger flow assembly failed: 0O
Cluster reinsert collision: 0

AN R 7 7 L2 A(https://www.cisco.com/c/en/us/td/docs/security/asa/asa-cli-
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https://www.cisco.com/c/ja_jp/td/docs/security/asa/asa-cli-reference/S/asa-command-ref-S/show-f-to-show-ipu-commands.html#wp4144096608
https://www.cisco.com/c/ja_jp/td/docs/security/asa/asa-cli-reference/S/asa-command-ref-S/show-f-to-show-ipu-commands.html#wp4144096608

177.29.1.21 172.16.2.11 Pva 1504 | exfzeb (61963) 64 Fragmented IP protocol (protosUle 17, offed, I0+f20b) [Reassembled in #9]

172.29.1.21 172.16.2.11 RADIUS 56542 1812 a5 axfaob (61963) 64 Access-Request ideiss

172, 20.1.21 172.16.2.11 TPvd 1504 | oxfaoc (61964) 64 Frageented IP protocol (protosue 17, offsd, I0=F20c) [Reassesbled fn #11]
172.29.1.21 172.16.2.11 RADILIS 56952 1812 a7s oxfzec (61964) 64 Access-Request 1d=255, Duplicate Request

172.20.1.21 172.16.2.11 1Pl 1504 | oxfaed (61965) 64 Fragmented IP protocol (protosUe 17, offed, I0sf20d) [Reassembled in #13]
172.20.1.21 172.16.2.11 RADIUS 56552 18132 ars oxfaed (61965) 64 Access-Request 1de255, Duplicate Request

172.29.1.21 172.16.2.11 Pvd 1504 | oxfzoe (61066) 64 sented 1P protocol (protosUDe 17, offsd, ID=f29e) [Reassembled in #15]
172.20.1.21 172.16.2.11 RADIUS 56952 1812 a5 axfoe (61966) 64 Access-Request id=25s, Duplicate Request

172, 20.1.21 172,16, 2,11 1Pvd 1514 | oxfaof (61967) 64 Frageented 1P protocol (protosute 17, offes, I0=f20f) [Reassesbled in #17]
172,29.1.21 172.16.2.11 RADIUS 56952 1812 475 oxfaef (61967) 64 Access-Request 1d-255, Duplicate Request

172.20.1.21 172.16.2.11 Pd 1504 | exfzie (61968) 64 Fragmented IP protocol (protosUne 17, offep, ID+210) [Reassembled in #19]
172, 20.1.21 172,16, 2,11 RADTUS 56552 1812 ars axf2i0 (61968) 64 Access-Request 1d=2%5, Duplicate Request

172, 29.1,21 172,16.2.11 Pvd 1504 | exfanl (61969) 64 Frageented IP protocel (proto-uce 17, off=0, 10-F211) [Reassesbled in #21]
172.29.1.21 172.16.2.11 RADIUS 56952 1812 475 exf2il (61969) 64 Access-Request id=255, Duplicate Request

172, 20.1.21 172,16, 2,11 1Pud 1504 | oxfanz (saome) o4 Eragmented IP protocol (protosute 17, offsd, 10=F212) [Reassembled in #23]
172, 20.1.21 172,16.2.11 RADIUS 56952 1812 475 oxf212 (61970) 64 Access-Request 1d=255, Duplicate Request
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unexpected-packet: & WS IEBH T, 226/N1 RONT Y RFREEIhET,

<#root>

firepower#

show capture br_asp

Target: OTHER

Hardware: FPR-1010

Cisco Adaptive Security Appliance Software Version 9.20(2)121

ASLR enabled, text region 560817d6b000-56081dlae26d

103 packets captured
1: 10:13:22.160239 192.168.20.254.4500 > x.x.x.99.4500: wudp 184 Drop-reason: (unexpected-pack
2: 10:13:23.160727 192.168.20.254.4500 > x.x.x.99.4500: wudp 184 Drop-reason: (unexpected-pack
3: 10:13:24.161200 192.168.20.254.4500 > x.x.x.99.4500: wudp 184 Drop-reason: (unexpected-pack

192.168. 28, 254 .99 ESP 4588 4588 226 Bx7254 (29268) 64 6275 ESP (SPI=8x1592a843)
192.168.20.254 99 ESP 4500 4500 226 Bx7e97 (32487) 64 6278 ESP (SPI=0x1592a843)
192.168.28.254 .99 ESP 4588 4588 226 axefce (4038) 64 6281 ESP (SPI=0x1592a843)
192,168,28,254 99 ESP 45ee 4500 226 8x3511 (13585) 64 6284 ESP (SPI=0x1592a843)
192.168.28.254 99 ESP 4588 4580 226 ax5868 (22632) 64 6287 & ESP (SPI=0x%1592a843)
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show capture br_asp N> ROH I TR, RAO—REN84NA REDICRL, ENTY MO
2RIF226NA MCBE2TWVWAZEITEELTLKEEL,

3.226N\4 b ROY FENIESP/NT Y RH'., APERADIUSH—/NBEOEE%ZZ(TD8Z7
AV OIBEETRINESH ZHET B, WD SR Thr_insideF ¥ 7' F ¥ YHQEBR7
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172.29.1.21 172.16.2.11 IPvd 1514 exe6dd (59037) &3 Fragmented IP protocol (proto=UDP 17, off=8, ID=e&0d) [Reassembled in #9
173.29.1.21 172.16.2.11 RADIUS 56052 1812 a75 Bxe6ad (59937) 63 Access-Request id=218

172.20.1.21 172.16.2.11 IPvd 1514 @xeb9e (59038) 63 Fragmented IP protocol (proto=UDP 17, off=0, ID=et9e) [Reassembled in #1
172.29.1.21 172.16.2.11 RADIUS 56052 1812 475 Gxe6de (50038) 63 Access-Request id=218, Duplicate Request

172.29.1.21 172.16.2.11 IPva 1514 exe6af (59039) 63 Frageented IP protocol (proto=upe 17, off=0, ID=¢69f) [Reassembled in #1
172.2@.1.21 172.16.2.11 RADIUS 56952 1812 475 2xe6af (59839) 63 Access-Request id=218, Duplicate Request

172.20.1.21 172.16.2.11 IPva 1514 auesad (59040) 62 Fragmented IP protocol (protosuDe 17, off=0, ID=¢6a0) [Reassembled in #1
172.29.1.21 172.16.2.11 RADIUS 56052 1812 475 Bxebad (50040) 63 Access-Request id=218, Duplicate Request

172.20.1.21 172.16.2.11 IPva 1514 exedal (59041) 63 Fragmented IP protocol (proto=ube 17, off=0, ID=e6al) [Reassembled in #1
172.29.1.21 172.16.2.11 RADIUS 56952 1812 ars axe6al (59841) 63 Access-Request id=218, Duplicate Request

172.29.1.21 172.16.2.11 IPva 1514 Bxebal (59042) 63 Fragmented IP protocol (protosunP 17, offs8, ID=e6al) [Reassembled in #1
172.29.1.21 172.16.2.11 RADIUS S6G52 1812 475 axebal (59042) 63 Access-Request id=218, Duplicate Request

172.2@.1.21 172.16.2.11 IPvd 1514 @xe6ad (59043) 63 Fragmented IP protocol (proto=UDP 17, off=8, ID=e6a3) [Reassembled in #2
172.20.1.21 172.16.2.11 RADIUS 56052 1812 475 Oxe6al (50843) 62 Access-Request id=218, Duplicate Request

172.28.1.21 172.16.2.11 IPva 1514 Gxebad (50044) &% Fragmented IP protocol {proto=UDP 17, off=8, ID=eéad) [Reassembled in w2
172.29.1.21 172.16,2.11 RADIUS 56952 1812 475 GxeGad (59044) 63 Access-Request id=218, Duplicate Request

172.29.1.21 172.16.2.11 IPvd 1514 @xe6as (59045) 63 Fragmented IP protocol (proto=UDP 17, off=B, ID=e6a5) [Reassembled in #2
172.20.1.21 172.16.2.11 RADIUS 56052 1812 a7s exebab (59045) 63 Access-Request id=218, Duplicate Request

172.29.1.21 172.16.2.11 IPvd 1514 fxebab (59046) &3 Fragmented IP protocol (proto=UDP 17, off=8, ID=eéat) [Reassembled in #2
172.20.1.21 172.16.2.11 RADIUS 56952 1812 a7s oxe6ab (59046) 63 Access-Request id=218, Duplicate Request

172.20.1.21 172.16.2.11 IPvd 1514 @xebal (59047) 63 Fragmented IP protocol (proto=uDP 17, off=0, ID=e6a7) [Reassembled in #2
173 30 1 91 173 15 3 13 RANTIIE BRA5) 1813 AL Owafa? (S0A47\ A% Arcacc_Banmact ide?18  Nunlicats Banuect
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4. br_outside®F ¥ 7 F ¥ Tlk, 226/N1 RO/NTY RFFRLTEHY ., 562/N4 ~ &£1506/%
ARNONTY NEICESPY =TV ABEDXF Y Y THHDENRENATVET,

Source Destination Protocol Sport Dport Length FPD PTTL JESP Sequence Wirong Sequence Number Info.

192.168.29,254 99 ESP 4588 4584 1586 ax2d7e (11646) G| 6448 ESP (SPI=@x1592a843)
192.168.20.254 .99 ESP 4528 4588 562 axeb2c (2860@) 64 6458 & ESP (SPI=0x1592a843)
192.168.28.254 .99 ESP 4588 4588 1586 ax6cad (27817) 64 6451 ESP (SPI=@x1592a843)
192.168.28.254 .99 ESP 4528 4588 562 axS1cf (20943) 64 65453 ESP (SPI=0x1592a843)
192.168.28.254 .99 ESP 4528 4588 1586 ax7d6e (32096) 64 6454 ESP (SPI=@x1592a843)
192.168.28.254 .09 ESP 4528 4588 562 @xa2de (17118) 64| 6456 ESP (SPI=@x1592a843)
192.168.28.254 .99 ESP 4588 4588 1586 8x4553 (17747) 64 6457 ESP (SPI=@x1592a843)
192.168.206.254 .99 ESP 4500 4586 562 Bx7389 (29577) 64 6458 ESP (SPI=0x1592a843)
192.168.20.254 .09 ESP 4500 4500 1506 | exsefo (20729) 64 6460 ESP (SPI=@x1502a843)
192.168.20,254 .99 ESP 4500 4560 562 ax169f (5791) 64 6462 ESP (SPI=0x1502a843)
192.168.20.254 .09 ESP 4500 4500 178 ox32ds (13016) 64 6463 ESP (SPI=0x1592a843)
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TYRERELEY,

2. NENTY ROREHN, 4128—T7 T4 AOMTUY A XA SIPSECH—/N—AY RZ5|\
EGAXKNEREVEE, NTYRNBTZITXD MELENET,

BIN—"TFTATF—TINOILYOTYTICEIVT, FTARNKYTHAROIAYET, VTID
28, RTVANKY JRERETPVTIOIPZ RLATY,
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Cisco Bug ID CSCwp10123IZ &k V), FIEATEBDESPAT WL TZIT X N (LB ) ©
NTYNIHLT, ILWIL—RILY OT Y THFRTENES, 774470 F—)LICETIPT R
LA(FERHTZRYRN)ANOBEDIL—MNHZHE. RIDONTY NOIIL—FMTREELSHFHL
WIL—KAERENET, COBITE. HQ7ZPATIA4A=)INA22—T I 4 ADIP7 RL A
XXX.99TT, HQ77AT7 U F—)LiE, VIIETETENTVBRR—EF—F5—~DIT470K3)
BGP)ZN LT, AEBHTZY NEBRZFZFAT I F—ILICT RNZALAAXLET,

<tfroot>

>

show route bgp

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS dinter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF, BI - BGP InterVRFGateway of Tast resort is 192.168.20.1 to network 0.0.0.0

B X. X.X. 96 255.255. 255. 224 [20/0] via 10.255.0.1, 13:57:43

<--BR firewall Tearns /27 route via BGP over VTI

<{froot>


https://tools.cisco.com/bugsearch/bug/CSCwp10123

show bgp sumary

BGP router identifier 192.168.179.10, Tocal AS number 65001

BGP table version is 25, main routing table version 25

23 network entries using 4600 bytes of memory

24 path entries using 1920 bytes of memory

2/2 BGP path/bestpath attribute entries using 416 bytes of memory
1 BGP AS-PATH entries using 24 bytes of memory

0 BGP route-map cache entries using 0 bytes of memory

0 BGP filter-1list cache entries using 0 bytes of memory

BGP using 6960 total bytes of memory

BGP activity 23/0 prefixes, 24/0 paths, scan interval 60 secs

Neighbor Vv AS MsgRcvd MsgSent Th1Ver 1InQ OutQ Up/Down State/PfxRcd
10.255.0.1 4 65000 762 761 25 0 0 13:59:01 18

>

show i p

¥unne11 vti-hq 10.255.0.2 255.255.255.252 CONFIG <--
10.255.0.1

is the peer VTI IP

<{froot>

>

show i p

Tunnell vti-hq 10.255.0.2 255.255.255.252 CONFIG <--

10.255.0.1

is the peer VTI IP 1in the same subnet

15141 NDESPINT Y REAEA U R—T IA AN SEEFEENET, L, 226/N1 hDF
G ATFYTIOTFATIA=NRGIIL—KILYITYTHEFTL, VIIZENLEETFIPF RLA
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E#RE LT, CSF1230CA—HHFI—KI Y TICTIOEAVARNACLIZESDEL L, KU
—NE A%, ACLIFHQAE Y 7Y NEEBL, BGPIL—T 1 I A SHAARH TZY KDz
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BATHAARYTZYRNTL 71 OREZELEE A,

ASAR S EFI1TTITATIF—)ICBITLER, 266/N1 hONTY RAROYTENZ20E
BETIH,

ASAT77ATIA—IDREICKY, TZVFAOHANRBA >V BZ—T T4 AT XY N OEHEKA
PARNICTOY9EhELE,

ASA5508

router bgp 65000

redistribute connected route-map BGP_RM
route-map BGP_RM permit 10
match ip address bgp-connected-routes
access-1list bgp-connected-routes standard deny x.x.x.96 255.255.255.224 <-- deny = do not redistribute

CSF1230

router bgp 65000

redistribute connected route-map BGP_RM
route-map BGP_RM permit 40 <-- No match, means redistribute all connected routes
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