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Status

ISE connection status:
Primary host: Failure

Additional Logs

Primary host: [INFO]: PXGrid v2 is enabled [ERROR]:
HttpsStringRequest on_read for host 10.31.126.189:8910
failed. error: 336151574: sslv3 alert certificate unknown
(SSL routines, ssI3_read_bytes) [ERROR]: Performing
request to
10.31.126.189:8910/pxgrid/control/AccountActivate
failed: Request failed with a timeout. [ERROR]: Failed to
contact pxGrid node at '10.31126.189: Request failed
with a timeout.
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HttpsStringRequest on_read for host 10.31.126.189:8910 failed. error: 336151574:

(SSL routines, ssl3_read_bytes)
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Mar 27 23:17:17 vFMC3-chherna2 SF-IMS[8074]: [7514] ADI:ise_connector.PXGrid2ThreadedService

Mar 27 23:17:47 vFMC3-chherna2 SF-IMS[8074]: [7514] ADI:ise_connector.PXGrid2ThreadedService [I
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exception message=Ext
70 Interactive Help Se0ku35 TGIIRIRTEER nded key usage does (U RRR e
not permit use for TLS
sekul s checkGlientTrusted ex@ T TGETHEEHE] usage does not permit...

principle=CN=vFMC3-
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LDAPSH—/NI > — : 'TLS certificate verification: Error, unsupported certificate purpose'#s & TF'TLS trace: SSL3 alert
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69ceb4f5.157b4993 ox7ff553fff700 trace: SSL_accept:TLSv1l.3 write server cer
tificate verify

69ceb4f5.157c01a4 Ox7ff553fff700 TLS trace: SSL_accept:SSLv3/TLS write finished
69ceb4f5.157c458a Ox7ff553fff700 TLS trace: SSL_accept:TLSv1l.3 early data
69ceb4f5.157c6685 OxX7ff553Ffff700 TLS trace: SSL_accept:error im TLSv1l.3 early d
ata

69ceb4f5.15b17eaa Ox7ff5522fc700 connection_get(15): got connid=1004
69ceb4f5.15b1b73f Ox7ff5522fc700 connection_read(15): checking for input on 1id=
1004

69ceb4f5.15b2bf05 Ox7ff5522fc700 TLS trace: SSL_accept:TLSv1l.3 early data
69ceb4f5.15b4co6c3 Ox7ff5522fc700 TLS certificate verification: depth: 0, err: 2
6, subject: /CN=asa-server-only,69ceb4f5.15b4e8de Ox7ff5522fc700 1issuer: JCN=T
est-CA

69ceb4f5.15b4f367 Ox7ff5522fc700 TLS certificate verification: Error, unsupport
ed certificate purpose

69ceb4f5.15b57df8 Ox7ff5522fc700 TLS trace: SSL3 alert write:fatal:unsupported
certificate

69ceb4f5.15b5b557 Ox7ff5522fc700 TLS trace: SSL accept:error im error
69ceb4f5.15b66c36 Ox7ff5522fc700 TLS: can't accept: error:1417C086:SSL routines
:tls_process_client_certificate:certificate verify failed (unsupported certific
ate purpose).

69ceb4f5.15b70391 Ox7ff5522fc700 connection_read(15): TLS accept failure error=
-1 1d=1004, closing

69cebaf5.15b747ae 0x7ff5522fc700 connection_close: conn=1004 sd=15
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AIX N TREEATVAREEEELE T,
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Cisco Secure Client

Cisco Secure Client® T > — : TCertificate Validation Failure_



AnyConnect VP

Ready to connect.

| 10.86.95. 154

Cisco Secure Client

8 Certificate Validation Failure

Cq TR e
@ This could take up to 30 seconds.

Cisco Secure Client®@DARTI S — : DART/N> RILA M AnyConnectVPN.ixt7 7 £ )LA S OXOOT
& 2T, FTD/ASANDRAVPNGEFABAR —ADFREICEA E © B FEBAE A Cisco Secure ClientlC &
DTHEBENIECENBRETERT VA7 MRAEKUB N RRENBVELSICLET
(DART/N> RILADAnyConnectVPN.ixt7 7 4 L2 RO (1% (CI&, Cisco Secure Client >
AnyConnect VPN > Logs > AnyConnectVPN.ixt.ixtIZBEI L £ 7).

<ffroot>

R R R R R R e R R Rk Sk T S R R R AR T R LR T R R o R T

Date : 04/07/2026
Time : 03:35:22
Type : Error
Source : csc_vpnapi

Description : Function: CVerifyExtKeyUsage: : conpar eEKUs

File: C:\temp\build\thehoff\Raccoon_MR40.765445939442\Raccoon_MR4\vpn\CommonCrypt\Certificates\VerifyEx
Line: 330

EKU not found in certificate: 1.3.6.1.5.5.7.3.2

R R R R R R i R e R R Rk S o S R R R LR T R LR R o R T o R T

Date : 04/07/2026
Time : 03:35:22



Type : Information
Source : csc_vpnapi

Description : Function: CCertStore::GetCertificates

File: C:\temp\build\thehoff\Raccoon_MR40.765445939442\Raccoon_MR4\vpn\CommonCrypt\Certificates\CertStor
Line: 225

Ignoring client certificate because it does not contain the required EKU extension.

Certificate details:
Store: [Omitted Output]

TNl fdehNdeh Nl Nl Nl Rl ddhddhddhddhddhddn

BERE  FIDE L IFASATHHER—ADBIAN RINT DK S, Cisco Secure ClientA'IEL WEEFAE (V54T b
FRANDEKUEHZEL ) ZFAL TVR L EZRRITHLEHIC, CORFIXIINTRRIENATVINEZRELET

% F : EEEODARTNN RILIZ— TEKU not found in certificate: 1.3.6.1.55.7.3.2) Tlk, CcOBE=S T

1.3.6.1.5.5.7.3.2, US4 T > NFBELMEKU OIDICHIEL TWE T,

REE 4. IDSEAZEICO T A4 7 NREKUB A B VWIBE.
E3)

%‘i
&
T
2

AL ZERAL 1Y A REVPN R RILIE KL

IKEV2H 4 REIVPNR > RILICH TR RAAER—ADRIAZEL O F I A TR,
FTD/ASA(1)AFTD/ASAQETFAD Y X)L ERI T2 O EATHIDIHEIL, V51T
RERRIEKUB AN ® Y EB A, TOHER., VPN R ZHBIATEETFEA, chik, UE—KE
T (FTD/ASA QNN CDEHZIIAEICEHDULENf HBLHTT,

hAROZ

Cisco FTD/ASA (1) Cisco FTD/ASA (2)

[

T T T4

FTIDE/IEASACLITS— : Chsik, 254 7> NRSIEKUE 4 %1% - % WFTD/ASA(1) D IDEE
B E % IKEV2IIB ER — AN BT T35, FTD/ASAQ)THRETZIS—TT,



<ffroot>

Apr 09 2026 15:59:50:

subject name: CN=ASAv3.cisco.com,0U=IT,0=Cisco,C=US,unstructuredName=ASAv3.cisco.com.
Apr 09 2026 15:59:50:

Apr 09 2026 15:59:50: %ASA-3-751006: Local:10.3.3.6:500 Remote:10.3.3.5:500 Username:10.3.3.5

Apr 09 2026 15:59:50: %ASA-4-750003: Local:10.3.3.6:500 Remote:10.3.3.5:500 Username:10.3.3.5

Apr 09 2026 15:59:50: %ASA-4-752012: IKEv2 was unsuccessful at setting up a tunnel. Map Tag = CMAP. M
Apr 09 2026 15:59:50: %ASA-3-752015: Tunnel Manager has failed to establish an L2L SA. A1l configured

Apr 09 2026 15:59:55: %ASA-5-752003: Tunnel Manager dispatching a KEY_ACQUIRE message to IKEv2.

Map Ta

Apr 09 2026 15:59:55: %ASA-5-750001: Local:10.3.3.6:500 Remote:10.3.3.5:500 Username:Unknown IKEv2 Rece

% ¥ - LEROAITIE. FTD/ASA(2)H ClientAuth& ServerAuth® A DEKUB 2 S IDFEAEEFERAL TVET,

% 5‘£ : LEROBITE, FTD/ASAQR)ZIL—Z2PH—RN—FT A OYPBREEIF T RR—AOVPNI ML —%
BEEMABZEETEXRT, TOER, VPNET TR, AEAER—ADOFIAZEEICTS =0, FTD/ASA(1)T
Eﬁﬁéhéiﬂﬂik7747/l\ PREEKUBMAFEL TLWALEN H2 18, BUBENERLEEA,

FRRE  AEABNR—ADRAZEATE YA REAVPNR D RILARITEIHERF. CORFIX
RCRBEhTVAHEEEEBEL T, FTDASAMMAEL VIDIEHE (454 7> MBS
EKU?&EEB)EEFHL/T\I\%)(_&EEEWUL/ijo

REAEIC VT4 72 FRIEKUBHA BT TLWELWS ES A %
TEE T 2 FIR

Windows Certificate ManagerZ £ L /z.cerfEEAE A 5 DEKUE M DR

RDOFIEIZHELV., Windows Certificate ManagerZ £ L T.cerfEBAZENEKUB M Z R L £,



ATFYT1: cer77ANEETINIOUYOL T, WindowsiEFHEIY X— v THRZEE T,

. A" ®

.

- t & » ThisPC > Downlosd | corificate

Genersl Detads  Certification Path

o Quick sccess Ll ASAuZ.cor
/ CalASAVE-NO-E
o Onelie
| f) Certificate Information

& This PC
Disgkd Windovws does not have enough infermation te verify
W Desktop this certilicate,

% Decuments
& Downloads
J‘l Muzic

= Pictures
Videos
-] Issued b ASAv3-dhharnal,cees.com

‘i Local Disk (C:)
Issued by aasjog-WINFQALEAZT250-CA

g Network
Vabid from /92026 to 4/5 2027

Install Certificate. .,

o]

SFEAE DR FN .pemDBAIE, £ .cerkls

% A COFETEEBALS CEN TEDDR.cer7 7PALETTT,
FortiCBEL TS EEV,

ATV 7 2eF1VTABENHRIBERRELET, EF1VT 1 BHEOTOV T MKRRE
hizs, [RA<1Z22UY L THEITLET,

AT Y 7 3 [Certificate] 71 > RUT, [Details] 27 &2V JYILET,



g Certificate

General Detals Certification Path

Show: | <All> "
Field Yalue A
| version V3
| Serial mumier 26000001baBcdfb o8 f7 ...
| signature algarithem shaZSERSA
_|signature hash algorithm shalté
| tssuer aaajrg-WINFQAUEAZIZS0C....
|vakd from Thursday, April 9, 2026 3:26:...
*|vaskd 15 Friday, Aprl 9, 2027 3:26: 19 PM
g it A58 Tarbherna? rigen rnen | o

Edit Properties, ., Copy to Fie, ..

o 1]

ATY7T474—=)LROVARNZAYO—)LL T, [Enhanced Key Usage] ( & /=& [Extended
Key Usage] ) ZiZIRL £,

oh Certificate b
General Detals  Certification Path

show: | <All> w

Freld

i |certificate Template 1
fiy |Eranced Key Usage
{1 | Apphcation Policies
31| SMIME Capabikties

li |key Usage

| [Trmbprint algarithm

ol ~
... Template=1.3.6.1.4.1.311.21...
Server Authentication (1.3.6....
[1]Application Certificate Polic...
[1}SMIME Capabdity: Object L.,
Digital Signature, Key Emcpler...
chal
Qb 39 0F396c P 05 99855 ...

Edit Properbes... Copy to File..,

[ ]

ATY T BEKUBMZERLET,

B EICEKUENEENTVWD & %#RT Server
Authentication, X TClient Authenticationy BENDT > NUNRRENDENHVYET,



o# Certificate .4

General Detals  Certification Path

Show: | <All> w
Field Value A
] certificate Template Inform,.. Templats=1.3.6.L4.1.311.21..,
r1)| Enhanced ey Usage Server Authentication (1.3.6....
51| Application Polices [1] Appbcation Certificate Polic. ..
by |SMIME Capabiities [1]SMIME Capabdity: Obgect ...
i |key usage Digital Signature, Key Endpher...
|__]T|'l-l'ﬂbpfht sigodithm shal
|2 Thumbgrint Ob §9 OF B4 6c 9e a5 99 85 5¢ ...

Authentication (1.3.6.1.5.5.7.3.1)
t Authentication {1.3.6. 1.5.5.7.3.2)

Edit Propertes... [ Copy to File...

o ]

ATV 7 6MERE. OKEVUY UL TARAEV A RUZRBALUET,

Bl CD.cerilBAEICE VT4 T > NBAEKUBHEN <, Y—/\RIEAEKUBHO AN EENT
WET,

ph Certificate x

General Detals  Certification Path

Show: <Allz |
Feeld Vahse (.
fii| CRL Distribution Points [L]CRL Distribution Point: Distr...
[t | Authority Information Access  [1]Autherity Info Access: Acz...

lii|Certificate Template Mame ~ WehServer
Server Authentication [1.3.6....

li'_-._-IK!'-'lhDQE Digital Signiature, Key Endpher, ..
[ | husmbgrint algarithm shal
| husmbgrint Fa F3 56 04 €5 74 26 29 6928 ...

W

Ismer Authentication (1.3.6.1.5.5.7.3.1) I

EdtProperties... | | CopytoFie...




B2 : CO.ceriEFAEICIE. EKUBME L THY—NRREEITA TV MREAOHEENEEFATVE
ERD

o Certificate x

General Detals  Cartification Path

Show: |<Al> L

Freld Value -
{51 |Certificate Template Inform... Template=1.3.6.1.4.1.311.21..,
':i:j. G =rver AlEhentication F.B...n
(3| Appication Pobdes [1]applcabon Certificate Polic...
12} |SMIME Capabiiities [1]5MIME Capabilty: Object I...
Iy, Ky Usage Digital Sagnature, Key Endpher...

| Thumbgprint algorithm shal

Thumbprint Ob 3 OfE46c e a5 995 X ..,

W

carver Authenbzation (1.3.6.1.5.5.7.3.1)
hent Authenbcation (1.3.5.1.5.5.7.3.2)

Copy to File...

o |

OpenSSLZFEA L 7=PKCS#12, PEM, & kT .ceril FAE D 5 DEKUE 14 D fEFR
ROFIEICHE> T, .p12(PKCS#12), .pem(PEM), B X .cerit HENEKUBMZHRL £,

AFYT1: FIVITRHEOHDIHEEREL. p12(PKCSH#I2). .pem(PEM), £k
CerfERTI UV AR—KNLET,

P12(PKCS#12)REBHE DB S . openssIZFERA L T.p12(PKCS#12) 7 7 A )L A SEEHEZ ML
£T, .p12(PKCS#12)7 7 A ILICIK, MEF—, SEHE. BRUTCAIIAENSENDEEN HY)
£9,

KOO REFEAL T, p12(PKCS#12) 7 7 A4 ILA S .pem(PEM) 7 7 1 LIS ( BF—F 1 1d
CAFI—2%FERETIC)AAEEZHELET,

openss1 pkcsl2 -in yourfile.pl2 -nokeys -clcerts -out cert.pem



« yourfile.p12 : RBEO 77 A ) B TEEWRAET,
e pI2T7AINDODNAD—REZEANTIVLENHDHZENHYET,
« cert.pem: ( MBEF—FLRFCATFI—2%BLT) HMHE ni-fRAER pemPEM)ERTT,

ATY 7 2[R MopenssIIX > REFERAL T, fAIAEOFMEEKUBHZRRLE T,

a).pem7 7 AIDOBER., KRDopenssI I REFEAL T, AAEOFMHEEKUBEZRTRL
9,

openss1 x509 -in cert.pem -text -noout

- certpem: EBEO T 7AI)IEBTEEMAET,

b).cer7 74 DHZEE., KDopenssl X REFHAL T, AAEOFMEEKUEEZRRLE
E

openss1 x509 -in yourfile.cer -text -noout

- yourfile.cer : EBOT7 7 A ) BTEEHMAET,

ATY 7 3RIZ, HHDX509v3Extended Key Usagetz 7> 3> &#Hd &, TTLS Web Server
Authenticationy X TTLS Web Client Authentication; ZEND I NI N RRE h, FEAEIC
EKUEAN RENTVWD CENBYET,

X509v3 Extended Key Usage:
TLS Web Server Authentication, TLS Web Client Authentication

FIFEKUBMOID (A7 T RNEBIF ) :

X509v3 Extended Key Usage:
1.3.6.1.5.5.7.3.1, 1.3.6.1.5.5.7.3.2



EIEEKUOID"I36155731
> FFREEEKU OID:1.3.6.1.5.5.7.3.2

C

.Ij.
- 7

\dg

AT
1

NI

Bl1 : 2D .pemPEM)REBAEICIE VT4 72 RERREEKUB A <. H—/\FRELEKUE D & A"
BEIATVLWET,

<ffroot>

MyHost$ openss1l x509 -in cert.pem -text -noout
Certificate:
Data:
Version: 3 (0x2)
Serial Number:
26:00:00:01:b7:e7:90:48:d6:19:41:d3:54:00:01:00:00:01:b7
Signature Algorithm: sha256WithRSAEncryption
Issuer: DC=com, DC=aaajcg, CN=aaajcg-WIN-FQAUEA2I25Q-CA
Validity
Not Before: Mar 27 00:31:40 2026 GMT
Not After : Mar 26 00:31:40 2028 GMT
Subject: C=MX, ST=MX, L=MX, 0=Cisco, OU=IT, CN=vFMC3-chherna2
Subject Public Key Info:
Public Key Algorithm: rsaEncryption

RSA Public-Key: (2048 bit)

Modulus:
00:cf:a8:a0:ff:dd:34:73:7d:46:86:85:05:b6:0c:
5e:32:8c:67:67:88:52:03:58:63:¢c6:89:d8:fc:55:
c5:58:ba:eb:45:88:b2:21:9e:c5:d8:67:57:39:0f:
91:a5:41:61:fa:94:bl:ad:9e:71:26:87:b6:30:ae:
a7:f6:89:b1:6d:61:ce:fa:47:7f:2a:d8:e8:4d:26:
4f:a7:d3:eb:5a:69:16:46:71:c7:55:cf:87:b4:10:
96:f2:10:6b:c0:a7:3d:3c:49:9d:ee:77:8c:b5:95:
9b:69:81:e0:2d:a0:6e:5c:78:73:22:5a:38:d0:74:
38:b2:ba:e0:ab:c5:44:eb:el:3c:52:86:b8:2a:4e:
37:44:9c:34:d8:d8:6c:ae:3e:df:12:57:0e:28:52:
57:dc:6d:62:ea:b6:ec:19:4e:90:8f:3f:2c:23:1b:
e2:39:f0:ba:07:08:9a2:0b:97:96:05:2e:69:fe:9a:
b2:b2:74:9a:ba:06:25:bc:38:1c:94:87:8e:2a:dc:
2f:0b:a6:31:6c:bf:11:96:2a:71:b3:87:e5:f5:ch:
88:f1:73:cf:88:d7:30:78:24:77:7c:b7:2c:7c:83:
6d:69:5b:bd:d4:21:b9:ee:19:c4:02:be:7b:44:a2:
55:d6:b2:95:11:46:bf:db:3e:4f:9a:8c:d4:ad:8d:
82:f5

Exponent: 65537 (0x10001)

X509v3 extensions:
X509v3 Subject Key Identifier:

OD:8E:DA:07:6D:49:EA:51:D2:C7:EF:50:CE:CE:2B:8E:7C:DF:A6:8D

X509v3 Authority Key Identifier:
keyid:3A:45:60:22:F7:C8:2C:0D:D2:98:5A:BC:E0:98:D4:91:1D:67:32:22

X509v3 CRL Distribution Points:

Full Name:
URI:1dap:///CN=aaajcg-WIN-FQAUEA2I25Q-CA,CN=WIN-FQAUEA2I25Q,CN=CDP,CN=PubT1ic%20Key%20

Authority Information Access:
CA Issuers - URI:ldap:///CN=aaajcg-WIN-FQAUEA2I25Q-CA,CN=AIA,CN=Pub11ic%20Key%20Services



1.3.6.1.4.1.311.20.2:
...W.e.b.S.e.r.v.e.r

X509v3 Key Usage: critical
Digital Signature, Key Encipherment

X509v3 Ext ended Key Usage:

TLS Web Server

Signature Algorithm:
:7d:
:d2:
re2:
:d2:
:45:

2f:
Oe:
46:
d6:
55:
dc:
41:
do:
7f:
4c:
61:
70:
86:
2d:
c5:

"EKU SECTION"

Aut henti cati on

"Server Authentication EKU Attribute Included"

27:
6b:
fe:
06:
78:

47

b3:
c2:
4b:
c6:
6a:
3f:
30:
8c:
d3:

cd:
07:
53:
af:
d3:
:d0:
di:
7d:
bb:
4f:
9e:
le:
b0:
a5:
c5:

95
4d
f3
69
42
16
46
4a
1c
29
11
aa
dd
e4
8f

14e

:56:
:e6:
:17:
:6f:
:52:
:9c:
:86:
:db:

sha256WithRSAEncryption
40:
83:
Oa:
f5:
ce:
62:
83:
of:
bl:
ff:
57:
bb:
b3:
eb:

5c:
7e:
d4:
7b:
f9:
:73:
24:
24:
33:
74:
15:
la:
3c:
37:

fa:
da:
ba:
bc:
cd:
fd:
23:
e6:
db:
2d:

f2

Ob:
al:
be:

29:
03:
37:
ec:
bf:
c8:
5c:
fc:
00:
ar7:
:b8:
59:
7b:

7f

64:
08:
4f:
fe:
43:

S5e

bd:
6e:
f3:
e5:
e8:
66:
fb:
162:

df:
f3:
cd:
ce:
53:
137:
b0:
0d:
12:
ea:

fa

le:
b7:
bc:

75:
50:
a4:
ed:
b4:

74

e3:
65:
e3:
e8:
:78:
85:
74:
87:

7d:
0d:
49:
c9:
8e:
:cb:
7C:
8c:
53:
89:
31:
bd:
5d:
7C:

7a:
5b:
04:
07:
4c:
68:
f9:
96:
39:
fe:
20:
76:
38:
35:

12 : Z0.pemPEM)EERREICIK, 9514 TF > KR

WEd,

<tfroot>

MyHost$ openss1l x509 -in cert.pem -text -noout

Certificate:

Data:

Version: 3 (0x2)

Serial Number:
26:00:00:01:b6:74:fc:b4:1e:99:be:7a:10:00:01:00:00:01:b6

Signature Algorithm: sha256WithRSAEncryption
Issuer: DC=com, DC=aaajcg, CN=aaajcg-WIN-FQAUEA2I25Q-CA

Validity
Not Before:
Not After :
Subject: C=MX, ST=AD, L=AD, 0=Cisco, OU=IT, CN=vFMC3-chherna2
Subject Public Key Info:
Public Key Algorithm: rsaEncryption

RSA PubTlic-Key: (2048 bit)
Modulus:

Mar 26 23:44:58 2026 GMT
Mar 26 23:44:58 2027 GMT

F & —/\NR

87:
05:
74:
31:

af

48:
8a:
8c:
do:
a4:
49:
e7:
88:

17

9:
8c:
79:
d7:
164:
29:
af:
af:
e7:
2b:
do:
73:
82:
132:

b0:

1f

09:
85:
4b:
7d:
da:
21:
6a:
cd:
50:
6f:
3d:
fc:

94:
:54:
23:
45:
ab6:
f9:
09:
b2:
48:
e3:
f9:
ec:
a3:
52:

FTOMADEKUBHENEENT



00:ab:aa:67:4e:55:19:3b:38:6c:33:2e:ba:fd:19:
56:e7:68:18:f7:€9:53:95:1f:53:b4:fl:ce:94:c8:
ca:41:f1:52:15:eb:a5:35:9f:07:95:9f:c3:8a:5e:
62:d6:e1:5c:04:c5:c0:27:1c:84:ed:3d:1b:42:50:
91:4a:26:86:90:e0:6e:26:7e:37:fd:17:0c:2f:bb:
fe:58:81:ec:3b:9d:0b:fc:dd:8c:6b:dd:ab:d3:96:
74:23:0d:78:d7:09:53:61:f9:b0:29:c6:7c:e2:9c:
2f:74:30:42:0f:45:47:cd:16:59:ed:53:62:8f:60:
75:f8:24:f5:1f:77:fb:89:85:4b:49:ad:93:43:04:
6e:4a:b3:59:fc:eb:75:70:39:67:71:60:be:b3:b7:
86:f7:¢c5:53:28:1e:bf:8f:b2:52:ec:79:d6:12:b0:
33:9c:6d:46:7a:9c:5d:53:a5:44:24:da:4b:36:7d:
c2:ec:61:d7:a0:01:c3:d2:bc:0a:df:a8:f6:0c:82:
48:30:fb:c6:3e:4a:48:a9:01:13:f5:4e:f2:03:24:
38:ee:aa:d9:60:78:30:45:ed:3b:76:16:fd:7a:d3:
b0:16:10:28:75:fc:41:32:e6:6d:cb:c3:96:58:77:
9e:11:0a:9b:33:¢c7:92:8d:75:1f:e5:30:29:a4:a5:
ba:7d

Exponent: 65537 (0x10001)

X509v3 extensions:
X509v3 Subject Key Identifier:
D2:DF:62:25:17:DB:72:31:D8:D2:D0:41:CB:FB:DD:00:FF:38:BD:BB
X509v3 Authority Key Identifier:
keyid:3A:45:60:22:F7:C8:2C:0D:D2:98:5A:BC:E0:98:D4:91:1D:67:32:22

X509v3 CRL Distribution Points:

Full Name:
URI:1dap:///CN=aaajcg-WIN-FQAUEA2I25Q-CA,CN=WIN-FQAUEA2I25Q,CN=CDP,CN=Pub1ic%20Key%20

Authority Information Access:
CA Issuers - URI:Tdap:///CN=aaajcg-WIN-FQAUEA2I25Q-CA,CN=AIA,CN=Pub1ic%20Key%20Services

X509v3 Key Usage: critical
Digital Signature, Key Encipherment
1.3.6.1.4.1.311.21.7:

0-.%+..... 7..... ALL9L L.
b/ LLROLLZL L

X509v3 Ext ended Key Usage:

P "EKU SECTION"

TLS Web Server Authentication, TLS Web Cient Authentication

<—— "Server & Client EKU Attributes Included"
1.3.6.1.4.1.311.21.10:
0.0
e 0
P
S/MIME Capabilities:
...... 0...+....0050...%.H..
..*.H

Signature Algorithm: sha256WithRSAEncryption
3f:66:b1:35:7€:05:b4:69:f1:81:95:b8:18:90:12:20:bd:8d:
ff:03:5a:59:ca:02:ba:2d:1d:e0:8d:3f:63:e9:fe:71:3c:9a:
11:15:5c:3b:fc:62:e4:cf:15:25:4c:74:5e:ad:3f:09:e9:3b:
d5:08:95:7d:97:7a:ef:cl:16:6d:e0:7a:0b:21:81:46:bc:15:



c3:76:8c:fe:fb:14:94:36:92:0d:3b:4a:c9:8f:6a:bd:dc:4b:
Ob:24:c3:32:35:27:e7:aa:23:95:85:e4:a9:64:71:f0:98:9e:
33:aa:6e:bd:7c:dd:dc:4b:cf:dd:0e:a7:ea:e8:aa:61:8f:67:
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