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1.AEAEERORG : V54T G, SIAENMNVEBRXAAMZEEL T, (IHABEXRE
ACMEH—NIZIEELF T,
. Receive HTTP-01 Challenge:ACMES —/Ni&, 95 AT N RXA 2 FEHZIHT D 12
HICERATIVLENHED—EORN =DV RECHTTP-01F YL TIEELE T,
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FTD ACME Client ACME Server

(1) Initiate certificate request for ftd-example.com

v

(2) HTTP-01 Challenge: put xyz at http://ftd-example.com/abc
«

(3) Prepare Challenge Response
FTD Web Service

(4) Port 80 veb query for challenge (http://ftd-example.com /abc)
(5) xyz

v

FTD ACME Client

(6) Issued certificate
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Firewall Management Center . .
E > = Q, search peploy 0O(2) @ admin
Objects * =it - D
-
= N Cert Enroliment ||[ Q. Fittr
Cipher Suite List &~
> Community List A certificate enrellment object contains the Certification Authority (CA) server information and
Monitor enroliment parameters that are required for creating Certificate Signing Requests (CSRs) and
DHCR IPvE Pool obtaining Identity Certificates from the specified CA. These activities occur in your Private Key
o Infrastructure (PKI). Guide me.
SHRIRHGhEE & Repor ’ » Distinguished Name
2% Events&Logs » DNS Server Group
. . MName Type Override
EVE Exception List
Manage: »  External Attributes selfSigned Self Signed Certificate a0
File List
(1] Policies > e
»  FlexConfig
L]
A" Objects Geolocation
' - i Interf
mm Firewall Devices > ntertace
Key Chain
&  Secure Connections > Network
f ~  PKI
%  Integrations >
Cert Enrollment
External Cert
c;‘\ Troubleshooting » Groups
External Certs o Displaying 1- 1of 1rows |¢ ¢ Page [I] of1d >
4o Administration b
-

2. ACMEERFRAT>a N, OBERHFZEEEIZROVIEAIIAZI—ICRRENET,
Enrollment Type RO Y 7’A > SACMEZEIRL THRITLE T,

Add Cert Enrollment

Name*

[ ACME_CERT

Description

CAInformation  Certificate Parameters  Key  Revocation

Enrollment Type: [ ACME N ]

Enroliment URL:* Self Signed Certificate

A EST
Authentication Protocol:*

SCEP

Authentication Interface:* ACME

Source Interface:* Manual

Cancel

w
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Add Cert Enrollment

|

CA Information Certificate Parameters Key Revocation
e —
Enrollment Type:

[ ACME i ]

+
Enroliment URL- [ https:ffacme-v02 api.letsencryp... ]

Authentication Protocol:* [ HTTP-01 . ]

cation Inferface:* [Default: Management/Diagnosti.x ] +

-
Source Interface: [outsida . ] 4+

CA only Certificate: [ Manual CA Certificate v ]

() Auto Enroll Lifetime(10—99}: () Regenerate Key

o (3

* Enrollment URL : EBAE N EREBBICERTBHACMET —/XDT RL A(Let's Encrypt’x &
)o

s REEZORION : RXLMOFMBEEERBERITDEHICHERITDHEEEELE T, ACME®D
FETHR—RNENZ7OMNIILEEHTTP-01TY,

« B4R —T I A4 AACMEY—NASHTTP-01F ¥ L V22 ZETBFIDF/NA ADX
YND—DA42BR—TIALATT,

« CADHKDIBEEACMEY —/NEEETD-HDRIAR[/CAN S DIIAEZRIRT DHEN
HY)ET,

~ E T T7AIILRNTR, INT U Y U DLet's Encryptt —E AURL(https:/acme-
v02.api.letsencrypt.org/directory) &2 &L £ 9,
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Add Cert Enrollment ®

Enrollment Type:

[ hManual

CA Only
Check this option if you do not reguire an identity certificate to be created

fraom this CA

CA Certificate: BQK2IfhUvR3bCj3JIGOuyYIDf

vpSjAfBgNVHSMEGDAW
gBQTGOy4/RYYKsq+gWZrpp
51e/TIdTAKBggqhkjOPQQDAg
MIADBFAIEAGQJUhxPUT
+CRcgBjLTHcfOXDswHUQERK
VoZ0SDbwUIZECIEPKLoONZm
DSGJIUrbeCMIjBSjet
hKIfVaFOh77A7aZH

-----END CERTIFICATE-----

4

Validation Usage: IPsec Client SEL Client |:| S5L Server

- Ef#I(Z. CA Only Certificatetz2> 3> TACME CAH—/NO KRS ARNKA > NEBIRLET

o



Edit Cert Enrollment ®

Y
Name*
: ACME_CERT
I?escriptian
CA Information Certificate Parameters Key Revocation
Enrollment Type: ( ACME v |
Enroliment URL* https://10.31124.58:4443/acme/...
Authentication Protocol:* ( HTTP-01 o |
Authentication Interface:* ( outside . | +
Source Interface:* ( outside v | +
CA only Certificate:
(] Auto Enroll Lifetime({10-99): [} Regenerate Key
Validation Usage: D IPsec Client S5L Client SSL Server
v

5. Certificate ParametersiZ# 8 L . Include FQDN7R Y 2 A TCustom FQDNA 7> 3> &i&IRL
. Custom FQDN& & TfAlternate FQDN7 4 — )L RICEERREIZEH D TS A Y JFQDNEREF R X
A1BZADLET,



Add Cert Enrollment

)

CAlnformation  Certificate Parameters  Key  Revocation

Include FQDN: Custom FQDN -

Custom FQDN:

[ ftd-example.cisco.com ]

Alternate FQDN: [ ftd-alt-example.cisco.com ]

6. KeylcBEIL T, Key TypekKey SizeDHREZZELF T,

Add Cert Enrollment

]

CA Information Certificate Parameters Key Revocation

Key Type:
@® rsa (O ECDSA

Key Name:*
modulus
Key Size:
[ 2048 v ]

~ Advanced Settings

(7] 1gnore IPsec Key Usage
Do not validate values in the Koy Usage and extended Key Usage extensions of IPsec remate client

certificates.

..

7. (#7232 ) IDAIAEOCBEBHEREZFMCLET,

Auto EnrollsF T ¥ 7Ry 9 A& A2 L T, Auto Enroll Lifetime®/N\—t>F—2 %#BELET
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COBBEICKY), FEHENPRINICESFICEHNICEFRENET, CcOBSICK>T, FH
EQEVHRAYNZDEIICEFR I OLAN RBENZIBENMNREVET, &, 80 %ICERE
THE, SIAENEMHBNS %ICELEEEICER7OCAN BBEINET,

Add Cert Enrollment

|

CA Information Certificate Parameters Key Revocation

Enroliment Type: lACME . J

Emalimant : [ https:/facme-v02.apiletsencryp... ]

Authentication Protocol:* [ HTTP-01 B ]

I .
Authentication Interface: [Defaul'[: Management/Diagnosti. ] +

Source Interface:* [outside - ] *

CAonly Certificate: [ Manual ca certificate

Auto Enroll Lifetime{10-09):

8. r'{%ﬁJ E7U‘y7b§3’o

FINA ATOHOACMESIERE ) & &

1.Firewall Devices > CertificatesDJEICEEH L. AddARZ>Z U Y L THLVIIBAZEE XKL
£9,



Firewall Management Center

Firewall Devices [ Certificates

— Filter m

All Certificates

Monitor
Insights & Reports » Name Domain Enroliment Type  Identity Certificate Expiry CA Certificate Expiry Status

2%  Events & Logs » == FT0_ACME -

Manage
r] Policies >

e Objects

sm Firewall Devices »

&  Secure Connections »

® Integrations >

2, Troubleshooting »

@ Administration

2. Device ROY 7H I ARNDSFIDT/INA AZIBIRL, SIAEATZ T U NEATIZCert
EnrollmentCHERE N TVET,

Firewall Management Center

Q, search
Certificates &

= Filter m
-]

[ All Certificates

Monitor
57 Insights & Reports » pe (&) ertificate Expiry Status
: _ Add New Certificate
€% Events&Logs > &
Add a new certificate to the device using cert enrollment object which is used
to generate CA and identify certificate.
Manage :
2 Device*:
(1) Policies > | FTD_ACME v l
Cert Enroliment*:
9=  Objects
[ ACME_CERT he l +
| ,.m Firewall Devices 3 Cert Enroliment Details:
Name: ACME_CERT
; Enroliment Type: ACME
Secure Connections >
4 Enroliment URL: https://10.31.124.58:444 3facme/acme-
prov/directory
A Integrations H
Cancel m
2, Troubleshooting >
do Administration »

3.AddZ2T Y ILET,

4. FTOMFETTHE, AF—RAFICIDIIHBRI ARTENET .



Firewall Management Center

L < vepiy 0@ @
Firewall Dev | Certificates

— Filter m

All Certificates v
Monitor
Insights & Reports » Name Domain Enrollment Type  Identity Certificate Expiry CA Certificate Expiry Status
7% Events & Logs » S FTD_ACME -
 C
selfSigned Global Self-Signed Jul 14, 2035 & CA L ID .
Manage
o £ o N
71 Policies o ACME_CERT Global ACME A %'5'2252' S;ﬁ’ms Lo el 4o -
Manual (CA - £ (

®= objects ACME_CA  Global Only) Jul 18, 2035 LA ©ID -

wn Firewall Devices »

&  Secure Connections >

# Integrations >

N Troubleshooting >

o Administration >

5.IDRZ>%# D)y OLT, IDAEAERHRZRIAL T,



Identity Certificate ®@

e Status : Available

» Serial Number : 058f993097bd56758e 4555193be

 Issued By : acme Intermediate CA

O : acme

e |ssued To: ft-examle.cisco.com

o Public Key Type : RSA (2048 bit)

e Signature Algorithm : ecdsa-with-SHA56

* Associated Trustpoints : ACME_CERT

e Valid From: : 11:20:55 UTC July 212025

 Valld To : 11:21:55 UTC July 22,2025

« Public Key Hashes : 26b7a0f741436434a538b261144780b245204
SHA1 PublicKey haosh :
241256de8674656fc15551717844f651975b562¢520a0

e

oy
51

FIDTA > ARM—ILEnNFEAEZ KRR

1< > Rshow crypto ca certificates <Trust Point Name>Z AL T, SEAENf BEFREhTVSC
EEBRLET,

<#root>

firepower#



show crypto ca certificates

ACME_CERT

Certificate

Status: Available

Certificate Serial Number: 058f993097bd56758e44554194a953be
Certificate Usage: General Purpose

Public Key Type: RSA (2048 bits)

Signature Algorithm: ecdsa-with-SHA256

Issuer Name:

CN=acme Intermediate CA

O=acme

Subject Name:

CN=ftd-example.cisco.com

Validity Date:

start date: 11:20:55 UTC Jul 21 2025

end date: 11:21:55 UTC Jul 22 2025

Storage: immediate

Associated Trustpoints: ACME_CERT

Public Key Hashes:

SHA1 PublicKey hash: 26b7a0f7414364a45b246114478bb741432520c4
SHA1 PublicKeyInfo hash: 24125d6e8674566c1551784f651975b562c520a

syslog 1 X2 ~

ACMEZ’'ORINLZFEAL TAIRAENOBRICBEHETDIANR I NEFYTFY IS, X177 7
AT JO#—)LFTDOFL Lsyslogh'Hh ) £ T,

« 717067 ACMEFLHAS E RN AR END ZA I JICE I3 BRERMHLE T,

%FTD-5-717067: Starting ACME certificate enrollment for the trustpoint <private_acme> with CA <ca-acme.

« 717068 ACMEFIAZENZEZRANERICITONEKRICEITIBHERMHLE T,

%FTD-5-717068: ACME Certificate enrollment succeeded for trustpoint <private_acme> with CA <ca-acme.exal

« 7T17069:ACMEE RN KL LIZE0BEREREL £,



%FTD-3-717069: ACME Certificate enrollment failed for trustpoint <private_acme>

« 717070 : GIFAB DR BRI L FAAZTOEHICHEAITAIF —RTICEHIZFEHRERULET

o

%FTD-5-717070: Keypair <Auto.private_acme> in the trustpoint <private_acme> is regenerated for <manual>

NZ7IL1—b
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s T—N\NDOEHKEZHRELET, EF1T7T77A4T7 I A—=I)LICACMEY—NN\NDXY KD—5
BN 2B LET, BEEZ7/OYILTVRRY NI—UDOBBER I 7AT %
—I)LBRBINF VW EEERELET,

 Secure Firewall®) RX A BN BRUBETH D & 2B L E£T, Secure Firewall FTDIZ %
EENTVD RXASVHN, ACMEY—NTHARARETHAI L ZBALET. COKRILE
BN HNERZRIITDLEHICEETT,

s RXLAHMBHEDHER : RZARNRAURNTEEESNLEINTORXAL2EAD, Secure
Firewall FTIDIC& 2 TRIBENTVWB L ZBRRLET, chicky), ACMEHY—/\N&E KX
1V DOFBEEERIETEET,

NSTINa—F4200EHNOII R
FHHICOVTIE, XDdebugdN > ROEHZRELE T,

» debug crypto ca acme <1-255>
» debug crypto ca <1-14>



BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



