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<ffroot>

firepower#

pi ng 192. 168. 203. 89

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.203.89, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/10 ms

=L, traceroutelEEM TR B EH A,

<ttroot>



firepower#
traceroute 192. 168. 203. 89

Type escape sequence to abort.
Tracing the route to 192.168.203.89
1:‘: % E3

2%

3:‘:

30%* ¥ *
firepower#

RIE

« DAOEFITIT7ATIF—I)LERIK(FTD)

« 74,7423, 762TOHEESERN, HON—23aLEREBEZTHARMENI HY)ET,
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<{froot>

firepower#

show run nat

nat (INSIDE,OUTSIDE) source static server_host interface unidirectional
firepower#

<tfroot>



firepower#
traceroute 192. 168. 203. 89

Type escape sequence to abort.

Tracing the route to 192.168.203.89
1 192.168.201.88 2 msec 2 msec 2 msec
2 192.168.203.89 1 msec * 1 msec
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<#root>

firepower#

show run nat

nat (INSIDE,OUTSIDE) source static server_host interface service SVC_25769850586 SVC_25769850587

I

<ffroot>

firepower#
traceroute 192. 168. 203. 89

Type escape sequence to abort.
Tracing the route to 192.168.203.89



1 192.168.201.88 2 msec 2 msec 2 msec
2 192.168.203.89 1 msec * 1 msec
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1/2026/033 13:08:35,420177 0,000000 197,168, 201,200 192,168,203.89 ICWP 118 100 Gxa7d (20365) Echo (ping) request id-0xf825, 56q=39095/47000, tt1=255 (reply in 2)
2 2026/033 13:08:35,429680 ©,000502 192, 166.203.89 192,168.201,200 ICMP 118 100 Gxafdd (20365) Echo (ping) reply  id=8xf825, seqs39035/47000, ttl=254 (request in 1)
3 2826/033 13:08:35.429999 ©.000225 192.165.201.200 192.168.203.89 ICMP 118 180 0x0542 (1346) TrMp test Echo (ping) request id=8xfd2s, seqs39995/47000, ttl=255 (reply in 4)
4 2626/033 13:88:35.430275 0.000366 192.168.203.89 192.168.201.200 ICMP 118 100 8x8542 (1345) Echo (ping) reply  id=8xf826, seqs=39995/47000, ttl=254 (request in 3)
5 2026/033 13:08:35.430489 0.000214 192.168.201. 200 192.168.203.89 ICMP 118 186 Bx@953 (2387) Echo (ping) request id=0xf827, —eq=39895/87000, ttl=255 (reply in 6)
6 2826,/0833 13:08:35.430840 0.800351 152.168.283.89 192.168.281.280 ICMP 118 186 Bx8953 (2387) Echo (ping) reply 1d=0xf827, seq=39895/47868, ttl=254 (request in 5)
7 2026/033 13:08:35.431038 0.000198 192,168,201, 200 192.168.203.89 ICMP 118 180 8x7299 (29328) Echo (ping) request id=8xf328, seq=39095/47808, tt1=255 (reply in 8
B 2026/833 13:88:35.431389 0.0800351 192.168.2083.89 192.168.2081.280 ICMP 118 180 8x729@ (29328) Echo (ping) reply id=0xf828, seq=39895/47008, ttl=254 (request in 7)
9 2026/833 13:88:35.431587 0,000198 192.168.201.200 192,168.203.89 ICMP 118 180 8x5789 (22409) Echo (ping) request idedxf829, sequ39e95/47060, ttl2ss (reply in 10

10 2026/833 431938 0.900351 192.168.203. : 200 ICMP 118 106 Bu5789 (22409) (ping) reply  idsdxf829, seqe39095/47000, ttl=254 (request in 9)
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<tfroot>

firepower#

capture CAPlI trace interface OQUTSIDE match ip host 192.168.203.89 host 192.168. 201. 100

ATYT 2

pingZEALTTANLET,

<tfroot>

firepower#

pi ng 192. 168. 203. 89

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.203.89, timeout is 2 seconds:



Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms

RIZ, tracerouteZERA L TTARNLET,

<{froot>

firepower#

traceroute 192.168. 203. 89

Type escape
Tracing the
1 ¥* % %

s osn s oshosnosn
P I I R

FIE 3

sequence to abort.
route to 192.168.203.89

FYTFYORNBEERLETD,

« /87 Y R ~ 10ik. ICMP pingTA K ICEEELTLVET,

« N7V M1 ~ 16lEtraceroutelCBEEL TVWE T, BBERRVORY THAS5D0DENDTT,

« NV M7 ~ 28%traceroutelC B EL TVWET, WEREEI RRAKNHLSDEDT

EE

<{froot>

firepower#

show capture CAPI

190 packets

: 13:50:27

: 13:50:27

OooNOYUVIhA WN

: 13:50:27

: 13:50:27.
: 13:50:27.

: 13:50:27.
: 13:50:27.

: 13:50:27.
: 13:50:27.

captured

345471 802.1Q vlan#201 PO 192.168.201.200 > 192.168.203.89 icmp: echo request
345975 802.1Q vlan#201 PO 192.168.203.89 > 192.168.201.200 icmp: echo reply
.346219 802.1Q vlan#201 PO 192.168.201.200 > 192.168.203.89 icmp: echo request
346600 802.1Q vlan#201 PO 192.168.203.89 > 192.168.201.200 icmp: echo reply
346814 802.1Q vlan#201 PO 192.168.201.200 > 192.168.203.89 icmp: echo request
.347165 802.1Q vlan#201 PO 192.168.203.89 > 192.168.201.200 icmp: echo reply
347378 802.1Q vlan#201 PO 192.168.201.200 > 192.168.203.89 icmp: echo request
347714 802.1Q vlan#201 PO 192.168.203.89 > 192.168.201.200 icmp: echo reply
.347928 802.1Q vlan#201 PO 192.168.201.200 > 192.168.203.89 icmp: echo request
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pingT ARD S ABICMPNTY hEKNL—ALZET,

27.
33.
33.
36.
36.
39.
39.
.220157
42.
45.
45.
48.
48.
51.
51.
54.
54.
57.
57.

348279
229724
232562
220279
222827
220172
222675

220737
220264
220752
220157
220645
220157
220645
220264
220752
220157
220645

802.
802.
802.
802.
802.
802.
802.
802.
802.
802.
802.
802.
802.
802.
802.
802.
802.
802.
802.

1Q vlan#201
1Q vlan#201
1Q vlan#201
1Q vlan#201
1Q vlan#201
1Q vlan#201
1Q vlan#201
1Q vlan#201
1Q vlan#201
1Q vlan#201
1Q vlan#201
1Q vlan#201
1Q vlan#201
1Q vlan#201
1Q vlan#201
1Q vlan#201
1Q vlan#201
1Q vlan#201
1Q vlan#201

PO
PO
PO
PO
PO
PO
PO
PO
PO
PO
PO
PO
PO
PO
PO
PO
PO
PO
PO

192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.

168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.

203.
201.
201.
201.
201.
201.
201.
201.
203.
201.
203.
201.
203.
201.
203.
201.
203.
201.
203.

89 > 192.168.201.200 icmp:

200.49168 > 192.168.203.89.

88 > 192.168.201.200 icmp:

200.49168 > 192.168.203.89.

88 > 192.168.201.200 icmp:

200.49168 > 192.168.203.89.

88 > 192.168.201.200 icmp:

200.49168 > 192.168.203.89.

89 > 192.168.201.200 icmp:

200.49168 > 192.168.203.89.

89 > 192.168.201.200 icmp:

200.49168 > 192.168.203.89.

89 > 192.168.201.200 icmp:

200.49168 > 192.168.203.89.

89 > 192.168.201.200 icmp:

200.49168 > 192.168.203.89.

89 > 192.168.201.200 icmp:

200.49168 > 192.168.203.89.

89 > 192.168.201.200 icmp:

Packet #2l&, Packet #1 TEEE NZICMP pingERICH T B HETT,

<#root>

firepower#

show capture CAPI

190 packets captured

2: 13:50:27.345975

Phase: 4

Type:
Subtype:

Result: ALLOW
Elapsed time: 488 ns

Config:

Additional Information:

FLOW-LOOKUP

packet - nunber 2 trace

Found flow with id 143799, using existing flow

Phase: 6

Type: ADJACENCY-LOOKUP

Subtype: Resolve Nexthop IP address to MAC
Result: ALLOW

ETapsed time: 1952 ns

Config:

Additional Information:

Found adjacency entry for Next-hop 0.0.0.0 on interface
Adjacency :Active
MAC address 0000.0000.0000 hits 483359 reference 2

identity

echo reply

33434:

udp

0

time exceeded in-tr

33435:

udp

0

time exceeded in-tr

33436:

udp

0

time exceeded in-tr

33437:

192.168.

33438:

192.168.

33439:

192.168.

33440:

192.168.

33441:

192.168.

33442:

192.168.

udp
203.
udp
203.
udp
203.
udp
203.
udp
203.
udp
203.

802.1Q vlan#201 PO 192.168.203.89 > 192.168.201.200 icmp: echo reply

0
89 udp
0

89 udp
0
89
0
89
0
89
0
89

udp
udp
udp

udp



Result:

input-interface: OUTSIDE(vrfid:0)
input-status: up
input-Tine-status: up
output-interface: NP Identity Ifc
Action: allow

Time Taken: 18056 ns

1 packet shown

RL—ADF—KRA NFRDEHYTY,

s NTY MEEEFEO7O—-IC—HLEL L,

s HAAVBR—TIA ARG, 77ATF7I0A=)ILBER(TATTATAAE—TI(A)T
¥,

ATYT5:

traceroute T A NN S5 ABDICMPNTY N2 NL—ALET,

NTY M2EHFBRARND SDIBETY,

<tfroot>

firepower#

show capture CAPlI packet-number 12 trace

190 packets captured
12: 13:50:33.232562 802.1Q vlan#201 PO 192.168.201.88 > 192.168.201.200 icmp: time exceeded in-tr

Phase: 3

Type: UN-NAT

Subtype: static

Result: ALLOW

ETapsed time: 6344 ns

Config:

nat (INSIDE,OUTSIDE) source static server_host interface
Additional Information:

NAT divert to egress interface INSIDE(vrfid:0)
Untranslate 192.168.201.200/49168 to 192.168.200.50/49168

Phase: 7

Type: ACCESS-LIST

Subtype:

Result: ALLOW

ETapsed time: 97 ns

Config:

access-group CSM_FW_ACL_ global

access-1ist CSM_FW_ACL_ advanced permit ip any any rule-id 268436480



access-1ist CSM_FW_ACL_ remark rule-id 268436480: ACCESS POLICY: mzafeiro_empty - Default
access-1list CSM_FW_ACL_ remark rule-id 268436480: L4 RULE: DEFAULT ACTION RULE

Additional Information:

This packet will be sent to snort for additional processing where a verdict will be reached

Phase: 18

Type: FLOW-CREATION
Subtype:

Result: ALLOW

ETapsed time: 16104 ns
Config:

Additional Information:

New flow created with id 143805, packet dispatched to next module

Phase: 20

Type: SNORT

Subtype: identity

Result: ALLOW

ETapsed time: 39496 ns

Config:

Additional Information:

user id: no auth, realm id: 0, device type:
src sgt: 0, src sgt type: unknown, dst sgt:

Result:

input-interface: OUTSIDE(vrfid:0)
input-status: up
input-Tine-status: up
output-interface: INSIDE(vrfid:0)
output-status: up
output-line-status: up

Action: allow

Time Taken: 158341 ns

FENAT, Z2BHRLET ).

0, auth type: invalid, auth proto: basic, username: none, Al
0, dst sgt type: unknown, abp src: none, abp dst: none, loc

NTY NE#FLWERO-HTY (BFO70—&—HLXBATLE ),
NTY NERY ND—=0F RLAZENAT)OXNRIZE VY EF ( BFERICE. UN-NATIE T

NTYNETFATOA—=)F@RZ 71y 2L THEDA, 7OEAOAY NO-IILRDD

—(ACP)ESnortDIREDOMREB V) ET,

« HAM>2—7 T4 ARINSIDETT,

IEXPN

CHIINATEHICRDENDTT,

CDBE., BEOREREFXDAZRT 1Y INATIL—=ILICHVY)ET,

<tfroot>



firepower#
show run nat

nat (INSIDE,OUTSIDE) source static server_host interface

BEEI>TY

« Firepower Threat Defense(FTD)% 41 L % traceroute @ §F 7]
« DROAOTI AN R—RERADI>O—R
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