X177 74T #—)LFTDOROMMONIZ &
TBUSBRHEDNZ T I 21—F 427

2E
BEVEDLERRA

ROMMONE—RTUSBZNLTEF 1T 774 T I 4 —ILFIDZ AT ADEA X—J L ERT
FBE, USBRZATDBRHICKBLET, RTIATHAFIDTRRBENBA LS, BB
USBRZ A7 TOIRYIEL ORITAKBMLET,

%

« 7% /A2 — : Cisco Secure Firewall Firepower - 7.4

« Y752 /0> — : Firepower Threat Defense(FTD) - 7’2 Y R 7 #—AET/INA ADERE
-7.4

« BT 73 FPRMID3 ( FPR3130%2 &1 )

c YIRNITITN—232  NAFEFTD 7.24.2-9 (BRF— R TSR )

« ROMMONE—RTODAX—=2OVUO—REBAX—JHORTT

« FAT32., EXT2/3/4, £IEVFAT/IFAT2ELTT7#—X Y hENEUSBRT A7

s BEROUSBRS AT ZAX—=20A4 2V KR—MNAICTAN

BRER

COBENBED—770—TlE. ROMMONE— R TOFirepower Threat Defense(FTD)D B A X
—JHFIEOERTHICUSBRENDEBEEZBRIDLOICHRE D FIEICOVTHLUSHALE
T, EEZTOSIZTICEMNAERS CHBETZRATSLHIC. FEFIBEICODVWTFHLL
HBALET,

Firepower Y =)L TEELETF 7 AN R AX=20T —RNIL—=TI5—DNFROELDSIZRREH
x99,

To Taunch ROMMON.
T1me 12/18/2025 16 57 41 (LOCAL)

Cisco System ROMMON, Version 1.2.06, RELEASE SOFTWARE
Copyright (c) 1994-2023 by Cisco Systems, Inc.
Compiled Mon 03/27/2023 11:22:12.75 by builder

Current image running: Boot ROMO

Last reset cause: ResetRequest (0x00001000)

DIMMs installed: PO CHANNEL C PO CHANNEL D PO CHANNEL G PO CHANNEL H
PTatform FPR-3130 with 131072 MBytes of main memory



switch: bar0=0xd0800000 bar2=0xcc000000 bar4=0xd0000000 cmd=0x6
Switch Microinit: allocated buffer 5b630018, aligned buffer 5c000000
Mgmpt port in SGMII mode

MAC Address: d4:eb:68:51:99:80

Use BREAK or ESC to interrupt boot.

Use SPACE to begin boot immediately.

INFO: File 'FSO:.boot_string' has 59 bytes.

data:

64 69 73 6b 30 3a 69 6e 73 74 61 6Cc 6C 61 62 6C

Attempt autoboot: "boot diskO:installables/switch/fxos-k8-fp3k-T1fbff.2.12.1.73.SPA"
fs_boot: loadname diskO:

INFO: Could not open file 'FSO:installables/switch/fxos-k8-fp3k-1fbff.2.12.1.73.SPA".
fs_kpark_boot: Unable to load diskO:installables/switch/fxos-k8-fp3k-T1fbff.2.12.1.73.SPA
boot: error executing "boot diskO:installables/switch/fxos-k8-fp3k-1fbff.2.12.1.73.SPA"
Attempt autoboot: "boot diskO:installables/switch/fxos-k8-fp3k-T1fbff.2.12.1.73.SPA"
fs_boot: loadname diskO:

INFO: Could not open file 'FSO:installables/switch/fxos-k8-fp3k-1fbff.2.12.1.73.SPA".
fs_kpark_boot: Unable to load diskO:installables/switch/fxos-k8-fp3k-T1fbff.2.12.1.73.SPA
boot: error executing "boot diskO:installables/switch/fxos-k8-fp3k-1fbff.2.12.1.73.SPA"
Attempt autoboot: "boot diskO:/installables/switch"

fs_boot: loadname diskO:

INFO: File 'FSO:installables/switch' has 4096 bytes.

INFO: file: FSO:installables/switch read size 84 is different than file size 4096, abort.
fs_kpark_boot: Unable to load diskO:/installables/switch

boot: error executing "boot diskO:/installables/switch"

Attempt autoboot: "boot diskO:"

fs_boot: loadname diskO:

INFO: File 'FSO:' has 4096 bytes.

INFO: file: FSO: read size 84 is different than file size 4096, abort.

fs_kpark_boot: Unable to load diskO:

boot: error executing "boot diskO:"

autoboot: ATl boot attempts have failed, will retry three times !

autoboot: current retry count: 3

autoboot: Restarting the system.

Checking media [Fail]

Checking media [Fail]

1. FXOSY ¥+ —Y & EFTD CLISH ( ¥ R— & hTWB £ -G ER ALY ) BHT,
Firepower7 7’2 AT ADEREF7IZLE T,

FXOSH 5

FXOS# scope chassis
FX0S /chassis# shutdown
FX0S /chassis*# commit-buffer

FTD CLISHA' 5

> shutdown



2. 77 ) MM X—2 Tixos-k8-fp3k-1tbff.2.12.1.73.SPA, ZELEYIIC 7 #—X Y hEh i
USB RS 4 7 %#Firepower> ¥+ —> OUSBALOY MMZEBEAL ET,

3. Firepower7 7’5 A 7 ANERZFAICL, 7—M7 Yy 770 A%ZF i L TROMMONE—
RICAWERT,

To Taunch ROMMON.
Time 12/18/2025 16 55 58 (LOCAL)

Cisco System ROMMON, Version 1.2.06, RELEASE SOFTWARE
Copyright (c) 1994-2023 by Cisco Systems, Inc.
Compiled Mon 03/27/2023 11:22:12.75 by builder

Current image running: Boot ROMO

Last reset cause: ResetRequest (0x00001000)

DIMMs installed: PO CHANNEL C PO CHANNEL D PO CHANNEL G PO CHANNEL H
PTatform FPR-3130 with 131072 MBytes of main memory

switch: bar0=0xd0800000 bar2=0xcc000000 bar4=0xd0000000 cmd=0x6
Switch Microinit: allocated buffer 5b630018, aligned buffer 5c000000
Mgmpt port in SGMII mode

MAC Address: d4:eb:68:51:99:80

Use BREAK or ESC to interrupt boot.

Use SPACE to begin boot immediately.

Boot interrupted.

rommon 1 >

4. ROMMONDOF A LI UZFIYILT, USBAREHENTVWAD Z L ZHRBLET,

rommon 1 > dir
Devices in device table:

id name
diskO: NVMe SSD
usb: External USB drive

5 USBORBZHIEL., BEBAAX—JTITAIINBEEITDEZHALEXT,

rommon 2 > dir usb:
Directory of: FSO:\

11/19/2025 21:49 1,312,262,395 cat9k_iosxe.17.12.05.SPA.bin
09/22/2025 13:16 447,821,232 fxos-k9-fp3k.7.4.2.4.9.SPA
12/11/2025 09:46 265,933,680 fxos-k8-fp3k-1fbff.2.12.1.73.SPA
12/18/2025 09:42 1,411,609,360 cisco-ftd-fp3k.7.2.8-25.SPA

4 File(s) 3,437,626,667 bytes

0 Dir(s)

NI I_ 7\, 7 —K)L—T7 TS5 —CHBEENTVWBUSBA X—IASFEHT



7‘_ h’&%ﬁ&i?o

rommon 3 > boot usb:fxos-k8-fp3k-1fbff.2.12.1.73.SPA

7. FNAANBULAX=20T —RNIF5—TBE7—RMNIL—7ICA> 5HE. Firepower®< ¥
—ZICRMAZBREBELET,

USBRZ A 7 OEfRE T #—X Y b
USBRZ A 7N, HIR—RENTVWBR T 7AINATALAZFEALT7 44— Y RhEhTWBZ L

ZRELET. ROMMONE— KTOFTDEA X—JLTHA—REhD 74—V M,
EXT2, EXT3. EXT4, VFAT, XIWKXFAT32TT,

- Use FAT32 for maximum compatibility.
- Verify that the image file is properly copied to the root directory or specified path on the USB driv

JATLAERETARICUSBRS A T 2EA

ROMMONE— RTCUSBEREEICRETDICIH, SATANEEEAND S, TLEBEEHTS
B, USBRSATEFNAAICHBHICEATILEN HYET, YATADREZICUSBE
BATHE, RSATHFRBENEVEAIHYET,

ROMMONE— RADT IVt A

BAX—{LOFIEZ2ERTISICE, FIDT/N1 AZROMMON (ROMEZ%Z ) E— RTiEEL
x9,

ROMMONT O USB#H# H O FER
ROMMONZ'O 7' RT, AOOAN REFEHL T, USBRTA AV ATFALICE > THREEZ L
DHhESHEHIELET,

rommon 1 > dir usb:

USBA'R@EE W VEE O H A

usb: is not a valid disk media.



USBHiHEhd &, FALYVRNJVDABRHNRRENET, ELLKT7#F—XY hEhTLEVE
Bl USBHNELLK7#—XY hENTHEY, BEAIICHEAZATVS L ZHRELET,

USBAREENLESZEICBAX—J7OCAZHEBTS

USBRS A 7HAERICKREEES, BAX—IMELEAX—DT—NIEAXAET,

rommon 2 > boot -b usb:/path/filename

77—ALADIFTO&HERICOVTE, XROON RZEFEALET,

device# scope firmware
device /firmware# download image usbA:/path/filename

Ipathffilename%, USBRZ A JICHBFTDA X—C DERBOBFRET7AIILBICBEEBRIET,
TFTPH—NZEATHRELER

CNETOFIEZINTETLTEUSBRZ A THAREE B WVEER, TFTPY—NEF&ALT
AX—DEREODFRELTAVR—BLET,

- Set up a TFTP server accessible to the FTD device.
- Place the image file on the TFTP server.
- Use the relevant ROMMON or device CLI commands to download and boot the image from TFTP.

TOMDONT T 1—FT 12T LS

« EBOUSBRS AT EZFANLT, N\—ROUITOIEBEEBRAL ET,

« B—=FYRNFNAATUSBRS A THALA AN HR—RENTVWBR L ZRBEBLET,

« FIDFNA ADYEBR—NOEEEZREIELE T,

« TSYRNTA—LBEEOEBHERNS TN I —FT AT FIBICOVTR, V2U%DRF
X RESBLTLSEEL,

R

CORBEOREANLZERIFE. ROMMONE— RTFTDF/NA AN BEAETNIEUSBRS A 7% H
TERVWIETT, COBREZFEE., XORMNERO1DUEICERALET,

« USBRZA T, YR—FREATVWB T 7ML ATLEZEALTIA—I Y hERTLE
B A (FAT32, EXT2/3/4, FIZ@FVFATTHAHBENFHVET ),



« USBRZ A7k, FIDFNARADREBH TREEL, TTICERN A VICBE2ERBICEATH
TW3 7%, ROMMONE— RTOEZRBEAHFSNhTVET,

« USBRSATEEGTFNAAODN—RIITOIEB/MUELIEWER—NOBED RN,

s THHFERFODAX—OO—RICELT, BETELZVWN—RIJIF7/VIRNIITOEE
AREELTVWSHOEMEN HYET,

RO RRANBRE N TEUSBAREE N VIBEEF. ASBTFTPH—NZFEAL T, HBEHRA X
—2 %FirepowerTNA AICA VR— N TRDBREBEODFRETIHEN HVWET,

Mfs_kpark_boot: Unabletoload; EWS TS —HFRTENTA X—JOO— RAFKKTBHEER
. TE& CiscoBug ID [k P CRIER ZH A T XV,

CORERTT—NORBBARLEWVES., £EE7—RMNIL—72HE<HEEE. FINL AL
RMAZEBEL TS EEL,

BEEEI>T>Y

 Cisco Secure Firewall ASAB LU EBEREOBAX—=2T0H4AR

« 1000, 2100, BLUV'3100 ) —ADEFITFFIDOBAX—T1L

. XK % & X 7= 1000/1200/2100/3100/4200[6] ¢fCisco FXOS S 7)1 —F 1 > FHA
E

« 1000, 2100, BLV'3100 ) —ATPDCisco FIDODBA X—4 (EF A )

« DRADT IV _HANBR—BEXTO—R
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