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STANDEY ACCRISS

a8 192.168.30.10 Ensiied
D00 o8 30010/ 64
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2001 85010184
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L Monitaring PoiCies Qtrects Device: ftdv760 - g Administrador

Add Multiphe Virtisal Routers v > Commands ~ & DGP Global Sewngs
Saatic Routing BGP OSPF EIGRP ECMP TraMic Zones
2 rostes T . +

162.168.30.5

2 TolSP_vE sl IPvE M 2000:008:30-:5 1

FTD_Default_Route ( 7 # )L NIL—K )

AT Y 7 2: Cisco Software Download#* 5 Cisco Secure Client/\ ¥ 4~ —=<’namecisco-secure-
client-win-5.1.6.103-webdeploy-k9.pkgZ X V> O—RL, XU O—RRBICAVO—RLET
7 A4 Omd5F T ¥ U Y LA Cisco Software Download ( B2 I1—HER ) R—JERILTHBD
EEBRELT, 77MINRFTHD 2B LET,

ATY7 3: RAVPNEES A ANFIDTEMICBE >TVWA I ZRABLET,


https://software.cisco.com/download/home

= = i o E = == : admi
L) vice Manager = : . (€3] () § |um v 'dite SECURE
. Manitoring Policies Objects Daovice: fedv 760 % Adminisieator

SUBSCRIPTION LICENSES INCLUDED

IPS DHSABLE Malware Defense DHSABLE
L] @
This License allows you 1o perlonm intrusion detection and prevention and fa control. You This licensa lets you perlorm malware defense. You must have this icense to apply fe policies

st hirve this icense 1o apply intrution policies in acoess rules. You aleo must have this that detect and block malware in fles ransmitted over your network
Ecense to apply file policies that controd files based on file type.

ncludes: Dy File Poscy
Inchudes: Ty Inrusion Palicy

URL DISABLE Cisco Secure Client Type  Promier and A.. v HSABLE

2 S

This license allows you to control web access based on URL categories and reputations, rather Please select the license type that you purchased 1o enable remote access VPN, Note that
than by individual URL 810ne. You must have this koense 10 deploy BCCess nules that filer web Secure Firewsll device manager does not support any of the acvanced featsnes covered by the
traffic based on category and reputation. Advantage license

Includos; URL Reputaticn Includes: RA-VPN

FDM_Z A4 > A
ATY T 4:VPNTRLAT—=ILZERLET,

ATYT 41 RYRND—=OFATZITORNEZERL T, IPV6BRTIPVAT RLAT—I)LZERL
£, Objects > NetworksDJEICHBEIL, +REEZVUYILET,

A = - i} ¥ = . .
Liss Firewall Device Manager = 0_ 2 @ @ . e v i SECURE
il Manitoring Policies Device: ftdw760 ) Agministrator

Metwork Objects and Groups

& objects Y Fitter n
Proset fiters: System deficed, User defioed

1 IPvd-Private-10.0.0.0-8 HETWORK 10.0.0.0/8

2 IPvd=-Private=172.16.0.0-12 NETWORK 17216.0.0112

3 IPvd-Private-192.168.0.0-16 MNETWORK 192.168.0.0/16

4 mny-iped NETWORK 0.0.0,0/0

5 any-ipvE METWORK ]

& IPvd-Private-All-RFC1918 Group IPvd-Private-10.0.0.0-8, IPvd-Private-172.16.0.0-12, IPvd-Private-192.168.0.0-16

Client Profiles

ER_VPN_. 7 RLA_7—IL_1

ATV 42 EBXYND—OATSIORNCHEREREREMHLET, OKREZEZIUYIL
x9,

IPv47—=IILDFEE., [RY ND—D1FER[EBTATSIIORNRATZBIRTEET, Z0H
Tk, FERICATZSIONRA7EL TNetwork ' BIREhTVWET,

« &8I : demo_ipv4pool
« RAT XY ND—Y
« XY NDJ—% :10.37.254.16/30



Add Network Object

Name

demo_ipvédpool

Description

(Type
(@) Netw ) Host () FQDN ) Range

.

(Network

10.37.254.16/30

\

~=

IPv6 7 —ILDIFEE., BEESTENetworkTORA T IO RNEZA T HBIRTEEXT,

ER_VPN_7 RLA_7—)L_2_IPv4

« &Hi : demo_ipv6pool
« BAT XY KND—Y
e XY RND—72 :2001:db8:1234:1234::/124



Add Network Object

ame

demo_ipv6pool

Description

Type

@ Network| () Host () FQDN  (O) Range

\.

(Network

L 2001:db8:1234:1234::/124

e.g. 192.168.2.0/24 or 2001:DB8:0:CD30::/60

CANCEL

ER_VPN_7 RLA_7—I)L_2 IPv6
ATY 7T 5 NATRBROATHRY NTO—DUZERLE T,
AT Y 7 5.1: Objects > NetworkslcBEIL, +REAEZIVYILET,

m o

[ =
L Firewall Device Manager = A
Monitoring Policies

® @ : msraor ¥ Sith SECURE

Object Types ¢ Metwork Objects and Groups

T Networks 6 objects Y Fitter "
Systnm sefioed, User defiopd]
3 Ports
. ® v L

Prosat filters: Systan

1 IPvd-Private-10,0.0.0-8 NETWORK 10.0,0.0/8

2 IPvd=-Private=172.16.0.0-12 NETWORK 172.16.0.012
3 IPvA-Private-192,168.0.0-16 METWORK 192.168.0.0/18
4 any-iped NETWORK 0.0.0.00

5 any-ipvs NETWORK 50

& IPvd-Private-All-RFC1918 Group IPvd-Private-10.0.0.0-8, IPvd-Private-172.16.0.0-12, IPvd-Private-192.168.0.0-16




YERL_NAT_Br_%Y hD—70_1

ATYT52: EXYKNID—OATDIT IV NIMVERERERBHELET, [OK|RE>ZIVY Y
LERT,

COBITE, IPVAEIPVEOEFDERY NDO—IHNBEENTVWET,
« ZHl : inside_net_ipv4

« RAT XY RND—D
e« XY NTJ—72 :192.168.50.0/24

Add Network Object

Name

inside_net_ipv4

Description
Y

p
Type ]
@ Network] () Host () FQDN  (O) Range
I?\letw.urc;ri-:

192.168.50.0/24
.
e.g. 192.168.2.0/24 or 2001:DB8:0:CD30::/60

ER_NAT_SfR_Z Y D —20_2_IPv4

« &8 : inside_net_ipv6
« RALT XY ND—Y
« XY RND—2 :2001:db8:50::/64



Add Network Object

Name

inside_net_ipv6

Description
A
ype
@ Network O Host O FQDN O Range
N
Network
2001:db8:50::/64
N

& 1072 168 2 N/24 20 71-NDRY-A-rN2N-- /6N
e.g. 192.168.2.0/24 or 2001:088:0.CD30:./60

s (D

FIE6: RAVPNICEATRAAZTZERLET, 2200FT2 3B ET. ¥—RN—F 4
DFAR(CA)CK > TERENAREZTY7O—-RT2H, HLLVACERAABTEERL
£9,

COBITRE, TERAICHAEIIAXENIEFRAEORNRELEIC, HLLWAHCERAAEHIEA
ThET,

ER_NAT_GRER_ZY NTJ—2_2_IPv6

AT Y7 6.1: Objects > CertificatesDJEICHEEBILE T, +REZT)Y UL T, Add Internal
Certificate 21 IR L £ 7,
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Fh  Firewal Device Manager 1 ORQ®@® : we L e .
L] Fie 9% ponsorng Policies g Device: V760 =] ® Y Administrator e SECHRE

Object Types  + Certificates

121 objects T Fiter (S
[—————
. -

s ACCVYRAIZY  Tum et CA Cemificata

i Actalis-Authentication-Rool-CA Trusted CA Cenificate

7 AffirmTrust-Commencial Trusted GA Cenificate

8 AffirmTrust=-Networking Trusted CA Cenificasn

9 AffirmTrast-Promism Trusted GA Cenificate
10 AffirmTrast-Prembem-EGC Trusted CA Cenificate
11 Amazon-Root-CA-1 Trusted CA Cenifica e
12 Amazon-Root-CA-2 Trusted CA Certificate
13 Amazon-Root-CA-3 Trusted CA Cenificate
14 Cisco-Trusted-Authorities Trusted CA Group

YERK_REEAE _1

AT Y 7 6.2 : Self-Signed Certificatex 7 1) Y 9 L E 9,

Choose the type of internal certificate you want
to create

B Upload Certificate and Key

Create a certificate from existing files.
PEM and DER files are supported.

{8} Self-Signed Certificate

Create a new certificate that is signed
by the device.
- 24

¥+

ATY763:GeneralZ7%#0)voLT, YEBBREADLET,
&8l : demovpn

F—0OEH . RSA



F—H 14X :2048

BMHE  FT7 2N
BHHRA : F7 A b

BRI —EAOKRIEOFERA : SSLY—/N—

Add Internal Certificate

Q Search for attribute Name
demovpn
—
e -
D Key Type Key Size
Issuer
Subject —

Validity Period

By Date By Number of Days

Expiration Date

(UTC+08:00) Asia/Hong_Kong Set default
02/15/2027

Default: 02/15/2027 (calculated based on 825 days according to Apple requirements [J)

Validation Usage for Special Services

SSL Server W

e

1R

EII_I;

BHE 3
ATV 6.4 IssuerZ 720D HOLT, YEZEHRBREADLET,
H : XKE

—f%% : vpn.example.com



Add Internal Certificate

Q Search for attribute

Country State or Province
United States (US) v
General
i —
Subject
Organization Organizational Unit (Department)
Common Name
vpn.example.com
You must specify a Common Name to use the certificate with remote access VPN.
fERk_RIRAE _4

ATV 6.5:SubjectZ7EZ V)Y OLT, BDEZBEHREADLTNS, SAVERE VU YULE
LR

E : XKE

—#%%& : vpn.example.com



Add Internal Certificate

Q Search for attribute Distinguished Name
General

Country State or Province
Issuer

=0 N —— V

Locality or City

Organization Organizational Unit (Department)

Common Name

vpn.example.com

You must specify a8 Common Name to use the certificate with remote access VPN.

e ()

ERX_FEFRE 5

FIE 7 : RADIUSH—/NDIDY —AZEKL £,

AT Y 7 7.1 : Objects > Identity SourcesDJEIZFBEEIL ., +RRX>%ZD 1) Y UL T, RADIUS
ServerZz EIRL £ 7,
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ER_HE_ YV —A_1

ATY7 72 RADIUSH—NIZCE TR LESZFHERBELET, OKREZZIUYILET,
&8 : demo_ise

H—NBEXRLFIPF7 RL A :2001:db8:2139::240

FWREAR—N 11812 (F7 4K )

BALTIKN:10(F7FILK)

H—N>—TL Y hF—:cisco

Radius—/"\\NOEHRICEATIAEX—TIAM A  AVF—TIA( AZFBTERLET,
NPTk, dmz(GigabitEthernet0/8) % &R L £ 9,



Add RADIUS Server

’
Name

demo_ise
N

-
Server Name or IP Address Authentication Port

2001:db8:2139::240 1812

.

Timeout

10 seconds

1-60

Server Secret Key

@ RA VPN Only (if this object is used in RA VPN Configuration)
:  Redirect ACL

Please select W

Interface used to connect to Radius server

: O Resolve via route lookup

@ Manually choose interface

dmz (GigabitEthernet0/8) v

.

ER_¥E V—AR2

AT Y7 7.3 : Objects > Identity SourcesDJEICBEL £F, +RX>%ZU1JY UL T, RADIUS
Server GroupZi#IRL £ 9,



Create Radius Server Group

[ r 60 o s ==m . i
[ Firewall Device Manager 11 = @ . . @ . admin SR (17 [Tpppe .
= | vl Davice]Mansg Moniiorng  Poliies  Objects Davice: fiv760 @ @ » cies SECURE

Administrator

Object Types & Identity Sources
2 objects Y Filer
Prasat filers: RADIUS, AD Rasbn. SAML, Dus LDAP RADISS Seever
T R O == B
1 LocalldentitySource LOCAL AD Realm
2 demo_ise RADIUS 2001 :db8:2139::241 AD Resim Sequence
idantty Services Engine
SAML Senver

ER_¥E V—RA_3

ATVYT 74 RADIUSH—NTIN—TICETDXEBERERBLET, [OK|RR>EIDUY
JLEY,

F 8l : demo_ise_group
Dead Time ( Y REA L )10 (F7#FIK)
BARTEHR :3(F74)LK)

RADIUSH—/N: +REZ&E VY IL, ATYT62THERL EBEZBIRLET, COHITE
. demo_ise 9,



Add RADIUS Server Group

Name

demo_ise_group

Dead Time Maximum Failed Attempts
10 minutes 3

Dynamic Authorization (for RA VPN only)
Port

1700

Realm that Supports the RADIUS Server

Please select v

RADIUS Server

o The servers in the group should be backups of each other

6

Y Filter

B demo_ise (i ]

demo_ise

Create new RADIUS Server

ER_¥E_ V—R_4



ATY 7T 8:RAVPNICERATADIIN—TRII—ZEBRLET., COBITRE, DAXRISXEh
ENF—ERALTINBRFFEACBREENTVET, EROBHCESVIEETEET

o

AT Y 7 8.1 : Remote Access VPN > View Configuration® JEICEBE L F9, ERIOY A RN—T
Group PoliciesZ2 27Uy O UL, +IRRZDV VY ILET,

[FH Firewall Device Manager e o == — OO : = . W SECURE
. - . == Moriitoring FPolicies Objects Device: ftdv760 2 Adiminisiraior ETRO SeniSvete

Deavice Summary
Group Palicies

o e
B RAME DNE SERVER Ve ST TUNMELING PV SPLIT TUNNELING SECURE CLIENT MROFLES ACTICONS

1 DMGrpPolicy Allows all traffic Allow all traffic

Rl _TI—T RS —_1

ATY782: Generale 7y U LT, REBBEHREADLET,
H& 80 : demo_gp

RAENLOTATNAONFT—TF AN : FENF—

Add Group Policy

Q, Search for attribute Name
demo_gp

Basic
] Description
General
Sassion Settings
g V.
Advanced
DNS Server

Address Assignment
Select DNS Group v

Split Tunneling

Banner Text for Authenticated Clients
This massage will be shown to successfully althenticated endpoints in the b

Secure Client

Traffic Filters demo banner|

Windows Browser Proxy

Default domain

Secure Client profiles

o D

ER_ITIN—T KRU>—2

ATY 7 83 :SecureClient2 7))y oL T, BEZBEHRELRELET,



Enable Datagram Transport Layer Security(DTLS)ICF T Y VX —V Z T E T,

Q Search for attribute SSL SETTINGS

Enable Datagram Transport Layer Security (DTLS)

Basic
General DTLS Compression
Session Settings SSL Compression
Advanced Disabled B

Address Assignment
SSL Rekey Method

Split Tunneling

Traffic Filters

CONNECTION SETTINGS
Windows Browser Proxy

Ignore the DF (Don't Fragment) bit

Client Bypass Protocol

MTU

R _JIN—T7_RI>—_3
Secure Client& VPN GatewayD BN F —T T 54 T XY E—J 2 RBLET (T74ILNE) S
Gateway Side Interval(Default value)®DPDZF T Y UV L&Y,

DPD on Client Side Interval (Default value)lcF T ¥ VX —0 T E T,



Ignore the DF (Don't Fragment) bit s
Q, Search for attribute

Client Bypass Protocol

Basic MTU
Sl 1406 —_—
Session Settings 576 - 1462
Advanced
Keepalive Messages Between Secure Client and VPN Gateway
Address Assignment

20 seconds
Split Tunneling

Secure Client

Traffic Filters
30 seconds

Windows Browser Proxy

DPD on Client Side Interval

\ 30 seconds /
v

R _JIN—7 RIS — 3 kZ
ATY79:RAVPNEHZ7O7 74N EHERLET,

AT Y 7°9.1 : Remote Access VPN > View ConfigurationD JEICBELET, EOH A R/NN—H5
Connection Profilez 2 UYL, +RE>&ZIDVYOLTI1HF—RZBABRLET,

Config RAVPN Connection Profile

L Firewall Device Manager - 0’ S @ @ @ . o ~ "g'.','é'," SECURE
1 Maonitoring Policies Objacts Devica: MavT60 . Administrator S

Device Summ

Remote Access VPN Connection Profiles

GROUP POLICT

CREATE CONMECTION PROFILE

ER_RAVPN™ 1 H#— K _1

AT ¥ 7°9.2 : Connection and Client Configurationtz 7> 3> THERZEHREA DL, NEXTRAR
VIV ILET,



BEH7O774)% : demo_ravpn

JIN—7"TA4'JF A : demo_ravpn

[Connection and Client Configuration]

Connection Profile Name

demo_ravpn

Group Alias (one per line, up to 5) Group URL (one per line, up to 5)
demo_ravpn
Add Another Group Alias Add Another Group URL

Create_ RAVPN_Wizard_2 Conn_%&&i

Primary ldentity Source > Authentication Type: AAAOnly ( 754X VJIDY —A>FRIR AT
L AAAD & )

Primary Identity Source > Primary Identity Source: demo_ise_group ( A7 Y 774 TREL L& H

)
7A=IUNYOO—AINTAF>T 14T 4 —2A: LocalldentitySource
S2REH —/\ : demo_ise_group ( AT Y 77ATHREL RH )

THIOT4>TH—/\ : demo_ise_group ( AT Y J7TATHREL BH )



Primary Identity Source

Authentication Type

AAA Only s
Primary Identity Source for User Authentication Fallback Local Identity Source
demo_ise_group B LocalldentitySource

¥ o,
™) Advanced

Secondary ldentity Source
Secondary Identity Source for User Authentication

Please Select Identity Source v

G} Advanced

Authorization Server Accounting Server

demo_ise_group v demo_ise_group

Create_RAVPN_Wizard 2 7A T T4 T714_J—RA
IPv47 RL A7 —)JL : demo_ipvdpool ( AT Y 742 THREL 1=&HI )

IPv67 RL A7 —JL : demo_ipv6pool ( AT Y 742 TREL =&H )



Client Address Pool Assignment

IPv4 Address Pool IPv6 Address Pool

Endpoints are provided an address from this pool Endpoints are provided an address from this poo
+ +
'c; demo_ipvapool Ty demo_ipv6pool

DHCP Servers
+

ATY793: ATV 7820 "UE—RI—HYIIVARVIVA, U923V TRELETIL—
TRV —%BIRL, NEXTRRZOVUYOLET,

Create_RAVPN_Wizard 2 7 RLA_7—)L

— m -
rewall [ a il £ = (: ) .e .@ (:) : admin w il op o oE
gy el . Monitori Policies Objects Dawvice: frdv760 : Aiministrator <wco SECURE

anitoring

[Remote User E><|Jertence]

Wiew Group Policy
demo_gp w

Policy Group Brief Details

Lovs - b
DNS Sorver

Banner Text for Authenticated Clisnts. dema banmer = fdn
Maxiensn Connection Time | Alert Interval Unlirnited [ 1 Minubes
Iddle Times [ Alesrt Ieteresl 30/ 1 Minutes
Simulanecus Login pesd User 3

YER_RAVPN™J 1 H'— R _3

AT Y7 9.4 : Global Settingt 7> 3> THRERBBEHREADL, NEXTREZVEZIUYILET

o

T /N4 AIDZEBAE : demovpn(AT Y 7°6.3TREL =& H)

Outsideqf > X —7 I 4 A : outside



[Global Settings]

These settings control the basic functioning of the connection. Changes to any of these options apply

to all connection profiles; you cannot configure different settings in different profiles.

ertificate of Device Identity Outside Interface
demovpn (Validation Usage: SSL Server) v outside (GigabitEthernet0/0) v
Fully-qualified Domain Name for the Outside Interface Port
443

ER_RAVPND 1 H—R 4

Access Control for VPN Traffic:Bypass Access Control policy for decrypted traffic (sysopt permit-
vVpN)ICF I Y ON—DVZANTT,

Access Control for VPN Traffic

Vvited HN tratti i e ley O 8¢ rest ot . Inspascrtinn by ==l Eryvatslip o Hunace Arcese Contm
[ N ic trol j 5[ t e ] F1 e i By
policy for decrypted iraffi

[ Bypass Access Control policy for decrypted traffic (sysopt permit-vpn) ]

ER_RAVPN_7 1 #'— K_4_VPN_ACP
NAT Exempt : A5 A A %%1)Y - L TEnabledDZBICLET
RFBAB—TITA R : AL

REEXY ND—72 :inside_net_ipv4, inside_net_ipv6 ( AT Y 752 CREL =B HI )



NAT Exempt

nside Interfaces Inside Networks
The interfaces through which remote access VPN users The internal networks remote access VPN users are

can connect to the

internal networks allowed touse. The IP v s of the internal

and address pools must match, either IPv4, IPv6, o

+

@) inside (GigabitEthernet0/1) 23

'ty inside_net_ipvd

T inside_net_ipv6

ER_RAVPN_J « #'— R_4_VPN_NATExempt

Secure Client Package:UPLOAD PACKAGEZ 27U Y oL, FnICHUTNYTr—>72F Y 70
—RLULET, COFITIEE, Windows/N\Y T—I A7y 7O—RENET,

Secure Client Package

If a user does not already have the right secure client package installed, the system will launch the secure client

=Yyalel

nstaller when the client authenticates for the first time. The user can then install the package from the system
Erenren & 1 A
rom software.cisco.com (4.

You must have the necessary secure client software license

You can download secure client packages

Packages

UPLOAD PACKAGE v

Windows: cisco-secure-client-win-5.1.6.103-webdeploy-k9.pkg

BACK NEXT

Create_RAVPN_Wizard_4_4 X—2

ATY7 95  BIEZHALE T, EEITIVENHDHEE. BACKREVZEIUYILET,
BEAZTHIE, TFINISH) REZIUYILET,

AT Y 710 : FJE9.2TLocalldentitySourcewith(Z Fallback Local Identity SourceZiZ3iR L =154
&, O—AHILI1—HFZEELET,. O—AILI1—HFONAT—RIEE, ISETHREEALEZENDEE
UTHhaBENFHYNET,



e ' s ]
i Firewall Device Manager o o
= i Monitoring Policies

it i Add Local User

2 objects

B

2 instest

e,
Name

isetest

B IKE Policies

I

Confirm Password

Identity Sources

|

®© B F | =

~

ER_O—A)_1—%

ATYT 1M REZEEZBALET,

Li¥] Firewall Device Manager s U -
il Manitaring Policies Objects Dovice: frdv?60
Model Software voe intrusion Rule Update
Cisco Secure Firewall Threat Defense for . 76.0-113 W20 20240417-2110
Y
Cisco Securs Frewall Throat Defenss for Kvi )
Iride Namwork

EEerreeeE
[ oo

Wis_EF
ISET DFEX

ATYT 12FY ND—=UFNA A& HERT S,
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® Cisco Secure Client - X

e AnyConnect VPN:

' Connected to vpn.example.com.
D oncarpecon

04:42:53 IPv6

Verify_Connection_fZh

AFYT 16 : SSHERLRIYY—)LEFEAL T, FIDOCLICBEL £, FTD(Lina)CLIT
show vpn-sessiondb detail anyconnect AN > RZFEITL T, VPNEY > I OFMZHIELET

o

<tfroot>

ftdv760# show vpn-sessiondb detail anyconnect

Session Type: AnyConnect Detailed



User nane : isetest

Index : 2

Assigned | P : 10.37.254.17

Public IP : 2001: db8: 10: 0: a8ab: 6647: b275: acc2

Assigned | Pv6: 2001: db8:1234:1234::1

Protocol : AnyConnect-Parent SSL-Tunnel DTLS-Tunnel

License : AnyConnect Premium

Encryption : AnyConnect-Parent: (1)none SSL-Tunnel: (1)AES-GCM-128 DTLS-Tunnel: (1)AES-GCM-256
Hashing : AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA256 DTLS-Tunnel: (1)SHA384
Bytes Tx : 15402 Bytes Rx : 14883

Pkts Tx : 10 Pkts Rx : 78

Pkts Tx Drop : 0 Pkts Rx Drop : 10

Group Policy : demo_gp Tunnel Group : demo_ravpn

Login Time : 05:22:30 UTC Mon Dec 23 2024

Duration : Oh:05m:05s

Inactivity : 0h:00m:00s

VLAN Mapping : N/A VLAN : none

Audt Sess ID : c0a81e0a000020006768f396

Security Grp : none Tunnel Zone : 0

AnyConnect-Parent Tunnels: 1
SSL-Tunnel Tunnels: 1
DTLS-Tunnel Tunnels: 1

AnyConnect-Parent:
Tunnel ID : 2.1

Public IP : 2001: db8: 10: 0: a8ab: 6647: b275: acc2

Encryption : none Hashing : none

TCP Src Port : 58339 TCP Dst Port : 443

Auth Mode : userPassword

Idle Time Out: 30 Minutes Idle TO Left : 24 Minutes
Client OS : win

Client OS Ver: 10.0.19042

Client Type : AnyConnect

Client Ver : Cisco AnyConnect VPN Agent for Windows 5.1.6.103
Bytes Tx : 7421 Bytes Rx : 0

Pkts Tx : 1 Pkts Rx : O

Pkts Tx Drop : 0 Pkts Rx Drop : 0O

SSL-Tunnel:
Tunnel ID : 2.2

Assigned | P : 10.37.254.17

Public IP : 2001: db8: 10: 0: a8ab: 6647: b275: acc2

Assigned | Pv6: 2001: db8:1234:1234::1



Encryption : AES-GCM-128 Hashing : SHA256
Ciphersuite : TLS_AES_128_GCM_SHA256

Encapsulation: TLSv1l.3 TCP Src Port : 58352

TCP Dst Port : 443 Auth Mode : userPassword

Idle Time Out: 30 Minutes Idle TO Left : 25 Minutes
Client OS : Windows

Client Type : SSL VPN Client

Client Ver : Cisco AnyConnect VPN Agent for Windows 5.1.6.103
Bytes Tx : 7421 Bytes Rx : 152

Pkts Tx : 1 Pkts Rx : 2

Pkts Tx Drop : O Pkts Rx Drop : O

DTLS-Tunnel:
Tunnel ID : 2.3

Assigned | P : 10.37.254.17

Public I P : 2001:db8: 10: 0: a8a5: 6647: b275: acc2

Assigned | Pv6: 2001:db8:1234:1234::1

Encryption : AES-GCM-256 Hashing : SHA384
Ciphersuite : ECDHE-ECDSA-AES256-GCM-SHA384
Encapsulation: DTLSv1l.2 UDP Src Port : 58191

UDP Dst Port : 443 Auth Mode : userPassword

Idle Time Out: 30 Minutes Idle TO Left : 29 Minutes
Client OS : Windows

Client Type : DTLS VPN Client

Client Ver : Cisco AnyConnect VPN Agent for Windows 5.1.6.103
Bytes Tx : 560 Bytes Rx : 14731

Pkts Tx : 8 Pkts Rx : 76

Pkts Tx Drop : 0 Pkts Rx Drop : 10

ATV . V54T NTpingT ARNZERITLET, COfITRE, 95472 NEH—ND
IPv47 RLAEIPV6T RL AOMBIZHL TEFEICpingZEITLET,



Command Prompt

admlr,
\admin>ping 2001:

Pinging 2001:db8:50::20 w
Request timed out.

Reply from 2001:db8:
Reply from 2001:db8:

Reply from 2001:db8

=2
9::2
<=7

For 2001:
4,
trip
Maximu

round

3ms,

Approximate
Minimum

dmin>
dmln\plmg 192.168

with
d.20:
.20:
0.20:
.20:

Pinging 192.168.50.
Reply from 192.168.
Reply from 192.168.
Reply from 192.168.
Reply from 192.168.

192.16

Received = 4,
times in
4ms,

und trip
3m5, Maximum

Apphﬁr
Minimum
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Overview

Event 5200 Authentication succeeded
Username isetest

Endpoint Id 52:54:00:16:12:64 ©

Endpoint Profile Windows10-Workstation
Ir;tiuthwe.-n.ticatil.".tn Policy Default >> Default

Authorization Policy Default >> Basic_Authenticated_Access
&uthorization Result PermitAccess

Authentication Details

Source Timestamp 2024-12-09 10:56:38.389
Received Timestamp 2024-12-09 10:56:38.389
Policy Server cmlise-psn

Event 5200 Authentication succeeded
Username isetest

User Type User

Endpoint Id 52:54:00:16:12:64

Calling Station Id 192.168.10.1

Endpoint Profile Windows10-Workstation

Authentication Identity

Internal Users
Store

ISE_Authentication_Success_Log
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NLET,

ATYT7 191 FIDFBFALTISEIC T VAT 255, MiHEHREBRIE I HIC
FTD(Lina)CLIT~N > Rshow aaa-serverZZ1TLE T,

COPITIE. LOCALOA D RIFB <, FWILFRADIUSH —NICEFEhET,

<#root>

ftdv760# show aaa-server

Server Group: LOCAL
Server Protocol: Local database
Server Address: None

Server port: None

Server status: ACTIVE, Last transaction at 08:18:11 UTC Fri Dec 6 2024
Number of pending requests 0

Average round trip time Oms

Number of authentication requests 0

Number of authorization requests 0

Number of accounting requests 0

Number of retransmissions 0

Number of accepts 0

Number of rejects 0

Number of challenges 0

Number of bad authenticators 0

Number of timeouts 0

Number of unrecognized responses 0

Server Group: demo_ise_group

Server Protocol: radius

Server Address: 2001: db8:2139:: 240

Server port: 1812 (authentication), 1646(accounting)
Server status: ACTIVE, Last transaction at 02:56:41 UTC Mon Dec 9 2024
Number of pending requests 0

Average round trip time 100ms

Nurmber of authentication requests 1 <== Increased
Nurmber of authorization requests 1 <== Increased
Nurmber of accounting requests 1 <== Increased
Number of retransmissions 0

Nurmber of accepts 2 <== Increased
Number of rejects 0

Number of challenges 0

Number of bad authenticators 0

Number of timeouts 0

Number of unrecognized responses 0



ATY7 192 FIDNISEN SREBEEZZETERVWIEZIIIL—NTRDLEHIZISEA >V R—T
IAMARZ2YY REIULET,

<ffroot>

ftdv760# ping 2001: db8: 2139:: 240

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 2001:db8:2139::240, timeout is 2 seconds:
7?77

Success rate is 0 percent (0/3)

ATYT7193: V547> MFVPNERZRKL, ATY 710THERLEZOEFLI—FEDO/N
AD—RZANTDE, VPNERREAILRT,

£ 5 —EFTD(Lina)CLITY > Rshow aaa-server2R{TL T, #HiT1EHREMEEEL . LOCALNDFR
fE, BRA[, BRUTFAOHITZFBMLTVWDR & =2EELET, RADIUSH—/YMaccepts
TRANEMLTWEW,

<tfroot>

ftdv760# show aaa-server

Server Group: LOCAL

Server Protocol: Local database
Server Address: None

Server port: None

Server status: ACTIVE, Last transaction at 03:36:26 UTC Mon Dec 9 2024
Number of pending requests 0

Average round trip time Oms

Nurmber of authentication requests 1 <== Increased

Number of authorization requests 1 <== Increased

Number of accounting requests 0
Number of retransmissions 0
Nunber of accepts 2 <== Increased
Number of rejects 0
Number of challenges 0
Number of bad authenticators 0
Number of timeouts 0
Number of unrecognized responses 0

Server Group: demo_ise_group
Server Protocol: radius

Server Address: 2001:db8:2139::240
Server port: 1812 (authentication), 1646(accounting)
Server status: ACTIVE, Last transaction at 03:36:41 UTC Mon Dec 9 2024



Number of pending requests
Average round trip time

Number of authentication requests
Number of authorization requests
Number of accounting requests
Number of retransmissions

00ms

OO R NEO

N

Nurmber of accepts <== Not i ncreased

Number of rejects

Number of challenges

Number of bad authenticators
Number of timeouts

Number of unrecognized responses
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CCTR, REORSTAZ1-FT AV ICEATEDBHERLET,

VPNEI23a2ORZTNI1—FT 42T %{T5IC, FIDERTROIY Y RERTTERY

o

debug webvpn 255
debug webvpn anyconnect 255

BENAEFITI9SAT U NCHZIZNESHZHIITEZI DI, VPNORT TN —F142Y
BICOZAT MDY SDART7 7AINZRETEEXET, HAAAICDODVWTIE, BBETSHCCOR
F 1 X2 N TCollect DART Bundle for Secure Clients ZZBL T EE )\,

RADIUSTE > 3a>O RSN a1—F 420 %7521k, FIDEETINSOIIX Y RERET
TEFY,

ftdv760# debug radius ?

all A1l debug options

decode Decode debug option
dynamic-authorization CoA Tistener debug option
session Session debug option

user User debug option

<cr>

ftdv760# debug aaa ?

accounting
authentication


https://www.cisco.com/c/ja_jp/support/docs/security/secure-client/221919-collect-dart-bundle-for-secure-client.html

authorization
common
condition
internal

shim
url-redirect
<cr>
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