XA T 7ATIOFA=)ICHE TSV RNDI
FRL=ANY9/95YS10OBREKERDHFO
OO F—2UNE

2ES

FUsIc

BIR A
EH
FRYBAVR—F N

ds =5

B=
I=2RE

TXIAFTF7AT I A—)LH SCrashinfo, APV T . BLEEZ_A T T774)
ZREITDHE

ASA

'I'I
]

T

Firepower 41008 £ U'9300tF 21 UT A FET31—)l

Firepower 41003 & TF9300% ¥ —%

pr-RIN
Z

FLU &I

CORFIXVRNTR, YVIRIITRL—ANY IDOBELT—RZRETHIFIRICOVTH
BBLET,

HIRSRAF

BEH

R OEBAH
FEATHIAR—%T N

CORFIXDNOBEHIE. REDTRRRICHZITNAALCETVWTHERENELEZ, COR
FAXRNTEATEZINTOTNARR, JUTB (F7AIIKN ) RETHERZRBLTLE
T, BEEBPORY ND—OTR, FEONVRICE>TRIDAEMNI HE2FEZ THOEIELT
<EEL,

CORFIXVRNOBEHRIFE, ROVIRNIITEN—RIITON—TIaVICETOVTVET,

s X217 T77AFO#—)L1200, 3100, 4200
* Firepower 1000, 4100, 9300



» Cisco Secure eXtensible Operating System(FX0S)2.16(0.136)
» Cisco Secure Firewall Threat Defense(FTD)7.6.1.291

+ Cisco Secure Firewall Management Center(FMC)7.6.1.291
BRREEF1IVTATTTA4T 2 A(ASA)9.22.2.9

Jb =
H 3=

FIDREBASAY I RIITRERNL—ANY JZT52ENTE, BERRORSBERERE
BERTUO—-RARELFT,

« ARL—FA VIV AT A ETH—RN—F 4 AV K- NOTREEEEY 7RI
FREA

><Ho

N=RIJITOHN (BLNRILXEIRCPUIT—RE ),
BRI 2>TR, XEBEVBEDZATLVY—ADOFENREATY,
TACOEB T TIWEBENOLOICI—HICL>TFHTRNIA—EhD,

<ffroot>
>

system support diagnostic-cl

Attaching to Diagnostic CLI ... Press 'Ctrl+a then d' to detach.
Type help or '?' for a 1list of available commands.

firepower>

enabl e

Password:
firepower#

crashinfo force ?

page-faultc Crash by causing a page fault exception
process Crash the specified process
watchdog Crash by causing a watchdog timeout

V2V 1EERENDNL—ANY IDFE, 7ORRICKHLU T, BEEcrashinfo, core, &
f=lEminidump files 7 7 1 LA ERKE W E TS

« crashinfolZld, 7OELAXEUHLSORPMROBHT—ENFEETIATVERT,
e A7 774N, RL=ANYIVBOT7OCAXTIDORLBERX T TT,
« minidump 7 7 A )LIESnort3EAT, 7OELAXTEUALASOBHT—ENEENTVET,

Secure FirewallV 7 R JIF7 Tk, RL—=ANYIARELE7ORARXRXOOR—FX MO
WTFNDICEENDAEEN BV ET,

« Firepower 1000, 2100, 4100, 9300, ©¥3177 74 7 #—)J)L1200, 3100, 4200 +



-
* Firepower 4100, 930021 UF1E>1—)L

TH K Ucrashinfo7 74 IILERRIZ, NL—ANY VOBREAFRRSH(RCAIZIE., RZTIL>
1—F 1> Eshow-tech7 7 A )L, syslogX Y =B EDBMBERABETT,

A7 & & Vcrashfinfo7 7 AL DO BHE, T—EAVIITAN(T—ARA)D—FPELTTACET R
JCR>THREBENET,

T —XUNE

NL—ANY JDORCACHBERT—RZRETRICE, ROFIEZRITLET, 774/4)lo0O—
T—23AVIERYTF—EARDNBBNAHYEINDT, TERILETRESEREIhET 2%
HLTSEZWL,

1. ROEEZREICLET,

la. EBE/N—RIIT

1b.YT7RITTON=232.

1. EF 1T TIFPATIA—INITRNIITORAT (ASAKIZIEFTD )
1de BAE—R(RATATE—REFLBILFA2AZVAE—R),

M HEREFIECOWTIE, FFirepowerV 7Z b ITF7N—=2 320 QR & KT TFirepower,
AAZRVA, AAM, AT—FE)TAEZEQHERE) 2SR LTSEETV,

2 ROESBHREDRIBEAN HOIAESHERASHICLET,
2a.8Z7 1Y JMEM

2. NV REBCEBREEE
BALABRVTEBRALY—VFTERLEFTERICEHDTIEZL,

SHENIANY REFEALVLEBREEERICNL—ANY IONFRELESZS, F—Z )ty 3
YOHEANZRELET, ASATION Y RFANFREET N TVBIFEERE, Identity Services
Engine(ISE) & ED D E—RH—/NNASOANYY RFALR—KFEZRELET,

4. ROFIETIE, crashinfo, core, FilEminidump7 ZAIICBRF DR A LAR THEBREN
TVWBZEZRAL, BE77AMIANDRLBNAZEEZDET, "EF21T7774T704—)
A SCrashinfo, A7 X7, BRI ZA VT T 7AINERETDHE 2923 VICRENT
WBLSIZ, 77MINEZRETDICETINANFBETT,

ASA

4.1. crashinfo7 7 4 )L D EE DS & Dcrashinfox RRT B IZI1E. show crashinfo Y R%&
ETULET, crashinfo7 74 )Lk, dir A ROBAHICHYET,


https://www.cisco.com/c/ja_jp/support/docs/security/firepower-ngfw/217884-verify-firepower-software-versions.html
https://www.cisco.com/c/ja_jp/support/docs/security/firepower-ngfw/217884-verify-firepower-software-versions.html
https://www.cisco.com/c/ja_jp/support/docs/security/firepower-ngfw/217884-verify-firepower-software-versions.html
https://www.cisco.com/c/ja_jp/support/docs/security/firepower-ngfw/217884-verify-firepower-software-versions.html
https://www.cisco.com/c/ja_jp/support/docs/security/firepower-ngfw/217901-verify-firepower-mode-instance-high-av.html#toc-hId-1140476838
https://www.cisco.com/c/ja_jp/support/docs/security/firepower-ngfw/217901-verify-firepower-mode-instance-high-av.html#toc-hId-1140476838
https://www.cisco.com/c/ja_jp/support/docs/security/firepower-ngfw/217901-verify-firepower-mode-instance-high-av.html#toc-hId-1140476838
https://www.cisco.com/c/ja_jp/support/docs/security/firepower-ngfw/217901-verify-firepower-mode-instance-high-av.html#toc-hId-1140476838
https://www.cisco.com/c/ja_jp/support/docs/security/firepower-ngfw/217901-verify-firepower-mode-instance-high-av.html#toc-hId-1140476838
https://www.cisco.com/c/ja_jp/support/docs/security/firepower-ngfw/217901-verify-firepower-mode-instance-high-av.html#toc-hId-1140476838
https://www.cisco.com/c/ja_jp/support/docs/security/firepower-ngfw/217901-verify-firepower-mode-instance-high-av.html#toc-hId-1140476838

<#root>

asa#

dir

Directory of disk0:/

1610891723 -rw- 413363 20:51:22 Aug 13 2025

crashinfo_lina.14664. 20250813. 205102

4.2. dir coredumpfsys AN > RZEFERAL T, ASATT7 77 AN EFEEITD L EERT S,

<#root>
asa#

dir coredunpfsys
Directory of disk0:/coredumpfsys/
24577 -rw- 419619286 12:43:07 Aug 04 2025

core.lina.11.10335.1754311379. gz

11 drwx 16384 00:15:57 Jan 01 2010 Tlost+found



7 ARBBASATI, OT7FTHEERGR T 7 2 I N TEIICHE>TVET,
<#root>
ciscoasa#

show cor edunp

filesystem'diskO:' has no coredunp fil esystem

A7 THEE=BMICTSICIE. TCisco Secure Firewall ASA ) — XX RYTJ 7
LA, AAHOXY > Rg @ Tcoredump enable; 29> 3a>#5BLTLKEEL,

FTD


https://www.cisco.com/c/ja_jp/td/docs/security/asa/asa-cli-reference/A-H/asa-command-ref-A-H/clf-crx-commands.html

4.1. FTD crashinfo7 7 4 )L D IZE O RESE HF ¥ DcrashinfoZ R T 2 IC (&, show crashinfo 1N >
REEITULET, crashinfo7 7/ J)LIE, dir AN ROBHICHY ET,

<#froot>
frd#

dir

Directory of disk0:/

1610891723 -rw- 413363 20:51:22 Aug 13 2025

crashinfo_lina.14664.20250813. 205102

FTDTIE. crashinfo7 ZAIIIEITFHFA/N—KRE—RO/mnt/disk0/FFA4 LI RNIICHVYET,

<{froot>
>

expert

admin@firepower:~$

I's -1 /mmt/di sk0/

total 496472

-rw-r--r-- 1 root root 460812 Aug 13 10:31

crashinfo_|ina. 13050. 20250813. 103059

FIDNZ 7> 21—FT 42977 A4I)LT, crashinfo7 7 A JLi&dir-archives/var-log/mnt-
disk0/:(ICH V) E T,

<{froot>

$

Is -1

/dir-archives/ mt-di skO

total 9456
-rw-r--r-- 1 root root 453024 Aug 8 23:51

crashinfo_lina. 13949. 20250808. 235100



42. FTDOAT7 7 7 A I OBEEDOEFEFTDTIE, expertE— R ®/ngfw/var/data/cores/# & T
Ingfwivar/common/F*4 L O KU TAT 7 7AINICT OLATEET,

<#root>
admin@ftd:~$

I's -1 /ngfw var/datalcores/

total 1255512
-rw-r--r-- 1 root root 602208441 Jul 24 09:28

core.lina.11.14993. 1753342057. gz

-rw-r--r-- 1 root root 682148808 Jul 24 09:38

core.lina.11.80997.1753342659. gz

FIDO RS TN 1—FT 4207 74Tk, A7 7 7 4 )LDOEFilEcommand-outputs/for\
CORE\ in\ \'ls\ *:

<#root>
command-outputs $

cat for\ CORE\ in\ \ Is\ *

/var/data/cores/core.lina.11.38967.1732272744.9z: gzip compressed data, was "core.lina.11.38967.1732272

FTD Snort3EEQO A7 A>T
cOtO>azk, Snot3LT U #ERTIBFIDICOKBERAETNET,

41.8nornt3L> >0V 2 21587 7 4 L(snort3-crashinfo. ) A" TF A/N— RN E—R®
Ingfw/var/log/crashinfo/ 741 L O NJICEET D L ZHFET S,

<{froot>
admin@ftd$

I's -1 /ngfw var/log/crashinfo

total 8
-rw-r--r-- 1 root root 1104 Aug 22 19:10

snort 3-crashi nfo. 1755889806. 134825



-rw-r--r-- 1 root root 1104 Aug 22 19:15

snort 3-crashi nfo. 1755890128. 201213

FIDODKNZ 7N 1—574209 7 7A4)L Tk, dir-archives/var-log/crashinfo/lCEILU 7 7 4 LA &
WET,

4.2.Snort3X ZAH > 7" 7 7 4 JLminidump_*A"/ngfw/var/data/core/\_FET B _ & 2R TS

<#root>
admin@firepower:~$

I's -1 /ngfw var/datalcores/

total 936580
-rw------- 1 root root 977760 Aug 22 19:10

m ni dunp_1755889805_firepower _snort3_17455. dnp

FIDOKNZ TN 2A—FA2TT7F7ANMNTR, SZHT T 7 A )LiFile-
contents/ngfw/var/data/cores/:

<tfroot>

$

Is -1 file-contents/ngfw var/datalcores/

total 1904
-rw------- 1 root root 977760 Aug 22 19:10

m ni dunp_1755889805_firepower _snort3_17455. dnp

Firepower 41008 & U'9300tF 21V FT1E>1—)l
Ot aik, Firepower 41008 K300 1 —)LICOAKBHENET,

4.1. crashinfo7 7ANEAT 77 ANNHBD L 2RI S

<#root>
firepower #

connect nodule 1 console



Firepower-modulel>

support filelist

Directory: /
Downloads_Directory
CSP_Downloaded_FiTes
Archive_Files

Crashinfo_and Core Files

Boot_Files
AppTicationlLogs
Transient_Core_Files

Type a sub-dir name to list its contents, or [x] to Exit:

Crashinfo_and Core Files

2025-08-04 14:43:07 | 419619286
2025-08-13 12:45:11 | 419798152
2025-08-14 13:35:02 | 419449591
2025-08-18 12:48:26 | 419624883
([b] to go back)

core.lina.11.10335.1754311379.9z
core.lina.11.10466.1755081904.9z
core.lina.11.46717.1755171295.9z
core.lina.6.10412.1755514099.9z

FXOS

4.1 Firepower 1000, 21008 & U'Secure Firewall 1200, 3100, 42003 ¥ —</ T, local-mgmt> T
JL Tdir workspace:/cores1~N > R &dir workspace:/cores_fxos AN > RZFERALTIAT7 774
NDEEZEIELET,

ASAT7 7T —>a KA ARN=ILENTVSIESIE. connect fxos admin Y REFEAL
TFXOSY T )LICEHELE T,

<#root>
firepower-1120#

connect | ocal - ngnt

Warning: network service is not available when entering 'connect local-mgmt'

firepower-1120(local-mgmt)#

dir workspace:/cores



1 119710270 Jul 25 11:41:12 2025

core.lina.6.19811. 1753443666. gz

2 16384 Jul 22 21:13:57 2025 lost+found/
3 4096 Jul 22 21:16:07 2025 sysdebug/

Usage for workspace://
159926181888 bytes total
5545205760 bytes used
154380976128 bytes free

firepower-1120(local-mgmt)#

dir workspace:/cores_fxos

1 9037 Jul 25 10:52:17 2025 kp_init.log

A7 7740, ¥ —>ORS TN 21—FT42TT774)L0D
Jopt/cisco/platform/logs/prune_cores.log7 7 1 )L TERBAET N TVE T,

<#froot>

$

| ess opt/cisco/platform|ogs/prune_cores. | og

Fri Jul 25 11:41:31 UTC 2025 - Avoiding compress/move for for ./core.lina.6.19811.1753443666: Uptimeln
Fri Jul 25 11:42:32 UTC 2025 - Number of pre-compressed core file : 0
Fri Jul 25 11:42:32 UTC 2025 -

Unconpressed file ./core.lina.6.19811. 1753443666: uptinelnSec: 3141; Safelntval:45; Tinestanp Diff: 80

4.2. Firepower 41008 & T'9300% ¥+ —=/ T, local-mgmt> I )L Mdir workspace:/cores1~X > K%
FEALTAT7 774 ILOFEZRIELET,

<#root>
firewall(local-mgmt)#

dir workspace:/cores

Usage for workspace://
4160421888 bytes total
461549568 bytes used

3484127232 bytes free

A7 774MNER, 2Yy—2ORNSTIND1—FT 40T 7AILONET, 774)



* BC1_all/FPRM_A_TechSupport/sw_techsupportinfo®show cores X > ROBHICEENET
o BNTTNTI—F AT TTANED—TTT B : 20250311123356_ FW_BC1_all.tar)o

5. crashinfo, coredump, &K TFminidump7 Z A IIUA A2 F U NCBEELTWVWAHAESH &2
LU ET,

c F7ANDEALARBRYTEAVITURNDERALARR VT EZHBT D, &Izl
o Linux®dateAX > RZFEAL T, ITRY IRALARRVTZTF7TAILEN S BHICERL
£9,

core7 7 A )L Eminidump7 7 1 ILDBE . EEDLNUXRA N TdateZFEATBD & IC&kY),
TRYVEBRALAR T ZABICEBRTEERT,

<#root>
admin@ftd:~$

I's -1 /ngfw var/datalcores/

total 1255512
-rw-r--r-- 1 root root 602208441 Jul 24 09:28 core.lina.11.14993

. 1753342057.
9z
Tinux $

date -d @753342057
Thu Jul 24 07:27:37 UTC 2025
6. AT Y74 ~ 5(Qcrashinfo, SZXA>7, AT 7742802 O0—-RIBICE. "&F217

77 AT 2A—=)LHSCrashinfo, AT7H> T, BRVPIZE T T 74N ERET D HEL 5
2avEZRBLTLKEZL,



JEE:core, crashinfo, EZEminidump7 Z AL OBRIFZEELBWVWTLSEE L,

7. "Firepower7Z PANERFIEO RS TN 2 —FT 425 1 OFEIZHE> Tshow-techZ UNEL
IZTANDORNS TN 1 —F 4T EITVET,

7a. ASAMshow-tech7 7 1 )L,

7be FIDRS TN 2 —FT142 077 4),

7c.Firepower 41008 &K T*9300EF 1 U7 4 EZ 1 — )L MDshow-tech7 7 1 )L

7d. Firepower 41008 & 1*9300% ¥ —</show-tech7 7 1 JL

7e. Firepower 1000, 21008 & U'Secure Firewall 1200, 3100, 42003 ¥ — M show-tech”7
FANMe AVTFE—ROEFITTI7AT T2 —)L31006 & T42000> v —>OKZ T )L 2

—T 42977 4)LI&. FMC > Devices > [chassis] > 3 dots > Troubleshoot Files7# 7> 3 > &
ALTAOO—RTEZET,


https://www.cisco.com/c/ja_jp/support/docs/security/sourcefire-defense-center/117663-technote-SourceFire-00.html
https://www.cisco.com/c/ja_jp/support/docs/security/sourcefire-defense-center/117663-technote-SourceFire-00.html
https://www.cisco.com/c/ja_jp/support/docs/security/sourcefire-defense-center/117663-technote-SourceFire-00.html
https://www.cisco.com/c/ja_jp/support/docs/security/sourcefire-defense-center/117663-technote-SourceFire-00.html
https://www.cisco.com/c/ja_jp/support/docs/security/sourcefire-defense-center/117663-technote-SourceFire-00.html

8. FTIDOBEE. RL—ANY VD300 BETOFMCOAIARTZRI T RTOAI) -2
Sy RENELET., RAERENTVBZRTRNTORXTOAI—2 3y NEXKTSHTLE
TV, BYEBURNL—ANY INFRETEIHESE. W< ODADAFRNEAN—TBDAD
—>2avy N NERELET,

ESIE, NMTPRATGEVTAEDVTAEIVTDHER,. HEEZTR2INTOIZY MDA
o)=23av hERELFET,

Health: FTDy ® Normal
View System & Troubleshoot Details ...
Overview CPU Memory Interface Connections Snort ASP Drops | T o)
CPU Memory
taf Avg 0 stem Avg1 Data F y g 119 )35
n
— e N e — —_— — e e
Throughput Avg - all interfaces + | Connection Statistics
Al O 9 0
Awg 74 bps Mvg Obps ’_
e — M - [, .
o % N '\v.'( \ I|I \ ."/ = T I'\’/ o
\[ \/
Disk Usage
Process Health Critical Processes All Processes 9
— Entire Disk Critical Partitions
Data Plane NGFW 5F Data 5F Tunnel Snort
Manager Corralator i .
26 47 47
{ngfw IngfwiVolume

9. NL=—ANY VOB 30082 H/N—TF Bsyslogh—/\HN 5. raw ( KA ) LinaL> >
vsyslogX v E—JBPRELET, TACBRU IV ZT I IY—=)ILIC KD AZBRIBIC &,
RawE XA FAIRTT,

BBELRNL—ZANY IHRETDBAR. V< OHDAVIFY REAN—FTBRMIDX Y
E—IERELET. TS50, NAFRASEUTAEISARUVIOBAR, HBEZ TS
INXNTNDIZY MH Sraw syslogZREL £7

ASA/FTD CLIT OH#:R :

<tfroot>
frd#

show run | oggi ng

Togging enable
Togging trap informational
Togging host inside

192.0.2.1

<-- syslog server address




10. Firepower 41008 L U'9300MF/E. RL—ANY VDD EE£105BIIC, syslogth—/\A
Sraw ( KEAT ) FXOSX Y E—SEIELET, TACBET IV I =F ULV —JLIC& 2 HE
MEBIZIEE, RawEXFFAXRTT,

ESIIC, NAMTRATGEVTAEDTARAZI D TDBER, FEEZHRINTOIY—Ih5
raw syslogZR&EL £7,

Firepower Chassis Manager(FCM)1—4#4 > 2 —7 T A Z(Ul) TOREE :

FXOS CLITO#EER :

<#root>
firepower #

scope nonitoring

firepower /monitoring #

show sysl og

console
state: Disabled
level: Critical

monitor
state: Disabled
level: Critical

file
state: Enabled
level: Critical
name: messages
size: 4194304

remote destinations
Name Hostname State Level Facility

Server 1 192.0.2.1 Enabled Critical Local 7

<-- syslog server address



Server 2 none DisabTled Critical Local?
Server 3 none DisabTled Critical Local?

sources
faults: Enabled
audits: Disabled
events: Disabled

1. 522 L =SNMPH—/AA 5. ASAE IFFTDOCPU, XEY, NSYTHEELARX—TI
AATF—2BZPRELET, NL—ANYIDDIBLSELEIFTHDT—REEHTLIEEL,

BYVIELRNL—ANY ODFRETBHEEEE, WS I2DDAIFORNEAN—TBDRIMINDXY
T—ENELET, 58I, BTABEIZRZUTDBEE,. REZZTH2IXNTOI ¥
—hBrawX v tE—EIPRELET,

ASA/FTD CLITOH#ER :

<tfroot>
ftd#

show run snnp-server

snnp-server host inside 192.0.2.1 comunity ***** version 2c

<-- SNMP server addresses

snnp-server host inside 192.0.2.2 conmunity ***** version 2c

no snmp-server location
no shmp-server contact

12. Firepower 41008 K TF9300M B S, REET NESNMPH—/NASCPU, XEU, NSV 7%
BLAUVR—TIAARAT—RZRELET, RL—ANYIDDPBLEELIDBOT—RZED
TLEEL,

BYVIERULRNL—ANY ODFRETRHEEEE, WS I2DDAIFORNEAN—TTBDRIMINDXY
Tt—EPNELET, cS5IC, GAABEIZARVIDGER., FEEZIZDINTOI ¥
—hBrawX v tE—EIPRELET,

FCM UIT D#&EE :



3 s

FXOS CLITDOTEER :

<#root>
firepower #

scope nonitoring

firepower /monitoring #

show configuration

enabl e snnp

enter snnp-trap 192.0.2.1

<-- SNMP server address
! set community
set notificationtype traps
set port 162
set v3privilege noauth
set version v2c

13.NetFlowdL AN S KT 714y 07O 7 AL ZRELET, NL—ANY IDDBLEE
IDHDT—REEHTLIEE L,

RL—ANY VZBVRTIFEERE, W DODPDA U IFUREAN—TF2T—2ZRELET,
TSI, BHAREIZARAZIVTDEER. RBEIZTZINTOIv—IA85T—22NRE
LERT,

ASA/FTD CLIT O :

<#froot>



ftd#

show run fl ow export

fl ow export destination inside 192.0.2.1 1255
<-- Netflow collector address

fl ow export delay flowcreate 1

ftd#

show run policy-map gl obal policy

|
policy-map global_policy
class 1inspection_default
inspect dns preset_dns_map
inspect ftp
inspect h323 h225
inspect h323 ras
inspect rsh
inspect rtsp
inspect sqlnet
inspect skinny
inspect sunrpc
inspect sip
inspect netbios
inspect tftp
inspect icmp
inspect icmp error
inspect ip-options UM_STATIC_IP_OPTIONS_MAP

cl ass netfl ow

fl ow export event-type all destination 192.0.2.1

<-- Netflow collector address
class class-default
set connection advanced-options UM_STATIC_TCP_MAP

14, NL—RNNY O/ @YBELRAET B EAE. I2Y—LEyTa>OHNERELET,
15. TACT—R%EA—T>2L, IXTOF—RERHLET,

X177 74T IDF—)LH SCrashinfo, AF7HA T, BKP
STRTTT7TANERETDEHE

vF¥1TF 77 AT #—)LH Scrashinfo, coredump., & &Ominidump FilesZ#ERK TS ICIE,. X
DFIBEICHVET,



EE 8% 07, crashinfo, FERFIZA T 774N OBHZZEELRVTLSEE
(AT

ASA

ASACLINSD)E—RNY—NICT7 74 )Ty 770—RLET,

<#root>

ASA#

copy flash:/crashinfo_lina.14664.20250813. 205102 ?

cluster: Copy to cluster: file system
diskO: Copy to disk0: file system
flash: Copy to flash: file system
ftp: Copy to ftp: file system

running-config Update (merge with) current system configuration



scp: Copy to scp: file system

smb: Copy to smb: file system

startup-config Copy to startup configuration

system: Copy to system: file system

tftp: Copy to tftp: file system
FTD

ZA7> 3 1LinaCLIZERALT7 7ML Z2RETS

1.LinaL>> A8 UE—RNY—=/NICEETRERB A, 77 1)L %&/mnt/disk0lCIE—L .,
LinaCLI»s 774 )&E2F7Yy70O—RLET,

<ffroot>
>

expert

admin@firepower:~$

I's -1 /ngfw var/datalcores/

total 928152
-rw-r--r-- 1 root root 500163689 Aug 13 10:30

core.lina.11.13050. 1755081050. gz

-rw-r--r-- 1 root root 449295230 Aug 13 20:51 core.lina.11.14664.1755118254.9z
drwx------ 2 root root 16384 Aug 10 20:59 lost+found
drwxr-xr-x 3 root root 4096 Aug 10 21:01 sysdebug

admin@firepower:~$
sudo cp /ngfw var/data/cores/core.lina.11.13050. 1755081050. gz / mt/ di sk0/
admin@firepower:~$

exit

>

system support diagnostic-cl

Attaching to Diagnostic CLI ... Press 'Ctrl+a then d' to detach.
Type help or '?' for a 1list of available commands.
firepower>

enabl e

Password:
firepower#

dir



Directory of disk0:/

1610612928 -rw- 500163689 17:00:13 Aug 22 2025

core.lina.11. 13050. 1755081050. gz

firepower#

copy diskO:/core.lina.11.13050.1755081050.gz ?

cache: Copy to cache: file system
cluster: Copy to cluster: file system
diskO: Copy to diskO: file system
diskl: Copy to diskl: file system
flash: Copy to flash: file system
ftp: Copy to ftp: file system
scp: Copy to scp: file system
smb: Copy to smb: file system
system: Copy to system: file system
tftp: Copy to tftp: file system

2 UE—RNY—NPS8T77A4) XTI O0—RLES, OE—LET7 7A4ILZFTDD
/mnt/disk0/A* S HIERL £ 9.

<#root>
admin@firepower:~$

cd / mt/ di sk0/

admin@firepower:/mnt/disk0/:$

sudo rmcore.lina.11.13050. 1755081050. gz

F72322: TFAN—NE—RCLIZFERALT7 7ML ERETS

Linux®TFTP, SFTP, £izE@ESCTPUZA 7> hEFEALT, TFAN—KE—RASUE—hH
B—NCT774)NZ2TYy7O0—-RLET,

<tfroot>
>

expert

admin@firepower:~$

cd / ngfw var/datal cores/



admin@firepower:/ngfw/var/data/cores$

sudo sctp core.lina.11.13050. 1755081050. gz adnmi n@.92.0.2.1:/

admin@firepower:/ngfw/var/data/cores$

sudo tftp -1 core.lina.1l1. 13050. 1755081050.gz -r core.lina.11. 13050.1755081050.gz -p 192.0.2.1

Z723>23-FXOS local-mgmt CLIZERLT7 7/ ZRETS

Firepower 1000, 2100d &k U*Secure Firewall 1200, 3100, 42000 &> ¥+ —2 TRITENTLVS
FATA7E—ROFTDT, AT7HBITIZH YT T 74 )L ZFXOSOO—NILEECLIA S URE
TEET,

<#root>
firepower#

connect | ocal - ngnt

firepower(Tocal-mgmt)#

dir workspace:/cores
1 500163689 Aug 13 10:30:59 2025

core.lina.11.13050. 1755081050. gz

firepower(Tocal-mgmt)#

copy wor kspace:/core.lina.11.13050.1755081050. gz

ftp: Dest File URI
http: Dest File URI
https: Dest File URI
scp: Dest File URI
sttp: Dest File URI
tftp: Dest File URI

usbdrive: Dest File URI
volatile: Dest File URI
workspace: Dest File URI

A72324-FMCUIZERLTI7 7ML Z2RETS
Ingfw/var/commonlc 7 7 4 )LZ1E—LE T,



<tfroot>
>

expert

admin@firepower:~$

I's -1 /ngfw var/datal/cores/

total 928152
-rw-r--r-- 1 root root 500163689 Aug 13 10:30

core.lina.11. 13050. 1755081050. gz

-rw-r--r-- 1 root root 449295230 Aug 13 20:51 core.lina.11.14664.1755118254.9z
drwx------ 2 root root 16384 Aug 10 20:59 lost+found
drwxr-xr-x 3 root root 4096 Aug 10 21:01 sysdebug

admin@firepower:~$

sudo cp /ngfw var/datal/cores/core.lina.11.13050. 1755081050. gz / ngfw var/conmon/
admin@firepower:~$

I's -1 /ngfw var/conmon/

total 928152
1610612928 -rw- 500163689 17:00:13 Aug 22 2025

core.lina.11. 13050. 1755081050. gz

2. Devices > File DownloadZ#A 7> a>##FRAL T, FMCUIA’S8 774 )X O—RLE
9,



ahali,  Firewall Management Center

LI5S0 Devices [ Device Management
= Devices ™
Homa
= Device Management ~ VPN Troubleshoot
Overview
Template Management Site To Site File Download
il AT Remote Access Threat Defense CLI
Analysis
QoS Dynamic Access Policy Packet Tracer
=]
Policias Platform Settings Packel Capture
FlexConfig Snort 3 Profiling
Devices Certificates Troubleshooting Logs
.
# Threat Defense Upgrade
Integration )
Zhassis Upgrade
Device
| KSEC-CSF1210-1 v 1

File

[ core.lina.11.13050.1755081050.g9z

BUVE—RNY—NASTFAINEVO-REhzs5, JE—ENLT7AILZFTDO




Ingfw/var/common/A* S HIERL £ 9

<#root>
admin@firepower:~$

cd

/ ngf w/ var / conmon/

admin@firepower:/mnt/disk0/:$

sudo rmcore.lina.11.13050. 1755081050. gz

Firepower 41008 & T*9300EF 1 UF 1€ 21—l

1. FBD1-)LIZ#ELHEL, 21— )L Oshow-tech7 ZA )N DO —E& LTIAT &crashinfo7 7 4
ILZRELET,

<tfroot>

firepower #

connect nodule 1 console

Firepower-modulel>

support diagnostic

======= Diagnostic =======

1. Create default diagnostic archive
2. Manually create diagnostic archive
3. Exit

Please enter your choice:

2

=== Manual Diagnostic ===
1. Add files to package
2. View files in package
3. Complete package

4. Exit.

Please enter your choice:

1

=== Add files to package | Manual Diagnostic ===
1. Platform Logs



. Config Platform Logs

. Crash Info files & Core dumps
. Applications Logs

. ASA Logs

. Back to main menu

o uvibh WN

Please enter your choice:

2025-08-04 12:43:07 | 419619286 |

core.lina.11. 13050. 1755081050. gz

([b] to go back or [m] for the menu or [s] to select files to add)
Type a sub-dir name to see its contents:

S

Type the partial name of the file to add ([*] for all, [<] to cancel)
>

core.lina.11. 13050. 1755081050. gz

core.lina.11.13050.1755081050.9z
Are you sure you want to add these files? (y/n)

y

=== Package Contents ===
[Added] core.l1ina.11.13050.1755081050.9z

2025-08-04 12:43:07 | 419619286 | core.lina.11.13050.1755081050.9z

([b] to go back or [m] for the menu or [s] to select files to add)
Type a sub-dir name to see its contents:

b

=== Manual Diagnostic ===
1. Add files to package
2. View files in package
3. Complete package

4. Exit.

Please enter your choice:

2

=== Package Contents ===
core.lina.11.13050.1755081050.9z



=== Manual Diagnostic ===
1. Add files to package
2. View files in package
3. Complete package

4. Exit.

Please enter your choice:

3

Creating Manual archive
Added file: core.lina.11.13050.1755081050.9z

Created archive file Firepower-Mdul el 08 04 2025 13 17 _50.tar

Firepower-modulel>

support fileupl oad

Please choose from following:

. Archive Files

. View selected files

. Start upload and Exit
. View transfer Status

AW N

Please choose from following:

. Archive Files

. View selected files

. Start upload and Exit
. View transfer Status

AW N

Please enter your choice [x] to Exit:

2025-08-04 13:17:50.723396 | 419624960 |

Fi repower - Mbdul el_08 04 2025 13 17 _50.tar

([s] to select files or [x] to Exit):

S

Type the partial name of the file to add, [<] to cancel
>

Fi repower - Mbdul el_08 04 2025 13 17 _50.tar

Firepower-Modulel_08_04_2025_13_17_50.tar
Are you sure you want to add these files? (y/n)



=== Package Contents ===
[Added] Firepower-Modulel_08_04_2025_13_17_50.tar

Type the partial name of the file to add, [<] to cancel
>

<

Please choose from following:

1. Archive Files

2. View selected files

3. Start upload and Exit

4. View transfer Status

Please enter your choice [x] to Exit:

2

1 : Firepower-Modulel _08_04_2025_13_17_50.tar

Please choose from following:

. Archive Files

View selected files

. Start upload and Exit
. View transfer Status

N WN R

Please enter your choice [x] to Exit:

3

Transfer of Firepower-Mdul el _08_04 2025 13 17 50.tar started.

Firepower-modulel>
Firepower-modulel>
Firepower-modulel> R

Shift + ~

telnet> quit
Connection closed.

firepower /ssa #

connect | ocal - ngnt

firepower(local-mgmt)#

di r wor kspace: /bl adel og/ bl ade- 1/

1 152828400 Aug 04 13:26:35 2025

Fi repower - Mbdul e1_08_04_2025_13_17_50.tar



Firepower 41008 & T'9300% ¥ —</

1. FXOS local-mgmt CLIZFERALTOT7 7 7ML Z2RELET,

<#root>
firepower#

connect | ocal - ngnt

firepower(Tocal-mgmt)#

dir workspace:/cores

1 30673335 Mar 06 16:18:58 2022

1646579896_SAM firepower-1_snConLogger | og. 5388.tar. gz

firepower(Tocal-mgmt)#

copy wor kspace:/cores/ 1646579896 _SAM firepower-1_snConLogger | og. 5388.tar.gz ?

ftp: Dest File URI
http: Dest File URI
https: Dest File URI
scp: Dest File URI
sftp: Dest File URI
tftp: Dest File URI

usbdrive: Dest File URI
volatile: Dest File URI
workspace: Dest File URI

2. 5% W&, Tools > Troubleshooting Logs® JEIZEIRL T, FCMUINS 7 7ML ZRELET
o Refreshz )y oLT, 77A4ILF«4LOVRNIEI—ZEFHL, 7774 OEOH IO
—R740>2KRRLET,



Overview Interfaces Logical Devices Security Engine Platform Settings

Create and Download a Tech Support File
Generate troubleshooting files at the Chassis, Module and Firmware level.

Chassis e Generate Log

@ Flease click Refresh button to refresh the File explorer after the job is succesfully completed. Generated files are located under the techsupport folder.

I' 1646579896_SAM_firepower_smConLogger_log.5388.tar.gz

diagnostics

debug_plugin

(] rechsupport

Sun Mar 06 16:18:58 GMT+100 2022

Tue Jan 10 22:46:50 GMT+100 2012

Thu Jan 19 00:30:27 GMT+100 2012

Wed Aug 13 13:09:08 GMT+200 2025

File Explorer
Expand aAll Collapse all
el Last Updated On Size(in KB)
4 - cores Fri Aug 22 21:43:26 GMT+200 2025

29954 KB -_1

(J bladelog Sun Jan 01 01:02:24 GMT+100 2012
ntp.pcap Wed Jun 26 10:12:55 GMT+200 2024 0 KB i
lost+found Tue Jan 10 22:44:35 GMT+100 2012
blade_debug_plugin Sun Jan 01 01:02:24 GMT+100 2012
() packet-capture Wed Feb 08 21:36:56 GMT+100 2023
pigtail-all-1753347215.leg Thu Aug 07 13:41:41 GMT+200 2025 233 KB A

« FirepowerV 7 hJITF7ON—=2 32 OHEFR

- Firepower, { VARV R, PRAGEVT A, AT—FEUT 1 DEREDHER
« Firepower7 PANERFIEDO RS TN a—F4 Y
ASATINRUTZFLA
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https://www.cisco.com/c/ja_jp/support/docs/security/firepower-ngfw/217901-verify-firepower-mode-instance-high-av.html#toc-hId-1140476838
https://www.cisco.com/c/ja_jp/support/docs/security/firepower-ngfw/217901-verify-firepower-mode-instance-high-av.html#toc-hId-1140476838
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https://www.cisco.com/c/ja_jp/support/docs/security/firepower-ngfw/217901-verify-firepower-mode-instance-high-av.html#toc-hId-1140476838
https://www.cisco.com/c/ja_jp/support/docs/security/firepower-ngfw/217901-verify-firepower-mode-instance-high-av.html#toc-hId-1140476838
https://www.cisco.com/c/ja_jp/support/docs/security/sourcefire-defense-center/117663-technote-SourceFire-00.html
https://www.cisco.com/c/ja_jp/support/docs/security/sourcefire-defense-center/117663-technote-SourceFire-00.html
https://www.cisco.com/c/ja_jp/support/docs/security/sourcefire-defense-center/117663-technote-SourceFire-00.html
https://www.cisco.com/c/ja_jp/support/docs/security/sourcefire-defense-center/117663-technote-SourceFire-00.html
https://www.cisco.com/c/ja_jp/support/docs/security/sourcefire-defense-center/117663-technote-SourceFire-00.html
https://www.cisco.com/c/ja_jp/support/security/adaptive-security-appliance-asa-software/products-command-reference-list.html
https://www.cisco.com/c/ja_jp/support/security/adaptive-security-appliance-asa-software/products-command-reference-list.html
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