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SIP Call messages

Firewall

SIP davice 1 — SIP device 2
inside ::é outside =
5 IP Invite R Invite IP
_ 180 Ringing !
180 Ringing N ——
—— e ——————— 200 OK
200 OK %
ACK

ACK

Session Established and sending RTP both directions
BYE

BYE

200 OK 200 OK

SIPA7'>a Xyv+w—

SIPOPTIONSX Y 2—2 &, SIPTFNA AN A T4 THY), RETEDNESHZHHTS
EHIZEETY, cnldping ICMPXY =T ICITVWETAH, SIPTRRERVYET,

SIP OPTIONS Message

Firewall

SIP device 1 _ SIP device 2
inside outside (=
oIP OFNGN A OPTIONS oip
200 0K

200 OK .

SIP REGISTERX Y £—2

TP7ATIOA=INDORSTIN21—F 14200y a>TRETEDES1DOOSIPAY -2k
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SIP REGISTER Message

Firewall

SIP device 1

REGISTER

inside

outside

200 0K

REGISTER

200 OK

RONTY NFYTF v, 2BDSIPTFNA AN SODEREE, BLEXTAT (BF ) T

74V 0% RLTVET,

SIP device 2

Sip

Mo, Time Source Destination Protocol Lengtt Info
4316 17.259331 20 .. 17.52 18.° SIP/SDP 1264 Request: INVITE sip:3@6 2.100:5060; transport=udp |
4322 17.270515 10 99 280 7.52 SIP 669 Status: 100 Trying |
4324 17.279166 18 99 204 [7.52 SIP 1046 Status: 182 Ringing |
4894 20.965503 18 99 28 7.52 SIP/SDP 1451 Status: 208 OK (INVITE) |
4902 28.181588 28 17.52 18 99 SIP 873 Request: ACK sip:306 .188:5860 |
4918 20.171759 20 17.61 18 99 RTP 218 PT=ITU-T G.711 PCMU, SSRC=8xZFAB3E4E, Seq=9514, Time=22816
4922 28.191646 20 17.61 18 99 RTP 218 PT=ITU-T G.711 PCMU, SSRC=0x2FABIE48, Seq=9515, Time=22976
4927 20.211818 28 17.61 18 99 RTP 218 PT=ITU-T G.711 PCMU, S5SRC=8x2FAB3E48, Seq=9516, Time=23136
4932 28.231744 20 17.61 18 99 RTP 218 PT=ITU-T G.711 PCMU, SSRC=0x2FAB3E48, Seq=0517, Time=23296
4937 20.251687 28 17.61 18 99 RTP 218 PT=ITU-T G.711 PCMU, SSRC=0x2FAB3E48, Seq=9518, Time=23456
4941 20.271675 28 17.61 10 99 RTP 218 PT=ITU-T G.711 PCMU, SSRC=@x2FAB3E48, Seq=0519, Time=23616
4946 20.284842 - — L e 7. 61 RTP 218 PT=ITU-T G.711 PCMU, SSRC=0x8748BOGB, Seq=27262, Time=1926491183, Mark
4947 20.284903 10 99 20 7.61 RTP 218 PT=ITU-T G.711 PCMU, SSRC=0x8T743BOGE, Seq=27263, Time=1926401343

Frame 4316: 1264 bytes on wire (18112 bits), 1264 bytes captured (18112 bits)
Ethernet II, Src: Cisco_€ :f7:c2), Dst: Cisco_:

802.10Q Virtual LAN, PRI: @, DEL: @, ID: 185

Internet Protocol Version 4, Src: 2@t .52, Dst: 1. =99

User Datagram Protocol, Src Port: 506@, Dst Port: 5060

Session Initiation Protocol (INVITE)

1@0:02)

SIPTF VT (2T7FV2T ) ERTPXTFAT (BF ) OWAO7O0—0OFZRICRLUET

o
Tima 20 7.52 — 20 7.61 Comment
17.259331 sopo LNVITE SDP (p711U 9720 telephone-e..l cngq i SIP INVITE From: <sip:91¢ 7.130..
17.270515 5060 100 Trying 5060 : SIP Status 100 Trying
17.279166 5060 180 Ringing 5060 SIP Status 180 Ringing
20.065503 5080 00 OK SDP (g711U telephone-avent) 5080 SIP Status 200 0K
20.101588 5080 ACK 5060 i SIP Request INVITE ACK 200 CSeq:298883630
20171759 8920 RTP (gr1iu) : D460 RTP, 1328 packets. Duration: 26.565 S5RC: 0x2F..
20.284842 2920 RIP [gT11V) E 40480 RTP, 1323 packets. Duration: 26.40s SSRC: 0x87..
46.695954 5060 | BYE ! 5060 I SIP Request BYE CSeq:298883631
46.699936 5060 200 0K | 5060 SIP Status 200 O

v arER7O0K~3)L (SDP)

Yy aVERTORILESDP)E. RLFXFAFEYSIAVOXFAFTAN—LEDRT
BEHIEAENIEENBRETT. XTATHEREEEhERAN, IV RASVNET
XFATORATERRERZASTI— N2 -HICERAENET, SDPE. EYS I DOXF 4
TRUEEEESLOXISI—NTBEHIC, £y aYBER7ONILSPIEESICEREN
=7,




A MGCPICIE. RUBENTHEAENDSDPOB SN EARENTVET,

SIPZORIJINHOSDPXY —T D FlZRICRLET,

INVITE sip:2003@192.168.245.9:5060 SIP/2.0
Via: SIP/2.0/UDP 192.168.245.6:5060;branch=z9hCGXXX5763
Remote-Party-ID:

;party=calling;screen=no;privacy=off
From:

; tag=4E3XXXC-A9F
To:



Date: Thu, 17 Aug 2025 13:48:52 GMT

CaTT-ID: 2A7BE22B-XXXXXXXXX-XXXXXXXXX-F940DC75@192.168.245.6

Supported: 100rel,timer,resource-priority,replaces,sdp-anat

Min-SE: 1800

Cisco-Guid: 0350227076-XXXXXXXXX-XXXXXXXXX-1670485135

User-Agent: Cisco-SIPGateway/I0S-15.5.3.S4b

Allow: INVITE, OPTIONS, BYE, CANCEL, ACK, PRACK, UPDATE, REFER, SUBSCRIBE, NOTIFY, INFO, REGISTER
CSeq: 101 INVITE

Timestamp: 150299CC32

Contact:

Expires: 180

Allow-Events: telephone-event

Max-Forwards: 69

Content-Type: application/sdp <=======Session Description Protocol message start
Content-Disposition: session;handling=required

Content-Length: 266

v=0
0=CiscoSystemsSIP-GW-UserAgent 7317 4642 IN IP4 192.168.245.6
s=SIP Call

c=IN IP4 192.168.245.6

t=0 0

m=audio 8266 RTP/AVP 18 127

c=IN IP4 192.168.245.6
a=rtpmap:18 G729/8000

a=fmtp:18 annexb=no

a=rtpmap:127 telephone-event/8000
a=fmtp:127 0-16

a=ptime:20



A —EBOSDPXY =T DBFICIEE, RONTFAXA—ZHAEENATVET,
++C-INIP4 : XF 4 TFH—=NNDIP7 RL A

++m=audio : XTA T RA TN AT 1A THBIEZRLET,
++8266 : ik, F—F A1 FARN—LNEBENDR—IESTT,

++RTP/AVP : RSV AR—K7ORJLZEELET, ChlE, EE/EFZF7O774
IL(AVP)ZER ¥ HRTPT Y,

++18 127 : S8k, A—FAAA—FTYIDRAO—REALT T, RAO—KRXRA
718 BEG.7290—F Y ZICKSL. 1273 IV RRA Y RBOXIAI I -3V Icft
DPTCA—TFTYVIILEN)HTHENTEDIHHURAMO—REALTTT,

Session Description Protocol(SDP)(&. INVITE, 183 Session in Progress, 200 OK, ACKZ& &M
BHOSIPXY E—JAICHY ET, SDPIF, BEEBTEEPETFTTOREZRIBRTEIL-HD
BEARELTHELET, J-/LOBBEZNS TS 1—FT12TF2RICE. RDO3D2OEE
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1. B 77—
2.1 BHEFT T —
.WHAXTFTa4T

FE D TTATIA=INDOAVART S A BEERSIPAY X —NIEFTTHELSDPEY S 3
ADIPT RLAZEETED IS, SDPXY - NREZEHIDENEETT

o

BHRAT7—

ST, SDPOXFTAFNSA—REINVITEX Y £—Z B & T200 OK SIPX Y £—TIHIZH V)
£9,



SIP Early Offer Call

Firewall

SIP device 1 SIP device 2
= . inside outside =
g; Invite with SDP Invite with SDP gF)'

) 200 OK with SDP 200 OK with SDP
‘ ACK ‘ ACK

F

Session Established and sending RTP both directions

BYE

BYE

2000K

BHEA T 7 —

A J

200 OK

CDAXTIE., SDPIEF200 OKE LTACKSIPX Y —2 ThiiEhE T,

SIP Delay Offer Call

SIP device 1 FHrewal SIP device 2
;— inside outside _\
SP? Invite Invite 5‘3

200 OK with SDP 200 OK with SDP
) ACK with SDP ) ACK with SDP

Session Established and sending RTP both directions

BYE

BYE

200 OK

NHXTA4T

200 OK

BHIX 71 T &, 183 Session ProgressibBHEFENDHFEDSIPAXY E—TJZ N U TEBFEIE

T cOXYE=DIZR., BEADOXT 1T /NZ X—XR%Z &L Session Description

Protocol (SDP ; v 23> ERZORIN ) FEFNTVERT, — &I, J-IFEXICER
ThBEIC, BERAMAX Y E—2FLEEZTOMHOXTF A TEREFBEICEEITSLHIC, Fv U
THBRUESIPZONAZ—ICL > THEAEAET,



SIP Early Media Call

Firewall
SIP device 1 —
(= inside E:?% outside
S P Invite Imate
183 Session in Progress with SDP 183 Session in Progress with SDP
-~ RTP Early Media
B 200 OK ) 200 OK
) ACK ACK
RTP Delay Media
BYE BYE
200 OK 200 OK

H.323

SIP device 2

H323lk, 4122 =Y REEONTY NR|ERY ND—DZNLEEE. ETH. 8&LTF—
SBEAIC., ERERBEGES(TUICL>TERZRENAZ7ORNILOEY NTT,

H.3237’OR )L, XD22OEEZDVR—FK N TERENTVWET,

1.H225 : - )LOREERTZRC, - TFIVITZRELET,
2.H.245 : gL, BEERIVPETFFTOF ¥ RIILORABAZITVET,

Basic H.323 signaling

inside outside

H.323
Device 1
H.225 signaling (establish the call)

H.245 signaling (negotiate media opening channels)

Media (RTP stream)

H.245 signaling (close media channels)

H.225 signaling (ends the call)

H.323
Device 2



H.3232 0 FU 2 7O0RNIJINTEAT D R—NE, 1718, 1719, BLT1720TT,

BN Z25H3237O0RJLBEER. BSLICTLSEZERA TS 12 ICUDPA STCPA
DY) BARFCEAEN RETDARMEA DY, 77477 - LFELLVTIT1E
TAELTERZBR>T/OYIIRTARMAHVET. TOLH, HI323T RKRA Y
NEKLEEY—NDUDPRZ 7 1Y JETCPRZ 74 Y VDA ZFATDLIICT 7 A
TOA—)ERETD_ENEETT,

H.323lk, AO—AZ—KET7ARNAEZ—RND2OOBEE—RZH >Z7ORNILTT,

H.225

COZ7ORINEGE, BEFEEOVWITIhLANERZY>LEEIC, J-LZREL. EFI-LZKE
TLET,



Basic H.225 Call Setup Signaling
' inside outside

H.323 Setup H.323
Device 1 Call Proceeding Call Proceeding Device 2
Progress Progress
Alerting Alerting
Connect Connect
Session Established
Release Complete Release Complete

H.245
H.245(C I3 X OHEBEN BV E T
- U AR AR IR

« NAR—|AL—T ORE
- WEFYRILTFIT



E CORFIARNTHEAETNTVWBIAZ—BLIVPAL—TEVWSHER. TD
H3237’ORJNLIC/N—RIO—RENTEY), HHORV—FEFEEZERMLEEDT
FHhEBA, BReld, BENTTELASERXREETDCEICOIYNLTVS,

H2457°O0 R 0Lk, H2258HX Y E—2 OZFRICEFEINET,

COZ7ORINE, RTPICEAE N2 EEFE7ORN IJIOREICKRILIEET, cOZ7ORNIIIE,
BEFYXILZHRBEL., TORBFYIILOXYE—2ZHUSBICEEENETT,



H.245 Signaling
= outside %

inside
) - H.323
H.323 terminalCapabilitySet terminalCapabilitySet Device 2
Device 1 ) terminalCapabilitySet terminalCapabilitySet .
masterSlaveDetermination ) masterSlaveDetermination

A

v
r
v

masterSlaveDeterminationAck masterSlaveDeterminationAck

) terminalCapabilitySetAck terminalCapabilitySetAck
terminalCapabilitySetAck R o terminalCapabilitySetAck

) openlLogicalChannel j openLogicalChannel ]

) openlLogicalChannel - * openLogicalChannel

) openLogicalChannelAck openLogicalChannelAck ]

) openLogicalChannelAck R ) openLogicalChannelAck

RONTY RFXYTFviE, H2258 RUH.245% & L 228 DH.323FT /N1 AN S HDER EBE
BREXFAT(BE)NTG 7149 02RLTVET,

No. Time Source Destination Protocol Lengtt Info
| 6 1.702966 17: 58 172 48 H.225.8 683 CS: setup OpenLogicalChannel

8 1.711968 17 48 17. 58 H.225.8 151 CS: callProceeding
9 1.760006 17: 48 17 58 H.225.0 152 CS: alerting
10 1.760086 17 48 17 58 H.225.0 114 CS: notify
15 2.804011 17: 48 17 58 H.225.8 248 (S: connect OpenLogicalChannel
16 2.884011 170 48 17: 58 H.225.9 114 CS: notify
21 2.812006 170 58 173 48 H.245 135 terminalCapabilitySet
23 2.812006 17 58 172 48 H. 245 68 masterSlaveDetermination
25 2.823007 17 48 17; 58 H. 245 176 terminalCapabilitySet
26 2.825006 17. 58 17i 48 H. 245 65 terminalCapabilitySetAck
27 2.827004 17. 48 17. 58 H.245 65 terminalCapabilitySetAck
28 2.827004 17 48 17: 58 H.245 64 masterSlaveDeterminationAck
38 2.828011 173 58 17: 48 H. 245 64 masterSlaveDetermimationAck
32 2.9901997 17 58 14 7 RTP 218 PT=ITU-T G.711 PCMU, SSRC=8x7A82, Seq=5180, Time=1424280842, Ma
33 2.922001 172 58 14. 7 RTP GB 218 PT=ITU-T G.711 PCMU, SSRC=8x7AB2, Seq=5181, Time=1424281002
34 2.942004 172 58 14, 7 RTP 218 PT=ITU-T G.711 PCMU, SSRC=BxTAB2, Seq=5182, Time=1424281162
35 2.961992 172 58 14, 7 RTP 218 PT=ITU-T G.711 PCMU, SSRC=8x7A02, Seq=5183, Time=1424281322
36 2.972993 1 57 17. 58 RTP 218 PT=ITU-T G.711 PCMU, SSRC=0xE526177E, Seq=63306, Time=275408666:

Frame &: 683 bytes on wire (5464 bits), 683 bytes captured (5464 bits)

Ethernet II, Src: Cisco_a2:%9a:@@ ( :9a:0@8), Dst: Wi 184:d2:80)

B92.10 Virtual LAN, PRI: @, DEI: @, ID: 249

Internet Protocol Version 4, Src: 17. 58, Dst: 17 48

Transmission Control Protocel, Src Port: 22502, Dst Port: 1720, Seq: 1, Ack: 1, Len: 625
TPKT, Version: 3, Length: 625

0.931

H.225.9 CS

RIZ, H225EH.245% AL EH.323> 0+ ) J &, RTPXFAT7 (ZEF ) OMAO70—0
HlERLUET,



Time

1702866

1711968
1760006
1.760006
2.8040M
2.8040M
2.812006
2.812006
2.823007
2.825006
2.827004
2.827004
2.8280M
2.901997
2.972993
5.2419M
5.421975
5.892003
7.691965

17

22502
22502
22602
22502
22502
22502
27340
27340
27340
27340
27340
27340
27340

8486

84B6

8486

8486

8486

8486

58
17 48
| setwpOLC(g7nUgMy) |0
l.WE—: 1720
alerting 1720
| {1720
| connect OLC ( g711U g711u) ! 1720
l + 1720
TCS ! 37917
| MSD - 37917
; =S : 37917
' S ! 37917
TCSAck | e
MSDAck -3?91?
! MSDAck o
! RTP [g711U)
RTP (g711U)
RTP (CN(old))
RTP (g711U)
l RTP (CMi{old})
RTP (g711U)

57

32206

- 32206

32206
32206
32206

* 32206

Comment

H225 From: To:1234 TunnH245:0n FS:on

H225 TunnH245:0ff FS:off

H225 TunnH245:0ff FS:off

H225 TunnH245:0ff FS:off

H225 TunnH245:0ff FS:on

H225 TunnH245:0ff FS:off

H245 terminalCapabilitySet

H245 masterSlaveDetermination

H245 terminalCapabilitySet

H245 terminalCapabilitySetaAck

H245 terminalCapabilitySetAck

H245 masterSlaveDeterminationAck

H245 masterSlaveDeterminationAck

RTP, 118 packets. Duration: 2.34s SSRC: 0x7A02
RTP, 349 packets. Duration: 6,985 SSRC: OxEB26,
RTP, 1 packets. Duration: 0.00s SSRC: 0x7AD2
RTP, 24 packets. Duration: 0.46s S5RC: 0x7A02
RTP, 1 packets. Duration: 0.00s SSRC: 0x7AQ2

RTP, 15 packets. Duration: 0.28s SSRC: 0x7AD2




EH.3234 2 AR > 3 &, Cisco Secure Firewall Threat Defense(FTD)& & UfSecure
Firewall Adaptive Security Appliance(ASA) T F7 2 )L N TEMICBE>TWVWET,

AO—AZ—h

AO—AZ—KRE—RTR., XTFATFyRIABIE DA, -y h7y770€A
CEBOSTFT I TATYTHAEENE T, FIREICE, EYRNT7TYT, BB, 753—K &
RVERNEENET, ChSOFIEOR, H245XFATROAT I -2 a2 FERIICETE h
ET. 2FY, ATATFARILBHEAOI-NITFIVINETIDETHRIENT, &Y
R7Y 7HBARSBZAEMENI HYET,

H.323 H.323 Slow Start

Device 1 o
_ _, inside FW outside
— > i « H.225 connection (TCP port 1720) H.225 connection (TCP port 1720)
____________ > I I
€« 2 Setup _ Satup
_ Call Proceeding ‘ Call Proceeding
H.225 T _ Progress B Progress
Alerting Alerting
Connect Connect
- terminalCapabilitySet -~ terminalCapabilitySet o
Lg >
™ terminalCapabilitySet " terminalCapabilitySet
* <
masterSlaveDetermination B masterSlaveDetermination o
+
masterSlaveDeterminationAck masterSlaveDeterminationAck
-
P terminalCapabilitySetAck P terminalCapabilitySetAck
H.245 - terminalCapabilitySetAck s terminalCapabilitySetAck _
” openLogicalChannel - openlLogicalChannel
% %
openLogicalChannel -~ openLogicalChannel -
, >
openLogicalChannelAck ) openLogicalChannelAck
openLogicalChannealAck Yy openlLogicalChannelAck N
- Release v "
Release
. I
Release Complate " Release Complete
" <

Fast Start

iy, 7Z7ANAZR—RNE—RTRE., Y N7YTXYE—RTXF4 7RIS T
—23AVEFTSIENTEET, 2FY, BGHIOI-IILtEYy N7y 7To—He L TXIA>I—>
AUNFTOHND S, XFATFyRIILER)BDRICEILITERT, 77 ANAZ—RNE, Xt
TENBAYVE—JOHRE, XATFATF YR BIUETNDENICHEZNEBEEFRS T ET, 7
Ot AZE8EBILLET,



H.323 Fast Start

Device 2

e inside FW outside
H.323 S '
Device 1 [CHLVIPS
TCP port 1720 TCP port 1720
_______________ — - . . . Em Em mm mm m ==
Setup(with Fast Start element + Open Logical Channel OLC) Setup
Call Proceeding Call Proceeding
Progress Progress
Alerting Alerting
Connect Connect
l RTP (Real Time Protocoll I
Relaasa Release
Release Complete = Release Complete

Skinny Client Control Protocol(SCCP)i&, A MBE O+ > 70K T, LIFLIFE
lCSkinny&EFEFNE T, FIZCisco Unified Communications Manager(CUCM), Cisco Unified
Communications Manager Express(CME)JL—%& . & &k T'Cisco IP Phone TERAE h, J—J)L N3

ELHBERBICLET,
SCCP7'ORIILIF. 3EEF1FSCCPICHL TIFAR—K2000TTCPZEMAL ., ¥ 1 F7SCCPIC

MU TIREAR— 24432 EALE T,

SCCPO—/IT&LLKRS5NBSCCPAXY E—TJZRIZRLET,



Skinny Client CallManager Skinny Client
—_—r Station OffHook — -

Station Display Text :

Station Set Lamp (Steady)
“Station Start Tone (Inside Dial Tone) |
Station Keypad Button

Station Stop Tone
Station Keypad Button
Station Keypad Button
Station Keypad Button

o

= Station Call Info
ion Set Lamp (Blink) ™
Station Call Info Station Set Ringer (Inside Rin
Station Start Tone (Alerting) Station Off Hook
- Station Set Ringer (Off)
- Station Stop Tone Station Set Lamp (Steady)
~ Station Open Receive Channel |  sStation Open Receive Channel
- Station Call Info

j&ation Open Receive Channel Ack

L Station Start Media Xmission
Station Open Receive Channel Ack

Station Start Media Xmission

User Information Exchange |

Station On Hook
Station Close Receive Channel I+ Station Set Lamp (Off)
Station Stop Media Xmission |

Station Close Receive Channel

N Station Set Lamp (Off) | Station Stop Media Xmission "]

Station On Hook

RONTY NEYTF¥iE. 2BOSCCPFINA AN SDEREBE., BLEXFTAF (BF) b
ST4v0ERLTVET,

No. Time Source Destination Protocol Lengtt Info

— 42 11.17@e41 172. B.48 172.0 8.5 SKINNY/REQ 202 OpenReceiveChannel
58 13.307028 172, .48 172.7 9.58 SKINNY /REQ 202 StartMediaTransmission
59 13.3@7028 172, 8,48 172.: 2.58 SKINNY/REQ 282 OpenReceiveChannel
68 13.3087028 172. 8.48 172.7 B.58 SKINNY/REQ 282 StartMediaTransmission
62 13.309042 172. 0.58 172.: .48 SKINNY/RESP 118 StartMediaTransmissionAck
64 13.309042 172. 8,58 172.: 8.48 SKINNY/RESP 158 OpenReceiveChannelAck StartMediaTransmissionAck
66 13.398031 14.5 -7 172.7 B.58 RTP 218 PT=ITU-T G.711 PCMU, SSRC=8x7B4D4ESD, Seq=54086, Time=2181901655, Mark
67 13.409027 14.5 1,57 172.: 2.58 RTP 218 PT=ITU-T G.711 PCMU, SSRC=Bx7B4D4ESD, Seq=54087, Time=2101981815
68 13.429031 14.5 .57 172.° 8.58 RTP 218 PT=ITU-T G.711 PCMU, SSRC=0x7BAD4ESD, Seq=54088, Time=2101991975
69 13.451033 14.5 -7 172.0 B.58 RTP 218 PT=ITU-T G.711 PCMU, SSRC=8x7B4D4ESD, Seq=54089, Time=2181902135
78 13.453031 172. 0.58 14.! 57 RTP 218 PT=ITU-T G.711 PCMU, SSRC=Bx58, Seq=@, Time=585879569

RIZ. SCCPYTF UV (BFE ) ERTPATAT (BFE ) OWMAO7O0—0FlZERLET,



Time

42.868959
42.868959
42.868959
42.868959
42,909957
42,909957
42.960949
42988948
43.027999
45.367977
60.917952
63.027999
64.074002
64.074002
64.074002
64.074002

172.7770.48 14.
17270 10.58
2000 §0penRecei veChannel 14. e 23402
2000 StartMediaTransmission 14.€ E._ 23402
2000 OpenReceiveChannel 172 .B8:.. 23402
2000 fStartMediaTran smission 172. i 23402
2000 - tartMediaTransmissionAck 172 23402
2000 1StartMediaTransmissionAck 17277 ° 23402
8108 RTP (CN)
8108 RTP (g729)
8108 RTP (g728)
8108 RTP (CN)
8108 RTP (g729)
i 8108 RTP (CN)
2000 CloseReceiveChannel 23402
2000 StopMediaTransmission 23402
2000 1 CloseReceiveChannel 23402
2000 tc diaTransmission 23402

29648

1 29648
. 20648
. 29648

29648

* 29648

Comment

Callld = 19346659, PTId = 16777286
Callid = 19346659, PTId = 16777286
Callld = 19346659, PTid = 16777287
Callld = 19346659, PTid = 16777287
Callid = 19346659, PTid = 16777286
Callld = 19346659, PTId = 16777287
RTP, 1 packets, Duration: 0.00s SSRC: 0x38004F.
RTP, 1057 packets. Duration: 21.12s SSRC: 0xB98.
RTP, 117 packets. Duration: 2.32s SSRC: 0x380D..
RTP, 14 packets. Duration: 14.30s SSRC: 0x380D..
RTP, 106 packets, Duration: 2,105 SSRC: Ox380D..
RTP, 2 packets. Duration: 1.01s SSRC: 0x380D4F8
Callld = 19346659, PTId = 16777286
Callld = 19346659, PTId = 16777286
Callld = 19346659, PTId = 16777287

Callld = 19346659, PTId = 16777287

JE:SCCPA 2 ANRYZ a&, Cisco Secure Firewall Threat Defense(FTD)# & UfSecure
7ZILNTEMIE>TVET,

Firewall Adaptive Security Appliance(ASA) T & 7
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MGCP

XFATT—RND7IT43>8O-)L7'0KRDLMGCP)IE, JI—IL&IEHT /N1 A (CUCMK E
) IC&KBVolPO—)LOFIHICERAENDZ7ORILTT,

MGCP> I+ U2 I 7ORJILIERFC 2705 TERENTH V), BEICTCPAR— ~2428&£ UDPR
—h24272EAL XY,

Od-I)LBEEXML THEHFEENDIMGCPOBED/NTY NFROEHY) TT,

MGCP Call Setup Signaling

inside outside V]
MGCP Call CRCX (Create Connection) CRCX (Create Connection) MGCP
Agent Endpoint
200 OK 200 OK Gateway
MDCX (Modify Connection) MDCX (Modify Connection)
Phone
ﬁ 200 OK 200 OK
- Session Established RTP Audio
DLCX (Delete Connection) DLCX (Delete Connection)
250 OK 250 OK




3£ : Cisco Secure Firewall Threat Defense(FTD)#& & U*Secure Firewall Adaptive Security
Appliance(ASAYDTF 7 A KD AV ARD S A2V R =T, MGCPA 2 ANRT > 3
VRABMIBEOTVWERBA, TOLESH, COAVARIAVNIVERISES

MGCPA ARV AV EBMITIXEN BV ET,

RONTY RFXYTFr(E, 2BOMGCPTFNA AN SDERERE., BREXFA1T (FF) b
57149 0%RLTVWET,

MNo. Time Source Destination Protocol Lengtt Info
12 21.289981 1. .28 14 W ., 5 MGCP 213 CRCX 589 58/5U1/D51-8/1@ MGCP 8.1
13 21.215977 1. .6 1. .20 MGCP/SDP 213 200 509 OK
14 21.216984 1. .20 1. .6 MGCP 144 RONT 511 S@/SU1/DS1-0/1@ MGCP 8.1
18 21.218983 1. .6 1 .20 MGCP 57 280 511 OK
28 24.859995 1. .28 1 .6 MGCP/SDP 342 MDCX 513 58/50U1/D51-0/1@) @ o ¢ MGCP 8.1
21 24.061993 1. 6 1 .28 MGCP 57 208 513 OK
22 24.068997 1. .6 1. .8 RTP 218 PT=ITU-T G.711 PCMU, SSRC=BxTAE2, Seq=5377, Time=584785512
23 24.075985 1. .8 1 .6 RTP 218 PT=ITU-T G.711 PCMU, SSRC=8xF22F508, Seq=39645, Time=128287581
24 24.088985 1. 6 1 .8 RTP 218 PT=ITU-T G.711 PCMU, SSRC=8x7AE2, Seq=5378, Time=584785672
25 24.895988 1. .8 1- .6 RTP 218 PT=ITU-T G.711 PCMU, SSRC=8xF22F588, 5eq=39646, Time=128207741
26 24.108988 1. W6 1 .8 RTP 218 PT=ITU-T G.711 PCMU, SSRC=8x7AE2, Seq=5379, Time=584785832
27 24.115991 1. .8 14 .6 RTP 218 PT=ITU-T G.711 PCMU, SSRC=8xF22F508, Seq=39647, Time=128207901

R, MGCP I F )Y (BFE ) ERTPATFAT (BE)OEAO7O0—DHERLET,



1 .20 1 .8

Time 1 8

21.209981 227 | CRCX o 2427 |
21.215977 o :_ 200 (CRCX) SDP (g711U. i 27 E
21.216984 2427 i RONTSigReq:G/rt ”i 2427

21.218983 el 200 (RQNT) | 2427
24.059995 2427 MDCX SDP (g711U) 2427

24.061993 2427 200 (MDCX) 2427
24.068997 ! 8348 BIP (9l 1) 30324
24.075985 8348 i L | 30324

RANTZO0T74 A
ASANBE :

« 2203 TFVVITAVR=Z N (TNARAFLER Y=/ ) EOBTERFEENBRT T
1Y VEHFATRIHAIL-IINEEALET, ChiF, BEEhETFUIVolP7OM
JITEAENBIR—BNCL O THIRENDAEMEA B KT,

« F—FAFANI—LAREZGETHAAN) —LZZEZFETEDXT 1T T/NA ABTRTPAR
—hOEHEZHFATL XTI,



I SRS OA—FAAFNARELEREAFATENA AR, ST+ UV TV KR—%
DR (FNRAREERY—/N) ERBEDBEN BB EIEELTLIEEL,

FTDD&EE :

c DUFVITAVR—FV BN (FNARELEBY—N)DOTLT71LZIL—ILZERL. &
EOZTJFII7ORIANDORT T4V IETZHRIZDRSICHENDR—MEERLE
ERD

s F—TFAFBRVCEFAORTPZ7ORINDTL 7 1IN E2ZHRELET,

NZ7LZ1—hk

EEORBEO RTINS 1—F AT EASBICE. MBEFSTFUSTEXTAT (EFEL
BEFH ). ELEZTOMEOVTNTHEIAENBLENBUET, RIC. COBMBEXBT
BHOREV DA RLET,

SHFIVIEBEOH



+H+O— LAY A TVAVEI—FhASHEEThEL I,
+H+I1—HRMEOI-—FFELEESICOI-IILTEEREA,

++OPTIONS sipX Y £—TI HFISEZZEBELTVWEVES, SIPRZVIREBLEEA.
++TNA AZBRTEXRE A,

XFAT (BEXRERETT ) OBEDH :

++ R BREOBES &Y XTI,

++BREICEEN Y REA,

++EFRAE<RRENEWV,

++ 1= )AB ALY NCBRYET,



BN EFAFATI=ILAFRIC, SDPEFA—F 17, EFF, BLRTFAX=20D3D2OXFT A
TEZR(mEKR) ETEXIAI-NTEEXRT, EmEKRE. O-ILy I ECERIO
Real-Time Transport Protocol(RTP) A RN U —AICKBLET, D&Y, =)L v IZ&
ICRASDDEBDORTPARN) —L (XFATRATIEICID ) ZERTEET,

J7AT2A=NOITFIIEBBEORNZ TN 1—F 427
POFVIBIDRNZ TN 1—FT A2 ITH, RDZEERRBIDVENHYET,

FHANAVB—TIARERNA Y B—TIAAOTEHASOA-NIBETBDIRTOI Y F
U HAVR—F kN (FINAREERY—/V) #8EL. W hH OSecure FWDCLIT/SY v
hFv7F v ICRL B —BEEERELET,

HADAVE—TIAADITFIIXAY =208, HAMVE—TIARAE—HTIL



ENfFHB EERLTLSEZL,

++2JF VI 7ORI)TTICPEUDPOES S ZFERATR N ZEEL. FHENDR—NES
B7ANEBITFTRELE 2T NTYRF Y TTFYONREEHIENTERT, IN
TO>TJFIVI7ORANBIPETERET S-S, CLITChSD 7 1)L 2ZEBERATRHE, £+
TFr¥TCRRENDRNTTAVIODNELZHRTDDICRIBET,

DAV E—TIAADZEDHR, RENT T4V JIZEVUHTSNENATIPT RL AN NT
YRFFYTFHYTAINETEEEATVREZRALTKEZV, Chil&kY), HH12 52—
TIAACKRTENDELVRTZ 74V D ZBRERICF Y TFYTEEXRT,

Signaling

Voice device 1 F,"ew?“ Voice device 2

(=] inside

outside =

Signaling Request ; 1<

Sip

Signaling Request

Signaling Response Signaling Response




FBERICEATRIIJFIUIO7ORNINCERRELS, BEREBBENFELCEEL. A
BAVE—TIAARERAAER—TIAAOWMAET—ELTVWRIREN HBEITE
BELTLKEZWL,



X ARERRY ., BENAL T FATIA—IIFDEFEENDLSICLTLSEZL,
—HOEBEATR., BEEITFTIITEXTATANI—LFBCDOTTFATO*—)%
BBTEET. COLSIBFEREF. NFTLNZ1—FT12I7O0LRAICHETEINT
DT7FATIA—)EZEHTLEEL

T77AT704=ILOXTFATEBONS TN 1—FT1427

FWOBRA S, FEFE. MBHE,. RLRESFFOREZN TN 1-—T 12 J3RICON
TRIVENHBDADDARN)—LANHYEXT,

1. REBENSBEBE(AIAVE—TIARA)NORTPAN)—L,
2.REENSEEE (HAMVE—TIARA)\ORTPANY—LA,
S HUVHELENSREE (HIMVEZ—TITAAX) NORTPAKN) —L,
4 FOHULEDLSEHEE (ANAMEZ—TIAA ) NORTPANIY—LA,



Media=Voice=RTP

Firewall

Media device 1 _ Media device 2
inside outside
-~ -~
B> Audio 1 Audio 1° «B-
Audio 2" Audio 2

EFTDOASAE EELINAE— RTCLINT Y R Y I F v 2EATREARE. RSTI
DA1—FA4UTEEFTLTLKEEV, ChickY, B—O/NTY RFY¥YTF v TEHD
—HEEAITRIXRHEMEN M ELET,



SIPOA-ILOKRNZTINa—F42Y

TFI1IT7FW (ASAFLEEFFTD ) OEFFOBEE NS TIN>1—FT 12093548, XOFIE%E
RITITBIHVENBYET,

A= 70— RNROADPEATISLNHBDERBRLET,

Y08 ENSBEBEZEML VWAL ZHERLET,

2O FVVI7ORNINONAEERET S,

XFAFPRTPZORNILNONAZEBHELET,

AN VBR=TIAAREBIA VI R—T IAAOEETNTY NF Y TF ¥y E2RBLET,

CEREACLIL—ILENATIL—IILZEBLET,

SIPYTFVIIGRT T AV IR TFATIA=INICE2TTAYIENTVWEN L %5
BULET, T, A WA VE—TIAAREHIA IV E—TIAAZHB LT, EFRNT 7 4
vO70—&5MLET,

BANAUBR—TIAAREHRINAVER—TIAADORNT 74y O 70—2HEBL T, RTPXF
ATRSTAVIRTTFATIA—=)NICL>2TTOVIETNRTVEVZ EEZBELET,

0.2UFVUVIFNAAN A VAR AV EHR—RNLTVBR EZHRELET, HR—K

LTWEBVWEEE, /AR I VEEMIILET,

~No abh WN -



EY RFWIZABSIPYIFUYI XY E—J, FWASHB XY £—J AU T
nEBYEL A,



ESIPORNZ TN 1—FT4> 0> ME, H323, MGCP, &&kU'SCCPZ'ORIIL
ICEEATERT,

BYIE 5 ¥

e CLUICEKDASANNT Y RF+TF Y DRE
 Firepower Threat Defense(FTD)¥ ¥ 7°F ¥ QO {FEH



https://www.cisco.com/c/ja_jp/support/docs/security/asa-5500-x-series-next-generation-firewalls/118097-configure-asa-00.html
https://www.cisco.com/c/ja_jp/support/docs/security/asa-5500-x-series-next-generation-firewalls/118097-configure-asa-00.html
https://www.cisco.com/c/ja_jp/support/docs/security/asa-5500-x-series-next-generation-firewalls/118097-configure-asa-00.html
https://www.cisco.com/c/ja_jp/support/docs/security/asa-5500-x-series-next-generation-firewalls/118097-configure-asa-00.html
https://www.cisco.com/c/ja_jp/support/docs/security/asa-5500-x-series-next-generation-firewalls/118097-configure-asa-00.html
https://www.cisco.com/c/ja_jp/support/docs/security/asa-5500-x-series-next-generation-firewalls/118097-configure-asa-00.html
https://www.cisco.com/c/ja_jp/support/docs/security/firepower-ngfw/212474-working-with-firepower-threat-defense-f.html
https://www.cisco.com/c/ja_jp/support/docs/security/firepower-ngfw/212474-working-with-firepower-threat-defense-f.html
https://www.cisco.com/c/ja_jp/support/docs/security/firepower-ngfw/212474-working-with-firepower-threat-defense-f.html
https://www.cisco.com/c/ja_jp/support/docs/security/firepower-ngfw/212474-working-with-firepower-threat-defense-f.html
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