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EFI)I  |LEDIER

1010 https://www.cisco.com/c/en/us/td/docs/security/firepower/1010/hw/quide/hw-install-1010/overvi
1100 https://www.cisco.com/c/en/us/td/docs/security/firepower/1100/hw/quide/hw-install-11001/over
1210CE.,

1210CP. |https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/hardware/1210-20/hw-install-12
1220CX

1230,

1240, https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/hardware/1230-40-50/hw-install
1250

2100 https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/hw/quide/b install guide 2100/
3100 https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/hardware/3100/fw-3100-install/r
4110,

4120, https://www.cisco.com/c/en/us/td/docs/security/firepower/4100/hw/quide/b install quide 4100/

4140,
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4112,
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4125,
4145

https://www.cisco.com/c/en/us/td/docs/security/firepower/4 1x5/hw/quide/install-4 1x5/overview.|

4200

https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/hardware/4200/fw-4200-install/r

9300

https://www.cisco.com/c/en/us/td/docs/security/firepower/9300/hw/quide/b install gquide 9300/
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ATY 76 BERBIPEFET AN

FINA ADOERIPIZping(ICMP)ZR1TL £ 95

ATYTT  BiET/INA ADHERR

BiETNA ADR—RAT—RAZHERELET, RICHZRLET,

<#root>

switch#

show i nterface description | i FW4215-1

Gi7/1 up up FW-4215-1 ETH1/1
Gi7/2 up up FW-4215-1 ETH1/2
Gi7/3 up up FW-4215-1 MGMT
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FIE12 : T4 AV DOEEZHE TS

BB+ 1 7 (4100):

<{froot>
Fw4100#

show server storage

Server 1/1:
RAID Controller 1:
Type: SATA
Vendor: Cisco Systems Inc
Model: FPR4K-PT-01
Serial: JAD12345678
HW Revision:
PCI Addr: 00:31.2
Raid Support:
00B Interface Supported: No
Rebuild Rate: N/A
Controller Status: Unknown

Local Disk 1:
Vendor: Micron
Model: 5300 MTFD
Serial: MSA123456AB
HW Rev:
OperabiTlity: N/A

Presence: Mssing <-----

Size (MB): 200000
Drive State: Online
Power State: Active
Link Speed: 6 Gbps
Device Type: SSD

Local Disk Config Definition:
Mode: NO RAID
Description:
Protect Configuration: No

TARAIHNBEL TVWRHEN31004 S DO HLH

<#root>
FW3105#

show server stor age



Server 1/1:

Disk Controller 1:
Type: SOFTRAID
Vendor: Cisco Systems Inc
Model: FPR_SOFTRAID
HW Revision:
PCI Addr:
Raid Support: raidl
O0B Interface Supported: No
Rebuild Rate: N/A
Controller Status: Optimal

Local Disk 1:
Presence: Equipped
ModeT: SAMSUNG MZQL2960HCIR-00A07
Serial: S64FNTOAB12345

Qperability: Operable <---

Size (MB): 858306
Device Type: SSD
Firmware Version: GDC5A02Q

Virtual Drive 1:
Type: Raid
Blocks: 878906048
Operability: Degraded
Presence: Equipped
Size (MB): 858306
Drive State: Degraded

TARAIHNBEL TVWBHEEN41000 S D HAH

<#froot>
FW4125#

show server storage

Server 1/1:
RAID Controller 1:
Type: SATA
Vendor: Cisco Systems Inc
Model: FPR4K-PT-01
Serial: JAD1234567
HW Revision:
PCI Addr: 00:31.2
Raid Support:
00B Interface Supported: No
Rebuild Rate: N/A
Controller Status: Unknown

Local Disk 1:
Vendor: TOSHIBA
Model: KHK61RSE



Serial: 11BS1234567AB
HW Rev: O

Qperability: Operable

Presence: Equipped
Size (MB): 800000
Drive State: Online
Power State: Active
Link Speed: 6 Gbps
Device Type: SSD

Local Disk Config Definition:
Mode: No RAID
Description:

Protect Configuration: No
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o

o XXX, 12xX, 21X ( P77 TZAT 2V AE—R ), 31xx, 42xx7°'ZY N7 #—ALTI, FIDb
S7WNa—F 42> F /N> RILIZE\dir-archives\var-common-platform_ts\/V A D FXOSA* 5
D> ¥ —(FPRMWNY RILEEENTVET, FPRMNAV RILOABEMETEIHLENH
WET,

 Multi-Instance(MI)E— R ?3100/4200T,
https://www.cisco.com/c/en/us/support/docs/security/sourcefire-defense-center/117663-
technote-SourceFire-00.html#toc-hld-2132091400 D ERBAICHE > T, FMCUIFE LR v —2
CLI(local-mgmtZ1~ > KR A 11— 7" Tshow tech-support form detailZ £1T)A' 5> ¥+ —>TS7
TANZRELET,

« 41xx, 9BxxTTY N7 #—LTI,
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VINVRILEBETDHENHYET. TOMIXNTOSZY NTF—ATIE, FTDD
RSTN2A—F AN RILVIZEFXOSO RS TN 21 —FT 1INV RILEEENT
WB7EH, CONRILTHDTY,

« ASADBE. UA/NUED Tshow tech-supporty AN RHHERIIEFEICRICIEETEA,
FXOSO RTINS 1—FT 4V INRIILERBATIHEN HYET,

c DTSV RTA—LERBETRE, 4MxxBRVBxxIZE, ¥ —BCHEEZ 1-I)LD
2DODORNTTINa—FA4VINRILNBYET,
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9,

s ASANAVARN=ILENTVWBRFE, IEFEITIHENHD DK, >v¥—>, FPRM, &V
ED21-INVRIL (ZEHTBEHES ) &, ASAH S Dshow tech-support X > R B 7
T49,

« TSYRNTA=LRAVITURNIEITWR, TIXTOT7AINDNEFEETDERFRYEEA

o

RSTINSa—F1aFNRILOT7ALIINA SRR/

JgL—
Ao
syslog-
down
FTD TS/X2/ RJL : /dir-archives/var-log/messages* °
TINA
. XF
starting
7,

FTD TS/X2, R )L : /dir-archives/var-log/ASAconsole.log
I>—.
4100/9300 EMASADIZE. M7 7 41 JLik/opt/cisco/platform/logs/ASAconsole.logD THOED &%
I—=)IUNVRILIZEHYET

I>—

FTD TS/N>/ RJL : [dir-archives/var-log/dmesg.log E’E};TE‘\

I7—.
E=R

FTD TS/\> RJL : /dir-archives/var/log/ngfwManager.log* <D/
HA/ D =
93
WET,

F'show
history
FTD TS/\N> RJL : /command-outputs/LINA_troubleshoot/show_tech_output.txt cluster'
ns,
TR




HHY)

FTD TS/X2/ RJL : /command-outputs/

774LE
'ls opt-cisco-csp-core _ grep core'’_IMCOREIC DWW T, [file -opt-cisco-csp-core- Y
_{CORE]}_ done.output !
( bL-
'Is var-common _ grep core'_MDCOREIZ DWW T &, var-common-_{CORE}_ done.output” 7 4 R L
ILERITLTLEZL,
'ls var-data-core _ grep core'’_ M COREICDW Tk, 7 7 4 )L - var-data-core-_ {CORE}_
done.outputZE1TL TS EE L\,
on L : : . e . Snort3¢
FTD TS/\N2 RJL : /dir-archives/var/log/crashinfo/snort3-crashinfo L%
Ny o
FTD TS/X2, RJL : /dir-archives/var/log/process_stderr.log* (Bl : Ci
CSCwr
by
A
FTD TS/X2, R)L : /dir-archives/var/log/periodic_stats/ DB
N7
W&ET.
FPRM/Y> KL : tech_support_brief show
 1eCN_SUPPOML H D%
FPRM/X> KJL : /opt/cisco/platform/logs/kern.lo -
- 1oP P 9 109 ExE
FPRM/X2> RJL : /opt/cisco/platform/logs/messages* o=
- foP P 9 9 EziR
n L . hiF.
FPRM/\Z> R)JL : /opt/cisco/platform/logs/mce.log 2 I
9. I

ED 1)L RIL@EIxx, Bx)ICERU 7 7AUNFELET,

ERxE



https://tools.cisco.com/bugsearch/bug/CSCwh25406

FPRM/\Z> R)L : Jopt/ciscol/platform/logs/portmgr.out

Iz—.

E'E
. L . - I>—.
FPRM/\Z> R)JL : /opt/cisco/platform/logs/sysmgr/logs/kp_init.log: ExE
FPRM/\2> R)JL : /opt/cisco/platform/logs/ssp-pm.log IS5—
ET 1LY KIL@GIxx, 93 EAU T 7 1 LA FELET, xR
FPRM/XZ> R)JL : /opt/cisco/platform/logs/sma.log 55—
ET 1LY KA Ixx. 9B ERALT 7 AL BELETS. EER
x e . : I>—.
FPRM/\2> RJL : /opt/cisco/platform/logs/heimdall.log . o 17
E'E
) —
RA:
W . BRDps.
FPRM/\2> RJL : Jopt/cisco/platform/logs/ssp-shutdown.log dmesg:
ESI-ANY RL@xx, 9B)CERAL 7 7 A LA BELET, nE=.
1000/2
EA
- . . I5—
FPRM/X2> RJL : /opt/cisco/platform/logs/sysmgr/sam_logs/svc_sam_dme.log CER
FPRM/\2> RJL : Jopt/cisco/platform/logs/sysmgr/sam_logs/svc_sam_envAG.log* 1:;;?
CIMC/\NZ RIL(41xx, 93xx): Ts5—.
Jobfl/obfl-log* LER
CIMC/XZ> RI)L(41xx, 93xx): I>—.
E'F
/CIMC1_TechSupport.tar.gz/CIMC1_TechSupport.tar/tmp/techsupport_pid*/CIMC1_TechSupport-
nvram.tar.gz/CIMC1_TechSupport-nvram.tar/nv/etc/log/eng-repo/messages” FICCA




ED31-I)LIN2 RIL(A1xx, 93xXx):

/tmp/mount_media.log/mount_media.log

I>—.
EZR

ATY T4 FYTF ¥

BEDAVR—TIAANBELEL B2 LBER. 77ATI7F-I)LEBBETNAATHF ¥
FrEaRTLET, FMICOVTR, RORFIXINZZRLTSEEL,

https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/212474-working-with-
firepower-threat-defense-f.html

TSI, BETEITFNAADARPB KU CAMT—T7IICTF—ZNELLK A DTN TVWR L%
mLET,

AT Y 7°15:Cisco TACICIEH 3 2 B MER
FROBRICMZAT, ROBHREBHEIDEZBSHELET,

158, FINAAHFEIBLES, NZTLND1—F4INRILZBRELET (FAICOVTE
ATYT13ESRLTLKEEZY ),

150BETNTET/NAANBELBWVWEERE., ROBRERMBLE T,

e N—RITITEHR(EFI),

« VYT RIJITER

«s FMCY7 NI IT7HER (ZEITZHES)
« BA(AZXRTPOVHAID AR )

15¢.TFNA AN ELUBL B2 BB L TORZ ( BER)

15do WWEUBLKBEI2LEHOT/NA AOBEBEBOH & & T DR,

1560 CNIFFHLLVRETIN., ThEELRFORETI A,

15fc TNA AN BELBLBZBRICRTLERROT V232 EATIT D,

1500 TNA AN BB LEBEL B2 ERRASODTT7TAT I +—)ILF—R 7T L —2(LINA)syslog ( 1
VIFURNOSHBNSHBITAIOTOMBEREAD ) RARNTZTUT1AELT, syslogZz
LARIG (BR) ICRETRDEZHRLET,

1585/ ¥ — (4100/9300MFX0S ) (Csyslog—/NEREL TV BESE. OYE2EH#LET
(AVIF NOSPEASEE) .

15ic 41 T2 NREED S OBEHET/NA AD S Dsyslog
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Software Error: Exception during execution: [Error: Timed out communicating with DME]

FEAEDBE, ChEYVIJRMNIJITORBEZRLET,
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« CLIIC "Software Error: Exception dme execution: [Error: Timed out communicating with
DME]L EWS IS — XY tE—IHKRREND

HRME . COBENS—KNICEETSICE. 4100/9300> v —> DERZBERATHIHLESN
HV)EF, CiscoBug ID CSCvx99172 ( B I—HER ) T, FMEBEN HZN—2a 2
LT EEL,


https://tools.cisco.com/bugsearch/bug/CSCvx99172
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Deployments Upgrades 4 Health Tasks @) Show Notifications
Zwamings  dcrtical 0 ermors | 2, Filter .
Dirrics
fa01
@ Disk Usage Ingfw using 100%: 115G (0 Avail) of 115G

HRNE . V7 NIJIT7.7.0 B TFMCEFTDERITL TVBBER,
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 https://www.cisco.com/c/en/us/support/security/firepower-ngfw/products-installation-guides-
list.html

* https://www.cisco.com/c/en/us/support/docs/security/sourcefire-defense-center/117663-
technote-SourceFire-00.html#

* https://www.cisco.com/c/en/us/support/docs/field-notices/720/fn72077.html

 https://www.cisco.com/c/en/us/support/docs/security/adaptive-security-appliance-asa-
software/216245-collection-of-core-files-from-a-firepowe.html#anc6

* https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/212474-working-with-
firepower-threat-defense-f.html
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