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ATYT1:

TXIATTF7ATIOA—)LOFDMICOY 1> L, View All InterfacesiRZ > &i#IRL T
interfacest2>a > ICBBLET,

Firewall Device Manager Monitering Policies  Objects Dievice: SF3130 @ @ @ @ "'dmilf;lw_”m - el ECURE
Mol Software VD Irtrssion Rule Update Cloud Services High Svailabiity
Cisco Secure Firewall 3130 Threat Defense T.7.0-89 4080 20250605-1326 @ Connected | HackaTZ-2025 INat Configured e

No interface named “inside”

Mo interface named “outside”

Interfaces Reuting Updates System Settings
Management: Merged v ! ! Geolocation_ Rule, VDB, System Upgrade, Management Access
Enabled 1 of 1 Security Intelligence Feeds Logpging Settings

| Relay
> View Gonfiguration > View Configuration > BHEP Server [ Reloy

DDNS Sarvice

Smart License Backup and Restore Troubleshoot s S
B ' S5L Settings
View Configuration > View Configuration b3 REQUEST FILE TO BE CREATED See more

FDMX A+ &9y 1K—K
ATYT2:

TSARVISPEHD AV ZA—TIA AZRETDICIE., ETENOAAX—T7 T4 A%ZBRL
9, HTIBICE, WHITBDAURXR—TIAARRERBRLET, COJITHERATZI AR
—7 I 4 Al&Ethernet1/1T9,

‘|L Firewall Device Manager  Monitoing  Policies  Objects  Device: SF3130 @ @ .@ @ : :Z:‘lwmr - el cECURE
0
@ AEEE DDDD
FEEE
Interfaces Bridge Groups EtherChannals Virtual Tunnel Interfaces Inling Sets
' 17 Interfaces &= T +

AME LOGICAL NAME STATUS MOOE 1P ADDRESS STANDEY ADDRESS MONITOR: FOR HA ACTIONS

b O Ethemetif1 1 (] Fouted + @

> O Bthemeriiz @ ) Fouted

3 © Ethemetl/3 2 (] Routed

> O Ethemetiid . ) Routed Enablied

* O Ethemetlfs @) Routed Enabled

* O Bthemetit ® ) Routed Enablied

¥ © Exhemenl|7 . ) Routed Enabied

Interfaces X 7



ATYT 3

TZARVISPEBODEL WNTFX—FZ2FERALTA UV EA—T I/ AZBRELEFT, COHITE
. 12 %—7 I 4 AlFoutside_primary T 9,

Ethernet1/1

Edit Physical Interface

Interface Mame Mode Status

outside_primary ‘ ‘ Routed - ‘ @

Maost features work with named interfaces only, although some

require unnamed interfaces.

Description

ISP Primary @

IPvd Address IPvE Address Advanced

Type

‘ Static - ‘

IP Address and Subnet Mask

172.16.11 ‘ f‘ 255.255.255.0

e.g. 192.168.5.15/17 or 192.168.5.15/255.255.128.0

Standby IP Address and Subnet Mask

‘ /

TSAIVISPA Y B—T T4 ADRE
ATYVT 4

THAVISPA U EZ—T IAAICKRLTEAL7OAZEVIELET, COBITIE, 12—
7 I 4 AEthernet12A"EHAENhTVWET,



Ethernet1/2
Edit Physical Interface

Interface Name Mode Status

‘ outside_backup ‘ ‘ Routed - ‘ @
Maost features work with named interfaces only, although some

require unnamed interfaces.

Description

ISP Backup @

IPvd Address IPv6 Address Advanced

Type

‘ Static - ‘

IP Address and Subnet Mask

172.16.2.1

/ ‘ 255.255.255.0

e.g. 192.168.5.15/17 or 192.168.5.15/255.255.128.0

Standby IP Address and Subnet Mask

EHVAUISPA Y B—T T4 ADRE
ATYT5:

ISPO2ODA2R—TITAAZREL I, ROFIETRE, 7Z7A/XVA2R—TILAD
SLAEZ R ZRELF T,

XZ1—0LERIZdH BObjectsRE > ZEIRL T, ObjectstzV2 3V ICBELET,



admin atlnanfi

P | kst b’ SECURE

Firewall Device Manager Monitaring Policies

Device: SF3130 @ ;,'

Device Summary
Interfaces

3130 Threat Defense @)

BR@E OO
EEE® OO

Clsco Securs

Interfaces Bridge Groups EtherChannels Virtual Tunnel Interfaces Inline Sets

17 Interfaces: = b +
NAME LOGICAL NANE STATUS MODE ¥ ADORESS STANDBY ADDRESS MOMITOR FOR HA ACTIONS

3 % Ethemenit cutsice_primary [ o] Rauted 172.16.1.1

> X Ethemetl|2 outsice_backup Q Routed 172.16.2.1

3 X Ethemet!(3 insidte [ o] Rauted 192.168.1.1

> © Ethernetlfd @ Routed Erabled

3 © Ethement/s . Routed Erabied

> O Ethemetjé @ Routed Eraabied

> O Ethematti? @ Routes! Erabled

¥ O Ethemeris [ Routed Erabied

BREESNTEAR—TIAA
FE 6 :
D 5| TSLA Monitors/R 2 > &1ZIRL £,

Firewall Device Manager  Monitoring  Policies  Objects Device: SF3130 @ @ @ ' admin
. . = Administeator

Network Objects and Groups

8 objects Y Finer

Preset fitters: Sypiem defined, User defingd

B HAME TYPE VALUE

1 IPvd-Private-All-RFG1918 Group IPvd-Private-10.0.0.0-8, IPvd-Private-172.16.0.0-12, IPvd-Private-192.168.0.0- 16
SyEiog Se 2 Gateway-Outside-1 HOST 172.16.1.254
IKE Policles 3 IPva-Private-10.0.0.0-8 NETWORK 10.0.0.0/8

4 IPvd4-Private-172.16.0.0-12 NETWORE 172.16.0.0/12

5 IPvd4-Private-192.168.0.0-16 NETWORE 192.168.0.016

& Inside NETWORK 192.168.1.0/24

T any-ipvd NETWORE 0.0.0.0/0

i any-ipvé NETWORK a0

ObjectsE H

FIE 7 :
Create SLA Monitor’RZ > %8R L T, HTILVWSLATZZZ/ERL £,



Firewall Device Manager — Menitoring  Policies  Objects  Device: SF3130 ‘I“'“i;;l.s”wr *  dily SECURE

SLA Monitors

n RAME MONTORED ADCEESS TARGET INFERFACE ACTIONS

Yg Event List Filters

. SLA Manitors

SLA Monitorz o> 3>
ATV 8:

TZARVISPERONTX—2ZRELET,



Add SLA Monitor Object

Mame

‘ Qutside_Primary_ISP ‘

Description

‘ Manitor for ISP Primary

Monitor Address

‘ Gateway-0Outside-1 - ‘

Target Interface

‘ outside_primary (Ethernet1/1) - ‘

IP ICMP ECHO OPTIONS

ﬂ Following properties have following correlation: Threshold = Timeout = Frequency

Threshaold Timeout
5000 ‘ milliseconds 000 milliseconds
0- 2147483647 0 - 604800000
Frequency
‘ a0000 ‘ milliseconds
1000 - 604800000, multiple of 1000
Type of Service Number of Packets Data Size
0 | | 1 ‘ 28 ‘ oytes
0 - 255 Q=700 0 - 16384

CANCEL OK



SLAZF 7 T NDER
ATYT79:

FTDPTORNNERENIES, AVE—TIAADARTAYIIN—RNTHAT DT I NEERT
BDYBENHVET, Device REVZBIRL T, XA F Y IR-—RIZBEBLET,

Device Manager Monitoring Pulicies Objects @ @ @ admiu:fsr;a'gr v el CECURE

SLA Monitors

Security Zones

1 object Y e +
B NAME MONITORLD ADCRESS TARGET INTI=FACE ACTIONS
1 Outside_Primary_I5P Gateway-Outside-1 oulside_primary

g Event List Filters

% SLA Monitors

SLAEZSAEREhEL I
ATV 10:

Routing Panel TView ConfigurationZ3##R L T, Routing SectionlZ#B& L £7,

F Il Device k . o I i + H i alaelie
| Firewall Device Manager ~ Menitoring  Poicies  Objects  Dewice: SF3130 O & @ :d"' rraor T daes SECURE
Model Software VDE Intrusicn Fule Updste Cloud Services High Avaliabality
Cisco Secure Firewall 3130 Threat Defense  7.7.0-89 4080 20250605-1326 @ Connected | HICKaTZ=2025 Mot Configured comase
] :
I b internet

®

T lnside Network

Mo inerface named “cutside”

Interfaces Routing Updates System Settings
Management: Merged There are no static routes yet Gealoeation, Rule, VDB, System Upgrads, Managemant Access
Enabled 4 of 17 Security inteligence Feeds Logaging Settings
DHCP S | Reds
View All Interfaces > > View Configuration > crer e
DONS Service
DNS Server
n Hostname
Smart License Backup and Restore Troubleshoot )
Time Senvices
Registensd o3 create 551 Sattings
View Configuration ¥ View Configuration > HECIRST FRETD B CREATED b

XA A Y 1R—R



ATY 7T 1

Static Routing® 7' T, MADISPO2ODTF 7 A NARXRT A Y I)—REERLET. HILLA
T4V I)N—NEERKTBIZIE., CREATE STATIC ROUTERZ> ZIBIRLE T,

Device: SE31 admin ailtaln
vice: SF3130 . Adkninistrator tatn S
Routing
Add Multiple Virtual Routers w 3_ Commands - 3 BGP Global Settings
Static Routing BGP DSPF EIGRP ECMP Traffic Zones
T +

'CREATE STATIC ROUTE

Static Routingtz o> 3>
ATY 712

B, T7TA4XVISPOAZTAYIIL—REERLET, BEIC. REROFIETHERL £
SLAEZZAT IV RNEEBMLET,



Add Static Route

Mame

‘ Route_ISP_Primary ‘

Description

‘ Static Route for ISP Frimary

Interface

‘ outside_primary (Ethernet1/1) - ‘

Protocol

@ IPv4 O IPvE

Metworks

+

T any-ipvd

Gateway Metric

‘ Gateway-Outside-1 v‘ ‘ 1 ‘

SLA Monitor Applicable only for IPv4 Protocol type

‘ Cutside_Primary_ISP

k i

TZ5A4IVISPOARRT A4 Y I)L—K

ATY 713



REOFIREZRVIEL, BYBT—RNIIAERBIANIY VEEARATRISPEAVAUDT
7AILRNIL—REZERLET, COBITEE. 200CERPENTVET,

Add Static Route hre

MName

‘ Route_ISP_Backup ‘

Description

‘ Static Route for ISP Backup

Interface

‘ outside_backup (Ethernet1/2) - ‘

Protocol

@ IPvd O IPVG

Metworks

+

Ty any-ipvd

Gateway

‘ Gateway-0Outside-2

SLA Monitor Applicable only for IPv4 Protocol type

‘ Please select an SLA Monitor - ‘




TAHUEVISPOARRT A4 Y I)—K
AFY T 14 :

HMAEDARTAYII)—MFEREIhES, EFIVTAV—2RERTIVLEN HYET, £
EBIZ & B Objects’ R AR > &R L T, Objectst oV avICBELFET,

i"i] Firewall Device Manager  Menitoring  Policies Device: SF3130 @ @ @ @ : poe sleslts <o cpE

Device Summary

Routing
Add Multiple Vireal Routers w > Commangs v £3 BGP Global Sattings
Static Routing ~ BGP  OSPF EIGRP ECMP Traffic Zones
2 routes Y +
] NAME INTERFACE IPTYPE NETWORKS GATEWAY IP SLA MONITOR METRIG ACTIONS
1 Route_ISP_Primary outside_primary 1Pvd 0.0.0.0/0 172.16.1.254 Outside_Primary_|SP 1
2 Route_ISP_Backup outside_backup 1Pvd 0.0.0.0/0 172.16,2.254 200

ERENEAZRTAYI)—b
AFY T 15

Security Zonest V2 3 > O E Il M 5| TSecurity Zones7R X > & i8R L TSecurity Zonestz V< 3
ICBE L., CREATE SECURITY ZONERAR > ZBIRL THLWY -2 ZERL F T,

i7f] Firewall Device Manager  Menitoring  Policies  Objects Device: SF3130 @ @ @ @ : e * sleslts <o cpE

Object Types Security Zones
T Networks 4 +
5

N RAME mooL INTERFACES ACTIONS

B Identity Sources

L Users
& Certificates

B SecretKeys

B ONS Groups

Security Zonest 7> 3>



ATV T 16 :

ISPEEGEDME DAEBA 2 XR—T T4 RAZERAL TARBEF I VT AU -2 ZERLET,

Add Security Zone X

Mame

‘ outside_zone ‘

Description

Qutside Zone

Mode

(® Routed () Passive () Inline

Interfaces

+

() outside_backup (Ethernet1/2)

(M) outside_primary (Ethernet1/1)

AFHOEFIVFTAU—2
ATFY T 17 :

EXFIVFAV—UNERE R, NATZERTHDHEN H VY ET, LZICH B PoliciesRAR >
ZiZIRL T, Policiestzo<a > IcBEBELET,



-
i Firewall Device Manager Moniforing Objects
-

Object Types Security Zones
Metworks 2 objects
Ports
[ ] NAME

@ Security Zones 1 outside_rone

 Application Filters 2 inside_zone

& URLs

8 Certificates

ERENEEFIVTAV—2

ATV 18 :

Dewvice: SF3130

MODE INTERFACES
Routed outside_backup, outside_primary
Routed inside

e o

admin

Administrator .::I'I;:I‘;I SEGURE

+

ACTIONS:

NATRAR 2 &2 BIRUTINATED 2 32V ICBBH L TH S, CREATE NAT RULERZ > ZZBIRL TH

LOWIL—ILZERLET,

Firewall Device Manager Moniforing Policies Objects

& Security Policies

B MAME TYPE INTERFACES

NATEO> 3>

ATYT719:

e o

> O NAT @ Access Control

TRANSLATED PACKET

DESTINATIO SOLECE PORT DESTINATIO) SOURCE AD.

admin

Administrator .::I'I;:I‘;I SEGURE

SOURCE PORT DESTIMATIO. ACTIONS

ISP7 T—ILFA—N—0DFE, REICEABA > E2—T I/ AZREHTI20DIL—MBETT

o T, TTARVISPADTZARVINBA 2 B—T T4 AEHEHNBETT,



Add NAT Rule X

Title Create Rule for Status

‘ To_Internet ‘ ‘ Auto NAT - ‘ Q

Auto MAT rules translate a specified host or network address regardless of its appearance as the source or destination address of a

packet. These rules are automatically ordered and placed in the Auto NAT section.
Placement Type
Automatically placed in Auto NAT rules Dynamic -

Packet Translation Advanced Options

ORIGINAL PACKET TRANSLATED PACKET

Source Interface Destination Interface

‘ inside - ‘ ‘ outside_primary - ‘
Original Address Original Port Translated Address Translated Port

‘ Inzide - ‘ ‘ Any - ‘ ‘ Interface - ‘ ‘ Any - ‘

Show Diagram @ CAMNCEL OK

754X VJISPONAT
ATYT720:

RIS, EAVFVISPEGAN2EEDONATTY,

N ROFRLACHLT. AURY ND— 2 ERTREdTEE A, COBITR.
AR VISPOBE, TOFT RLAKATZ T hany-ipvdTd,



Edit NAT Rule X

Title Create Rule for Status

‘ To_Internet_Backup ‘ Auto NAT - Q

Auto NAT rules translate a specified host or network address regardless of its appearance as the source or destination address of a

packet. These rules are automatically ordered and placed in the Auto NAT section.
Placement Type
Automatically placed in Auto NAT rules Dynamic -

Packet Translation Advanced Options

ORIGINAL PACKET TRANSLATED PACKET

Source Interface Destination Interface

‘ inside hd ‘ ‘ outside_backup hd ‘
Original Address Original Port Translated Address Translated Port

‘ any-ipv4 - ‘ ‘ Ay - ‘ ‘ Interface - ‘ ‘ Ay - ‘

Show Diagram @ CANCEL

tH A VISPANAT

AFY T 21:

AEONATIL—IILZER LR, TORNNDRRNZ T4V OZFATHIEHICTIOEAO N
O—JILIL—)IEHEIAITEILENH')ET, Access Control RR > &BZIRLE T,



all [ Moritging  Policies  Objects Deviee: S£3130 @ @ @ @ Er:!i:;lsng'ur ot oo nE

& Security Policies

2 rules T +
ORIGIMAL PACKET TRANSLATED PACKET
¥ NAME TR INTERFACES SOURCE AD. DESTINATIO SOURCE PORT DESTIRATIOL SOUBCE AD. DESTINATIO SOURCE PORT DESTIRATIO. ACTIONS:
fuste NAT Rules
> 1 To_lnternet DYNANIC ingide Mnsice [
ousine_px.
> o To_intemet Ba.. CYNAMIC Insice any-ipwd 5 A Inbertace
outsise_b

ERE NI=NATIL—)L
ATV 22:

TOEAO> MO—I)LIL—I)LZ#K TSIk, CREATE ACCESS RULEARZ > ZEIRL T,

Firewall D Monitoring  Policies  Objects Device: SF3130 O @.. @ @ : E’nir— ol e
° iministrator N

& Security Policies
° w % e
1
T £ @ +

SOURGE DESTINATION

5 MAME ACTION  ZOMES NETWORKS. PORTS ZOMES RETWORES PORTS. AFPLICATIONS URLS USERS ACTIONS

Dafault Action Access Control Q) Block & [~

Access Controlzo < 3>
ATV T 23:

RERY—2VEXY NT—DZBRLET,



Add Access Rule

Order Title Action
1 - To_lInternet
Source/Destination Applications URLs Users ® Intrusion Policy File policy Logging
SOURGE DESTINATION
Zanes +  Networks +  pons +  SGT Groups Zones +  Networks +  Pors +  SGT Groups
G inside_zone T Inside ANY AN B outside_zone ANY ANY ANY
Show Diagram ()
SOURCE DESTINATION
users [0 Apprications [
vewons @ >-O e @ O----- @ urLs (1)
Geolocations [ ones [l ALLOW zones [ Networks [
Geolocations m
Ports () Q0
v "o C¢ Parts (1

7oA vA-LIIL—I)L

ATV 24

TOEAOAY MO —)ZEKLIZS,. LEDDeploy’RZ > ZRIRL T, INTOEEDE

FRICERET,

Firewall Device Manager Monitoring Policies Objects Dudce: SF3130
@ Security Policies
1 rule
SOURCE
B NAME ACTION  ZONES RETWORES
» 1 To_lateimat riie_rofE Inssde
Al
Default Action Access Control ) Block @ [F, ~

TOEADY NO—IIIL—IBERENEL I

admin

ol]e ®

@ nar Q Intrusion
i
DESTINATION
PORTS. DONES HETWORES PORTS APPLICATIONS = URLS
oltskde_20ne

Administrator

USERS

‘0els SECURE

AGTIONS:



ATV 25:

TEZHAL., "ST<LEB REEERLET,

Pending Changes

@ Last Deployment Completed Successfully
10 Jun 2025 12:35 PM. See Deployment History

Deployed Version (10 Jun 2025 12:35 PM) Pending Version O Lecenp

0 Access Rule Added: To_internet

- logFiles: false

- eventLogAction: LOG_MONE
- ruleld: 268435458

- name: To_Internet

sourceZones:
- inside_zone
destinationZones:
- outside_zone
sourceNetworks:
- Inside
o Security Zone Added: inside_zone
= mode: ROUTED

- description: Inside Zone
- name: inside_zone
interfaces:

= inside

o SLA Monitor Added: Outside_Primary_ISP

- slaOperation.freguency: 60000

= slaOperation.threshold: 5808

- slaOperation.dataSize: 28

- slaOperation.numOfPackets: 1

- slaOperation.typeOfService: @

- slaOperation.timeout: 5000

- description: Monitor for ISP Primary

— mamas Nutrida Derimaeme TOD

MORE ACTIONS CAMCEL DEPLOY NOW

SCYNOL:- £

XY RI—=UK



Secure Firewall

ISP-1

ISP-2

D02

XY RNI—UR

<#root>

>

system support diagnostic-cl

Attaching to Diagnostic CLI ... Press 'Ctrl+a then d' to detach.

Type help or '?' for a 1list of available commands.

SF3130#

show i p

System IP Addresses:
Interface Name IP address Subnet mask Method
Ethernetl/1 outside_primary 172.16.1.1 255.255.255.0 manual

------------ > THE PRI MARY | NTERFACE OF THE ISP IS SET

Ethernetl/2 outside_backup 172.16.2.1 255.255.255.0 manual

------------ > THE SECONDARY | NTERFACE OF THE ISP IS SET

Ethernetl/3 inside 192.168.1.1 255.255.255.0 manual

SF3130#

show interface ip brief

Interface IP-Address OK? Method Status Protocol
Ethernetl/1 172.16.1.1 YES manual up up

------------------- > THE | NTERFACE 1S UP AND RUNNI NG

\
/

Internet




Ethernetl/2 172.16.2.1 YES manual up up

------------------- > THE | NTERFACE |'S UP AND RUNNI NG

Ethernetl/3 192.168.1.1 YES manual up up

SF3130#

show rout e

Gateway of last resort is 172.16.1.254 to network 0.0.0.0

S* 0.0.0.0 0.0.0.0 [1/0] via 172.16.1.254, outside_primary

----> THE DEFAULT ROUTE | S CONNECTED THROUGH THE PRI MARY | SP

C 172.16.1.0 255.255.255.0 is directly connected, outside_primary
L 172.16.1.1 255.255.255.255 1is directly connected, outside_primary
C 172.16.2.0 255.255.255.0 is directly connected, outside_backup
L 172.16.2.1 255.255.255.255 1is directly connected, outside_backup
C 192.168.1.0 255.255.255.0 is directly connected, inside

L 192.168.1.1 255.255.255.255 is directly connected, inside

SF3130#

show run route

72.16.1.254 1 track 1
72.16.2.254 200

route outside_primary
route outside_backup

o o
o O

.0.0.0 0.0.0.0 1
.0.0.0 0.0.0.0 1
SF3130#

show sl a nonitor configuration

---> CHECKI NG THE SLA MONI TOR CONFI GURATI ON

SA Agent, Infrastructure Engine-II

Entry number: 539523651

Owner:

Tag:

Type of operation to perform: echo
Target address: 172.16.1.254

Interface: outside_primary

Number of packets: 1

Request size (ARR data portion): 28
Operation timeout (milliseconds): 3000
Type Of Service parameters: 0x0

Verify data: No

Operation frequency (seconds): 3

Next Scheduled Start Time: Start Time already passed
Group Scheduled : FALSE

Life (seconds): Forever

Entry Ageout (seconds): never

Recurring (Starting Everyday): FALSE
Status of entry (SNMP RowStatus): Active
Enhanced History:

SF3130#



show sl a nonitor operational -state

Entry number: 739848060

Modification time: 01:24:11.029 UTC Thu Jun 12 2025
Number of Octets Used by this Entry: 1840

Number of operations attempted: 0

Number of operations skipped: 0

Current seconds left in Life: Forever

Operational state of entry: Pending

Last time this entry was reset: Never

Connection loss occurred: FALSE

Timeout occurred: FALSE

---------------------------- > THE ISP PRIMARY |'S IN A HEALTHY STATE

Over thresholds occurred: FALSE
Latest RTT (milliseconds) : Unknown
Latest operation return code: Unknown
Latest operation start time: Unknown

AFTERARGBSETHBNDGFSHNDFGSDBFB

SF3130#

show interface ip brief

Interface IP-Address OK? Method Status Protocol
Ethernetl/1 172.16.1.1 YES manual down down

................... > THE PRI MARY ISP IS DOMWN

Ethernetl/2 172.16.2.1 YES manual up up
Ethernetl/3 192.168.1.1 YES manual up up
SF3130#

show route

Gateway of Tast resort is 172.16.2.254 to network 0.0.0.0

S* 0.0.0.0 0.0.0.0 [200/0] via 172.16.2.254, outside_backup

--------- > AFTER THE | SP PRI MARY FAI LS, | NSTANTLY THE | SP BACKUP IS FAILOVER AND IS I NSTALL I N THE ROUTI

C 172.16.2.0 255.255.255.0 is directly connected, outside_backup
L 172.16.2.1 255.255.255.255 1is directly connected, outside_backup
C 192.168.1.0 255.255.255.0 is directly connected, inside

L 192.168.1.1 255.255.255.255 is directly connected, inside

SF3130#

show sl a nonitor operational -state

Entry number: 739848060

Modification time: 01:24:11.140 UTC Thu Jun 12 2025
Number of Octets Used by this Entry: 1840

Number of operations attempted: 0

Number of operations skipped: 0

Current seconds left in Life: Forever



Operational state of entry: Pending
Last time this entry was reset: Never
Connection loss occurred: FALSE
Timeout occurred: TRUE

------------------------------------- > AFTER THE DOWNTI NE OF THE PRI MARY | SP THE TI MEQUT |'S FLAGGED

Over thresholds occurred: FALSE
Latest RTT (milliseconds) : Unknown
Latest operation return code: Unknown
Latest operation start time: Unknown

SF3130#

show route

Gateway of last resort is 172.16.1.254 to network 0.0.0.0

S* 0.0.0.0 0.0.0.0 [1/0] via 172.16.1.254, outside_primary

------------ > AFTER A FEW SECONDS ONCE THE PRI MARY | NTERFACE |I'S BACK THE DEFAULT ROUTE | NSTALLS AGAI N |1

C 172.16.1.0 255.255.255.0 is directly connected, outside_primary
L 172.16.1.1 255.255.255.255 1is directly connected, outside_primary
C 172.16.2.0 255.255.255.0 is directly connected, outside_backup
L 172.16.2.1 255.255.255.255 1is directly connected, outside_backup
C 192.168.1.0 255.255.255.0 1is directly connected, inside

L 192.168.1.1 255.255.255.255 is directly connected, inside
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