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Remote Access
o &

-
10.100.100.10/32

ra Routing protocols such as EIGRP,
,

" A OSPF and BGP .l,;..j;.| -@: A TRDES
N 458 1 2 m \
kN 192.168.100.0/30 ~

10.100.100.0/24

a

- —

10.100.100.11/32

i

10.100.100.12/32

HI RS

=4
CHORFIAKNCETAEENDEKF IO EEA,

Ed e R D e S

CORFIXKNOERIE. BEOSRBREBICHZDTFNAAICEIVWVTERENELE, COR
FAXKRNTERIZITINTOTNA AR, VT (FT7FI)IK ) BRETHEEZRHAL TVLE
T, ABEPOZY RD—IUTR., BOV U RICK>TRIA AN HZDEEE T OHEELT
<kEEL,

CORFIAIXNODEBERIE., KOV TIRIITEN—RIITON—-2aVICEITVTVET,

+ Cisco Secure Firewall Management Center 7.6.0
« Cisco Secure 7 7 A4 7 #—)L7.6.0

§hﬁ::®ﬁ#zx>hfu,Mmﬁﬁmbraemaogm\a&&mw&ﬁbTU{—
R7OEAVPNY 7ZY N2BEREATH-OORENHEEXERLTVET, FDMEFEAL
EL—RBEHOHAAAICDOWTIK, FDMEREHA REZSBLTLSEEL,

TS5
FIRVICEBIZDE, FIDNVPNY T RY REL—TFT 42 T0FTF—TIRNTEDELSICHEL
TWBATT, ChSDHTRY NEVPNICK > TELEENTUVRESICRAETTY. B
Y T7RYNERRBENERA, AZT1YI)—RELTEDNET,

showDH HHFZFhERLTVWET,

FTD show route® H 17 :


https://www.cisco.com/c/en/us/td/docs/security/firepower/770/fdm/fptd-fdm-config-guide-770/fptd-fdm-routing.html

<ffroot>

FTD-1#

show route

Codes:

L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP

D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1l - OSPF external type 1, E2 - OSPF external type 2, V - VPN

i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route

SI - Static InterVRF, BI - BGP InterVRF

Gateway of last resort is not set

roOrr N

<

10.10.20.0 255.255.255.0 is directly connected, outside
10.10.20.1 255.255.255.255 is directly connected, outside
192.168.100.0 255.255.255.252 is directly connected, inside
192.168.100.2 255.255.255.255 is directly connected, inside

10. 100. 100. 10 255. 255. 255. 255 connected by VPN (advertised), outside

FTD @ show route connected® 1 :

<tfroot>

FTD-1#

show rout e connect ed

Codes:

L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP

D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1l - OSPF external type 1, E2 - OSPF external type 2, V - VPN

i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS dinter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route

SI - Static InterVRF, BI - BGP InterVRF

Gateway of Tast resort is not set

roOrr N

10.10.20.0 255.255.255.0 is directly connected, outside
10.10.20.1 255.255.255.255 is directly connected, outside
192.168.100.0 255.255.255.252 is directly connected, inside
192.168.100.2 255.255.255.255 is directly connected, inside

FTD®show route static® 1 :

<ffroot>



FTD-HQ-1#

show route static

Codes: L - Tocal, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS dinter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF, BI - BGP InterVRF

Gateway of Tast resort is not set
\% 10. 100. 100. 10 255. 255. 255. 255 connected by VPN (advertised), outside
VPNHTRY R T T7AT 03— NOIN—TFT A2 TT—TIILTEDLSIZRONBANHASHIC

BYWELE, ROATYT TR, SREXBIL—FTA42VIJ7O0R DN ZFEALTENSZT RN
RARXTRDHEERANET,

FTDOEIGRPIZEDVE—KNTF7OEAVPNY T XY NOBBER

XY RND—IK

Remote Access

VPN o
10.100.100.10/32
EIGRP 100
- weioey S [oursioe~"10.100.100.0124
C4. 90 2
T 1 192.168.100.0030 %I -y

10.100.100.11/32

10.100.100.12/32

network XDEFAICH D AZT 1Y II)I—NIEBWICEIGRPICBERE NS -6, BEMIL
— WL EEHETHIHEREHEEA, L., EIGRPOVTIA VA —T I AR TART AV Y
I—RNZBERAITIEEE. XNUYVIZEEETIHLENGYET, ORXRATOD(2—T I
AARAZETART AV IIL—KRDEBEERE, XMNIUYIOERIBEITDHERFHYEBA,

network X NEENICH D AZT A Y I I— Nz BHNICEE M T SEIGRPOEEICKY), FTDT
EIGRPZNLTVPNY T7RY RET RNRAXTBIZ@E200FT7>a vy ET,



1. networkX 2 H 9 %,
2. redistribute static7 7’O—F #FEAL £ T,

COBIOBREF. EIGRPEHRTRIICVPNY 7 XY 510.100.100.0242 % BE B & TT,

FTDD#IHIEE

<#root>

hostname FTD-1
!

ip local pool VPN POOL1 10.100.100. 10-10.100.100. 254 mask 255.255.255.0

!
webvpn

group-policy LAB_GROUP1 internal
group-policy LAB_GROUP1 attributes

address-pools value VPN-POOL1
!

router eigrp 100

no default-information in
no default-information out
no eigrp log-neighbor-warnings
no eigrp log-neighbor-changes

networ k 192.168. 100. 0 255. 255. 255. 252

FTID¥BIL—FT 1 > FF—T I :

<ffroot>
FTD-1#

show route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF 1inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF, BI - BGP InterVRF

Gateway of Tast resort is not set

C 10.10.20.0 255.255.255.0 1is directly connected, outside
L 10.10.20.1 255.255.255.255 1is directly connected, outside



C 192.168.100.0 255.255.255.252 is directly connected, inside
L 192.168.100.2 255.255.255.255 is directly connected, inside

\% 10. 100. 100. 10 255. 255. 255. 255 connected by VPN (advertised), outside

FTDORHEIGRP h7AROSTF—T )L -

<tfroot>
FTD-1#

show ei grp topol ogy

EIGRP-IPv4 Topology Table for AS(100)/ID(192.168.100.2)
Codes: P - Passive, A - Active, U - Update, Q - Query, R - Reply,
r - reply Status, s - sia Status

P 192.168.100.0 255.255.255.252, 1 successors, FD 1is 512 via Connected, inside

R1OMPIL—FT 1> TF—T ) :

<tfroot>
R1#

show i p route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, m - OMP
n - NAT, Ni - NAT 1inside, No - NAT outside, Nd - NAT DIA
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS dinter area, * - candidate default, U - per-user static route
H - NHRP, G - NHRP registered, g - NHRP registration summary
- ODR, P - periodic downloaded static route, 1 - LISP
- application route
replicated route, % - next hop override, p - overrides from PfR
replicated local route overrides by connected

2 + o O
I

Gateway of last resort is not set

C 192.168.100.0/30 1is directly connected, GigabitEthernetl
L 192.168.100.1/32 1is directly connected, GigabitEthernetl

network X % U I-FTDTDEIGRPIC L B3 ) E—RNTF7 U AVPNY T2 v b D BEH

B

ax B



ATYT1:VPNYTRYRNDZRY ND—09FTSTONEERLE T,

Edit Network Object o

MName
VPN-SUBNET |

Description

Network
Host Range e Network FQDN

10.100.100.0/24

Allow Overrides

Cancel

ATY T 2: network IZVPNY 7 RY RATD IO EEDET,

FMCO T /N4 ABEEDOUIT, Routing > EIGRP > Setuplc B8 L, BIRLAERZY NDO—Y/7RA K
ICVPNY TRy hZ2EHET,
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FIDICEREZ®RFL. BRALET,

i

("

ayll

FTD EIGRPEXE :

<tfroot>
FTD-1#

show run router

router eigrp 100

no default-information in

no default-information out

no eigrp log-neighbor-warnings
no eigrp log-neighbor-changes

network 10.100. 100. 0 255. 255. 255.0

network 192.168.100.0 255.255.255.252

FTD EIGRP k7RO F—T ) :



<tfroot>
FTD-1#

show ei grp topol ogy

EIGRP-IPv4 Topology Table for AS(100)/ID(192.168.100.2)
Codes: P - Passive, A - Active, U - Update, Q - Query, R - Reply,
r - reply Status, s - sia Status

P 10. 100. 100. 10 255. 255. 255. 255, 1 successors, FDis 512

via Rstatic (512/0)

P 192.168.100.0 255.255.255.252, 1 successors, FD is 512
via Connected, 1inside

RILN—F42TF7—T) :

<#froot>
R1#

show i p route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF 1inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, m - OMP
n - NAT, Ni - NAT inside, No - NAT outside, Nd - NAT DIA
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
H - NHRP, G - NHRP registered, g - NHRP registration summary
- ODR, P - periodic downloaded static route, 1 - LISP
- application route
- replicated route, % - next hop override, p - overrides from PfR
- replicated Tocal route overrides by connected

2 + O

Gateway of Tast resort is not set

C 192.168.100.0/30 is directly connected, GigabitEthernetl
L 192.168.100.1/32 is directly connected, GigabitEthernetl
10.0.0.0/32 is subnetted, 1 subnets

D 10. 100. 100. 10

[90/3072] via 192.168.100.2, 00:02:17, G gabitEthernetl



N ox network3Z(£10.100.100.0/24 T L #=#", FTDIZEIGRPERT/32H 7 %Y N2 BEHA T
BEIFEBELTLKEEYL, Zhik, FIDFVE—RNT7OIEAVPNEY > 3> &I2/327
L7AOREEDARAZTAVIIN—REERTIEDICRELFT, chzRKREHLTHICE
. EIGRPEHNT RL AMgezFERATE XTI,

redistribute static7 7O—F & FHA L FTDTOEIGRPICEDUE—RKRT7 I A
VPNHY 7 %Y NOBE®

iE

kg

FMCO 7 /N4 AEEOUIT, Routing > EIGRP > Redistribution® JEIZEE L, AddRZ > %&i&#IR
LErT,
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Specify rules for redistributing routes from other routing protecols 1o the EMGRP routing process

protocol 7 41 — )L R CStaticZZBIRL , RICOKRZX > ZEIRLE T,




Add Redistribution 7]

Protocol Optional Metrics
Probocol ® Banchaigth
Stabc e

o S O O [ i

Cotional OSPF Redistribution
Dy Timaa
Internal
[G-42 04 568 F 0% in P Ops

Extarmal

Exiermal? Redliability
MEsa=-Extarmal 1

=g
MEss=- Exiaimal?

Loadeng

MTL

1 BRI i Besdn
B JTr M D)

Route Map

Salect w4

e [

.& EECNICKRY, IXNTORAETAY I)—KNFEIGRPICEBEAENET, VPN T XY
NDKET RNZAXTBBENHBHEE. network AT—hX NT77O-FZ2&EAT
0. L-MIVTZBERLTT71ILRIVITITEFT,

BRE. ROEBY T,



& Enable [HIRP

]

Sehp Moighbor: bt Hulen Seommary Adderen Inferfacon Adbeanced

Pl ol L&) Bt fopadti ity T Rt sally LisgSnig

| STATHC

FIDICEREZAEFL. BALEY,

i3

[\

oyl

FTD EIGRPE&E :

<ffroot>
FTD-HQ-1#

show run router

router eigrp 100

no default-information in

no default-information out

no eigrp log-neighbor-warnings

no eigrp log-neighbor-changes

network 192.168.100.0 255.255.255.252

redistribute static

FTD EIGRP k7RO FT—7) :

<#froot>
FTD-1#

show ei grp topol ogy

EIGRP-IPv4 Topology Table for AS(100)/ID(192.168.100.2)
Codes: P - Passive, A - Active, U - Update, Q - Query, R - Reply,
r - reply Status, s - sia Status

P 10. 100. 100. 10 255. 255. 255. 255, 1 successors, FD is 512

via Rstatic (512/0)

P 192.168.100.0 255.255.255.252, 1 successors, FD is 512
via Connected, inside



RILN—F14TF7—T) :

<#froot>
R1#

show i p route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF 1inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, m - OMP
n - NAT, Ni - NAT inside, No - NAT outside, Nd - NAT DIA
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
H - NHRP, G - NHRP registered, g - NHRP registration summary
- ODR, P - periodic downloaded static route, 1 - LISP
- application route
- replicated route, % - next hop override, p - overrides from PfR
- replicated Tocal route overrides by connected

2 + © O

Gateway of Tast resort is not set

C 192.168.100.0/30 is directly connected, GigabitEthernetl
L 192.168.100.1/32 is directly connected, GigabitEthernetl
D EX 10. 100. 100. 10

[170/3072] via 192.168.100.2, 00:03:52, G gabitEthernetl

2 N A7 30T, FIDOEIGRPH Y U—F KL AMEEEERALT. L—F 4 VT 57—
TLOHA X ERBILTEET,

EIGRPH Y —7 RL ADKRE
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FEERENATVEREVEERK, VPNYTRY RORY RD—O9FTS IO RN EERLET,



Edit Network Object 7]

Name
VPN-SUBNET

Description

Network
Host Range e Network FQDN

10.100.100.0/24

Allow Overrides

Cancel

FMCOF /N4 ABEDOUIT, Routing > EIGRP > Summary AddressDJBIZ#EEI L., AddRZ > %
EBRULET,
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Add Ssummary Address 7

Interface *

inside W

Network *

‘ VPN-SUBNET ‘ v |+

Administrative Distance

(1-255)

=8 > |

BRE. ROEBYTT,



Enable EIGHP

AS Number®
100
Setup Meighbors Filter Rules Redistribution Summary Address Interfaces Advanced
<+ Add
Interface Metwork Administrative Distance
inside VPN-SUBNET L u
TR

FTD EIGRPEH T RL ADRE :

<tfroot>
FTD-1#

sh run interface

interface GigabitEthernet0/0

nameif inside

security-level 0

zone-member inside

ip address 192.168.100.2 255.255.255.252

sunmary- address eigrp 100 10.100. 100. 0 255. 255. 255. 0

FTD EIGRP k7RO F—T ) :

<ttroot>
FTD-1#

show ei grp topol ogy

EIGRP-IPv4 Topology Table for AS(100)/ID(192.168.100.2)
Codes: P - Passive, A - Active, U - Update, Q - Query, R - Reply,
r - reply Status, s - sia Status

P 10.100.100.10 255.255.255.255, 1 successors, FD is 512
via Rstatic (512/0)

P 10. 100. 100. 0 255. 255. 255.0, 1 successors, FD is 512



via Summary (512/0), NullO

P 192.168.100.0 255.255.255.0, 1 successors, FD is 512
via Connected, 1inside

RILN—F14TF7—T) :

<{froot>
R1#

show i p route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF 1inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, m - OMP
n - NAT, Ni - NAT inside, No - NAT outside, Nd - NAT DIA
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
H - NHRP, G - NHRP registered, g - NHRP registration summary

o - ODR, P - periodic downloaded static route, 1 - LISP

a - application route

+ - replicated route, % - next hop override, p - overrides from PfR
& - replicated local route overrides by connected

Gateway of Tast resort is not set
C 192.168.100.0/30 is directly connected, GigabitEthernetl

L 192.168.100.1/32 is directly connected, GigabitEthernetl
10.0.0.0/24 is subnetted, 1 subnets

D 10. 100. 100. 0 [90/3072] via 192.168.100.2, 00:01:54, G gabitEthernetl

FTIDOOSPFZNLEVE—RNT7OEAVPNY 7 XY NOBE S

XY ND—UK



Remote Access

—_—
10.100.100.10/32

-
—m LT

— OSPF AREA 0 R _ N
AN INSIDE '} ‘@t— OUTSIDE - . ﬂ
'xfn,-"11 1 2 ; ] ; 1 . I ) !

N 192.168.100.0130 = X -

10.100.100.11/32

____________

10.100.100.12/32

<tfroot>

ip local pool VPN POOL1 10.100.100. 10-10.100.100. 254 mask 255.255.255.0

|
webvpn
group-policy LAB_GROUP1 internal

group-policy LAB_GROUP1 attributes

addr ess- pool s val ue VPN POOL1

!
router ospf 1

network 192.168.100. 0 255. 255. 255. 252 area 0

FTD show ospf neighbor® 7 :

<ffroot>
FTD-1#

show ospf nei ghbor

Neighbor ID Pri State Dead Time Address Interface
192.168.100.1 1 FULL/DR 0:00:39 192.168.100.1 inside



R1Mshow ip ospf neighborth 7 :

<{froot>
R1#

show i p ospf nei ghbor

Neighbor ID Pri State Dead Time Address Interface
192.168.100.2 1 FULL/BDR 00:00:37 192.168.100.2 GigabitEthernetl

RIN—TFT1>TF7—=T):

<tfroot>
R1#

show i p route

Codes: L - Tocal, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, m - OMP
n - NAT, Ni - NAT inside, No - NAT outside, Nd - NAT DIA
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
H - NHRP, G - NHRP registered, g - NHRP registration summary
o - ODR, P - periodic downloaded static route, 1 - LISP
- application route
- replicated route, % - next hop override, p - overrides from PfR
- replicated local route overrides by connected

e + o

Gateway of Tast resort is not set

C 192.168.100.0/30 is directly connected, GigabitEthernetl
L 192.168.100.1/32 is directly connected, GigabitEthernetl
T
axX &

FMCOF /N4 ABEEMOUIT, Routing > OSPF > Redistribution® JEIZ#E L. AddRZ > &i&RL
£7,
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Add Redistribution 7]

OSPF Process®: 1 .
o e [ | :
Optional
Int@rnal
Externall
External2
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Metric Value:
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RouteMap: v | 4
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= Process 1
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FTD OSPFEEf DRE :

oyl
151

<tfroot>
FTD-1#

sh run router

router ospf 1
network 192.168.100.0 255.255.255.252 area 0

redistribute static subnets

RILN—F12TF—T):

<tfroot>
R1#

show i p route

Codes: L - Tocal, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, m - OMP
n - NAT, Ni - NAT inside, No - NAT outside, Nd - NAT DIA
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS dinter area, * - candidate default, U - per-user static route
H - NHRP, G - NHRP registered, g - NHRP registration summary

o - ODR, P - periodic downloaded static route, 1 - LISP

a - application route

+ - replicated route, % - next hop override, p - overrides from PfR
& - replicated local route overrides by connected

Gateway of Tast resort is not set



C 192.168.100.0/30 is directly connected, GigabitEthernetl
L 192.168.100.1/32 is directly connected, GigabitEthernetl
10.0.0.0/32 is subnetted, 1 subnets

O E2 10. 100. 100. 10 [110/20] via 192.168.100.2, 00:08:01, G gabitEthernetl

9 B> M:VPNZ'—JLI£10.100.100.0/24 T 9, FTDIXOSPFRHAT/2H T XY N2BEAFT
BEIFEFEBELTLKEEY, ik, FIDFUVE—RNT7OEAVPNEY a3 > &I2/327°
L7AOREBEDARAZTAYVII—NEERTIEDICRELEFT, chEaHRBELTDICE
. OSPFENT RL AMeeZzFEFRATEET,

OSPFH N —7 RL ADKE

o

ax &

FLEERENTVEWVEER. VPNYTZXYROXRY ND—OF TSI IO RNEBERLET,



Edit Network Object 7]

Name
VPN-SUBNET ]
Description
Network
Host Range e Network FOQDN

| 10.100.100.0/24

Allow Overrides

Cancel

FMCO 7 /N4 ABENOUIT, Routing > OSPF> Summary Address® JEICEEIL . AddRR > & i&
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Edit Summary Address

DOEFF Process:
1 ¥
Available Network = (i 2 Selected Network
o, VPN 4 YPN-SUBNET
1
Tag:

¥4 Advertise (allow routes that match specified address/mask pair) J3
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Process 1 ID: 1
OSPF Role:
ASBR v Enter Description here Advanced |
Process 2 1D
OSPF Role:
Internal Router i Enter Description here Advanced
Area Redistribution InterArea Filter Rule Summary Address Interface
S ———
+ Add
OSPF Process Networks Tag Advertise
1 VPN-SUBNET true u
o

FTD OSPFEXE :
<tfroot>

FTD-1#

sh run router

router ospf 1
network 192.168.100.0 255.255.255.252 area O

redi stribute static subnets

sunmar y- address 10. 100. 100. 0 255. 255. 255.0

RILN—F42TF7=7):

<tfroot>
R1#

sh ip route

Codes: L - Tocal, C - connected, S - static, R - RIP, M - mobile, B - BGP



D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1 - OSPF external type 1, E2 - OSPF external type 2, m - OMP

n - NAT, Ni - NAT 1inside, No - NAT outside, Nd - NAT DIA

i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS dinter area, * - candidate default, U - per-user static route
H - NHRP, G - NHRP registered, g - NHRP registration summary

o - ODR, P - periodic downloaded static route, 1 - LISP

a - application route

+ - replicated route, % - next hop override, p - overrides from PfR
& - replicated local route overrides by connected

Gateway of Tast resort is not set
C 192.168.100.0/30 is directly connected, GigabitEthernetl

L 192.168.100.1/32 is directly connected, GigabitEthernetl
10.0.0.0/24 is subnetted, 1 subnets

O E2 10. 100. 100. 0 [110/20] via 192.168.100.2, 00:00:26, G gabitEthernetl

FIDTeBGPEFEHA LY E—RNT7VEAVPNY 7 2 v F D BEH
XY NI—UK

Remote Access
VPN

-
10.100.100. 10032

AS 65001 _»° “. AS 65000

wA il i !Nslué”l '@; OUTSIDE
R .
1 192.168,100.0/30 23@

R1 " g FTD

10.100.100.0/24

A
10.4100.100.11/32

i - )
10.100.100.12/32
COFDEEZERE, eBGPEHTRIIZVPNY 7 XY ~10.100.100.0/24 2% BEHEB & T,
HHEIRRE

FTDO#HEIZRE

<tfroot>

hostname FTD-1
!

ip local pool VPN-POOL1 10.100.100. 10-10.100. 100. 254 mask 255.255.255.0



webvpn

group-policy LAB_GROUP1 internal
group-policy LAB_GROUP1 attributes

addr ess- pool s val ue VPN POOL1

|
router bgp 65000
bgp Tog-neighbor-changes
bgp router-id vrf auto-assign
address-family ipv4 unicast
neighbor 192.168.100.1 remote-as 65001
neighbor 192.168.100.1 transport path-mtu-discovery disable
neighbor 192.168.100.1 activate
no auto-summary
no synchronization
exit-address-family

FTD bgp7—7 )L O H S :

<#froot>
FTD-1#

show bgp

BGP table version is 25, local router ID is 192.168.100.2

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
r RIB-failure, S Stale, m multipath

Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path

r> 192.168. 100. 0/ 30 192.168.100.1 1 0 65001 7

FTD show bgp summary ® H 1 :

<{froot>
FTD-1#

show bgp sumary

BGP router identifier 192.168.100.2, Tocal AS number 65000

BGP table version 1is 25, main routing table version 25

1 network entries using 2000 bytes of memory

17 path entries using 1360 bytes of memory

3/3 BGP path/bestpath attribute entries using 624 bytes of memory
2 BGP AS-PATH entries using 48 bytes of memory



0 BGP route-map cache entries using 0 bytes of memory

0 BGP filter-1list cache entries using 0 bytes of memory

BGP using 4032 total bytes of memory

BGP activity 176/166 prefixes, 257/240 paths, scan interval 60 secs

Neighbor \Y AS MsgRcvd MsgSent  Tb1lVer InQ OutQ Up/Down

192.168.100.1 4 65001 4589 3769 25 0 0 2d21h 8

R1®Mshow ip bgp summary i 7 :

<{froot>
R1#

sh ip bgp summary

BGP router identifier 192.168.100.1, local AS number 65001

BGP table version 1is 258, main routing table version 258

1 network entries using 2480 bytes of memory

1 path entries using 2312 bytes of memory

1/1 BGP path/bestpath attribute entries using 864 bytes of memory
1 BGP AS-PATH entries using 64 bytes of memory

0 BGP route-map cache entries using 0 bytes of memory

0 BGP filter-1list cache entries using 0 bytes of memory

BGP using 5720 total bytes of memory

BGP activity 85/75 prefixes, 244/227 paths, scan interval 60 secs
12 networks peaked at 11:10:00 Apr 17 2025 UTC (00:06:27.485 ago)

Neighbor \Y AS MsgRcvd MsgSent  Tb1Ver 1InQ OutQ Up/Down
192.168.100.2 4 65000 3770 4590 258 0 0 2d21h

R1bgpT—7 I OH A :

<ttroot>
R1#

show i p bgp

BGP table version is 258, Tlocal router ID is 192.168.100.1
Status codes: s suppressed, d damped, h history, *

State/PfxRcd

State/PfxRcd
9

valid, > best, i - internal,

r RIB-failure, S Stale, m multipath, b backup-path, f RT-Filter,

X best-external, a additional-path, c RIB-compressed,
t secondary path, L long-Tived-stale,
Origin codes: i - IGP, e - EGP, ? - incomplete
RPKI validation codes: V valid, I invalid, N Not found
Network Next Hop Metric LocPrf Weight Path
*> 192.168.100.0/30 0.0.0.0 1

32768 7?



RILN—F142TF7—T) :

<{froot>
R1#

show i p route

Codes: L - Tocal, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF 1inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, m - OMP
n - NAT, Ni - NAT inside, No - NAT outside, Nd - NAT DIA
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
H - NHRP, G - NHRP registered, g - NHRP registration summary

o - ODR, P - periodic downloaded static route, 1 - LISP

a - application route

+ - replicated route, % - next hop override, p - overrides from PfR
& - replicated local route overrides by connected

Gateway of Tast resort is not set

C 192.168.100.0/30 is directly connected, GigabitEthernetl
L 192.168.100.1/32 is directly connected, GigabitEthernetl
Eail—
AX AE

FMCO T /N4 AEEDUIT, Routing > BGP > IPv4 > RedistributionDJEIZ#E L . AddRX > &
BRULET,

FTD-1

Cisco Secura Firewall Threat Dafense for Vihears
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Manage Virtual Routers
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R
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Add Redistribution

Source Protocol
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