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CORFIXYNTH, EVISRUS—TL—AT—Y(MPHOLINAZO R AV ART S
3 H'Cisco Secure FIDTRS 74 Y U ROV 7 IINESH EBRTHHEICOVTHAL
£,

AR SR

ROEBICEIZHANI DN HREEIET,

« DAOAEFITI7ATI#—)ILBRXNK(FTD)
+ Cisco Secure Firewall Manager Center(FMC),

AT R—F2 b
CORFIXVNOBHRE, ROVYTRIITEN—RIITON—JIVICETVTVET,

« Virtual Cisco Secure Firewall Threat Defense(FTD), /N\—>32/7.4.2



« Virtual Cisco Secure Firewall Manager Center(FMC), /N\—>32/7.4.2

CORFIXVNOERE, REDFARELCLHAZITNARACETVWTERENELZ, DR
FIAIXYNATEAENTVWRTFNA AR INT, JUTBRE (T72IN ) DSEXZRS
TVET, ZFEEAPORY RD—IOTR, FEANVREI>TRCD AU H2EEZ T HHE
AL TLEEL,

BR#H

AYARDZAVIVIVE, I—HF—8NT Y MCIPT KLY SV JERERHALY —E
A, FEFBHCAVLTS MR- N TEAVHUF ¥ RLEBEY—EADT P A FI4—
LERBTT,

ZARIIBRERE, XY RT—IONTY RORABTZEREL., BRAETNTVWRTTUT—232&
ERZORINICESVINS 71490270V IFLERBEETH LT, BEEOHDRNT T4
YIONFZRYRND—DVIIBATRDZEHLETEIDICRIEET,

EDEO, AVARIZ AV IVIDUNAN—TY N2 FKIHBEERADENHYET, 77
AT0#A=)LTRE, WDODPDO—MNBA ARG IVIVIVFTFTAILNTEMIEST
WET, RYRT—TIZKI2TR, DAV ARG AVIVIVZBMCTILEN HDHEE
FHYNET,

77 )L NERTE

T7 A KTE, FIDLINARREIC K, IXTOFT7FINNOTTIT—232 42 AR 3
RZT7A4VIC—HITRRV—HFEENTVET,

AVARTZ DAV, IRTDAVE—TIA A (JO-NLRIVZ—)DRZT7 1Y UICER
EThET,

TF7AZINWNOTTIT—232 A2VARI232 NZ74Y 210, F70RJLOFTT7 FI)L K
DR—KCHIBRTT AV INBENTVERY, BATERJO-NILRIUZ—R12EF%E
DT, JO-NILRVD—ZZETRHE. LEAR., EEER—NIAV AR I Z2EA
LW, P72 RTREDEBSBWVWA AR AV ZEML Y 3258, 746
DRV —Zm/ETDHN., KEBTT7FILMORIS—ZE L TASHLWRUS —Z2ER
TRIRENHYET,

1B Z#HE T (k. show running-config policy-map 1~ > RZLINATE{TL, FTDOIX > R
TGAVAVE—TIAACLYES AT LY R—NBHICLITETLET,

firepower# show running-config policy-map
1
policy-map type inspect dns preset_dns_map
parameters
message-length maximum client auto
message-length maximum 512
no tcp-inspection



policy-map type inspect ip-options UM_STATIC_IP_OPTIONS_MAP
parameters

eool action allow

nop action allow

router-alert action allow
policy-map global_policy
class 1inspection_default

inspect dns preset_dns_map

inspect ftp

inspect h323 h225

inspect h323 ras

inspect rsh

inspect rtsp

inspect sqlnet

inspect skinny

inspect sunrpc

inspect sip

inspect netbios

inspect tftp

inspect icmp

inspect icmp error

inspect ip-options UM_STATIC_IP_OPTIONS_MAP
class class_snmp

inspect snmp

class class-default

set connection advanced-options UM_STATIC_TCP_MAP
!

MPFZ7’ORIOINA VAR IAVICEKD/NTY NROY 704
E

RZT7A4YONTFTATOA—LICENETSNET7AOY MO—IRUZ—ACP)E—H
TRHEETE, BEDIFTIVATRE, 77ATI7A—INTREFEIEBEONT 7 1Y VEIME,
BR—RERTOVWERVRE, P7VT—2 32 8%, FEEREFROLSHIC, REZ7OEARL
RO TERNMRTENET,
NZT74YIODORNITIND1—FT4VTRICEATEZERNETOLARROESYTT,

« ROANY RZFEALT, NZ74v0070—RDA 2V E—TIAA(ADAVER—TI
AAEHIAVE—TIARA)ICUTILRALF Y 7FYOTZRELET,

firepower# capture
[interface

J[match



[port

[port

1]

FYTFvEFERATBDESIE. 47> 3 packet number X trace detail 2 EHBD N TEET
o Tz, packet-tracer AN REFRKIC, BRETVTI—AZEICERICERITILEN HYET
N, ZOFAT A EFERITDE, BENUTILEZALRNST T4V ITHBDIEEBRTERT

o

firepower# show capture

packet number X trace detail

« Real-time Accelerated Security Path(ASP)DropZ & Ed 2 &, ¥ ¥ 7 F ¥ XA T asp-dropT
FASPIZE > TEREENENT Y RPERAIRTENET, COBARAOUARNE, CORF
AXRNO "TBHED Y OOAN Y RICEHENTVWET,

firepower# capture



[type

] [interface

] [match

[port

[port

1]

ZORINAZARY IV ROY 7, alowDERAINTY NRL—HT7 T —XTHEE IS
CENBRISH, BRETEERT, TOLYH, UTPLRALFY7FyOJZFEALTROY 7D
BEHZEICHIEIZENEETT,

— WA ROYTIS—XyvE—>

Accelerated Security Path(ASP) ROAY 7'l&, XY NT—JOBEO RN TN 1—F14 2 JIC%&
VYOFNYITENTRLFERAENET, showaspdrop AN Rk, 2hso ROYTEhiNT
Y NRERERRL, NATEE, /1 VARV IVEE, FOVRAIL-IIEEBEOBEEEZED

AREMENHZ ROV 7OEBRHICEBIZBEHRERBIDEDICEAETIAET,



ASPROYZICBAIREERA b :

« 7L—4LROY7 HXONTY NCBEETZ ROY T (BB ATEIEPKRANDIL
— R BV E ) TT,

- 70—-ROY 7 TOEALN—NLNICL>TERENLETO—CNATEE R EDELICEEEL
x9,

« FRE COONYREELTFNYTRAT, HHREDLDAREMEANBY T,

CNSNIZ—XYtE—IROVZORER, RTINS 21—FT 12 TRICRET D AN
H3FITT, FATHATVRA VAR IVTORINICK > TREENRET S AN H
WERT,

SUNRPCA > ARZZ 3> ROYZ70H

COIFIFIE, AWSTFZ7OAM DI I INT—ALA7OFFTDv, Genevell &2 THT LS
NIERPCRZ 74 Y 2IZRTRENDTT, SUNRpe, VAR I VA EMLBE2>TVRHES,
EHEROY7EhEd,

HAlk., SunRpcA Y ARYSa>OASPROY 7%RL., SunReplkfEEeE LTR—MN11%E(E
ALET. REONTY NE, BEELT6081Z2FEAT 5Geneveh 7 EILLAR—KNTT, HH
([Z "No valid adjacencys £€WS5 ROY 7OEBEAFIRTEATVER DAY ET,

firepower# show capture asp-drop

8: 16:23:02.462958 10.0.0.5.780 > 172.16.0.3.111: . ack 526534108 win 29200 Drop-reason: (no-adjacency)
9: 16:23:09.769338 10.0.0.5.780 > 172.16.0.3.111: P 1795131583:1795131679(96) ack 526534108 win 29200 D
10: 16:23:10.148658 172.16.0.3.111 > 10.0.0.5.780: . ack 4026726685 win 26880 Drop-reason: (no-adjacenc
11: 16:23:10.463004 10.0.0.5.780 > 172.16.0.3.111: . ack 526534108 win 29200 Drop-reason: (no-adjacency
12: 16:23:26.462729 10.0.0.5.780 > 172.16.0.3.111: . ack 526534108 win 29200 Drop-reason: (no-adjacency
13: 16:23:27.548692 10.79.67.11.60855 > 10.79.67.4.6081: udp 176 [GENEVE segment-id O payload-length 13

Cisco Bug ID CSCwj00074


https://tools.cisco.com/bugsearch/bug/CSCwj00074

inspect sunrpc A BBIBE, FIDVZ N T —L7OF D EBEZEEEREBELTRS 7149 0% R

OvyZLEY

BVIANY R IAVD2ERD/NT Y MSYNACK)D#E, EF/TEREDMACT KL AH IAX
TRROICHEEND S, RFT7 1Y VRLINAIY DV OASPT THXBBHEBEAN 50\, &

LTROYTENET,
ASPROY 7HOEH :

# 8l : no-adjacency

BMBBEZEBERN B XA
COAIVEE, EXFIVTATTIATUAN, BHEHOBEEREFLE<B 2 1LEBE
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0)7IZI LONTY RN EZETHEEBMLET, chiE, KTANKY THREFEICE S 1215
B, RERBLN—TFTAVIOEEN A FTIVIN—TFTAVITRIBETBERELELBSICRETS
ﬁIﬁE’Ti/J‘“ZF) WEY,

fRSRER : sunrpcA VAR AV EEBMICILET,
SQL*NETA ARSI a> ROY 704l

CcDIFIFEE, AWSTZ7 A4 DO JIINT—A7OF FTDVICH TR ED T, Sql*Nelf >
ARV AVHKENEIBE., Genevelc k2 A7 EIbLENERNTZ 74 YV ROYTENET,

HBAOk, N—2EhENTYRFYTFYOEOTT (BUNTY NESEWRRTEET ),
BAIDIT : asp-drop/N\TY RF ¥ T7F Y@ A7 EIELENTVELE A, Sq*NetldFEEEL T
1521 R— N ZFEALE T,

217 H : LINA®VNI interface asp-drop, Geneveld3EkE L THT EILILAR—M6081ZERHLFT

o

HAOILE2O0RAZ ROV 7OEBEAN B ET, Thid. T tep-buffertimeouts & Ttep-not-
syny THHLEHTT

95 2024-12-14 07:55:58.771764 172.16.0.14 10.0.8.2 TCP 251 53905 - 1521 [PSH, ACK] Seqg=
95: ©7:55:58.771764 10.7.0.3.64056 > 10.7.2.5.6081: udp 209 [GENEVE segment-id © payload-length 169] Drop-

96 2024-12-14 ©7:55:58.771780 172.16.0.14 10.0.8.2 TCP 1514 [TCP Out-0f-Order] 53905 -» 1521 [AC
96: ©7:55:58.771780 10.7.0.3.64056 > 10.7.2.5.6081: udp 1472 [GENEVE segment-id © payload-length 1432] Dro

99 2024-12-14 07:55:58.997049 172.16.0.14 10.0.8.2 TCP 308 53903 - 1521 [PSH, ACK] Seg=1 Ack=1 |
99: ©7:55:58.997049 10.7.0.3.64056 > 10.7.2.5.6081: udp 266 [GENEVE segment-id © payload-length 226] Drop-

100 2024-12-14 07:55:58.997079 172.16.0.14 10.0.8.2 TCP 1514 [TCP Out-Of-Order] 53903 - 1521 [A
100: 07:55:58.997079 10.7.0.3.64056 > 10.7.2.5.6081: udp 1472 [GENEVE segment-id © payload-length 1432] Dr

ASPROY 7 NER :

B8 : tecp-buffer-timeout
TCPNNT Y NEFATRERNY J7RALTIN

COATREBML, F1—DSHANETCPNTY "RANY 77 ICREBERBE D&, N
TYRNEEZEENET, BE, EX1VTATTIAT VAL > TRETNDERFTLEIRE
ND=HIZSSMIZNT Y RIEEE B ESH TR, TCPAT Y MY IEZEEY ICEBEEEhET, RIC
FRENDTCPNT Y M —EOHEAICEBELEZVEE., F1—ICANSIhEIETRRO/NT Y
NEEEEIhET,

HEAREIS

ES—REOXY ND—UTRBE, XY RND—TJHAOEENfRET, RICFEEHBTCPN
TYRFEBLEEA, IV REFRANDTCPEBEGAXNDZAXALRNT Y NZBEEITIHEND
V), Ev>araiETTEERT,



&8l : tcp-not-syn
BAIOTCP/NTY NESYNTRH Y EH A
RITSEHBIVIBEERGENRIDO/NTY NELTIHESYNNT Y REZELEL L,

HEREIR .

BEORRTE., PTSATANTTICERBEEZBALUTEY ., 9547 MNEEEY =I5
EMEEBABAVTCVBERBLTTF—EREZEBLETTVRIBEIC., CORRFRETDI L
FHVET, ChHFIRETDIUREMEDODHSDHEL T, Tclearlocal-hosty EizlE "clear
xlates FRITENEEBOBENHVET, T, BEHENAREHIREATEST, hUV X2
RICEBIMLTWREE, PF7IAT AN RBEZITTVWSAEM I HYET, AZT 7L —
AReF¥Fv7Fv LT, RROBEICKRITET,

RE  SQLT — R EIENSQLEIHATCPAR— M1521EBLUR— N TRET B HEEE. SQL*NetA
VAR AVEEMICLES, EFXFIVTATTSAT AR, SQL*Netf AR ah
BWMBEEEICTOFELTHEL, 9547 MDT 142 ROY A X%E65000h S #116000(-
NNoTCTF—REENOBEZSIERLET,

ICMPA > ARZS 3> ROY 704
CDIFIFIE, FIDVZSARAREENRELTVET,
ICMPA Y & —®@QICMPEBIFl&. ZO—RADSXTIINDOEETR—NELTHERATES 18,

ping/XT Y ROITRTO5RTIIEREALTY, COENTHEETEDLSIC, ASPROY TOEH
(& Tinspect-icmp-seqg-num-not-matcheds T3,

firepower#show cap asp-drop
1: 19:47:09.293136 10.0.5.8 > 10.50.0.53 icmp: echo reply Drop-reason: (inspect-icmp-seq-num-not-match

Cisco Bug ID CSCvb92417


https://tools.cisco.com/bugsearch/bug/CSCvb92417

5 AXASAIE. BH Tinspect-icmp-seg-num-not-matched | Tto-the-box ICMP5&E A RO Y 7

32
ASPROY 7DEMRA :

A H : inspect-icmp-seg-num-not-matched
ICMP Inspect> —7 > ABSHF—HBLUEE A,

COAIURF, ICMPIO—REXY -0 -T2V RAESHN, AUEBKRTUEIICT 7'
ATAZBBELEICMPIO— XY tE—2&—HULABVEESICEMLET,

BRRZE  ICMPA AR IV EEMIILET, V9TFARRE . VFAXAN2DOLLEDOFTDE
ICMPRZ 7 4 Y ONERMICBZIBENHYVET, ICMP7O—QHIRICEZEN BESshET, %
FEDpinglk, BIDPing7 O—HN PV V—2F Y T7EBDEIICERTEEFEENET, CDHE. E
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L Tping/\T Y KA RDONDHREMN HY ET,

SIPA AR 3> RAOY 70O

COIFIATE, J-ILA50E#EL EETT, RS ROYENET, RTPEFERATI L
VSIPAVARY S AV TERZ ROY S TEET,
VOIPRS 74V IODA U BR—TIAATONTY RFYTFYOHEIASHABELSIC, SIPA
Z74YIMNBYET7 ST, TORBRATER I-IIIEHALUShIECEZERLET,

1 2023-10-13 18:39:03.421456 10.6.6.66
2 2023-10-13 18:39:03.448325 172.16.3.77
3 2023-10-13 18:39:03.525424 172.16.3.77
4 2023-10-13 18:39:03.525943 10.6.6.66
5 2023-10-13 18:39:03.527331 10.6.6.66
6 2023-10-13 18:39:03.553544 172.16.3.77
7 2023-10-13 18:39:05.902815 172.16.3.77
8 2023-10-13 18:39:06.091822 172.16.3.77
9 2023-10-13 18:39:13.114435 172.16.3.77
10 2023-10-13 18:39:13.115899 10.6.6.66
11 2023-10-13 18:40:29.206593 172.16.3.77
12 2023-10-13 18:40:29.207630 10.6.6.66
13 2023-10-13 18:41:09.940854 10.6.6.66
14 2023-10-13 18:41:10.003066 172.16.3.77

172.16.3.77
10.6.6.66
10.6.6.66
172.16.3.77
172.16.3.77
10.6.6.66
10.6.6.66
10.6.6.66
10.6.6.66
172.16.3.77
10.6.6.66
172.16.3.77
172.16.3.77
10.6.6.66

SIP/SDP 1055 Request: INVITE sip:1l
SIP 497 Status: 100 Trying |

SIP 687 Status: 401 Unauthorized |
SIP 425 Request: ACK sip:123456789
SIP/SDP 1343 Request: INVITE sip:1l
SIP 497 Status: 100 Trying |
SIP/SDP 992 Status: 183 Session Pr
SIP/SDP 967 Status: 180 Ringing |
SIP/SDP 1063 Status: 200 OK (INVIT
SIP 560 Request: ACK sip:55663399
SIP 642 Request: UPDATE sip:FD3a5
SIP 659 Status: 200 OK (UPDATE) |
SIP 684 Request: BYE sip:33445566
SIP 659 Status: 200 OK (BYE) |

ZOHOBITIE, sysloglc. PATEERTAIYEYTEnkIP, EATAEERR—KNF1D2EH®
IP. 8LV R—REYETOEHICSIPEY S I VARLA—NCEEENESIPAERENET
o PATHERAFNOHBE., SIPA VAR IV RERZROY I TEET,

ASPROY 7OERAIK,

FPRARZEDPATR—R7OY JHIBRXISEL 8, IPIR—KHD S

IPIR—RMANDOUDPEHREERTER VL, BRF T4V ARIIAVIVIVICELDKRT., BAH-
M4 —E Aresetinboud s FREICEIKVUEY N, T,

18
18
18
18
18
18

2019
2019
2019
2019
2019
2019

10:
10:
10:
10:
10:
10:

19:34:
19:35:
19:38:
19:38:
19:39:
19:39:

%FTD-6-607001:
%FTD-6-302022:
%FTD-3-305016:
%FTD-4-507003:
%FTD-3-305016:
%FTD-4-507003:

Nov
Nov
Nov
Nov
Nov
Nov

ASPROY 7 DER :

H 81 : async-lock-queue-limit

FEHPOY IF1—DHREBEARL L :

Pre-allocate SIP Via UDP secondary channel for 3111:10.11.0.13/506
Built backup stub TCP connection for identity:172.16.2.20/2325 (17
Unable to create UDP connection from 3111:10.11.0.12/50195 to 3121
udp flow from 3111:10.11.0.12/5060 to 3121:10.21.0.12/5060 termina
Unable to create UDP connection from 3111:10.11.0.12/50195 to 3121
udp flow from 3111:10.11.0.12/5060 to 3121:10.21.0.12/5060 termina

ZIERBOY VOEZEFI—(CE., 1000 VS HIRAKHYET, EEFI—ICTF1ANYTFT
BSIPANTY hEBXTICEK. NTYMNEROVITITIHBENF HYET,

HEARETE



ROYTTEBDESIPNZ 74 v 0EGTY, SIPATY NMCEUBOY OXFHY), ThsH
BUFRHBHOY IFI1—ICF1— 2T TEBRBE, INTOXTAT7ZRELTVEDIFE—
NDATETHEOT, 7OY VOB RETHIUREEN HYET, FRAHFOYIFI—DOH (X
HHEIREBZEEZICSIPNTY M F1—ICANShESE, TONTY NI ROYTEND
PDENFHYVET,

A : sp-looping-address
ILN—=TTRLA:

CDAIVRE, 7ZO0—AOREEXTT RLAERBETZ RLANBUBEICEMLET, TR
LAZT AN —DFEMCE>TVSRSIP7O0—R, EERT RLAEBET RLANEALUTH
DONBEBETHDED,. BRAThET,

HEARETE

CDAITEANBINTRIEEE, 20ORANEZSNET, 12, FTSAT AN BEE
BUEETXT7 RLAZFHEOINTY N EZELEBETT, CNIEDoSHEND RS TZRLET,
208k, P7SAT 2 ADNATRET, BEXT RLANBEOT RLAERUICHEDKSIC
NATALEZITSBETT,

A : parent-closed
H7O0—NDEALTVET :

T70-—0FR70O0—- F00—-RX&Ehde, TU7A0—70—-X&EnhFET, LEAE,
FTPF—&270— ( TMu70—) &, #IEB70— (H70O0— ) FRTLEEEIL, COBENE
HTOVO—XATEEYT, OBHEF, #IBA77Vr—>a>vick>2TZxk70— (E>FR—IL
YHABAUShBEZEICEEASNET, LA, BYEXYE—INEEEhDE, SIPA VA
RO2AVIVOV (HFBT77I)Tr—>32 ) ERETHSIPRTP7O0— (AHA) 70—

) ZEAU B BENHVYET,

RRE :SIPA VAR IVEEMILET, ZORIJLOHIRICKY) :

« SIPAVARIZ AV, Fvy NEOHKREHR—NLTVET, RIS NR—KR, 77
AINEE, BROT7VIT—2a 2 HBEHR—KREATVWERE A, RTC Client 5.0 YR
—REhTVWERBA,

- PATZ2ERAT2HBE. R—RNOBVRAIPIPT RLAZESOSIPAYA—T7 41— )L REZH]RT
ERVESD, AZPT RLAFAZIC—OET B AEEIHYET, COV—V2EET
BICE. PATORDYICNATZRRELE T,

s SIPA VAR AV, ROEKDIBTFTAINRNDA AR AVIY T HZEHALTTT
I NTHEIZE>TVWET,

*SIPA VAR M XY =22 J(IMBEREEE : BXh.
*SIPAR—RN®MIESIPRZ 74w o . ROV .
*H—N—BREIV RRANDIPT RLAZFERTRICTS : EX,
LAY TRNDITTIN—23 28 KVIESIP URI : ER.
*WEETORY TEHAOK) KREVCEEBRBLET : B%.
*RTPE#L . BHEhEB A,

*SIPEH  REFIVIEAVA —RIEEETLEEA,

NZ7LZ1—hk



LINAMPFZORIONA VARG IVICHEETEIRNRS 74V OOBERE NS TN —F 14>
JEBEOOHEIT U RERICRLET,

show service-policy : BXICHE 2 TVWBLINAMPFA VAR a> DY —ERRI S —#K

FEHERTLET,

firepower# show service-policy

Global policy:

Service-policy: global_policy

Class-map: inspection_default
Inspect: dns preset_dns_map, packet 0, Tock fail 0, drop 0, reset-drop 0, 5-min-pkt-rate 0 pkts/s
Inspect: ftp, packet 0, lock fail 0, drop 0, reset-drop 0, 5-min-pkt-rate 0 pkts/sec, v6-fail-clo
Inspect: h323 h225 _default_h323_map, packet 0, Tock fail 0, drop 0, reset-drop 0, 5-min-pkt-rate
tcp-proxy: bytes in buffer 0, bytes dropped 0
Inspect: h323 ras _default_h323_map, packet 0, Tock fail 0, drop 0, reset-drop 0, 5-min-pkt-rate |
Inspect: rsh, packet 0, lock fail 0, drop 0, reset-drop 0, 5-min-pkt-rate 0 pkts/sec, v6-fail-clo
Inspect: rtsp, packet 0, lock fail 0, drop 0, reset-drop 0, 5-min-pkt-rate 0 pkts/sec, v6-fail-cT
tcp-proxy: bytes in buffer 0, bytes dropped 0
Inspect: sqlnet, packet 0, lock fail 0, drop 0, reset-drop 0, 5-min-pkt-rate 0 pkts/sec, v6-fail-
Inspect: skinny, packet 0, lock fail 0, drop 0, reset-drop 0, 5-min-pkt-rate 0 pkts/sec, v6-fail-
tcp-proxy: bytes in buffer 0, bytes dropped 0
Inspect: sunrpc, packet 0, lock fail 0, drop 0, reset-drop 0, 5-min-pkt-rate 0 pkts/sec, v6-fail-
tcp-proxy: bytes in buffer 0, bytes dropped 0
Inspect: sip , packet 0, lock fail 0, drop 0, reset-drop 0, 5-min-pkt-rate 0 pkts/sec, v6-fail-cT
tcp-proxy: bytes in buffer 0, bytes dropped 0
Inspect: netbios, packet 0, lock fail 0, drop 0, reset-drop 0, 5-min-pkt-rate 0 pkts/sec, v6-fail
Inspect: tftp, packet 0, lock fail 0, drop 0, reset-drop 0, 5-min-pkt-rate 0 pkts/sec, v6-fail-cT
Inspect: icmp, packet 0, lock fail 0, drop 0, reset-drop 0, 5-min-pkt-rate 0 pkts/sec, v6-fail-cT
Inspect: icmp error, packet 0, lock fail 0, drop 0, reset-drop 0, 5-min-pkt-rate 0 pkts/sec, v6-f
Inspect: ip-options UM_STATIC_IP_OPTIONS_MAP, packet 0, lock fail 0, drop 0, reset-drop 0, 5-min-
Class-map: class_snmp
Inspect: snmp, packet 0, lock fail 0, drop 0, reset-drop 0, 5-min-pkt-rate 0 pkts/sec, v6-fail-cT
Class-map: class-default

Default Queueing

Set connection policy: drop 0O

Set connection advanced-options: UM_STATIC_TCP_MAP

Retransmission drops: 0
Exceeded MSS drops : O
Invalid ACK drops : 0
Out-of-order (000) packets : 0
000 buffer timeout drops : 0
Reserved bit cleared: 0

IP TTL modified : 0

TCP checksum drops : O

SYN with data drops: 0O
SYN-ACK with data drops: O
000 no buffer drops: 0

SEQ past window drops: 0O
Reserved bit drops : 0O
Urgent flag cleared: 0O

Window varied resets: 0
TCP-options:

Selective ACK cleared: 0

Timestamp cleared : O

Window scale cleared : 0
Other options cleared: 0
Other options drops: 0

IR Dl show service-policy inspect http X > RO HE N T, httpDRETEHRZRL TVET,

firepower# show service-policy inspect http



Global poTlicy:
Service-policy: global_policy
Class-map: inspection_default
Inspect: http http, packet 1916, drop 0, reset-drop O

protocol violations
packet 0

class http_any (match-any)
Match: request method get, 638 packets
Match: request method put, 10 packets
Match: request method post, 0 packets
Match: request method connect, 0 packets
log, packet 648

« BEITDA R —TIAALEDasp-dropF ¥ 7 F v ZRELET,

Syntax
#Capture

type asp-drop

match

for example

#Capture asp type asp-drop all match ip any any

#Capture asp type asp-drop all match ip any host x.x.Xx.x

#Capture asp type asp-drop all match ip host x.x.x.x host Xx.x.x.x

BEDLINAMPFZ 77U —>3 2 A2 AR A ZEBMEL
FEMCTDAHZE

Cisco Secure Firewall Threat Defense TMPF LINAZ 7’4 —2 3> A AR 3 #B/ME L
FEMCTDICE. XROAT>a>aERTEET,



* FlexConfigTDEXE : FMCUINDEBET VAN MVETYT, CORERFFREICKENIC
BRAEhETD,

- FIDCLIZEALIERE : FIDCLNOEBET VAN MUETT, COEBERKENTR
HYWEBA, V7—KPFHLLVWEANTODhDE, REGFHIBRENET,

FlexConfig T D&% E

FlexConfigld., EEXEK & BN S % A 'management center T ICERETE R VASAR—A D
BEEZRETDILEONDREDFRTT,

AVARD D AV EKGNIZENEZFBMICTBEER. FMC UIZN L ZFlexConfig TIT LV &
T, ek, JO-NIIC, FERBEORS 714V IICRHLTOKXBEATEET,

ATY T 1:

FMC®OUIT, Objects > Object Management > FlexConfig > FlexConfig Object® JEICBEI T 5 &
TF7FLNOTORNIANA VAR AVATSIVRND) AR RRENET,

el Firewall Management Center
Pi e g . Overview Analysis Policies Devices Objects Integration Deploy Q @ i+ 9 admin

Add FlexConfig Object Q, inspect b4

FlexConfig Object include device configuration commands, variables, and scripting language instructions. It is used in FlexConfig polices

FlexConfig Object

Application Filters

AS Path Mame Description

BFD Template ) ) ) _
Default_Inspection_Protocol_Disable Disable Default Inspection, B a

Cipher Suite List

3 Community List Default_lnspection_Protecol_Enable Enable Default Inspection. % Q
o

DHCP IPv6 Paol Inspect_IPv6_Caonfigure Configure inspection for ipv6 traffic. Used text objects inthe sc...  Tg Q&

Inspact_IPvE_UnConfigure UnConfigure inspection for ipvé traffic. E‘E Q

# External Attributes
File List

~ FlexConfig

FlexConfig Object

Text Object

Geolocation

F7 %4 ) NOFlexConfigZ7O RN AV ARD S AVATS IO
ATV 2:
BEOZ7ORNINAARIS AV EEMZTBICIE, FlexConfigh 7TV M EERLET,

Objects > Object Management > FlexConfig > FlexConfig Object > Add FlexConfig Object® JIELZ
BRRLET,

—OBITIE, global_policyh SSIPA VARV AV ZEMICTEIRENDEXIEIRXOKLSIZT B 44
ENHVUET,

policy-map global_policy



class inspection_default
no inspect sip

FlexConfigZA 72 TV N2 BRI ZHIC, EFROEELEEZBIRTEET,
BA

« FlexConfigA 7 T U RN ZRY RD—URACLAT IO RNBEDIATLAERBATS TV
REELTWSHEE, EverytimeZiBIRLET, ThUNADBE, AT IIONOEF %
BEATEEXLATL I,

« TSI ORNATREDIVTEGFFTHhDE48F. OnceZEALET, XIZ, XE®D
EBF#%&ICFlexConfiglR ) —AS5AFA T IO NZHIBRLET,

Type

« Append (F7#)IKN). A7TITHNAO®IT T RiIE, management center’ Rl —AH S
ERENDIERENREICEEENET, EBNRATS IV SERENEATSION
ZERIRIVS— FATSIORNEHREFERTZEERE. "B, 2FRATIHENHYET
o DRV —RAICERENLEINY RAATDSIVONTEEENLEIN REEETZ5
B, ANV RALEZEhABVESIC, COFTVaVEBRIDMLENHYET, Ch
FEREREBFT3TY,

s TURYR, A7 TV MAMOINY Y RiF. management centeriRIU > —ASEREND
BREDEBICHEENETT, BE. REZIVFTELEFEMNCITZHZIT RIZE.
prependZfEAL £ T,

Edit FlexConfig Object
MName:
Disable_SIP

Description:

Disable SIP ALG on
global_policy

A Copy-pasting any rich text might introduce line breaks while generating CLI. Please verify the CLI before deployment.
Insert v B2 Deployment: Everytime v Type: | Append

policy-map global poliey
class inspection_default
no inspect sip|

¥ \fariables

=) -




77 # )L N Dglobal_policy* SE—O7ORNINEEMCTDATS IV NEERLET

ATYT 3
LINAIZEIVY) TS hiFlexConfigliRU>—ICAT7 T O NZEBMLET,

Devices > FlexConfigicBEIL, ROYZ7ORENFfr REL VR 7 7AT7oF—)LIZERE N
FlexConfig/R ) > —Z&IRL £ 7,

FTRTDA AR A Z2TO-NIICEMICTBICE, AT AEEFlexConfigh 7> 1o
RO T THT < T4 MDefault_Inspection_Protocol_DisableZi#ZRL THA S, TOEOBEWVWLRMN%Z
21)v 2L TFlexConfigiR) —ICBMLF T,

Firewall Managemen nter
. L d :_d dg? L REams Overview Analysis Policies Devices Objects Integration Deploy Q a-a Fo N 7 ] admin
—
Protocol_Inspection Preview Config

Enter Description
Policy Assignments (1)

“& Selected Prepend FlexConfigs

Available FlexConfig e FlexConfig Object o
H Marmea Description

X

> User Defined | = |
~ System Defined

“& Dafault_DNS_Configure

Default_Inspection_Protocol_Disable

“a Default_Inspection_Protocol_Enabla

“& DHCPv6_Prefix_Delegation_Configure =2 Selected Append FlexConfigs

=7 DHCPvE_Prefix_Delegation_UnConfigure
H Name Description
"t DNS_Configure
=¥ DNS_UnConfigure
& Eigr
"B
2 g

B Eiar
s EIg

IRTCOTAORNIONA VARG AV EENITDATAEEF TSI MDREIIR

ATYVT 4

BRUES, TRHNERIORY VACRREND CEEZMALET. REZEMCTS -0,
RELTERRID CEZENBEVWTSEZL,



Protocol_Inspection

Enter Description

Available FlexConfig c FlexConfig Object

X

-) User Defined

~ Systern Definad
"8 Default_DNS_Configure

[ oot mpocton.ptocs Diabe |
“& Default_Inspection_Protocol_Enable
"8 DHCPv6_Prefix_Delegation_Configure
<8 DHCPvE_Prefix_Delegation_UnConfigure
“& DNS_Configure

«F DNS_UnConfigure

Overview

Analysis Policies

Devices

Objects Integration

"a Selected Prepend FlexConfigs

# MName

1 Default_Inspection_Protocol_Disable

Description

Disable Default Inspection.

o7 Selected Append FlexConfigs

# MName

Description

IRTOTORINA VARG IV EBENCITBDEOICBRLEATZ IR

ATYT 5

a @ &+ e

Deploy admin ~
Preview Config Cancel

Policy Assignments (1)

B_7ORINAARID IV EEMNCTZICE. BICERLEATS IO N EI—YYES
JARNDSIBIRL, RYVABOXMEMFERAL TR —IZEMLET,

Firewall Management Center
- “olicy Editor

Protocol_Inspection

Enter Description

Available FlexConfig o FlexConfig Object

X

.v User Defined
@ ACL-ControlPlane
"8 ACL_OUTSIDE_CONTROL_PLANE
& Adjust-TCP-MSS
" AnyConnect_FlexObject
[memees ]
@ enable-threat-detection-ravpn
“& Username_Logging_Enable
~ System Defined
" Default_DNS_Configure
o Default_Inspection_Protecol_Disable
“8 Default_Inspection_Protocol_Enable

"B DHCPE_Prefix_Delegation_Configure

Overview

Analysis Policies

Devices

Objects Integration

“8 Selected Prepend FlexConfigs

# Name

o2 Selected Append FlexConfigs
U] Nairie

1 Disable_SIP

You have unsaved changes

Description

Dascription

Disable SIP ALG on global_palicy

global_policy 5 DE—7ORINA VARI S IV EZENZTBHEIBRLET

Deploy

o @ e

e Cancel

Policy Assignments (1)

admin

Preview Config



FIEG :

BRUES, ThHERIORY VRAICRREND L ZHALET. REZFMCTR2HIC,
RELTRREAITZ CEZRhBRVTSEZ L,

FTD CLIZZfER L 1z5%7E

cV)1—=23aviEk, RENFRS T4V IICRHELTVWAAESHZETARNTSEHIC, FTD
CLI S SICEBATEE T, L, U7T—RPHLLVEANrRELTE, REZERRESTQ
Ft A

COIOX Y RE, ClishE—RTFTDCLINSRITTRIHENHBYWET,

> configure inspection

disable

for example
> configure inspection SIP disable

A

ZT7ORIJNOEMENAEMTH S &R T S (ZIE. show running-config policy-map 1< > R
EETLET, cOBITE. SIPAVARIZIVEF7AIILMNOZORNINLIRANCEREN
BLBEBIH, BHICHE>TVET,

firepower# show running-config policy-map
|
policy-map type inspect dns preset_dns_map
parameters

message-length maximum client auto

message-length maximum 512

no tcp-inspection
policy-map type inspect ip-options UM_STATIC_IP_OPTIONS_MAP
parameters

eool action allow

nop action allow

router-alert action allow
policy-map global_policy

class inspection_default

inspect dns preset_dns_map

inspect ftp

inspect h323 h225

inspect h323 ras

inspect rsh

inspect rtsp



inspect sqlnet

inspect skinny

inspect sunrpc

inspect netbios

inspect tftp

inspect icmp

inspect icmp error

inspect ip-options UM_STATIC_IP_OPTIONS_MAP
class class_snmp

inspect snmp

class class-default

set connection advanced-options UM_STATIC_TCP_MAP
|

firepower#

B9 E R
TOZHIL BR—b & RF 21 XK - Cisco Systems
s P77V —23 E7ORINAVARI S AV OBE

« EXNBA 22—V R Z7ORIILOBRE
« Show ASP DropdX > RO EREZ



https://www.cisco.com/c/en/us/td/docs/security/asa/asa920/configuration/firewall/asa-920-firewall-config/inspect-overview.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa920/configuration/firewall/asa-920-firewall-config/inspect-overview.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa920/configuration/firewall/asa-920-firewall-config/inspect-overview.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa920/configuration/firewall/asa-920-firewall-config/inspect-overview.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa920/configuration/firewall/asa-920-firewall-config/inspect-overview.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa920/configuration/firewall/asa-920-firewall-config/inspect-basic.html#ID-2092-00000991
https://www.cisco.com/c/en/us/td/docs/security/asa/asa920/configuration/firewall/asa-920-firewall-config/inspect-basic.html#ID-2092-00000991
https://www.cisco.com/c/en/us/td/docs/security/asa/asa920/configuration/firewall/asa-920-firewall-config/inspect-basic.html#ID-2092-00000991
https://www.cisco.com/c/en/us/td/docs/security/asa/asa920/configuration/firewall/asa-920-firewall-config/inspect-basic.html#ID-2092-00000991
https://www.cisco.com/c/en/us/td/docs/security/asa/asa920/configuration/firewall/asa-920-firewall-config/inspect-basic.html#ID-2092-00000991
https://www.cisco.com/c/en/us/td/docs/security/asa/asa-cli-reference/show_asp_drop_command_usage/show-asp-drop-command-usage.html#pgfId-306660
https://www.cisco.com/c/en/us/td/docs/security/asa/asa-cli-reference/show_asp_drop_command_usage/show-asp-drop-command-usage.html#pgfId-306660
https://www.cisco.com/c/en/us/td/docs/security/asa/asa-cli-reference/show_asp_drop_command_usage/show-asp-drop-command-usage.html#pgfId-306660
https://www.cisco.com/c/en/us/td/docs/security/asa/asa-cli-reference/show_asp_drop_command_usage/show-asp-drop-command-usage.html#pgfId-306660
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