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A
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V
Tunnel ID unnel Source
2 outside? (GigabitEthernet0/1) v
IP Address and Subnet Mask
169.254.20.11 / 24

Site1FTD_VTI_Details_Tunnel2_ISP2
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El [ ]
. VPN TUNNEL . .
e — v (ST — —_— o T Remots Network
FIOV7a2 INTERNET PEER ENDPOINT
Define Endpoints
o s Bl e B - 1t VPN connection. Ther. ideiify
cal and remote networks that can use the connection. Traffic between these networks is protected using IPsec encryplion
Connection Profile Name Type
o 5 -
Sites Configuration
LOGAL SITE REMOTE SITE
Local VPN Access Interface rRCITICII.'L: IP Address
demovti (Tunnel1) P 182.168.10.1
\
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H4 NMFTDUISP1_H 4 RE_VPN_EE T RARA K
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Privacy Configuration
IKE Policy
@ IKE policies are global, you cannot configurs different policies per VPN. Any enabled IKE Policies are avallable to 38 VPN
connections.
weversionz (D e vERsion1 (@ )

IKE Policy

oy

IPSec Proposal

None selected EDIT... [!]

Site1FTD_Edit_IKE_Policy ( R > —)

ATYT753: IKERV—NBEEE. BRICERZELER) S —%2FEHTSH. Create New IKE
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. BEE1t : AES, AES256

« DHTIL—7": 14

. BAM/\YS 1 : SHA, SHA256

« PRF/\Y< 1 : SHA. SHA256

« SA4TRAL 86400 (T7AILKN)

Add IKE v2 Policy

[ Priority Name State

Y Filter 1 ] [ AES256_DH14_SHA256_SHA256 ] "3]

A i
@ ) AES-GCM-NULL-SHA Encryption

.
M——
|‘) AES-SHA-SHA l
Diffie-Hellman Group

@ DES-SHA-SHA € "

S

[ Integrity Hash )

Lifetime (seconds)

Create New IKE Policy “ 86400

4 NMFTD_Add_New_IKE_Policy



Y Filter

@ AES-GCM-NULL-SHA

@ DES-SHA-SHA

Q AES256_DH14_SHA256_SHA256

e @ Qe 9

Create New IKE Policy

Site1FTD_Enable_New_IKE_Policy ( Rl > —)

AT Y7 54 : IPSec ProposallcBEILE T, EDITRE>ZIUYILET,
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@ VPN TUNNEL .
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Privacy Configuration

IKE Policy
) IKE palicies ane global, you cannet configure different policies per VPN, Any erabled IKE Policies are svallable to all VPN
connactions.
||;Em$e¢m2‘) IKE VERSION 1 @
IKE Policy
Globally applied EDNT...

IPSec Proposal

o ¢

Site1FTD_Edit_IKE_Proposal ( 122 )
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« &Hil : AES256_SHA256
. B2t : AES. AES256
« BAOM/\YS 1 - SHA1. SHA256

Add IKE v2 IPSec Proposal

Name
Y Filter SET DEFAULT
AES256_SHA256

sl
& AES-GCM in Default Set : I —
& AES-SHA AES256 >

& DES-SHA-1 Integrity Hash

Site1FTD_Add_New_IKE_Proposal



Y Filter SET DEFAULT

& AES-GCM in Default Set

& AES-SHA

@ DES-SHA-1

& AES256_SHA256

Site1FTD_Enable_New_IKE_Proposal
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Privacy Configuration

IKE Policy

) KE palicies are global, you cannet eonfigure differam policies par VBN, Ary enabled KE Policies are availabie to all VPN
COANBELONS.

ixe version 2 (D) IKE VERSION 1 (@)
IKE Policy

Globally applied EDIT..

IPSec Proposal

Custom set selected EDIT...

Authentication Type
@ Pre-shared Manual Key C Certificate

Local Pre-shaned Key

Lt L]
emote Peer Pre-shared Key
senes

4 NMFTD_Configure_Pre_Shared_Key
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Demo_S2S Connection Profile

o Peer endpoint needs to be configured according to specified below configuration.

VPN Access 0 demovti (169.254.10.1) < | PeeriP Address 192.168.10.1

Interface

IKE Policy aes,aes-192,aes-256-sha512,sha384,sha,sha256-sha512,sha384,sha,sha256-21,20,16,15,14, aes,aes-256-
sha,sha256-sha,sha256-14

IPSec Proposal aes,aes-256-sha-1,sha-256

Authentication Pre-shared Manual Key

S y

IKE V1: DISABLED

IPSEC SETTINGS
Lifetime 28800 seconds
Duration
Lifetime Size 4608000 kilobytes

ADDITIONAL OPTIONS
o Information is copied to the clipboard when you click Finish. You must allow the browser to access your clipboard for the copy to be successful

eacx I

Site1FTD_ISP1_Review_VPN_Config_t#~< 1) —

FIE6: ISP2EZERLTHLWVWH A NEVPNEERT DI, ATV 5 &#EV)RLULET,



Demo_S25_SP2 Connection Profile

o Peer endpoint needs to be configured according to specified below configuration.

Interface

VPN Access 0B demonti_sp2 (169.254.20.11 <, | | Peer IP Address 192.168.20.1

(II;E Palicy ass, aes-192 aes5-256-5ha%12,5ha384 ,sha,shal?56-sha512,5ha384 sha sha256-21,20,16,15,14, aes, a65-256- -\
sha,sha?56-5ha,sha256-14

IPSec Proposal aes,aes-256-5ha-1,5ha-256

Authentication Pre-shared Manual Key

IKE ¥V1: DISABLED

\[’Pe
Lifetime
Duration
Lifetime Size

2B800 seconds

4608000 kilobytes

Allow the browser to access your clipboard for the copy to be successfu

Site1FTD_ISP2_Review_VPN_Config_ ¥~ 1) —
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NATERELE T, LEA 2T, NATRBIL—LHFBETT,

Policies > NATO JBICEELE T, +RXZVUYILET, FHliEANLT, OKEVZUY D
LET,
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« BRAT AR TAVY
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- BB EE

s TOEETT RL A : 192.168.70.0/24

s ZHREBEDIEEITT RL A : 192.168.70.0/24
« TMDIEET RL A : 192.168.50.0/24

- TMEDHEET RL A : 192.168.50.0/24

s L—=KNILYOTYTHEMEEE

Add NAT Rule

THANSLATED PACHET

Destination Interface

Source nterface

inside = Ay

Seures Address Source Ao Saures Pont

Inside_1592.168.70 ~

Destination Address

peer_192.168.50.0

Site1FTD_Nat_Exempt_Rule

Insicie_192. 168,70

Destination Address

peer_192.168.50.0

Ay

Destination Port




Title Create Rule for Status

NAT Exempt Manual NAT v D

Manual NAT rules allow the transiation of the source &s well 23 the destination address of a network packei. Destination and part
translation ame optional. You can place manual MAT rules eithar before or after Auto NAT rules and insert the nules at a apecific location

Placermant Type
Before Auto NAT Rules b Static o

Packet Translation Advanced Options

Translate DMNS replies that match this rule

Fallthrough to Interface PAT (Destination Interface)

[ Perform route lookup for Destination interface I

Do not prosey ARP on Destination Interface

Show Disgram (@ ) canCEL “

%4 MMFTD_Nat_Exempt_Rule_2

PN e i) o == = £3 . admin alonilss 2afusn
Firewall Device Manager Nioriteiing ol Obects Haiicos tanmis @ @ @ : At wice SECURE

& Security Policies
oy = SSL Decryption  —3 ldentity —* | Security inteligence  — —: @ AccessControl+ % Intrusion

3 rules ¥ Filter +

INTERFACES DESTINATIOL. . O DESTINATIOL : DESTINATIOL.

# 1 MAT Exompt STATIC gy Insiga_192.1.. poar_192.16... ANY ANY nside_192.1... poar_192.16.. AN ANY
Aty

Manual MAT Rulos (After)

31 ISPINaRule CMANIC insicie any-ipit ANY ANY ANY Intertace ANY ANY ANY
cutsidi

* 3 ISPINatRule DYNAMIC insici amgeipnd ANY ANy Intertacn RN ANY
cunsiied

Site1FTD_Nat_Rule_ O #E

ATYT79: REXEZEALET,

] o £ [——i T . i
Firewall Device Manager e o @ O . @ . admin T pp———
rewen Demes)vianag Menitoring Policies Objects Device: fv742 - @ 2 Administrator s SECURE

Site1FTD_Deployment_Changes



Site2 FTD VPND & E
ATY 710 : Site2 FIDORWBTD/INTX—RT, ATV TIHSATYT9%4&V)RBRLET,

DemoS2S Connection Profile

ﬂ Peer endpoint needs to be configured according to specified below configuration.

VPN Access 0P demati25 (169.254.10.2) A:? Peer IP Address 192.168.30.1
Interface

IKE Policy aes aes- 192, aes5-256-5ha5 12, sha3B4 sha, sha256-sha512 shaldB4 sha,sha256-21,20,16,15,14, aes aes-256- -\
sha,sha256-5ha,sha256-14

7

IPSec Proposal ses,aes-256-sha-1,sha-256

Authentication Pre-shared Manual Key

e y,

IKE V1: DISABLED

Lifetime 28800 seconds

Duration

Lifetime Size AB08000 kilobytes

o Information is copied to the clipboard when you click Finish. You must allow the browser to access your clipboard for the copy to be successfu

Site2FTD_ISP1_Review_VPN_Config_ < 1) —



Demo_52S_SP2 Connection Profile

o Peer endpoint needs to be configured according to specified below configuration.

VPN Access QP demovti_sp2 (169.254.20.12) (:} Peer IP Address 192.168.40.1
Interface

IKE Policy aes,aes-192,ae5-256-5ha512,sha384 sha,sha256-sha512, sha3d4,sha, sha256-21,20,16,15,14, aes,aes-256-
sha,sha256-sha,sha256-14

IPSec Proposal aes, aes-256-sha-1,5ha- 256

Authentication Pre-shared Manual Key

Type

IKE V1: DISABLED

IPSEC SETTINGS

Lifetime 28800 seconds
Duration
Lifetime Size 4608000 kilobytes

ﬂ Infarmation is copied to the clipboard when you click Finish. You must allow the browser to access your clipboard for the copy to be successful.

BAsK

Site2FTD_ISP2_Review_VPN_Config_ %~ 1) —



Edit NAT Rule

Title Create Rule for

MNAT Exempy

T Ty banslation of the Source as woll 65 the dosEnation address of @ notwark packet. Dastination
w6 Cotionnl You cn plos menual AT rulss slivor Bofors or Sftar AU ¥ o 1L

Placemant

Before Auto NAT Rulal

Packet Translaticn Advanced Options

CRIGINAL PACKET TRANSLATED PACKET

Tource IerTace

Destination Interface
insice

Any

Source Address

Source Address Source Pon

inside_192.168.50 ]

insiche_192.168.50 Any
Destination Address Destingtion Port Destination Address Destination Port
peer_192.168.70.C Aty peer_192.168.70.0 v Ay

Show Diagram @

Site2FTD_Nat_Exempt_Rule
PBRT DEXE
Site1 FTD PBRMEXE

AT Y 7 11Site1 FIDOPBR7Z VAV ARNTHEATZIHLVRY RD—0F T T U NEERK
L &9, Objects > NetworksICHEIL, +REZIVYILET,

i o = = . i
Firewall Device Manager 7 e @ C\g 6 @ . admin aalisilis -
el Monitering Policies Objects Device: fcv742 e H Administrator© #ee SECURE
—

Object Types Network Objects and Groups

9 cbjects ¥ Filter ]
Preset fillers: System defined, Liser defined

Site1FTD_Create_Network_# 7 19 ~

"D Networks

AT Y 711.1:Site1 Clien2DIP7 RLAD AT I VN EHERLET, HEXBEREZRELET
o [OKIRE>ZDOVUYOULET,

« ZBl: local_192.168.70.10
« RALT KA
e« JRABM :192.168.70.10



Add Network Object

MNama

local_192.168.70.10

Description

Type

Metwork Host FQDN Range
S O ©

Haost

192.168.70.10

%4 MFTD_H 4 N1FTD_PBR_LocalObject

ATY 7112 :Site2Client2 IP7 RLADAT DI VR EERLET, VEZBEHRERHBLET
o OKRZEDVUYILZET,

« &l : remote_192.168.50.10
« XA KRABN
« 7RADN :192.168.50.10

Add Network Object

Name

remole_192.168.50.10

Description

Type

(O Metwerk (O raon (O Range

Host

182.168.50.10

Site1FTD_PBR_RemoteObject

AT Y7 12PBRAMILRT VA AN EERKL FF . Device > Advanced Configuration® JIEIC
BEHL E9., View Configuratonz 7)Y UV LET,
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1T Inside Natwark a0 O B o 0 S e 0
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Interfaces Routing Updates System Settings
Marsgement: Merged B static routes Geslocation, Ruk:, VDR, Systern Upgrde, Maragement Access
Enabled 4 of @ Secunty Ineligance Fesds Ly
View Al Interfaces b View Configuration 3 View Configuration > o et
DONS Service
DNS Server
. Hostame
Smart License Backup and Restore Troubleshoot z
5 Tima Senaces
agistenad Last Backup: 14 Aug 2024 No files created per 5L Semings
Ticr: FTDWS - 10 Ghps
View Conflguration b3 Wiew Configuration > RECUEST FILE TOBE CREATEL oot
Site-to-Site VPN Advanced Configuration Device Administration
2 connections Inchides: FlexConfig, Smart GLI Aucdit Fvents, Deployrment Hestory,
Download Canfiguration
View Configuration » Configura » Viw Configuration > View Configuration ¥

Site1FTD_View_Advanced_g&E

AF Y7 12.1 : Smart CLI > ObjectsDIEIC BB L £9. +RKRAEIUYILET,

Firewall Device Manager - o = @ @ ® H Lot
* Monitoring Policies Objects Device: ftdv742 (] . Administrator

Dewlce Summary

Objects

Advanced
Configuration

Smart CLI

DESCRIPTION

Objects

FlexConfig

Fi

CREATE SMART CLI OBJECT

Site1FTD_Add_SmartCLI_ A7 T o K
ATV 122 : AT O NDBEIZANDL, CLIFV7L—RMEBRLET,

« &#l : Demo_PBR_ACL
e CLIF>7L—KN: #5R7 AV AN



Add Smart CLI Object

N Dascriplion
Dama_PBR_ACL
LI Template
Extended Access List

Template

4 NFTD_#ER_PBR_ACL 1
ATY 7123 : Templatelc BEIL TRELET, OKRZZ IV Y ILTRELE T,
29TB T, actionZ V)Y OLET, [Permit] ZBIRL £,

Add Smart CLI Object
Mame
Damo_PBR_ACL

CLI Tamplste

Extended Access List

Template

4 MMFTD_Create PBR_ACL_2

31TH T. source-networkZz )Y I L& F, local_192.168.70.10% &R L £9, destination-
networkZ 7)Y 2 LE 9, remote_192.168.50.10%ZIRL £,

44TB T, optionszO )Y UL, anyZBIRL KT,

61TH T. log-stateZ 7)Y U L. disabledZi#RL £7,

Dascription




4 NMFTD_#E8{_PBR_ACL_3

ATY T 13PBROIL—KIY Y 7 ZER L ETF, Device > Advanced Configuration > Smart CLI >
ObjectsDEICBEBILET, +REZIUYILET,

[y it 5 [==m] "
LI Firewall Device Manager ! U _ N @ @ ® ' B v deb SECURE
il Maonitorin ] Policies Objects Device: ftdv742 . Adminiglrtor

Advanced
Configuration

Smart GLI

Site1FTD_Add_SmartCLI_ A 7> 1o ~

ATYT 1B AT ONOEFZADL, CLITV7L—REBRLET,

« &8l : Demo_PBR_RouteMap
« CLIT>7L—hK:)L—hKIVT

Add Smart CLI Object

H 4 MFTD_#EB_PBR_IIL—KX Y7 1

ATY 7 13.2: Templatel.BEL TRRELET, OKRR>ZVUYILTRELET,

Line 2T, redistributionZ 7)Y 2 L& T, [Permit] Zi&IRL £, sequence-number, FEIA N
10DEICD 1Y U2 LET, Show disabled® V)Y I LET,



Add Smart CLI Object

Name

BRemao_PBER_RouteMap

CLI Template

Route Map

Templale

Y4 MFTD_#EB_PBR_IL—KX Y72

B#R3T, + 27UV O LTEBEZEMZLET, clausez V)Y UL F T, match-clauseZiEIR
LET,

Add Smart CLI Object

H4 MFTD_EB_PBR_IL—KY Y 3

E#R4T, - (NAFTR)ZIOIY O LTEREEDICLET,

E#5T, +Z20VY O LTEBZEBMICLET, list-typezx V)Y UL KT, access-listZiEIRL
S



Add Smart CLI Object

Mome

Domo_PBR_Routehap

CLI Template

Route Map

Tempiate

B4 NMFTD_#ER_PBR_IIL—KYX Y7 4

E#R67T. access-list2 7Y I LET, ATY T12THERLEACLEZEBIRLET., COHITR
. Demo PBR_ACLT79,

Add Smart CLI Object

Name

Damo_PBR_RouteMap

CLI Template

Route Map

Template

B4 NMFTD_#ERK_PBR_IIL—KY Y7 5

1I3ICRY £9, options ...RX>&Z D 1)Y UL T, DuplicateZiEIRL E£T,



Narra Description

Demo_PBR_RouteMap

CLI Temglate

Route Map .

Template 6y Hide

Dupiicate

4 NMFTD_#ERK_PBR_IIL—KY Y7 6

141TH T, clausez 7)Y U L. bgp-set-clauseZiERL £,

Mame Description

Deema_PBR_Roul eMap

CLI Template

Foute Map

Tempilate

match-clause

4 NMFTD_#ERK_PBR_IIL—KIX YT 7

1712, 13, 15, 16, 17, 18, 19. 21, 22, 23, 24T-REA&Z VY IO L TEMILET,

1720T, optionsZz V)Y U L. specific-ipZBERL T,



Name Descripthon

Demo_PBR_RouteMap

CLI Template

Route Map -

Template & Hide disabled () Resi

4 NMFTD_#ER_PBR_IL— KXY 78

17217T, ip-addressZ 7)Y I LET, FBHTRIARNKYTIPPRLAZADLET, COHl
T, E7Site2 FTD VTI tunnel2(169.254.20.12)MIP7 RL A T3, Hide disabledz oY UL
£7,

Name Description

Demo_PBR_RouteMap

Template

CANCEL

H4 MFTD_ER_PBR_IL—KY Y7 9



L—KIXYTOREERIELET,

Name Description

Demo_PBR_RouteMap

Template @ Show disabled

B4 MFTD_#ER_PBR_IL—KY Y7 _10

AT Y7 14 : PBROFlexConfig#A 72 T U N &KL £, Device > Advanced Configuration >
FlexConfig ObjectsD JEICBEIL, +REX>Z VY ILET,

=1 . ) . o 5= = y f) ~ @ . admin ol
| ] Firewall Device Manager ik 2 " == = . “aiea SE RE
< N ' Monitoring Policies Cbiects Jevice: favTazZ L i e/ : Ariministrator tice 2ELLUE

Device Summary
FlexConfig Objects

e T :
T nAME TICNS

FlaxConifig Policy

Site1FTD_Create_PBR_FlexObj_1

ATY7 141 ATVIVROBHZANLET . ZOHITREDemo_PBR_FlexObj T ¥,
Templated & O'Negate Template L7 14 2T, I RTA 2 ZAHLET,

« TUTL—h:

interface GigabitEthernet0/2

policy-route route-map Demo_PBR_IL— KXY 7°_H 4 K2
« XT—hTUTL—b:

interface GigabitEthernet0/2

no policy-route route-map Demo_PBR_RouteMap_Site2



Mame
Dema_PBR_FlexOhj

Description

Wariables

+ ADD VARLAGLE

Template

Negate Template

Site1FTD_Create_PBR_FlexObj_2

AT Y7 15 : PBRAMFlexConfig/R ) > —Z4ERK L £ ¥, Device > Advanced Configuration >
FlexConfig PolicyDJEICBBILE T, +REZVUYILET. ATY T14THERL 2
FlexConfigZ 7 TV RBEBIRLE T, OKREVEVUYILET,

s = A ER .- = = . i
Li Firewall Device Manager = B : § @ @ @ ® H .mn.u.n d '."Iull'ét‘ SECURE
| Nonitorng Policles Objecta Device: frdv742 - z Administrator

Achvanced Davice B'J'.’"F.’.' )
Confiymmiion FlexConfig Policy

= * i ]
Smart CLI roup List Preview
Objocts

FlaxConfig

FlaxConfig Objects

FlexConfig Policy

%4 N1FTD_Create_PBR_FlexPolicy_1

ATY 7151 : Preview 141 ROTIONY REBELE T, BENZGFAE, Savez 7)Y D
LET,



Erowal Dovice Manac i g == ==

g = b § Monitoring Policies Objects Device: frdv?42
& Summmary

FlexConfig Policy

Group List

+

B Demo_PER_FlexOb;

FlexConfig

FlaxConfig Objects

FlexConfig Policy

%4 N1FTD_Create_PBR_FlexPolicy_2

ATV 16 REEEZEALET,

@ @ @ @ : admin . il o
- ‘ Administrator IEIREDTSES

Preview

s o = =i

Firewall Device Manager . -
Monitoring Policies Objects Device: New742

Site1FTD_Deployment_Changes

Site2 FTD PBRMD & E

= @ @ H admin M.l
) & | (& ' Al oo RE
O b Administrtar e

ATYT AT : ATY 711 ~ 16%Z#V)IBL, Site2 FIDOXWTD/NTAX—XTPBRZERKL £

9o

Add Smart CLI Object

Mame

Demo_PBR_ACL_Site2

Template

%4 N2FTD_f#ER_PBR_ACL

Description




Add Smart CLI Object

Name Description

[Demn_PER_Rmeﬂap_She? ]

CLI Template

Route Map

Template

Site2FTD_Create PBR_JL— KXY 7

Create FlexConfig Object

Name

[ Demo_PBR_FlexObj_Site2 l

Drescription

Variables

+ ADD VARIADLE

Template

%4 N2FTD_#ER_PBR_FlexObj



Mor Palicies Objects

a o == = ¥ . admin bl .
) o . g eisee SECURE
nitoeing vice: Mdw742 [ ] 3 Admimistrator

Configuration lexConfig Policy
@ Successful
Smart CLI
Objects
% Group List Preview

+

FlexCaonfig I

M Domo_PER_Rax0bi_Site2
FlexCaonfig Objects

FlexConfig Policy

Site2FTD_Create_PBR_Flex/R ') < —
SLAEZZDERE
Site1 FTD SLAEZ X NDEXE

ATY 7 18 : Sitel FIDOSLAEZ A THEAETNBDFHLOVWRY RD—9UF TSI O NEERLF
¥, Objects > NetworksDJEICEEIL, +RRXZTUYILET,

== @ @\I @ (:) H admin aliali. .
Davice: ftadu742 - (] . Administrator sisce 2ELU

Object Types ¢ Metwork Objects and Groups

9 objects YT Filter [
Preser fiers: System defioer, efined

Site1FTD_Create Network # 7 T4 N

ATY T 181 :ISP1T—RIDIADIPFRLADAT IO RN EZERLET. VESZERER
HLET, OKRERZOUYOLET,

- FHl : OutsideToSP1_192.168.30.3
« BA4T 1 KRAN
« IRADN :192.168.30.3



Add Network Object

arme

OutgideToSP1_192.168.30.3

Deseription

Type

(O Network O fapn () Range

ot

192.168.30.3

4 MMFTD_Create_SLAMonitor_NetObj_ISP1

ATY T 182 ISP2TF— KNI IADIPT RLADATZ IV M ZERLE T, VELFEHRER
HLUET, OKREZZZIUYILEKRT,

« F 8 : Outside2ToSP2_192.168.40.4
« BAT KA
« IRAD :192.168.40.4

Add Network Object

e

Dutside2ToSP2_192.168.40.4

Description

Type

() Network () raoN () Range

Host

192.168.40.4]

%4 MMFTD_Create_SLAMonitor_NetObj_ISP2

ATY 7 19: SLAEZ X %KL £9, Objects > Object Types > SLA MonitorsD JEZFE L &
To ILLWSLAEZ R ZERT DI, +REEIUYILET,



i)

T e s o is o 3= = @ . . ® * acrran Y TOT L
LEE]  Firewall Device Manzger Monlicring  Poliles Objects Davice: frdwraz @ @ : ¥ asce SECURE

Ackririsirator

Object Types SLA Monitors

By N " ¥ Filer

MCNTORED ADDRESS TARGET WTERFACE

ACTIONS

CREATE SLA MONTOR

Y@ Evont List Filers

& SLA Monitors

4 MN1FTD_Create_SLAMonitor

AT Y7 19.1 : Add SLA Monitor ObjectV 1 > RUT, ISP15'— R I A ICHAEBERZADL
£, OKREZ VYUV LTHRELET,

« Bl : sla-outside

« EZAX7 RL A : OutsideToSP1_192.168.30.3
« X—T'Y N R —T I A A : outside(GigabitEthernet0/0)

IPICMPIO—#7>3> : F7#) bk

Add SLA Monitor Object

Monaiter Addvess

CutsideToSP1_182.168.30.3
—

Target Inmertace

cutside [GigabitEthenmetn/a)

1P HGMP ECHOD OFTINGS

0 Feliowir presmitios v Rl eeerelation: Thieshold 2 Timeout 2 Frogueney

Threshald Theneout

Frequency

E0000

Tywa of Sanvic Murbarof Packts  Data Size
o 1 0




Site1FTD_Create_SLAMonitor_NetObj_ISP1_Details

ATV 192 BlEHRE+REAEZVIYILT, ISP2Y—KR DI A DOHFH L VSLATZ X & ERK
L & 9. Add SLA Monitor ObjectV 4 > RUT, ISP2S— KRV I A ICAEBBHRZEADLET,
OKREZ>=OUYOLTHRELET,

« Z#l : sla-outside2

« EZAX7 RL A : Outside2ToSP2_192.168.40.4

« =Y N 2R —T I A A : outside2(GigabitEthernet0/1)
« IPICMPIO—F7>3a> :7F7#)K

Morior Adicress

Outside2TosP2_192.168.40.4

aeget interface
outsice? (GionbiEEthernet/1)

1P ICMP ECHO OPTIONS
D Tk (T P B2 et obition: Thisnsln  Tinisas « Frinabiaty

Tiruinint

Site1FTD_Create_SLAMonitor_NetObj_ISP2_Details

ATV 20 REEEZBALEY,

3] Firewall Device Manager = o e - @ @ @ $  edmin vl e o
- Monitoring Palicies Objects Drevice: fdv742 - s Administralor : :

Site1FTD_Deployment_Changes

E

kg

Site2 FTD SLAEZX®

ATYT 21 : AT Y718 ~ 20 IBLE T, Site2 FIDOMIETB/NTX—RTSLATZ 2 %
ERLET,



Name

zla-outside

Description

[ Monitor Address

OutsideToSP1_192.168.10.3
v

Target Interface

outside (GigabitEthernet0/0)

1P ICMP ECHO OPTIONS

@ Following properiies have foll comalation: T = Timaout = Fi
Thrashold Timaout

5000 mi s 5000
Frequency

mwc i) e 15

A ¢

Type of Service Number of Packsts Data Size

0 1 28

CANCEL

Site2FTD_Create_SLAMonitor_NetObj_ISP1_Details

Name

sha-outsided|

Description

Monitor Address

Qutside2ToSP2_192.168.20.4

Target Interface

outside2 (GigabitEthernet0/1)

P IGMP ECHO OPTIONS:

o Following propentes have following comelation: Threshold = Timeoot < Frequency

Threshold Timeout
5000 ™ ds 5000

Frequency
E0000

Type of Service Number of Packets Data Size
0 1 28

CANCEL

Site2FTD_Create_SLAMonitor_NetObj_ISP2_Details



AZTAYI)IN—bNDORE
Site1 FTDRAZT 1 ¥ 7 )L— h ORE

ATV 22: Sitel FIDODAZRT A Y U)—KRTEAENBHLVWRYRND—IOFTZION%E
ERX L E T, Objects > NetworksDEIZHBEIL, +REXEZ VY ILET,

_l] Firewall Device Manager Moﬁmg pm?c'm []':;;‘-i:*.:. umimuz @ @ @ ¥ :;:';mamr v 'ty SECURE
—

Object Types Network Objects and Groups

0 Networks 9 objects ¥ Filter »

& Poris Preset fters: System defined, User defined

%4 MMFTD_Create_Obj

ATV 7 221 : ETSite2 FTDMoutside2 IP7 RLAD AT IO RN EHERLET., YELZER
BRMELET, OKREZOVYOLET,

« ZHl : remote_outside2_192.168.20.1
« X477 : HOST
e« XY RKNT—72 :192.168.20.1

Add Network Object

Marme
remaote_outside2_192.168.20.1

Description

Type

O Metwork O rapn O Range
Host

192.168.20.1

Site1FTD_Create_NetObj_StaticRoute_1

AT Y7 222 ETSite2 FTDOVTI Tunnelt IP7 RLADAT ST U N ERKLET., BEX
BHRERBLET, OKREZIUYILET,

- ZHl : peer_vti_169.254.10.2
« X477 : HOST
« XY NTDJ—7 :169.254.10.2



Add Network Object

Type
Network | (@) Host FQDN Range
Host
169.254.10.2

Site1FTD_Create_NetObj_StaticRoute_2

ATV 7 223: ETSite2 FTDOVTI Tunnel2QIP7 RLADA TS T O N EERLET, HREX
BEHRERBELET, OKREZEZOUYOLET,

« &8 : peer_vti_169.254.20.12
« 247 : HOST
e XY RNTJ—% :169.254.20.12

Add Network Object

peer_vii_169.254.20.12 ]

169.254.20.12

Site1FTD_Create_NetObj_StaticRoute_3

ATY T 224 : ETSite2 FIDORFERY RD—00OATS IO RNEERLET., VELZFERE
BEHELET, OKRE>EZIVYOILET,

- ZHl : peer_192.168.50.0
« 247 : NETWORK
e XY NDJ—7 :192.168.50.0/24



Name
peer_192.168.50.0

Description

Type
(@) Network

MNetwork

[ 192.168.50.0/24

Site1FTD_Create_NetObj_StaticRoute_4

AT Y7 23 : Device > Routing®DBICEE L E 9. View Configurationz2 1) Y U L& T, Static
Routing@ 7 &0 YO LET, +REEZVVYILT, ILWARTAYII—KNEBMLE
9o

e ; i Li ] . admi
i.i] Firewall Device Manager _ @ @ @ : Adr:j:'sr ator s’ SECURE
istr

Monitoring Paolicias

o | & Internet

Cis
33 Inside Network
Interfaces Routing Updates
Management: Merged 1 static route Geglocation, Rule, VDB, System Upgrade,
Enabiled 4 of 9 Security Intaligence Feeds
View All Interfaces » View Configuration » View Configuration >
Smart License Backup and Restore Troubleshoot
Tier: FTDWE0 - 10 Gbps
View Configuration > View Configuration > bzl denatiseidne, SO
: : B
Site1FTD_View_Route_ i%XE
by =l il Monitoring Policies Objects Device: ftdv742 . Admiristrator Saea e
Device Summary
Routing
Add Multiple Virtual Routers w . Commands v 3 BGP Global Settings
Static Routing BGP OSPF EIGRP ECMP Traffic Zones
.
L] INTLRFACL W LR CTIONS

%4 M1FTD_Add_Static_Route

ATY7231: SLAERZZUVIREDISPIT—RNIIAZ2FEALT, 72BN —NZHERK



LET ISPIT—RNIIATHMARETDE, NFT 1Y VRISP2ZBEATNY OTYTFT7#
LRIL—=RKCTWEDYET, ISPIFEETEIE, NFT 1Y IJRISPIOERICRY XY, XE
BREBERBLEXT, OKREZZZJ VY OLTRELET,

« &8l : TOSP1GW

« 4£2&%—7 I A A : outside(GigabitEthernet0/0)
« Z7O0K3JJL : IPv4

« XY NJ—7 : any-ipv4

s '— KNI A :OutsideToSP1_192.168.30.3

« XNDUY D 1 1

« SLAEZZ : sla-outside



Add Static Route

Name

ToSP1GW

Description

nterface

outside (GigabitEthernet0/0) v

Protocol

@ 1Pva () IPv6

ateway Metric

OutsideToSP1_192.168.30.3 ™ 1

SLA Monitor Applicable only for IPvl Protocol type

sla-outside v

CANCEL

Site1FTD_Create_StaticRoute_1



ATYVT282: F—RIIAISP2S—RDVIABATNY OTYTFT7AIBNIL—NEERLE
To XNUYDRI1KWRELBITIAEBYELEA, COFITE, metrickk2Td., HEBIFHZ
RBHLET, OKREZ IV Y JLTRELET,

« &8l : DefaultToSP2GW

« 4 2R%—7 I A A :outside2(GigabitEthernet0/1)
« Z7O0K3JJL : IPv4

« XY NJ—7 : any-ipv4

s '—RNTJ I A :Outside2ToSP2_192.168.40.4

c XKNUYD 2



Add Static Route

Name

DefaultToSP2GW
Description

Y

Interface

outside2 (GigabitEthernet0/1) v
Gateway Metric

Outside2ToSP2_192.168.40.4 ! 2
SLA Monitor Applicable only for IPvd Protocol type

Please select an SLA Monitor '

CANCEL

Site1FTD_Create_StaticRoute 2



ATY 7 233 :SLAEZXR U T &FERL T, E7Site2 FTDMOutside2 IP7 KL A®
Outside2ANDART A Y I I)—KhZERKLET, CORZT1Y V) —KE, Site2 FTD®
Outside2& DVPNZEZRIU T B EHICFEAETNET, VPELBBHRZRERHELE T, OKREZ I
YIOULTHRELET,

« B8l : SpecificToSP2GW

s 4282 —7 I 4 X : outside2(GigabitEthernet0/1)
Z’OK3) - IPv4

« XY ND—7 : remote_outside2_192.168.20.1
T —BNJ I A :Outside2ToSP2_192.168.40.4

« XKUY D 1

SLAE_ A : sla-outside2



Add Static Route

Name
SpecificToSP2GW
Description
Y
Interface
outside2 (GigabitEthernet0/1) ot
Protocol
@ IPva () IPv6
+
5 remote_outside2_192.168.20.1
Gateway Metric
Outside2ToSP2_192.168.40.4 W 1
SLA Monitor Applicable only for Ifv4 Protocol type
sla-outside2 v

CANCEL

Site1FTD_Create_StaticRoute_3



ATV 234: F—RIJIALELTSite2 FIDOETFVTIN > ZII1%ZZAHL TETSite2 FTDD

RERY RT—IANDBERNTTAVIDARTF AV II)—NEERL., NFII1EZHLED
SAT RN 74V BB TBDLEODSLAT R VUV ERELET, ISP1U—RhDIA
THUWARETDE, VPNRNT 7 1Y JRISP2OVTIR > ZIL2ICHWEDY £, ISPINEET
. RZT74YDRISPIOVTIR Y ZIIMIICEY ET ., HERZFRERHLET, OKRE %
)Y OLTHRELERT,

« &7 : ToVTISP1

s £28—7 T4 KA :demovti(Tunnell)
« Z7O0KJJL : IPv4

« XY NJ—7 : peer_192.168.50.0

« '—RNJIA :peer_vti_169.254.10.2
c XKUY D 1

« SLAEZ# : sla-outside



Add Static Route

Name

ToVTISP|

Description

7
Interface
demovti (Tunnel1) v
T peer_192.168.50.0
ateway Metric
peer_vti_169.254.10.2 v 1
SLA Monitor Applicable only for JPvd Protocol type
sla-outside v

CANCEL

Site1FTD_Create_StaticRoute_4



ATY T 235: Site2 FIDOETFVTIR D I 2% BHL TET7Site2 FTDORIPRY NT—TI(C
BENTZTAVIONYIOTYTARTAYIIN—RETF—RIDIAELTHERL, M RIL2%
BALEOZAT RN 74V ODOBSHUICEALET, XMUYTZIKY KREWVEIZEREL
£9. cOPITEE, metricld22Td, DEBBRZEHELET, OKREZEZ VU Y ILTREFL
x£¥9,

- &8l : ToVTISP2_Backup

« 412827 T —A : demovti_sp2(Tunnel2)
- 7OK3J : IPv4

« XY ND—7 : peer_192.168.50.0

« F'—NTJIA :peer_vti_169.254.20.12
« XKUY D 22



Add Static Route

Name

ToVTISP2_Backup|

Description
Vi
Interface
demovti_sp2 (Tunnel2) v
Protocol
@ 1Pva () IPv6
Networks
+
T peer_192.168.50.0
Gateway Metric
peer_vti_169.254.20.12 v 22
SLA Monitor Applicable only for IPv4 Protocol type
Please select an SLA Monitor v

Site1FTD_Create_StaticRoute_5



ATY T 236 :PBRNZ 74V IDARTAYIIN—NEERLET, SLAEZ RV T ER
L. Y —RDJIAELTSite2 FTIDOETVTIN > ZIL2%Z 5L TSite2 Client2([CE{EE D EE
Z714V0 REBIERERBELET, OKREZEZIVYOLTHRELET,

« B8l : ToVTISP2

« 4227 I—XA: demovti_sp2(Tunnel2)
« 77OKR3J : IPV4

« XY NDJ—7 : remote_192.168.50.10

s '—KRJIA :peer_vti_169.254.20.12

c XKUY D 1

« SLAEZ# : sla-outside2



Add Static Route

ame

ToVTISPZ

Description

Interface

demovti_sp2 (Tunnel2)

D) remote_192.168.50.10

Gateway

peer_vti_169.254.20.12

SLA Monitor Applicable only for§Pv4 Protocol type

sla-outside2

Site1FTD_Create_StaticRoute_6

CANCEL

Metric



ATYVT 24 REEZEZEALET,

izl

it o £ = [ =] @ fca) @ @ . admin almils
Monitoring Policies Objects Deavice: fdv742 =y =] - . Administrator e

Firewall Device Manager

Site1FTD_Deployment_Changes
Site2MFTDAZRT 1Y J)— BN DFRE

ATV 7 25: FlE22 ~ 24%4%V)IBL ., Site2 FIDOMNWTBINTX—REZHEALTAZRT 1Y
IN—RZERLET,

— = —
Firewall Device Manager i o - = @ @ - admin DR (17 TRy
Manitaring Policias Objects Device: frdw742 . Administrator csco S EL UKL

Routing

Add Multiple Virtual Routers o >~ Commands v £ BGP Global Settings
Static Routing BGP OSPF EIGRP ECMP Traffic Zones
6 routes T L

INTERFACE p GATEWAY B

1 ToSPIGW outside Pvit 0.0.0.0:0 192.168.10.3 sla-outside 1

2 DefaultToSP2GW outsida2 Pvid 0.0.0.0/0 192.168.20.4 2

3 SpecificToSPZGW outside? IPvd 192.168.40.1 192.168.20.4 sla-outside? 1

4 ToWMSP2Z demovil_sp2 IPwid 192.168.70.10 168.254.20.11 sla-outside2 1

5 ToVTISPZ_backup demovii_sp2 Pvid 192.168.70.0/24 168.254.20.11 22

& TaVTISP1 demoviizs IPud 192.168.70.0/24 169.254.10.1 sla-outside 1

Site2FTD_Create AX 714 Y J)L— b

CCTR, BRENEEICHEL TLVILESHEERLET, OV —ILFEGFESSHEFEAL T
. Site1 FTD & Site2 FTDOCLICBE L £ 7,

ISP1&ISP2OAAEANEEICEMELET

VPN

//Sitel FTD:

ftdv742# show crypto ikev2 sa

IKEv2 SAs:

Session-id:156, Status:UP-ACTIVE, IKE count:1, CHILD count:1

Tunnel-id Local Remote

1072332533 192.168.30.1/500 192.168.10.1/500

Encr: AES-CBC, keysize: 256, Hash: SHA256, DH Grp:14, Auth sign: PSK, Auth verify: PSK
Life/Active Time: 86400/44895 sec



Child sa: local selector 0.0.0.0/0 - 255.255.255.255/65535
remote selector 0.0.0.0/0 - 255.255.255.255/65535
ESP spi in/out: Oxec031247/0xc2f3f549

IKEv2 SAs:

Session-id:148, Status:UP-ACTIVE, IKE count:1, CHILD count:1

Tunnel-id Local Remote
1045734377 192.168.40.1/500 192.168.20.1/500

Encr: AES-CBC, keysize: 256, Hash: SHA256, DH Grp:14, Auth sign: PSK, Auth verify:

Life/Active Time: 86400/77860 sec
Child sa: local selector 0.0.0.0/0 - 255.255.255.255/65535
remote selector 0.0.0.0/0 - 255.255.255.255/65535
ESP spi in/out: 0x47bfa607/0x82e8781d

// Site2 FTD:

ftdv742# show crypto ikev2 sa

IKEv2 SAs:

Session-id:44, Status:UP-ACTIVE, IKE count:1, CHILD count:1

Tunnel-id Local Remote
499259237 192.168.10.1/500 192.168.30.1/500

Encr: AES-CBC, keysize: 256, Hash: SHA256, DH Grp:14, Auth sign: PSK, Auth verify:

Life/Active Time: 86400/44985 sec
Child sa: Tocal selector 0.0.0.0/0 - 255.255.255.255/65535
remote selector 0.0.0.0/0 - 255.255.255.255/65535
ESP spi in/out: 0xc2f3f549/0xec031247

IKEv2 SAs:
Session-id:36, Status:UP-ACTIVE, IKE count:1, CHILD count:1

Tunnel-id Local Remote
477599833 192.168.20.1/500 192.168.40.1/500

Encr: AES-CBC, keysize: 256, Hash: SHA256, DH Grp:14, Auth sign: PSK, Auth verify:

Life/Active Time: 86400/77950 sec
Child sa: Tocal selector 0.0.0.0/0 - 255.255.255.255/65535
remote selector 0.0.0.0/0 - 255.255.255.255/65535
ESP spi in/out: 0x82e8781d/0x47bfa607

=5k

// Sitel FTD:
ftdv742# show route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF 1inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN

PSK

PSK

PSK



i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS dinter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF, BI - BGP InterVRF

Gateway of last resort is 192.168.30.3 to network 0.0.0.0

0.0.0.0 0.0.0.0 [1/0] via 192.168.30.3, outside

169.254.10.0 255.255.255.0 is directly connected, demovti
169.254.10.1 255.255.255.255 is directly connected, demovti
169.254.20.0 255.255.255.0 is directly connected, demovti_sp2
169.254.20.11 255.255.255.255 is directly connected, demovti_sp2
192.168.20.1 255.255.255.255 [1/0] via 192.168.40.4, outside?2
192.168.30.0 255.255.255.0 is directly connected, outside
192.168.30.1 255.255.255.255 is directly connected, outside
192.168.40.0 255.255.255.0 is directly connected, outside2
192.168.40.1 255.255.255.255 is directly connected, outside2
192.168.50.0 255.255.255.0 [1/0] via 169.254.10.2, demovti
192.168.50.10 255.255.255.255 [1/0] via 169.254.20.12, demovti_sp2
192.168.70.0 255.255.255.0 is directly connected, inside
192.168.70.1 255.255.255.255 is directly connected, inside

I_ﬁU')U')I_ﬁI_ﬁU')I_ﬁI_ﬁU?

// Site2 FTD:
ftdv742# show route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF, BI - BGP InterVRF
Gateway of last resort is 192.168.10.3 to network 0.0.0.0

S* 0.0.0.0 0.0.0.0 [1/0] via 192.168.10.3, outside

C 169.254.10.0 255.255.255.0 is directly connected, demovti25

L 169.254.10.2 255.255.255.255 is directly connected, demovti25

C 169.254.20.0 255.255.255.0 is directly connected, demovti_sp2

L 169.254.20.12 255.255.255.255 is directly connected, demovti_sp2
C 192.168.10.0 255.255.255.0 is directly connected, outside

L 192.168.10.1 255.255.255.255 is directly connected, outside

C 192.168.20.0 255.255.255.0 is directly connected, outside2

L 192.168.20.1 255.255.255.255 is directly connected, outside2

S 192.168.40.1 255.255.255.255 [1/0] via 192.168.20.4, outside2

C 192.168.50.0 255.255.255.0 is directly connected, inside

L 192.168.50.1 255.255.255.255 is directly connected, inside

S 192.168.70.0 255.255.255.0 [1/0] via 169.254.10.1, demovti25

S 192.168.70.10 255.255.255.255 [1/0] via 169.254.20.11, demovti_sp2
SLAEZX

// Sitel FTD:



ftdv742# show sla monitor configuration
SA Agent, Infrastructure Engine-II
Entry number: 188426425

Owner:

Tag:

Type of operation to perform: echo
Target address: 192.168.40.4

Interface: outside?2

Number of packets: 1

Request size (ARR data portion): 28
Operation timeout (milliseconds): 5000
Type Of Service parameters: 0x0

Verify data: No

Operation frequency (seconds): 60

Next Scheduled Start Time: Start Time already passed
Group Scheduled : FALSE

Life (seconds): Forever

Entry Ageout (seconds): never

Recurring (Starting Everyday): FALSE
Status of entry (SNMP RowStatus): Active
Enhanced History:

Entry number: 855903900

Owner:

Tag:

Type of operation to perform: echo
Target address: 192.168.30.3

Interface: outside

Number of packets: 1

Request size (ARR data portion): 28
Operation timeout (milliseconds): 5000
Type Of Service parameters: 0x0

Verify data: No

Operation frequency (seconds): 60

Next Scheduled Start Time: Start Time already passed
Group Scheduled : FALSE

Life (seconds): Forever

Entry Ageout (seconds): never

Recurring (Starting Everyday): FALSE
Status of entry (SNMP RowStatus): Active
Enhanced History:

ftdv742# show sla monitor operational-state

Entry number: 188426425

Modification time: 08:37:05.132 UTC Wed Aug 14 2024
Number of Octets Used by this Entry: 2056

Number of operations attempted: 1748

Number of operations skipped: 0

Current seconds left in Life: Forever

Operational state of entry: Active

Last time this entry was reset: Never

Connection loss occurred: FALSE

Timeout occurred: FALSE

Over thresholds occurred: FALSE

Latest RTT (milliseconds): 30

Latest operation start time: 13:44:05.173 UTC Thu Aug 15 2024
Latest operation return code: OK

RTT Values:

RTTAvg: 30 RTTMin: 30 RTTMax: 30

NumOfRTT: 1 RTTSum: 30 RTTSum2: 900



Entry number: 855903900

Modification time: 08:37:05.133 UTC Wed Aug 14 2024
Number of Octets Used by this Entry: 2056

Number of operations attempted: 1748

Number of operations skipped: 0

Current seconds left in Life: Forever

Operational state of entry: Active

Last time this entry was reset: Never

Connection loss occurred: FALSE

Timeout occurred: FALSE

Over thresholds occurred: FALSE

Latest RTT (milliseconds): 30

Latest operation start time: 13:44:05.178 UTC Thu Aug 15 2024
Latest operation return code: OK

RTT Values:

RTTAvg: 30 RTTMin: 30 RTTMax: 30

NumOfRTT: 1 RTTSum: 30 RTTSum2: 900

// Site2 FTD:

ftdv742# show sla monitor configuration
SA Agent, Infrastructure Engine-II

Entry number: 550063734

Owner:

Tag:

Type of operation to perform: echo
Target address: 192.168.20.4

Interface: outside2

Number of packets: 1

Request size (ARR data portion): 28
Operation timeout (milliseconds): 5000
Type Of Service parameters: 0x0

Verify data: No

Operation frequency (seconds): 60

Next Scheduled Start Time: Start Time already passed
Group Scheduled : FALSE

Life (seconds): Forever

Entry Ageout (seconds): never

Recurring (Starting Everyday): FALSE
Status of entry (SNMP RowStatus): Active
Enhanced History:

Entry number: 609724264

Owner:

Tag:

Type of operation to perform: echo
Target address: 192.168.10.3
Interface: outside

Number of packets: 1

Request size (ARR data portion): 28
Operation timeout (milliseconds): 5000
Type Of Service parameters: 0x0

Verify data: No

Operation frequency (seconds): 60

Next Scheduled Start Time: Start Time already passed
Group Scheduled : FALSE

Life (seconds): Forever

Entry Ageout (seconds): never



Recurring (Starting Everyday): FALSE
Status of entry (SNMP RowStatus): Active
Enhanced History:

ftdv742# show sla monitor operational-state

Entry number: 550063734

Modification time: 09:05:52.864 UTC Wed Aug 14 2024
Number of Octets Used by this Entry: 2056

Number of operations attempted: 1718

Number of operations skipped: 0

Current seconds left in Life: Forever

Operational state of entry: Active

Last time this entry was reset: Never

Connection loss occurred: FALSE

Timeout occurred: FALSE

Over thresholds occurred: FALSE

Latest RTT (milliseconds): 190

Latest operation start time: 13:42:52.916 UTC Thu Aug 15 2024
Latest operation return code: OK

RTT Values:

RTTAvg: 190 RTTMin: 190 RTTMax: 190

NumOfRTT: 1 RTTSum: 190 RTTSum2: 36100

Entry number: 609724264

Modification time: 09:05:52.856 UTC Wed Aug 14 2024
Number of Octets Used by this Entry: 2056

Number of operations attempted: 1718

Number of operations skipped: 0

Current seconds left in Life: Forever

Operational state of entry: Active

Last time this entry was reset: Never

Connection loss occurred: FALSE

Timeout occurred: FALSE

Over thresholds occurred: FALSE

Latest RTT (milliseconds): 190

Latest operation start time: 13:42:52.921 UTC Thu Aug 15 2024
Latest operation return code: OK

RTT Values:

RTTAvg: 190 RTTMin: 190 RTTMax: 190

NumOfRTT: 1 RTTSum: 190 RTTSum2: 36100

ping T A K
<+ 1) 7 1.Site1 Client1 ping Site2 Client1,

pingZ FITT B BIC, Site1 FTD®Mshow crypto ipsec sa | inc interface:|encap|decap® hH V> X %
WBELET,

COBITE., TunnellCATEILED 12O D1497NT Y NE AT EILILIERRD 128 D 1498\ T v
RARRENTVRT,

// Sitel FTD:

ftdv742# show crypto ipsec sa | inc interface:|encap|decap
interface: demovti



#pkts encaps: 1497, #pkts encrypt: 1497, #pkts digest: 1497

#pkts decaps: 1498, #pkts decrypt: 1498, #pkts verify: 1498

#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0
interface: demovti_sp2

#pkts encaps: 16, #pkts encrypt: 16, #pkts digest: 16

#pkts decaps: 15, #pkts decrypt: 15, #pkts verify: 15

#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0

Site1 Client1 ping Site2 Client1 A" IEFE ICE{TENFEL £,

Sitel_Clientl#ping 192.168.50.2
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.50.2, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 10/97/227 ms

ping "M Ih U 7=, Site1 FTD®show crypto ipsec sa | inc interface:|encap|decap® hV > X & F
IYILZET,

COHFITIE, Tunnel 1IZAHTEILIEDFEE 15027 Y b, AT EILEROBEE1503/V7 v
he, E580HDRESNTY REMLTHY, 5200pingLI—ERIZC—HBLTVET,

N, Site1 Client1h 5 Site2 Client1\ ®ping#*, ISP1OTunnel 1EATIL—T 1 JEhTWD
CEERLTVWET, Tunnel 2Tk, A7 EIMELAD U REREEATEIVILBEBRA D> 20BN

EFRENTVERBA., TOES, CORNT T4V IR N RII2NMERAEATVWEVNS & A B
ENhFEY,

// Sitel FTD:

ftdv742# show crypto ipsec sa | inc interface:|encap|decap
interface: demovti

#pkts encaps: 1502, #pkts encrypt: 1502, #pkts digest: 1502

#pkts decaps: 1503, #pkts decrypt: 1503, #pkts verify: 1503

#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0
interface: demovti_sp2

#pkts encaps: 16, #pkts encrypt: 16, #pkts digest: 16

#pkts decaps: 15, #pkts decrypt: 15, #pkts verify: 15

#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0

<+ 1) 7 2.Site1 Client2 ping Site2 Client2ZE1TLE 7,

pingZ 3179 S aIlC. Site1 FTD®Mshow crypto ipsec sa | inc interface:|encap|decap® > X %
BELET,

COHITIE, TunnelICHZT LD =S D21BO/NT Y N DT EILLERBRD 7= 6H D208 0 /N
TYRMDRRENTVET,



// Sitel FTD:

ftdv742# show crypto ipsec sa | inc interface:|encap|decap
interface: demovti

#pkts encaps: 1520, #pkts encrypt: 1520, #pkts digest: 1520

#pkts decaps: 1521, #pkts decrypt: 1521, #pkts verify: 1521

#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0
interface: demovti_sp2

#pkts encaps: 21, #pkts encrypt: 21, #pkts digest: 21

#pkts decaps: 20, #pkts decrypt: 20, #pkts verify: 20

#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0

Site1 Client2 ping Site2 Client2 A" EFE ICETENFEL £,

Sitel_Client2#ping 192.168.50.10
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.50.10, timeout 1is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 4/39/87 ms

ping "M Ih U 7=, Site1 FTD®show crypto ipsec sa | inc interface:|encap|decap® hV > X & F
IYILZET,

COBITIE, Tunnel 2EA T IO 1= D26 T Y Ne AT IVLEBRD 1= D257 v N %&
ALTEY, MAEDOAITREES/INTY RBIL, 520pingLI—ERIC—HLTVET, Ch
l&. Site1 Client2/* 5 Site2 Client2 A\ O pingA'ISP2 Tunnel 2BHTIL—T 1> JEhd &z RL
TVWET, Tunnel 1Tk, D7 IMEAD U RE G DT 2IVLBRDD O ZOEMEREAT
WEBA. TOESH, CORTTAYV IR RINMFEAEATVERV ENERENETT,

// Sitel FTD:

ftdv742# show crypto ipsec sa | inc interface:|encap|decap
interface: demovti

#pkts encaps: 1520, #pkts encrypt: 1520, #pkts digest: 1520

#pkts decaps: 1521, #pkts decrypt: 1521, #pkts verify: 1521

#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0
interface: demovti_sp2

#pkts encaps: 26, #pkts encrypt: 26, #pkts digest: 26

#pkts decaps: 25, #pkts decrypt: 25, #pkts verify: 25

#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0

ISP2A"IEEEICEIMEL TWARE, ISPICEIVIAHNRETS

COBITRE, ISPIDAVE—TIAAEONZFET Y Y REI LT, FEARELTVWD
ISP1Z2>X1L—KLET,



Internet_SPl#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Internet_SP1(config)#

Internet_SP1(config)#interface EO/1
Internet_SP1(config-if)#shutdown
Internet_SP1(config-if)#exit

Internet_SP1(config)#

VPN

TunneMA"Z D> LEL i, IKEV2 SATRTunneRE G 7 U714 7T,

// Sitel FTD:

ftdv742# show interface tunnel 1
Interface Tunnell "demovti", is down, Tine protocol 1is down
Hardware is Virtual Tunnel MAC address N/A, MTU 1500
IP address 169.254.10.1, subnet mask 255.255.255.0
Tunnel Interface Information:
Source interface: outside IP address: 192.168.30.1
Destination IP address: 192.168.10.1
IPsec MTU Overhead : 0
Mode: ipsec ipv4 IPsec profile: ipsec_profile|e4084d322d

ftdv742# show crypto ikev2 sa
IKEv2 SAs:

Session-id:148, Status:UP-ACTIVE, IKE count:1, CHILD count:1

Tunnel-id Local Remote
1045734377 192.168.40.1/500 192.168.20.1/500

Encr: AES-CBC, keysize: 256, Hash: SHA256, DH Grp:14, Auth sign: PSK, Auth verify:

Life/Active Time: 86400/80266 sec
Child sa: local selector 0.0.0.0/0 - 255.255.255.255/65535
remote selector 0.0.0.0/0 - 255.255.255.255/65535
ESP spi in/out: 0x47bfa607/0x82e8781d

// Site2 FTD:

ftdv742# show interface tunnel 1
Interface Tunnell "demovti25", is down, Tine protocol is down
Hardware 1is Virtual Tunnel MAC address N/A, MTU 1500
IP address 169.254.10.2, subnet mask 255.255.255.0
Tunnel Interface Information:
Source interface: outside IP address: 192.168.10.1
Destination IP address: 192.168.30.1
IPsec MTU Overhead : 0
Mode: ipsec ipv4 IPsec profile: ipsec_profile|e4084d322d
frdv742#

ftdv742# show crypto ikev2 sa

PSK



IKEv2 SAs:
Session-id:36, Status:UP-ACTIVE, IKE count:1, CHILD count:1

Tunnel-id Local Remote
477599833 192.168.20.1/500 192.168.40.1/500
Encr: AES-CBC, keysize: 256, Hash: SHA256, DH Grp:14, Auth sign: PSK, Auth verify: PSK
Life/Active Time: 86400/80382 sec
Child sa: local selector 0.0.0.0/0 - 255.255.255.255/65535
remote selector 0.0.0.0/0 - 255.255.255.255/65535
ESP spi in/out: 0x82e8781d/0x47bfa607

=5k

W=KT=7ILTRE. NV IOTYTIL—rFEBRHCEYET,

// Sitel FTD:
ftdv742# show route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF 1inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF, BI - BGP InterVRF
Gateway of Tast resort is 192.168.40.4 to network 0.0.0.0

192.168.50.10 255.255.255.255 [1/0] via 169.254.20.12, demovti_sp2
192.168.70.0 255.255.255.0 is directly connected, inside
192.168.70.1 255.255.255.255 is directly connected, inside

S* 0.0.0.0 0.0.0.0 [2/0] via 192.168.40.4, outside2

C 169.254.20.0 255.255.255.0 is directly connected, demovti_sp2

L 169.254.20.11 255.255.255.255 is directly connected, demovti_sp2
S 192.168.20.1 255.255.255.255 [1/0] via 192.168.40.4, outside2

C 192.168.30.0 255.255.255.0 is directly connected, outside

L 192.168.30.1 255.255.255.255 is directly connected, outside

C 192.168.40.0 255.255.255.0 is directly connected, outside2

L 192.168.40.1 255.255.255.255 is directly connected, outside2

S 192.168.50.0 255.255.255.0 [22/0] via 169.254.20.12, demovti_sp2
S

C

L

// Site2 FTD:
ftdv742# show route

Codes: L - Tocal, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF 1inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route



SI - Static InterVRF, BI - BGP InterVRF
Gateway of last resort is 192.168.10.3 to network 0.0.0.0

S* 0.0.0.0 0.0.0.0 [1/0] via 192.168.10.3, outside

C 169.254.20.0 255.255.255.0 is directly connected, demovti_sp2

L 169.254.20.12 255.255.255.255 is directly connected, demovti_sp2
C 192.168.10.0 255.255.255.0 is directly connected, outside

L 192.168.10.1 255.255.255.255 is directly connected, outside

C 192.168.20.0 255.255.255.0 is directly connected, outside2

L 192.168.20.1 255.255.255.255 is directly connected, outside2

S 192.168.40.1 255.255.255.255 [1/0] via 192.168.20.4, outside?2

C 192.168.50.0 255.255.255.0 is directly connected, inside

L 192.168.50.1 255.255.255.255 is directly connected, inside

S 192.168.70.0 255.255.255.0 [22/0] via 169.254.20.11, demovti_sp2
S 192.168.70.10 255.255.255.255 [1/0] via 169.254.20.11, demovti_sp2
SLAEZ X

Site1 FTDT, SLAEZXRKISP1O I b J&FES8559039002 4 AT I (Z2—=7Y hT RLAK
192.168.30.3 ) Z RLE T,

// Sitel FTD:

ftdv742# show sla monitor operational-state

Entry number: 188426425

Modification time: 08:37:05.131 UTC Wed Aug 14 2024
Number of Octets Used by this Entry: 2056

Number of operations attempted: 1786

Number of operations skipped: 0

Current seconds left in Life: Forever

Operational state of entry: Active

Last time this entry was reset: Never

Connection loss occurred: FALSE

Timeout occurred: FALSE

Over thresholds occurred: FALSE

Latest RTT (milliseconds): 100

Latest operation start time: 14:22:05.132 UTC Thu Aug 15 2024
Latest operation return code: OK

RTT Values:

RTTAvg: 100 RTTMin: 100 RTTMax: 100

NumOfRTT: 1 RTTSum: 100 RTTSum2: 10000

Entry number: 855903900

Modification time: 08:37:05.132 UTC Wed Aug 14 2024
Number of Octets Used by this Entry: 2056

Number of operations attempted: 1786

Number of operations skipped: 0

Current seconds left in Life: Forever

Operational state of entry: Active

Last time this entry was reset: Never

Connection loss occurred: FALSE

Timeout occurred: TRUE

Over thresholds occurred: FALSE

Latest RTT (milliseconds): NoConnection/Busy/Timeout
Latest operation start time: 14:22:05.134 UTC Thu Aug 15 2024
Latest operation return code: Timeout



RTT Values:
RTTAvg: O RTTMin: 0 RTTMax: O
NumOfRTT: O RTTSum: O RTTSum2: O

ftdv742# show track
Track 1
Response Time Reporter 855903900 reachability
Reachability is Down
7 changes, last change 00:11:03
Latest operation return code: Timeout
Tracked by:
STATIC-IP-ROUTING O
Track 2
Response Time Reporter 188426425 reachability
Reachability 1is Up
4 changes, last change 13:15:11
Latest operation return code: OK
Latest RTT (millisecs) 140
Tracked by:
STATIC-IP-ROUTING O

ping T AN

pingZ FITT B BIIC, Site1 FTD®show crypto ipsec sa | inc interface:|encap|decap® hH V> X %
BELET,

COBITEE. TunnelICAZT EILD 2O DIBD/NT Y NEAT EILLEEERD 1= 8 O 35E D /N
TYRFRRENATVWET,

// Sitel FTD:

ftdv742# show crypto ipsec sa | inc interface:|encap|decap
interface: demovti_sp2
#pkts encaps: 36, #pkts encrypt: 36, #pkts digest: 36
#pkts decaps: 35, #pkts decrypt: 35, #pkts verify: 35
#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0

Site1 Client1 ping Site2 Client1 A" IEEICETEhEL I,

Sitel _Clientl#ping 192.168.50.2
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.50.2, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 22/133/253 ms

Site1 Client2 ping Site2 Client2 A" EFE ICETENFEL £,



Sitel_Client2#ping 192.168.50.10
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.50.10, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 34/56/87 ms

ping "M Ih L 7=, Site1 FTD®show crypto ipsec sa | inc interface:|encap|decap® V> X & F
IVILET,

COBITEE, Tunnel 2B 7LD = DA46/NT Y NEDTEILLBERD 1= D457 v N %&
RLTHY, MAOAHTREF10/NT Y REML., 10BOpingTI—ERIC—HLTVET,
Nk, ping/N7Y RAISP2OTunnel 2BHTIL—T 1 2 JENnBD EEZRLTVET,

// Sitel FTD:

ftdv742# show crypto ipsec sa | inc interface:|encap|decap
interface: demovti_sp2
#pkts encaps: 46, #pkts encrypt: 46, #pkts digest: 46
#pkts decaps: 45, #pkts decrypt: 45, #pkts verify: 45
#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0

ISPAAIEEEICEIMEL TVWAREIC, ISP2THIIANARETS

BT, ISP2OA > Z—T IAAEMZFE T YY NEO LT, FEARELTVD
ISP2%Z> 1L —MNLET,

Internet_SP2#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Internet_SP2(config)#

Internet_SP2(config)#int e0/1
Internet_SP2(config-if)#shutdown

Internet_SP2(config-if)#AZ

Internet_SP2#

VPN

Tunnel2A" X > LEL =, IKEV2 SATRETunne 2N 705747 T,

// Sitel FTD:

ftdv742# show interface tunnel 2
Interface Tunnel2 "demovti_sp2", is down, Tine protocol is down
Hardware 1is Virtual Tunnel MAC address N/A, MTU 1500
IP address 169.254.20.11, subnet mask 255.255.255.0
Tunnel Interface Information:



Source interface: outside2 IP address: 192.168.40.1
Destination IP address: 192.168.20.1
IPsec MTU Overhead : 0
Mode: ipsec ipv4 IPsec profile: ipsec_profile|e4084d322d
ftdv742# show crypto ikev2 sa
IKEv2 SAs:
Session-id:159, Status:UP-ACTIVE, IKE count:1, CHILD count:1

Tunnel-id Local Remote
1375077093 192.168.30.1/500 192.168.10.1/500

Encr: AES-CBC, keysize: 256, Hash: SHA256, DH Grp:14, Auth sign: PSK, Auth verify:

Life/Active Time: 86400/349 sec
Child sa: local selector 0.0.0.0/0 - 255.255.255.255/65535
remote selector 0.0.0.0/0 - 255.255.255.255/65535
ESP spi in/out: 0x40f407b4/0x26598bcc

// Site2 FTD:

ftdv742# show int tunnel 2
Interface Tunnel2 "demovti_sp2", is down, Tine protocol is down
Hardware is Virtual Tunnel MAC address N/A, MTU 1500
IP address 169.254.20.12, subnet mask 255.255.255.0
Tunnel Interface Information:
Source interface: outside2 IP address: 192.168.20.1
Destination IP address: 192.168.40.1
IPsec MTU Overhead : 0
Mode: ipsec ipv4d IPsec profile: ipsec_profile|e4084d322d

ftdv742# show crypto ikev2 sa
IKEv2 SAs:
Session-id:165, Status:UP-ACTIVE, IKE count:1, CHILD count:1

Tunnel-id Local Remote
1025640731 192.168.10.1/500 192.168.30.1/500

Encr: AES-CBC, keysize: 256, Hash: SHA256, DH Grp:14, Auth sign: PSK, Auth verify:

Life/Active Time: 86400/379 sec
Child sa: Tocal selector 0.0.0.0/0 - 255.255.255.255/65535
remote selector 0.0.0.0/0 - 255.255.255.255/65535
ESP spi in/out: 0x26598bcc/0x40f407b4

L—b
W—RT—=7IILT, ISP2BEEDII—MAPBRRNZ 714 Y VRICHEHALEL I,

// Sitel FTD:

ftdv742# show route

Codes: L - Tocal, C - connected, S - static, R - RIP, M - mobile, B - BGP

PSK

PSK



D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS dinter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF, BI - BGP InterVRF
Gateway of last resort is 192.168.30.3 to network 0.0.0.0

S* 0.0.0.0 0.0.0.0 [1/0] via 192.168.30.3, outside

C 169.254.10.0 255.255.255.0 is directly connected, demovti

L 169.254.10.1 255.255.255.255 is directly connected, demovti

C 192.168.30.0 255.255.255.0 is directly connected, outside

L 192.168.30.1 255.255.255.255 is directly connected, outside
C 192.168.40.0 255.255.255.0 is directly connected, outside2

L 192.168.40.1 255.255.255.255 is directly connected, outside2
S 192.168.50.0 255.255.255.0 [1/0] via 169.254.10.2, demovti

C 192.168.70.0 255.255.255.0 is directly connected, inside

L 192.168.70.1 255.255.255.255 is directly connected, inside

// Site2 FTD:
ftdv742# show route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF, BI - BGP InterVRF
Gateway of last resort is 192.168.10.3 to network 0.0.0.0

S* 0.0.0.0 0.0.0.0 [1/0] via 192.168.10.3, outside

C 169.254.10.0 255.255.255.0 is directly connected, demovti25

L 169.254.10.2 255.255.255.255 is directly connected, demovti25
C 192.168.10.0 255.255.255.0 is directly connected, outside

L 192.168.10.1 255.255.255.255 is directly connected, outside

C 192.168.20.0 255.255.255.0 is directly connected, outside2

L 192.168.20.1 255.255.255.255 is directly connected, outside2
S 192.168.40.1 255.255.255.255 [1/0] via 192.168.20.4, outside2
C 192.168.50.0 255.255.255.0 is directly connected, inside

L 192.168.50.1 255.255.255.255 is directly connected, inside

S 192.168.70.0 255.255.255.0 [1/0] via 169.254.10.1, demovti25
SLAEZX

Site1 FTDT, SLAEZ R KISP2DO T N HES1884264252 A LT IN (=T Y RT RL AR
192.168.404 ) 2 RLE T,

// Sitel FTD:



ftdv742# show sla monitor operational-state

Entry number: 188426425

Modification time: 08:37:05.133 UTC Wed Aug 14 2024
Number of Octets Used by this Entry: 2056

Number of operations
Number of operations
Current seconds Tleft
Operational state of
Last time this entry

attempted: 1816
skipped: 0

in Life: Forever
entry: Active
was reset: Never

Connection loss occurred: FALSE

Timeout occurred: TRUE

Over thresholds occurred: FALSE

Latest RTT (milliseconds): NoConnection/Busy/Timeout

Latest operation start time: 14:52:05.174 UTC Thu Aug 15 2024
Latest operation return code: Timeout

RTT Values:
RTTAvg: O RTTMin: 0 RTTMax: O
NumOfRTT: O RTTSum: O RTTSum2: O

Entry number: 855903900

Modification time: 08:37:05.135 UTC Wed Aug 14 2024
Number of Octets Used by this Entry: 2056

Number of operations attempted: 1816

Number of operations skipped: 0

Current seconds left in Life: Forever

Operational state of entry: Active

Last time this entry was reset: Never

Connection loss occurred: FALSE

Timeout occurred: FALSE

Over thresholds occurred: FALSE

Latest RTT (milliseconds): 10

Latest operation start time: 14:52:05.177 UTC Thu Aug 15 2024
Latest operation return code: OK

RTT Values:

RTTAvg: 10 RTTMin: 10 RTTMax: 10
NumOfRTT: 1 RTTSum: 10 RTTSum2: 100
ftdv742# show track

Track 1
Response Time Reporter 855903900 reachability
Reachability is Up
8 changes, last change 00:14:37
Latest operation return code: OK
Latest RTT (millisecs) 60

Tracked by:
STATIC-IP-ROUTING O
Track 2

Response Time Reporter 188426425 reachability
Reachability is Down
5 changes, last change 00:09:30
Latest operation return code: Timeout
Tracked by:
STATIC-IP-ROUTING O

ping T A K

pingZ FITT B BIIC, Site1 FTD®show crypto ipsec sa | inc interface:|encap|decap® hH V> X %



BELEY,

COHITE, Tunnel AT IO =D O7TAEO/NT Y NeDhTEILLBERO =HD73ED /N
TYRMHNRENTVETD,

// Sitel FTD:

ftdv742# show crypto ipsec sa | inc interface:|encap|decap
interface: demovti
#pkts encaps: 74, #pkts encrypt: 74, #pkts digest: 74
#pkts decaps: 73, #pkts decrypt: 73, #pkts verify: 73
#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0

Site1 Client1 ping Site2 Client1 A" EEICETEhEL I,

Sitel_Clientl#ping 192.168.50.2
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.50.2, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 30/158/255 ms

Site1 Client2 ping Site2 Client2 A" IEEICETEhEL I,

Sitel_Client2#ping 192.168.50.10
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.50.10, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 6/58/143 ms

ping "M Ih L 7=, Site1 FTD®show crypto ipsec sa | inc interface:|encap|decap® V> X & F
IVILET,

COFITIE, Tunnel 1ICATEILIED =HDBAMED/NT Y NEDTEILILBRERD -8 D83E D /N
TYRDFHY, MEOHATZAM0/NTY MEML T, 10BOpingLI—ERIC—BLTVET
o =ik, ping/NT Y RAISP1DOTunnel 1 BATIL—FT 42 J0&Ehd2EZRLTVET,

// Sitel FTD:

ftdv742# show crypto ipsec sa | inc interface:|encap|decap
interface: demovti
#pkts encaps: 84, #pkts encrypt: 84, #pkts digest: 84
#pkts decaps: 83, #pkts decrypt: 83, #pkts verify: 83
#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0



NZ7IN21—hk
CCTR, BEORS TN 1—FA VY CERTERRERERLET,

X DdebugAX > REFAL T, VPNEIZAVORNSTIIND1—FTA T BTSENTESR
9o

debug crypto ikev2 platform 255
debug crypto ikev2 protocol 255
debug crypto ipsec 255

debug vti 255

PBREIZ3IVORNT TN 1—FT 42T %7501k, XDdebugdN > REFRATEET,
debug policy-route

XDdebug XY REFAL T, SLAEZZEV2a>ORNS TN 1—FT14 00 %T52EN
TEEXT,

ftdv742# debug sla monitor ?
error QOutput IP SLA Monitor Error Messages
trace Output IP SLA Monitor Trace Messages



BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



