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ARP = Address Resolution Protocol ( 7 RL A#ARZ7'OK )L )
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FMC = Secure Firewall Management Center ( ¥ 17 77 A7V —)ILNRIZX M X—)
FTD = Secure Firewall Threat Defense ( ¥ 17 77 AT O A —)LBREME )

GARP = Gratuitous ARP

HA = High Availability ( &% )
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FTD3100_HA
Cisco Secure Firewall 3120 Threat Defense

Surmmary High Avallability Device Interfaces Inline Sets Routing DHCP VTEP

| ,

General Faaaxy System oG
MName: FTD1 Model: Cisco Secure Firewall 3120 Threat Defense
Troubleshoot: Logs | [ cu Serial: FJZ254600PB
Mode: Routed Time: 2025-03-07 07:51:23
Compliance Mode: MNone Time Zone: UTC (UTC+0:00)
TLS Crypto Acceleration: Enabled Version: 7.4.2.2
Time Zone setting for Time based UTC (UTC+0:00)
Rules:
Device Configuration: Impart Export Downioad
Inventory: View

OnBoarding Method: Registration Key
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Export file created successfully
Download Export Package
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Confirm Break

Breaking the High Availability pair “FTD3100_HA" will erase all
configuratsn ancapd the Access Control and Flax Canfig policy from

$ standby poer. This operaBon might alsd resiart Snort procesass of primany
and secondary devices, temporarily causing traffe intermaption. Are you
SUne you wani to break the par?
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<#froot>
FTD3100-4#

show fail over

Failover Off

Failover unit Secondary

Failover LAN Interface: not Configured

Reconnect timeout 0:00:00

Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtime 25 seconds
Interface Policy 1

Monitored Interfaces 1 of 1288 maximum

MAC Address Move Notification Interval not set



<{froot>
FTD3100-4#

show interface ip brief

Interface
Internal-Data0/1
Port-channell
Port-channell.200
Port-channell.201

FTD1(ex-Standby) DEXE I T X THIBRE N TWVWET,

<tfroot>

FTD3100-3#

show fail over

Failover Off

Failover unit Secondary

IP-Address
unassigned
unassigned
10.0.200.70
10.0.201.70

Failover LAN Interface: not Configured

Reconnect timeout 0:00:00
Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtime 25 seconds

Interface Policy 1

Monitored Interfaces 1 of 1288 maximum
MAC Address Move Notification Interval not set

<tfroot>
FTD3100-3#

show interface ip brief

Interface
Internal-Data0O/1
Ethernetl/1
Ethernetl/2
Ethernetl/3
Ethernetl/4
Ethernetl/5
Ethernetl/6
Ethernetl/7
Ethernetl/8
Ethernetl/9
Ethernetl/10
Ethernetl/11
Ethernetl/12
Ethernetl/13

IP-Address
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned

OK?
YES
YES
YES
YES

OK?
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES

Method
unset
unset
manual
manual

Method
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset

Status
up
up
up
up

Status
up
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin

down
down
down
down
down
down
down
down
down
down
down
down
down

Protocol
up
up
up
up

Protocol
up
down
down
down
down
down
down
down
down
down
down
down
down
down



Ethernetl/14 unassigned YES unset admin down down
Ethernetl/15 unassigned YES unset admin down down
Ethernetl/16 unassigned YES unset admin down down
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» Access Control Policy
FTD3100_ACP Access Control Palicy
¥ Contextual Cross-launch
* Custom Table View
¥ Custom Workflow
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* Health Policy
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* Platform Settings Firepower
firepower_test_palicy Platform Settings Firepower
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Confirm Delete

Are you sure you 'want 1o delete the
device, "FTD1"?

FTD1 CLIOTEFE :

<ftroot>
>

show manager s

No managers configured.

>
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P F'f?wall Management Center Overview Analysis Palicies Devices Objects

=) olz | Upload Fackage

1 o o chosen

Package Name

[ Upload | LZam:ﬂ |

RIS—#A2R—KLET,

| ;_ FII’EWE!|.| ME:?E?DTﬁHZTGEHIEF Overview Analysis Policies Devices Objects Integration
System | Tools | Package Impo

~ Access Control Policy

FTD3100_ACP Access Control Policy
~ MNAT Threat Defense
nat1

¢ Platform Settings Threat Defense

MAT Threat Dafensa

FTD3100_PS Platferm Settings Threal Dafense
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FMC2 ( #—%"Y RFMC ) TA VR —T IARATZ IO NEF1VT1 V-2 ERLET,
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Import Manifest

Natwark and Fort obycts will ba rused if nams and Cantant matchas with axisting cojecss, in all Gor Ca56s Obwcts with duphcals Namas 3 IMported 5 now oBJRCts wiih & nLmbor appended 1o
Ehix nama.

FTDI100_ACP [Access Conbiol Polcy]
et (NAT Theaat Dafersa )
FTDZ100_PS (Piattorrm Sottings Theoat Dalonso)

~ Interface Objects
INSIDE_ZONE_3100 (Routed) & Secunty Zones Sabect.. -
QUTSIDE_TOME_3100 (Rowted) » Secuity Zonos Sabect.., -

Import Cancel
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Mew Security Zone

Plisase anlar i name

l OUTEIDE_ZONE_3100

Import i BIRT2E, RATICE>THEET BRI —HFFMC2 ( Z—4"Y RFMC ) i1 K —
REhZErT,

“ Interface Objects

INSIDE_ZONE_3100 (Routad) » Security Zones INSIDE_ZONE_3100 v

OUTSIDE_ZONE_3100 (Routed) » Security Zones l OUTSIDE_ZONE_3100 v

| Import | | Cancel |

BAINTETLERT,

8 mport

Import FTD3100_ACP (Access Control Policy), FTD3100_PS (Platform Settings Threat Defense), 4s X
nat1 (NAT Threat Defense)
View Report

AT Y7 8 : FTD1(ex-Primary) 2 FMC2I_&#& L £ 9,

FTD1(ex-Primary)CLICBEL., ILLWIZX—IJ v ZREL X T,

<{troot>
>

configure nanager add 10.62.148.247 cisco

Manager 10.62.148.247 successfully configured.
Please make note of reg_key as this will be required while adding Device in FMC.

>
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Add Device

Select the Provisioning Method:
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Smart Licensing

Mote: Al virtual Firewall Theeat Defense devices require a perfonmance ter license.

Make sufe your Smart Licensing account containg the available Boensss you nesd,

I's impoman to choose the ter thal matches the license you have in your sccount.

Click here for information about the Finswall Threat Defense performance-tiened licensing.
iLindil you choose a ter, your Firewall Threat Defense virtual defaults to the FTOw50 selection.

Performance Tier (only for Firewall Threat Defense virtual 7.0 and above):
Sedect a recommended Tier v
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Fwewall Management Center

i Crosnview
’ 5"" envices | Secure Firewall Devece Summary

FTD1

Cisco Secure Firewall 3120 Threat Defense

Device Interfaces Inling Se1s Reusting DHCP

General

Name:

Transfer Packets:
Troubleshool:
Mode:

Compliance Mode:
Performance Profile:

TLS Crypto Acceleration;

Device Configuration:

OnBoarding Method:

Anplysis Policies

VTEP

Routed
Mane
Default

Enatded

e Eapssut DHGeperrilugss]

Fegistration Key

Licens
Esaentis
Export-
Elahsvard
IP5:
Carmier:
UIRL:
Secure
Secure

Secure
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Device Configuration Import

This will replace current device configuration with new
configuration from imported hle. Do you want 1o continee?
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Dewnce Configuration Impson

Device configurations imported successfully 7a X
View Import Report
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<ttroot>
FTD3100-3#

show asp rul e-engi ne

Rule compilation Status:

Conpl et ed
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Firewall Management Center
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t A Route

Manage Virtual Routers

Glotal v Metwork Interface ;‘;t'\‘,'l:‘l‘,'_" fram Wirtual Gateway Tunneled Matric Tracked

Virtual rties. ¥ IPv4 Routes
any-invd DUTSIDE Giobal 10,0200 .60 talse L s u

T IPvG Routes
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Analysis - o o
Create New VPN Topology 7]
Tepology Namea:*

WPN3T100

») Policy Based (Crypto Map) Route Based (VTI)

Mabtwork Topology:

Point to Point  [[3=365 0 kbl ] Full Mesh

IKE Viershon:® IKEw1 IKEw2
Endpoints IKE IPsec  Advanced
—
Modea A -+
Davice Name VPN interface Protected Nehworks
FTD FTD OUTSIDE (10u0.301.70) e _ 1000 00.0 rd i
Mok |
Davic e MNorme VPR Interfoce Praotected Networks
Extramat Remota_FW 10,0, 301,50 e _ 10.0.102.0 . i

[ . Ensure the protected networks ane aliowed by access control policy of each cewvice,
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ATV 7 1MREE NIFTDERE DR
COBRT, BB, INTORENFBYTHD L EZFTDCLINSHRTHETT,

WA DOFTDA S ® Tshow running-configy HOZHLBRITBD L ZHRLE T, LERIZE,
WinMergeXdiff A &ENY — )L Z2EATEET,

RAENDBEBEDEVRIADERYTY,
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FTD1 (Ex-Standby)

mt IP

= gt IP 62.184.84
= 0.62.184.121
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mit IP
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N 5B BHOFNAAFEACIPREEERALTVA 0. BETSL35/N( ADARPF +
VL IEEHTAREABYET, RSTAYIDHY hA—N—ERETD 0. B
FNAADARPF ¥+ v 1 FBHTHIUFTBHCEERFLTIEE L,

52 BV NGARPINT Y REREL. FTDCLIORY REMEAL TRHET /N ADARPE ¥ v </
1EEHTHoLLTEET,

<ffroot>
FTD3100-3#

debug nenu ipaddrutl 5 10.0.200.70

Gratuitous ARP sent for 10.0.200.70

COONY REE, FWHAFIET2IXTOIPICR UL TR BIBENF HYERT, LIENFT, 77
AT 7= ETRDINTOIPICHL TGARPNT Y hZREFETHRNE, BEHET/NAAD
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ATY T 132FEB DOFTDZFMC2 ( 2—4"Y RFMC ) ICBITLE T,

BHIC, HARTZRELET, ChETSICIE, BHIZFMC1 ( Y—AFMC) A SFTD2% B
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Ermror

The Device 'FTD2® cannot be deleted
Because the folowing VAN
Configuration{s) refer this device.
Site to Site : VPN3100

Please edit/remove the VPN
canfiguration(s) to delete the device.

CLI [ & > #E5E:

<tfroot>
>

show nanagers

No managers configured.

22—V NFMCICBERIBHIIC, INTOFTDREZHEITDEZHRBLET, ChZEfRIL
I35, 774704 —ILE—RZHYYERZFT,

EEARE, L—TFTY RE—RIBIHFERF. NZVARTLYRE—RIZYYERXTHS, I—



TY RE-RIZRLET,

<{froot>
>

configure firewall transparent

/'

<{froot>
>

configure firewall routed

RIZ, TNEFMC2 ( 2—% Y RFMC ) ICEBLE T,

<{froot>
>

configure manager add 10. 62. 148. 247 ci sco

Manager 10.62.148.247 successfully configured.
Please make note of reg_key as this will be required while adding Device in FMC.
>
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Add Device )

Select the Provisioning Method:

@ Registration Key () Serial Number

| CDO Managed Device

Host:t

10.62.184.85

Display Name:
FTD2

Registration Key:*

Group:
Mone v

Access Control Palicy:*
| FTD3100_ACP v

Smart Licensing

MNote: All virtual Firewall Threat Defense devices require a performance tier license.

Make sure your Smart Licensing account contains the available licenses you need.

It's important to choose the tier that matches the license you have in your account.

Click here for information about the Firewall Threat Defense performance -tiered licensing.
Until you choose a tier, your Firewall Threat Defense virtual defaults to the FTDvED selection.

Performance Tier {only for Firewall Threat Defense virtual 7.0 and above);
Select a recommended Tier ¥
Carrier
Malware Defense
IPS
URL
Advanced
Unigue NAT ID:t

Transfer Packets
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Add High Availability Pair

Name:*
: FTD3100_HA

Device Type:

r Firewall Threat Defense

Primary Peer:
| FTD1

Secondary Peer:

FTD2

i Threat Defense High Availability pair will have primary
configuration. Licenses from primary peer will be
converted to their high availability versions and applied
on both peers.

oo

ERNRAEZ—TIAA, RAEZVNAIP, (REMACT RLABZENDHAREZBREL T,

FTD1 CLIA* S O#ERR :

<ttroot>
FTD3100-3#

show failover | include host

This host: Primary - Active
Other host: Secondary - Standby Ready

FTD2 CLID S O#ERR :



<ffroot>

FTD3100-3#

show fail over | include host

This host: Secondary - Standby Ready
Other host: Primary - Active

FMC UID#&3E :
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/760/management-center-device-config-76/get-started-device-settings.html#Cisco_Task.dita_7ccc8e87-6522-4ba9-bb00-eccc8b72b7c8
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