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+ Cisco Secure Firewall Management Center(FMC),
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Cisco Secure Firewall TEVCPUEHEL TVWA 7 OAZEETSICE. XROBHESHELT
<EEV,

topdAN> ROENEE, CPUEZREBELTVWATOLAZRETEIDICRIUEET,

top - 17:27:37 up 62 days, 22:52, 2 users, load average: 0.41, 0.55, 0.48
Tasks: 158 total, 1 running, 157 sleeping, O stopped, 0 zombie

%Cpu(s): 0.9 us, 1.1 sy, 0.7 ni, 93.4 1id, 3.9 wa, 0.0 hi, 0.0 si, 0.0 st
MiB Mem : 7981.8 total, 821.0 free, 3184.3 used, 3976.5 buff/cache

MiB Swap: 5378.2 total, 4361.2 free, 1017.0 used. 4563.9 avail Mem

PID USER PR NI  VIRT RES SHR
3394 root 25 5 425680 4860 4652

S %CPU %MEM TIME+ COMMAND

S
3685 root 0 -20 2958720 1.49 130268 S

S

S

P

6 0.1 6494:36 loggerd

.0 18.0 5062:29 Tina
4494 root 1 -19 1339224 509956 44688 7
3979 root 20 O 2270592 141480 16840 7

6.2 1659:12 snort3
1.7 637:29.39 SFDataCorrelator

1L T, A7 EDCPUBHREEIELE T,

top - 17:30:36 up 62 days, 22:55, 2 users, load average: 0.33, 0.47, 0.45
Tasks: 157 total, 1 running, 156 sleeping, stopped, 0 zombie
%Cpu0 : 3.0 us, 0.0 sy, 0.0 ni, 97.0 id, 0.0 wa, 0.0 hi, 0.0 si, 0.0 st
%Cpul : 0.0 us, 0.0 sy, 0.0 ni,100.0 id, 0.0 wa, 0.0 hi, 0.0 si, 0.0 st
%Cpu2 : 0.0 us, 0.3 sy, 0.0 ni, 99.7 id, 0.0 wa, 0.0 hi, 0.0 si, 0.0 st
0.
6

OOOOO

%Cpu3 : 1.3 us, 5.3 sy, 2.7 ni, 90.7 id, wa, 0.0 hi, 0.0 si, 0.0 st
MiB Mem : 7981.8 total, 831.5 free, 3173.6 used, 3976.7 buff/cache
MiB Swap: 5378.2 total, 4361.2 free, 1017.0 used. 4574.7 avail Mem

PID USER PR NI  VIRT RES SHR S %CPU  %MEM  TIME+ COMMAND

3394 root 25 5 425680 4860 4652 S 7.6 0.1 6494:36 Toggerd

3685 root 0 -20 2958720 1.4g 13026 S 6.0 18.0 5062:29 Tina

4494 root 1 -19 1339224 509956 44688 S 1.7 6.2 1659:12 snort3

3979 root 20 O 2270592 141480 16840 S 0.7 1.7 637:29.39 SFDataCorrelator

C’(.Eﬁl/_c 7Dtx®n¥%méﬁﬁwu\b3€jo

top - 17:31:53 up 62 days, 22:56, 2 users, load average: 0.34, 0.45, 0.45
Tasks: 157 total, 1 running, 156 sleeping, O stopped, 0 zombie

%Cpu0 : 3.7 us, 1.0 sy, 0.0 ni, 95.3 id, 0.0 wa, 0.0 hi, 0.0 si, 0.0 st
%Cpul : 0.0 us, 0.3 sy, 0.0 ni, 99.7 id, 0.0 wa, 0.0 hi, 0.0 si, 0.0 st
%Cpu2 : 0.0 us, 0.0 sy, 0.0 ni,100.0 id, 0.0 wa, 0.0 hi, 0.0 si, 0.0 st
%Cpu3 : 2.0 us, 3.7 sy, 2.7 ni, 91.7 id, 0.0 wa, 0.0 hi, 0.0 si, 0.0 st
MiB Mem : 7981.8 total, 831.4 free, 3173.7 used, 3976.7 buff/cache

MiB Swap: 5378.2 total, 4361.2 free, 1017.0 used. 4574.5 avail Mem



PID

3394
3685
4494
3418
3979
3380

USER
root
root
root
root
root
root

PR
25

20
20
20

NI

-20
-19

VIRT
425680
2958720
1339224
1640540
2270592
3860

RES
4860
1.4g

SHR
4652
130268

509956 44688
16824 13900
141480 16840

2852

2336

nuvmuvmoumoumvm nom

%CPU

7.

Qo oOoONO

W NN WO w

%MEM

1

0.

O R OO @
O NDNDNO

1

TIME+ COMMAND

6494:55
5062:45
1659:17

/ngfw/usr/Tocal/sf/bin/Toggerd
Tina -p 3562 -t -1
/ngfw/var/sf/detection_engines/ad5

274:48.05 /ngfw/usr/local/sf/bin/adi
637:31.13 /ngfw/usr/local/sf/bin/SFDataCorre

6:27.14

/bin/bash /ngfw/usr/Tocal/sf/bin/p

EXE, topdN Y RTmonetdb A ERTHZD & 2L % T, 7OEA(monetdo) AF L
CPUZHELTWBELET,

merovingian.logld. I F A/X— kE— Rngfw/var/log/monetdb/merovingian.log CIEBFF TE £,

root@FirePower:/# cd /ngfw/var/Tog/#catmerovingian.log

2025-03-06 23:24:11 ERR eventdb[26531]: #clientl2: createExceptionInternal:

T'ERROR: SQLException:sql.drop_table:42000!DROP TABLE: unable to drop table connectionevent_1720808160_0
2025-03-06 23:24:11 ERR eventdb[26531]: #clientl2: createExceptionInternal:

T'ERROR: SQLException:sql.drop_table:42000!DROP TABLE: unable to drop table

connectionevent_1720971900_0 (there are database objects which depend on it)

Cisco Secure Firewall2 AT A7 TOHVWCPUEAZER

Cisco Secure Firewall> A7 A7 TCPUEREANEVWEBEDO NS TI>1—F 1 T FIE%ZE R
CRULET,

1.FMCALRAEZZ VI TCPUS AT LADBEAREZEIAELET,

- FMCOBERSIZFIY LT, BVWCPUERARZFIVYILET,
« System > Health > Monitor® JEIZ3&IRL, ZLHITH AT EHERELET,



irews anagemer arter
Firewall Mdﬂldgl.l'ﬂ[. 1t Cente Overviaw Analysis Policies Devices Objects Integration Daploy
Rianite Health: FTD-02 | @ Critical |
Wiew System & Troubleshoat Details .
Owverview CPU Memory Interfaces Connections Snort ASP drops
—
CPU Memarny
Data Path Snor System Av Data Plang 4v Snort
Throughpat Awg = all interfaces Connection Statistics
nput Rate Connections NAT Translations

minc 0bps, max; Obps

q @4 @ adminvy | Wl sic

Last 15 minutes

2025-03-11 05:26 - 2025-03-11 05:41

System Av

Gritical Processes All Processes

Process Health

AMP Drata Plane NGFW

Manager

SF Data
Conmelator

SF Tunnel Snor SSE
Connestorn

HEEXTACPUOI T =2HBLET,

2. FTD CLIT,

Disk Usage
Entire Disk

ny

12
Used

Critical Partitions

Inglw fnglw/Valume

« CPU7 74T 14 2MEA L., XEEIZTAATHNVATLOAT THAHE2ERALET,

> pmtool show affinity
Received status (0):
Affinity Status

System CPU Affinity: 3,9 (desired 3,9 )

<#root>
admin@firepower:~$

sudo npstat -P 3,9 1

Linux 4.18.45-yocto-standard (firepower) 03/03/25

1:06:15 CPU
dusr %i ce 9sys
%iowait %irq %soft %steal %guest %gnice
% dl e
1:06:15 3

4

_x86_64_

(64 CPU)



.00 54. 00 24.00
0.00 0.00 0.00
14. 00
1:06:15 9
0. 00 74.00 25.00
0.00 0.00 0.00
0. 00
1:06:15 CPU
ST %i ce sys
%iowait %irq
1:06:16 3
6
.00 44,00 34.00
0.00 0.00 0.00
4
.00
1:06:16 9
2.00 74. 00 22.00
0.00 0.00 0.00
0. 00
1:06:16 CPU
duusr %i ce sys
%iowait %irqg  %soft
1:06:16 3
6
.00 34.00 24.00
0.00 0.00 0.00
34.00
1:06:16 9
0. 00 74.00 24.00
0.00 0.00 0.00

0.00

0.00

0.00

%soft %steal

0.00

0.00

%steal

0.00

0.00

0.00 0.00

0.00 0.00

%guest %gnice

0.00 0.00

0.00 0.00

%guest %gnice

0.00 0.00

0.00 0.00

%idle

%idle



Average: 9 3.71 67.43 22.14

0.00

0.00

0.00 0.00

0.00 0.00 9.71

« Runmpstatorsartold, AT ADAT7OCPUSEHAERZERLET, COBITE. M FER

BiE "1/8) 2ERLEXT,

mWCPUEAZRE., 100 - total of other %HIICZFEL W izs, EWFH D %idleTT,

<#root>

admin@firepower:~$

sudo

sar -P 3,9 1

Linux 4.18.45-yocto-standard (firepower)

1:06:17 CPU
Yuser %i ce Ysystem
%iowait %steal

% dl e

1:06:18 3

5

.00 54. 00 28.00
0.00 0.00

14. 00

1:06:18 9

1.00 80. 00 19. 00
0.00 0.00

0.00

1:06:18 CPU

Yuser %i ce Y%system

%iowait %steal

% dl e

1:06:19 3

03/03/24

_x86_64_

(64 CPU)



.00 41. 00 22.00
0.00 0.00

24. 00

1:06:19 9

2.00 84. 00 12. 00
0.00 0.00

0. 00

1:06:19 CPU

Yuser %i ce Y%system

%iowait %steal

%dle

1:06:20 3

1.00 67. 00 15. 00
0.00 0.00

4

.00

1:06:20 9

5

.00 68. 00 24.00
0.00 0.00

0. 00

1:06:20 CPU

Yuser %i ce Y%system

%iowait %steal

%dle

1:09:21 3

6. 00 26. 00 27.00
0.00 0.00

41. 00

1:09:21 9



0.00 86. 00 14.00
0.00 0.00

0.00

FIRHULEBRADKRS IZENENET,

s %user: 1—HYZE (77U —>3 21— R ) TOCPUBERE (F7 2L KkDnicefl ) ,
 %nice — IEDnicefBZzF 21— —Z@ (77 75r—>3>0—R ) OCPUFERZE,
* %system - A—XJLFEFHOCPUEAE, %idle - 100%HA 5% D7 4 —)L RZE5| W\ =&

ER:COONVRZERITLT, BENDIAT TRITENTVWHAL Y RO—EZRE
LET,
pidstat -h -t -p ALL 1 | awk '($10=="%CPU") || (($10==XX || $10==YY) && $9+0 > 10.00)



BENDIT7TEAENATVWATOLAOVANEZRDHFSICE, IFAN—KE—RT
topAN RZEITLE T,

.7AEANNILFALY RAESHZRFELET,

<#froot>

admin@firepower

~$

sudo pidstat -h -t -p $(pidof snort3) 1

Linux 4.18.45-yocto-standard (firepower) 03/03/25 _Xx86_64_ (64 CPU)

# Time uib TGID TID %usr %system  %guest  %wait %CPU CPU Command
4:20: 05 0 4162 - 279. 08 17.17 0. 00 0.99 285. 15 3 snort3 <--
4:20:05 0 - 4162 3.96 0.99 0.00 0.99 4.95 3 _
snort3

4:20:05 0 - 4165 0.00 0.00 0.00 0.00 0.00 7 _
snort3

4:20:05 0 - 4167 0.00 0.00 0.00 0.00 0.00 9 _
snort3

4:20:05 0 - 4168 0.00 0.00 0.00 0.00 0.00 9 _
snort3

4:20:05 0 - 4169 0.00 0.00 0.00 0.00 0.00 9 |_snort3
4:20:05 0 - 4172 0.00 0.00 0.00 0.00 0.00 9 |_snort3
4:20:05 0 - 4175 0.00 0.00 0.00 0.00 0.00 9 |_snort3
4:20:05 0 - 4177 0.00 0.00 0.00 0.00 0.00 3 |_snort3
<#root>

admin@firepower

~$
sudo

pidstat -h -t -p $(pidof rsyslog) 1


mailto:admin@firepower

Linux 4.18.45-yocto-standard (firepower)

# Time

4:22:47

4:22: 47

uibD

TID

1

0.00

03/03/25

%usr %system Y%guest
0.00

0.00

_Xx86_64_

%wait
0.00

0.00

0.00

%CPU
0.00

CPU Command
32

32

4.70FA- ALY RAVAT L AT TRITEATVBRILES L ZRBLET,

<tfroot>

admin@firepower:~$

sudo pidstat -h -t -p $(pidof EventHandler) 1

Password:
Linux 4.18.45-yocto-standard (firepower)

# Time

04:46:01

Event Handl er

<--- Al

04:
04:
04:
04:
04:
04:
04:
04:
04:
04:
04:
04:
04:
04:

5 RDERERLET, F592AL Y RZATAOATOCPUERARN B B UEMENH V)
9,

46:
46:
46:
46:
46:
46:
46:
46:
46:
46:
46:
46:
46:
46:

01
01
01
01
01
01
01
01
01
01
01
01
01
01

<{froot>

admin@firepower:~$

uib

0

[eNeNeNoNeNelNoNeNolNoNoNoNeoNel

sudo pidstat -h -t -p $(pidof EventHandler) 1

Linux 4.18.45-yocto-standard (firepower)

TID

threads run on system cores

327455
327456
327457
327458
327459
327465
327466
327468
327470
327475
327476
327477
327478
327479

03/03/25
%usr %system
61.00 23.00
0.00 0.00
30.00 0.00
29.00 9.00
0.00 0.00
0.00 0.00
0.00 0.00
0.00 0.00
3.00 2.00
0.00 0.00
0.00 0.00
0.00 0.00
0.00 0.00
0.00 0.00
0.00 0.00

03/03/25

[eNeNeNoloNoNoNeNoNeoNoNoNoNe]

_X86_64_

%guest
0.

00

.00
.00
.00
.00
.00
.00
.00
.00
.00
.00
.00
.00
.00
.00

_x86_64_

0.
60.00
64.00
.00
.00
.00
.00
.00
.00
.00
.00
.00
.00
.00

OO O O0OO0OO0OWREOOOo

%wait
0.

00

00

0.
40.00
33.00
.00
.00
.00
.00
.00
.00
.00
.00
.00
.00
.00

[=NeNelNelNolNeNV, NolNolNolNo)

(64 CPU)

| __init <---- single

(64 CPU)

%CPU
83.00

00

(64 CPU)

CPU
3

O O W WOWWOWWOWWOOWwWwwoww

Command

Event
Event
Event
Event
zmgio
zmgio
Event
Event
Event
Event
Event
Event
zmgio
zmgio


mailto:admin@firepower:~$

# Time uib TGID TID %usr  %system  %guest %wait %CPU CPU Command

05:13:30 0 327455 - 111.77  19.80 0.00 0.00 136.57 3 EventHa
<---- Process CPU usage = Z (threads %CPU).

05:13:30 0 - 327455 0.00 0.00 0.00 0.00 0.00 3 |_Even
05:13: 30 0 - 327456 33.64 0.00 0. 00 65.17 37.54 9 | __Event
<---- Thread on system cores w th highest CPU usage

05:13: 30 0 - 327457 74.24 15. 83 0. 00 7.92 94.18 3 | __Event
<---- Thread on systemcores with highest CPU usage

05:13:30 0 - 327458 0.00 0.00 0.00 0.00 0.00 3 |_Even
05:13:30 0 - 327459 0.00 0.00 0.00 0.00 0.00 9 | __zmqi
05:13:30 0 - 327465 0.00 0.00 0.00 0.00 0.00 9 | __zmqi
05:13:30 0 - 327466 0.00 0.99 0.00 0.00 0.99 3 |_Even
05:13:30 0 - 327468 1.98 2.97 0.00 5.94 4.85 9 |_Even
05:13:30 0 - 327470 0.00 0.00 0.00 0.99 0.00 3 |_Even
05:13:30 0 - 327475 0.00 0.00 0.00 0.00 0.00 9 |_Even
05:13:30 0 - 327476 0.00 0.00 0.00 0.00 0.00 9 |_Even
05:13:30 0 - 327477 0.00 0.00 0.00 0.00 0.00 9 |_Even
05:13:30 0 - 327478 0.00 0.00 0.00 0.00 0.00 3 | __zmqi
05:13:30 0 - 327479 0.00 0.00 0.00 0.00 0.00 9 | __zmqi

« EventHandlerld, AT AT TEITENTVWAIILFAL Y RCPUTT,
« AL Y RTID=327456TID=327457 " &RE S VCPUERAXZRL £ T,
* Process CPU usageld. IXTHAL Y ROCPUERAENEFTICELLSEYET,
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