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» Secure Firewall Thread Defense(FTD)7.4.x, 7.6.Xxo Secure Firewall Device
Manager(FDM) 7= & Secure Firewall Management Center(FMC) TEEBEhE 7,

BERuH

N=2327TAXKIZRTO6XICVYTIRNIITZETYTIL—RUIERT, EEAVE—TI(AAD
TRLACHEETIZEEICRA<SFZIEN HYET,

AECOREBEOHIRE., NER—DF FORA AVRTI—ANF—R- 412327
I—ATHEVEBESEFFMCTEEETNAFTDICEEL., "BEBAXT7I—-AIC—Z05
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Cisco Secure Firewall Management Center Device Configuration Guide, 7.6 D E "Device
Settingss @ "Change the Manager Access Interface from Management to Datay MIH,
& K T Cisco Secure Firewall Device Manager Configuration Guide, Version 7.6 DE ™
Interfacess @ "Configure the Management Interface; MEEZSHBL TS EE L,

1. IP7 RL AF203.0.113xTFA", FETEEENTLVEH A, XIZ, Firepower
4100/9300 A D IR TN T ZSY R T A —ATETEIATVBFIDASOH OB ZRLET

o

<tfroot>
>

show nanei f

Interface Name Security

Managenent 1/ 1 managemnment 0

>

show interface ip brief

Interface IP-Address OK? Method Status Protocol

Managenent 1/ 1 203. 0. 113. 130 YES unset up up

>

show i nterface Management

Interface Managenent1/1 "nanagenment”, is up, line protocol is up

Hardware 1is en_vtun rev00, DLY 1000 usec
Input flow control is unsupported, output flow control 1is unsupported
MAC address 0053.500.2222, MTU 1500

| P address 203.0.113. 130, subnet mask 255.255. 255. 248

>

show runni ng-config interface Managenent 1/1



interface Managenent1/1

management-only
cts manual
propagate sgt preserve-untag
policy static sgt disabled trusted
security-level 0

Firepower 4100/9300 CEIE T BAFTDNEE A X —T7 I A ARRODEH VY TT,

<tfroot>
>

show nanei f

Interface Name

Ethernet1l/1 managenent

>

show interface ip brief

Interface IP-Address

Et hernet 1/ 1 203.0.113. 130

>

show i nterface nmanagenent

Interface Ethernetl1l/1 "managenment"”, is up

Security
0
OK? Method Status
YES unset up

line protocol is up

Hardware is EtherSVI, BW 1000 Mbps, DLY 10 usec
MAC address 0053.500.1111, MTU 1500

| P address 203.0.113. 130, subnet mask 255.255. 255. 248

>

show runni ng-config interface Ethernet 1/1

Protocol

up



interface Ethernetl/1

management-only

nanei f managenent

cts manual
propagate sgt preserve-untag
policy static sgt disabled trusted
security-level 0

5¥:Firepower 4100/9300 Tk, EANDEthernetx/y2 7 7V —> 3 HO WA ZLAEEA
VER—TIAARELVLTHERTEERT, LEAN>T, MBAX—TIAADOHEHIE
Ethernetx/y T& '), Managementx/yTlE&H V) £ A,

2. ZOIPF7 RL AWk, shownetwork AX > ROBHICRRENDIPTRLAERGRERYET,



<ffroot>
>

show net wor k

[ System Informat1on ]

Hostname : firewall
Domains : www.example.org
DNS Servers : 198.51.100.100
DNS from router : enabled
Management port : 8305
IPv4 Default route

Gateway : 192.0.2.1

[ managementO ]

Admin State : enabled

Admin Speed : sfpDetect

Operation Speed : 1lgbps

Link T oup

Channels : Management & Events
Mode : Non-Autonegotiation
MDI/MDIX : Auto/MDIX

MTU : 1500

MAC Address : 00:53:00:00:00:01
--------------------- [ IPV4 J---mmmmmmmmmm e
Configuration : Manual

Addr ess : 192.0.2.100

Netmask : 255.255.255.0

Gateway : 192.0.2.1
—————————————————————— [ IPV6 J------=—--——mm -
Configuration : Disabled

IP7 KL A203.0.113.xlk, N—2 32 740TEAESNEREEEA 2 X—7 I A4 A(CMI)#sE

—HELTEBA UV RXA—T IS ARICE)HTSNET, $BIC, N—=23 274 xBIBEBADYTRND
IT7T7Y7IL—RER, "EEBLUVEMAVE—TILAADON—D, 202 3VICRENT
WBRESIC, YVIRIITICE > TEEBIUVEMHA U A—T IAADN =N RRBEhET,
N—HRIh9dE, "TBEBAUVRX—T7IA4A] nameif@EBEICKEY), BENICAZIIPT RL A
203.0. 113 xHEV) HTshhFET,

HEBEBAVA—TIAABHTOEERNS 714 Y IONA

IP7 RL A203.0.113xlE, RODEKSIZ, LinaL PN SHEHBERBRY ND—I0AD, v¥—2
B0 R — 7I4ZEnbt BERZREREITILOICEAENET, CDELIE. syslog.
RX A BERR(IDNSEER, FREE, 0, BRETHIT A TAAMT—NAOT VAR E
DLinat—EAZRETIESICFIRTT,
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xY,

CMI management traffic path

o g Management

L i ; >
Managementx/y or Ethx/y  (RklRRkEE: Default gateway I—l NuUX managerment0 Default gateway network
203.0.113.129 XX.X.8 @ xXXD

9 Dynamic PAT to managementd

Lina management intf

F—RAT K~

1. IP7 RL A203.0.113x(/29% Y R AV f+&)&. nameif managementZ AL TA 22—
TJ7IAATHREENET, LEL. COREWR. showruninterface AN ROHHICF &K
TEhERA,

<tfroot>
>

show i nt erface Managenent

Interface Managementl/1l "management", is up, Tine protocol 1is up
Hardware 1is en_vtun rev00, DLY 1000 usec
Input flow control is unsupported, output flow control 1is unsupported
MAC address bce7.1234.ab82, MTU 1500

| P address 203.0.113. 130, subnet mask 255.255. 255. 248

>

show runni ng-config interface Managenment 1/1

!
interface Managementl/1
management-only
nameif management
cts manual
propagate sgt preserve-untag
policy static sgt disabled trusted
security-level 0

F7AINRNT =TI A40203.0.113.129%Y kD=0, EBIL—TFT 12T T—TIOT TR
ThET, COF7FIIBMIL—ME, 5IHZEELBZVIEE. show route management-only 1Y



YROBATRERRENELEA, PRLAR0.000ZEEL T, I—NEHERBTEEXT,

<{froot>
>

show rout e nanagenent-only

Routing Table: mgmt-only
Codes: L - Tocal, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF 1inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF, BI - BGP InterVRF
Gateway of Tast resort is not set

>

show rout e managenent-only 0.0.0.0

Routing Table: mgmt-only

Routing entry for 0.0.0.0 0.0.0.0, supernet
Known via "static", distance 128, metric 0, candidate default path
Routing Descriptor Blocks:

*

203.0.113. 129, via managenent

Route metric is 0, traffic share count is 1

>

show asp tabl e routing managenent-only

route table timestamp: 51
in 203.0.113.128 255.255.255.248 management

in 0.0.0.0 0.0.0.0 via 203.0.113. 129, nmanagenent

out 255.255.255.255 255.255.255.255 management
out 203.0.113.130 255.255.255.255 management
out 203.0.113.128 255.255.255.248 management
out 224.0.0.0 240.0.0.0 management

out 0.0.0.0 0.0.0.0 via 203.0.113.129, managenent

out 0.0.0.0 0.0.0.0 via 0.0.0.0, identity



2. IP7 RL A203.0.113.1294° Linuxfll TEREE I, expetE— RTRREh, R/ X2—7 T
1 Atap_MO:BZ ENCEIV) HTHshhFET,

<ffroot>
admin@KSEC-FPR3100-2:~$

ip route show 203.0.113.129/29

203.0.113.128/29 dev tap_M proto kernel scope link src 203.0.113.129

3. LinuxTlk, v —>EBEIPF7 RL AlEmanagement0f X —7 T4 ALV HTESIhET,

k., shownetwork AN RO HICKRRENBIPFRLATT,

<#root>

>

show net wor k

[ System Information ]

Hostname : firewall
Domains : www.example.org
DNS Servers : 198.51.100.100
DNS from router : enabled
Management port : 8305
IPv4 Default route

Gateway :192.0.2.1

[ managementO ]

Admin State : enabled

Admin Speed : sfpDetect

Operation Speed : 1gbps

Link T oup

Channels : Management & Events
Mode : Non-Autonegotiation
MDI/MDIX : Auto/MDIX

MTU : 1500

MAC Address : 00:53:00:00:00:01
————————————————————— [ IPv4 J-----———--mm -
Configuration : Manual

Addr ess : 192.0.2.100

Netmask : 255.255.255.0

Gateway :192.0.2.1
—————————————————————— [ IPv6 J----———-—---=—————————-

Configuration : Disabled



>

expert

admin@KSEC-FPR3100-2:~$%

i p addr show nanagenent 0

15: managementO: <BROADCAST,MULTICAST,PROMISC,UP,LOWER_UP> mtu 1500 gdisc noqueue state UP group defaul
Tink/ether 00:53:00:00:00:01 brd ff:ff:ff:ff:ff:ff
inet

192.0.2.100

/
24

brd 192.0.2.255 scope global managementO
valid_1ft forever preferred_1ft forever

admin@KSEC-FPR3100-2:~$%

ip route show default

default via 192.0.2.1 dev managenent 0

4. ZETIPT RLAZEEBOSN VEZ—TIAADIPT RLAILERTS, BBV Z—TI(A
EORAFZIYOR—KRT RLAZBRPATNFET S, FAFTIY UPATERETBICIE,
management0{ > 2 —7 I 4 ATMASQUERADEF7 7> 3> &ML Tiptables)L— )L ZF&EL
S

<#root>
admin@KSEC-FPR3100-2:~$%

sudo iptables -t nat -L -v -n

Password:

Chain POSTROUTING (policy ACCEPT 49947 packets, 2347K bytes)
pkts bytes target prot opt in out source destination

6219 407K MASQUERADE all -- * managenent 0+ 0.0.0.0/0 0.0.0.0/0

RREL

COHITE, CMINERICE2THY, 7Y T3 —LARETCEBA O EZ—TIAAZNLE
DNSHERNEBREETNTVET,



<ffroot>
>

show managenent -i nterface convergence

nanagenent -i nt erface convergence

>

show runni ng-config dns

dns donmai n-| ookup nanagenent

DNS server-group DefaultDNS
DNS server-group ciscodns

nane-server 198.51.100. 100 nmanagenent

dns-group ciscodns

INTY NFYTF vk, LinaBE., Linux tap_M0, & &kUmanagement0f > X —7 I 4 ATRE
ThET,

<tfroot>
>

show capture

capture dns type rawdata interface managenent [Capturing - O bytes]

mat ch udp any any eq donain

>

expert

admin@firewall:~$

sudo tcpdunmp -n -i tap_M udp and port 53

Password:



HS_PACKET_BUFFER_SIZE is set to 4.
tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
Tistening on tap_MO, link-type EN1OMB (Ethernet), capture size 262144 bytes

>

expert

admin@firewall:~$

sudo tcpdunp -n -i managenent O udp and port 53

Password:

HS_PACKET_BUFFER_SIZE is set to 4.

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
Tistening on managementO, link-type EN1OMB (Ethernet), capture size 262144 bytes

HOTILNDOTEEH RX A BFQDN)ADICMPI I—ERIE, LinaL>> > HSDNSER%ELE
MUET, LinaL> B KELinuxtap MO > Z—T I AONTY RF YT F vk, EBA
VBE—TIAACMIIPP RLATHZD A I —2IPF7 RL A203.0.113.1302 RLTVWE T,

<tfroot>
>

ping interface managenment ww. exanpl e. org

Please use 'CTRL+C' to cancel/abort...
Sending 5, 100-byte ICMP Echos to 198.51.100.254, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 120/122/130 ms

>

show capture dns

2 packets captured
1: 23:14:22.562303

203. 0. 113. 130

.45158 > 198.51.100.100.53: udp 29
2: 23:14:22.595351 198.51.100.100.53 >

203. 0. 113. 130

.45158: udp 45
2 packets shown

admin@firewall

:~$ sudo tcpdunp -n -i tap_M udp and port 53



Password:

HS_PACKET_BUFFER_SIZE is set to 4.

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
Tistening on tap_MO, link-type EN1OMB (Ethernet), capture size 262144 bytes

23:14:22.570892 IP

203.0.113.130

.45158 > 198.51.100.100.53: 38323+ A? www.example.org. (29)
23:14:22.603902 IP 198.51.100.100.53 >

203.0.113.130

.45158: 38323 1/0/0 A 198.51.100.254(45)

management0f > X—7 I A ALDO/NTY MF + 7 F v &, management01 > X —T T4 AD
IP7 RLAZAZTI—RIPFRLAELTRLET, chlk, "HREEBAVEZ—TIAAD
BACBTREENZ 714V INAL OETHALEFAAFTIY IPATHRRATT,

<#root>
admin@firewall:~$

sudo tcpdunmp -n -i nanagenment O udp and port 53

Password:

HS_PACKET_BUFFER_SIZE is set to 4.

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
Tistening on managementO, link-type EN1OMB (Ethernet), capture size 262144 bytes

23:14:22.570927 IP

192.0.2.100

.45158 > 198.51.100.100.53: 38323+ A? www.example.org. (29)
23:14:22.603877 IP 198.51.100.100.53 >

192.0.2.100

.45158: 38323 1/0/0 A 198.51.100.254 (45)

e

CMIN' A Z—TIDFBE. IP7 RLA203.0.113 XA BHEMICE)H TSN, YIRTITICL™
TAIBHICERAETNAT, LinaL P  EAFERRY NDO—JRBOEGNIREENET, CO
IP7 RLAGFERL THAFEVWEEB A,

show network AN > ROHBHICRENBIPT RLAREEE T, FIDEEIPZ RLAELTS
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