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Firewall Management Center

Overview Analysis Policies Devices Objects Integration
ertificate:
—
Name Domain Enroliment Type Status
v E= FTD1
sisco.com Global PKCS12 file  CA D Server Certificate
IntemalCAServer Global Manual (CA Only) LCA ©&ID Internal CA certificate

a.lCBE L. Devices> Certificates® 7 1) Y 7 LAddE T o
b. trustpoint nameZZ AL, CABHROD TOEE XA 7 L TManualZiBIRL £,
ccaony’ZEFIVIL, EETED/AHMOCAERE ZpemER T T IHFET,

d. Skip Check for CA flagin basic constraints of the CA Certificatele F T Y I N —J &{F T T, saeZ V)Y UL F
9,



Add Cert Enroliment (7]

Name*

| InternalCAServer |

Description

CA Information Certificate Parameters Key Revocation
 ——

Enrollment Type: | Manual v

CA Only
Check this option if you do not require an idenfity certificate to be creafed
from this CA

CA Certificate: | - BEGIN CERTIFICATE-----
MiB/
zCCAWigAwIBAgIBATANBgkghki
G9wWOBAQsFADATMREwWDwWYDV
QQDEwhDQVNI
cnZlcjAeFwilyNDEWMTcxMDUS
MDBaFwOyNTExMjAxMDUSMDB
aMBMxETAPBgNVBAMT
CENBU2VydmVyMIGIMAOGCSq
GSIb3DQEBAQUAA4GNADCRIQ

Validation Usage: IPsec Client SSL Client | | SSL Server

Skip Check for CA flag in basic constraints of the CA Certificate

€. Cert EnroIImenta)-F_C‘\ 5'5(3 E'ﬂEE}zbt ROvY 7°5(‘r7>7§‘5truapoint€i§ﬁbf\ Add’&? 1w 7 L
x79,




Add New Certificate [ 7]

Add a new certificate to the device using cert enrollment object which is used to
generate CA and identify certificate.

Device*:
| FTDI v

Cert Enrollment®:

‘ InternalCAServer

Cert Enrollment Details:

Name: InternalCAServer
Enrollment Type: Manual (CA Only)
Enrollment URL: N/A

AT Y 7T 2ISE/RADIUSH —NTIIN—T7BLVEHEZ7O77AILDOERE

a. Objects> AAA Server > RADIUS Server GrouplC BB L . Add RADIUS Server GroupZ 7 1) Y U L E T, Enable
authorizeonlyA 7’3 &FIVIOLET,



¥ Enable authorize only A7’ 3V IZF I Y UN—UHF A2 TVWEBVEES, 7747
A=) ERIAEEREZEEBLET, £EL, ISEREREEEHIZI—HYRENAD—RE
BEIHDICEEZBELTHY, NAT—REIEHETHFERAEThETLEA, TOHER. ISER
ERZREEICEKBLIEZEN—TLFT,



Edit RADIUS Server Group (7]

MName:*

‘ ISE_ Authorization

Description:

Group Accounting Mode:

‘. Single v
Retry Interval:* (1-10) Seconds
10

Realms:

| v

Enable authorize only

| | Enable interim account update

Enable dynamic authorization

b.Add@FTA A&V OL, IPPRLAEFERFFRANBEZMEAL TRradiusseveriSEsever BN L
9,



Edit RADIUS Server ©

IP Address/Hostname:*

| ISELocal

Configure DNS at Threat Defense Flatform Settings to resolve hostname

Authentication Port:* (1-65535)

|' 1812 |

Key:*

Confirm Key:*

Accounting Port: (1-65535)

| 1813 |

Timeout: (1-300) Seconds
|10 |

Connect using:
(® Routing () Specific Interfface @

Default: Management/Diagnostic |

Redirect ACL:

Cancel Save

C. Devices> RanoteAcceﬁconfigurationL:gﬁbﬂf?o neNconnectionprofiIeE'f’FﬁEL/\ F2EE 75 3K 7 Client Certificate
onylEELET, BAY—/NT, BIOFIETERL 2F—/NEBRLET,

Allow connection only if user existsin authorization databaseZF 7’ A /I F IV I —D % FHE T, CDOERE



&RV, FAFFAENTVRBEEICOH, RAVPNANDEHRANTTLET,

Edit Connection Profile (7]

Connection Profile:* | FTD_CertAuth |

Group Policy:* | DfitGrpPolicy v | +

Edit Group Policy

Client Address Assignment AAA Aliases

Authentication

Authentication Method: Client Certificate Only v

nable multiple certifcate authentication

v Map username from client certificate
. Map specific field

Prirary Field: Secondary Field:

| CN (Common Name) v | | OU (Organisational Unit) v

~ Use entire DN (Distinguished Name) as username

Authorization

Authorization Server: | | ISE_Authorization (RADIUS) v |

Allow connection only if user exists in authorization database

Accounting

(oo ) (I

DZAT 2 NAEAEASOR Y 71—HE K, dAEL SEEL ERESRL TI1—Y 285
LXT, COHFITRE., F7ALPOREZEALTVRTA, I—FORBRICERITZHERICS
UTEETEXRY,

ZOD)YILET, sae

d. Advanced > Group Policieslc BBIL £ 9o ABIICH BDAdd T A A ZIVY I LET,




kg Ma??,'g_.cmch[_ Center Ovanview Analysis Policies Devices Objects Intgsratian Depioy O P £ @ adminv

FTD_PolicyVPN
Enter Deseription
Policy Assignments (1)
Local feeadm: None Eynamic Access Policy, Mone

Connection Profile Access Inieriaces Achanced
—

Group Policies
Group policy can be assigned 10 VPN user through connection profile or by RADIUS server during suthenticaton

Foliowing 0re e group poicios that aee 3ssocated with this flemots Accoss VPN confguration. And B group pabcy if A is requined 10 be assigned by RADIUS senver during suthenbcasion

Hame Protocol NS Servers VPH Fiter

DMMGrpiolicy S5LIKEV2

Mk teg_Groug SELIKEV2 4 u
IT_Group SSLIKEV2 s

e. group policiessZER L E T ETIN—TRV—F, BB IN—T&. ETN—THFT7OEAT
EDRYRND—DIZEDVTHREENET,

Group Policy (7]

Available Group Policy C Selected Group Policy i

O, Search

)

DfltGrpPolicy

FTD1_GPCertAuth

FTD1_GPISE

FTD1_GPLocalFull

o |

fON—TRIS—T, FUL-—TIEEOREEZRITLET. BEARBDL RIS, NF—XVY
t—CZEMULTRRITERT,



Add Group Policy Q

Mame:*

|' IT_Group |

Description:

General AnyConnect Advanced

VPN Protocols Banner:

Maximum total size: 3999, Maximum characters in a line : 497.
IP Address Pools In case of a line spanning more than 497 characters, split the line into multiple lines.

Banner ** Only plain text is supported (symbols '<' and ">" are not allowed)

DNS/WINS " IT Group

Split Tunneling

Cancel Save

g.EZBID Tgrouppoliciess ZiBIRL, £V UYL THAICBEL ETad. CNIZKY), RETHE
AEnTVBRITIL—TRI—HNFIBEETNET,




Group Policy (7]

Available Group Policy C -+ Selected Group Policy
Q, Search DfitGrpPolicy (]
FTD1_GPCertAuth G Marketing_Group i
FTD1_GPISE IT_Group .
FTD1_GPLocalFull

e

e. EEZRBALET,
AT Y 7 3ISEDEE
ATY734: 1Y, -7, BLUOAHEFRLTO7 7 1)L O

a. ISEH—/NIicO% 14> L. Administration > Network Resources > Network DeviceslC BB L £,



Cisco ISE

Dashboard Policy Administration

Recent Pages
Natwork Rasources puGrid Services

Feed Service

Device Portal Managomant Threat Centric NAC

b.AddZ T UYOLT, 77ATIF—IEAAAIZA T RELTHRELET,

Network Devices

L, Import Ty Export i Delete

[_] Name IP/Mask Profile Name Location Type Description

O FTD #% Cisco (1) All Locations All Device Types

c. XY ND—=OF/NNAADName7 1 —)L R&IP Address7 1 —)LRZABDL TH S, RADIUS
Authentication SettingsZR Y T AICF I Y IN—TZ ANT, shaedsSccra.ZBIMLET, CDEE,
FMCTRADIUSH—NAT7S I U M EREhizeEICLFEREhEEERAUTETAERY EE
ho ZBOUYIULET, sae

Network Devices List » FTD

Network Devices

Name FTD

Description

IP Address .. “IP: I 2392

o}
phed



~  RADIUS Authentication Settings

RADIUS UDP Settings

Protocol RADIUS

Shared Secret eseee Show

[j Use Second Shared Secret (1)

d. Administration > Identity Management > Groupst— BB EI L £ 9,

X Cisco ISE

Dashboard

Policy Administration

Recent Pages
Systam Notwork Resources pxGrid Sarvices

Fasd Service

Device Portal Management Throat Centric NAC

Identity Management

e. User Identity Groups® 7 1) Y O L, RICAddZ O )Y OLET,
IIN—TBBZAHL, somitZP2)YILET,

Sy S User Identity Groups

Endpoint Identity Groups

I User Identity Groups ] Name Deseription

Group x



MNew User ldentity Group

Identity Group

IT_Group

FCOFIEZZRVELT, BEBBOIIL-—TZERLET,

d. Administration > Identity Management > I dentitiesle BB L & 9,



#| Cisco ISE

Dashboard Administration

Recent Pages
System Metwork Resources pxGrid Services

Feed Service

Device Portal Management Thraat Centric NAG

Identity Managamant

Ide

e.AdZ7 )Y ILT, Y—NO—ANTF—ERXR—ACHLLVI-—HZEX LT,

Username_1 N~ R & LoginPassword 1N RZABDLE T, RIC, CcOR—DOREZBICEBEHL ., user
Group’éigﬁbﬁ?o

EQU ‘y7l/§3'o Save

Network Access Users

Add +* Change Status |, Import 1+, Export 5 Delete
Status Username Description First Name Last Name Email Address User ldentity Grou... Admin
3 B Enabled g userl IT Group

O Enabled € user? Marketing Group



Network Access Users List » userl

~ Network Access User

* Username  userl|

Status B Enabled ~

Email

~ Passwords

Password Type: Internal Users

Password

* Login Password ©®essssss

Re-Enter Password

[

Generate Password ]

Enable Password

User Groups

s

= IT Group

|

Generate Password

|

®
®



A ABI-—FZERTRIICRK, I—FBENAT—REREITIVLEN BV ET, i
BHEZFEAL TERITENBRAVPNFREICEHVESH V) EEBAN, ChsOI—FRF/NAD
—REVDEBEETDHONIBY—ERACEATEET, LEANDT, BFEIBENAT—
REFEALTSEZWL,

f. Administration > Identity Management > External | dentify Sourcesl_ BB U £ 9,



X Cisco ISE

Dashboard Administration Brs
Recant Paﬁu
System

Network Resources pxGrid Services

Feed Service

Device Portal Managament Threat Centric NAC

Idantity Managamaont

| Identity Sources

g. Add%Z 1) ¥ 2 U T certificate Authentication ProfileZ #ER L £ 3

LB O7 7 AN, V54T NIABORIASEZEELRT. Chili,
EQT7A—)IREFIYVITERINNEENET (V7D IOMESE, HBEKY)

External ldentity Sources

Certificate Authentication Profile

[ Certificate Authentication Profile l
Active Directory
m] Name Description
LDAP
oDBC O

Cenificate Authorization Profile

RADIUS Token
=1 RSA SecurlD
SAML Id Providers

Social Login



Certificate Authentication Profiles List » Cerificate_Profile

Certificate Authentication Profile

* Name
Certificate _Profile

Description
. Certificate Authorization Profile,

Identity Store [not applicable) e

Use Identity From © Cenificate Attribute Subject - Common Name v ()

-’_} Any Subject or Alternative Name Attributes in the Certificate (for Active Directory Only) (

March Client Certificate Against © Never
Certificate In Identity Store (O Only to resolve identity ambiguity

(O Always perform binary comparison

ATV 732 BIARI—DORKRE

E"-Ill

AR —F, BRI T F7AT O ERBECEGTOT7AIASRETNDEZR
FRIEHICERETIETT,

a. Policy > Policy SetsIC IBBIL £ 9o

X Cisco ISE

Dashboard ity o Policy

Recent Pages
Policy Sets L]

Posture Client Provisioning

Policy Elamants

HEAROXRMNZIUYILT, F7A4ILMNORBAR)—2BRLET,



Policy Sets

+) Statwus Policy Set Name Description Conditions Allowed Protocols | Server Sequence  Hits  Actions  View

-] Dofault Default policy set Default Netwark Access <= 23 {E}} ¥

b. Authentication Policy DIEICH D ROY A I X Z1—OKRMNEIIUY O LTERLET, KIZ,
add T AAEIVYOLTHLWIL=ILZEMLET,

- Authentication Palicy (2)

Dsums Rule Nama Conditions Usa Hits  Actions

L=ILOBFMEANL, adT7 A A ZRHEITERLET,

« Authentication Policy (2)

Status  Rule Name Conditions Use Hits  Actions

Internal Users

E’ *  QOptions {ﬁ}

c. Attribute Editorm ¥ ARNRY VA&V Y UL, NASIPAddessZ A A& DUV O LET, 77
AT IOF=)ILDIPFRLAZAHDLET,

Conditions Studio

Library Editor

®

T ]

Select attribute for condition

(o|z|o]s|e|z|elp|e|z|n|c|s/0]x]:

Catalyst_Switch_Local_Web_Aut n = | 0 ) [=] B = ;] | | | ) | 1 o ke =
hentication s s s s
Dictionary Attribute 1D Info
EAP-MSCHAPV2
All Dictionaries nas| = 10
. [ EAP-TLS
Q@ Radius NAS-IP-Address 4
i [ MAC_in_SAN

d.NnewZE )Y O L, BOEMETunne-Group-nameZ BIIL £F, FMCTERE & M 7= Connection Profile® & Bl
ZEADLET,



Conditions Studio

Library Editor
O]
Search by Name ®
Radius-NAS-IP-Address
(¢o[z[o]s|e|z|m|p|=|a|8]c|s|0]k] °
Equals HH
- Catalyst_Switch_Local_Web_Aut ®
o hentication -
Click to add an attribute
A. T
i+ [ EAP-MSCHAPv2 0
Select attribute for condition %
= [F] EaP-TLS (
- BPEIEIREE §|a|5|@|1|9m3
i [E MAC_in_SAN D
Dictionary Attribute 1D Info
e Switch_Local_Web_Authenticatio All Dictionaries ™ tunnel-group-name x
- " n
= Cisco-VPN3000 CVPN3000/ASA/PIXTx-Tunnel- Group-Name 146 @
i [F Switch_Web_Authentication
*
Library Editor
@
Search by Name ®
Radius-NAS-IP-Address
o|zlo|s|e|z|m|p|=]a|2|c|s|0]:] B
Equals ~ HH
Catalyst_Switch_Local_Web_Aut ®
hentication -
Cisco=-VPN3000-CVPN3000/ASAIPIX7x=-Tunnel-Group=Na ..
[ EAP-MSCHAPv2 @ A v B
Equals ~ FTD|_CertAuth HH
it [E EAP-TLS 0
— NEW AND OR
=| MAC_in_SAN
. — Switch_Local_Web_Authenticatio Set to ‘Is not' Duplicate
. = n E———

e. Use%| T, #ERK L J=certificate Authentication ProfileZ IZIRL £, ChilZ k), I—HOEBAIICER
Th37O077AINTERENEBHRABEEETNET,

“ Authentigation Policy (2)

() Status  Rule Name Conditions Use Hits Actions
Q
Certificate_Profile <= |
@  RAVEN CenUsers E  vorityContun 7 @
+ Options

ZOVYILET, sae

ATY 733 FHARID—DFK



a. Authorization PolicyMEICH D ROY A IO X Z1—OKMNEDZ )Y OLTEBALET, kI, T

add () PAAVZIVYOLTHLWIL—IILZEMLET,

I w Muthorization Policy (13) I

Results

D Status  Rula Namao Conditlons Profiles Socurity Groups

Q

I=ILDOEFEZAHBL, ConditionsF| DT Dadd HT A A ZBIRLE T,

- Autherizatian Peliey (13)

Results

Status  Rule Nama Conditions Profiles Security Groups

D Select from list

Hits  Actions

Hits Actions

o

b. Attribute Editor7F ARRY D RZ T Y T, 1dentitygop 7 A A&V Y TLET, Identity

group - Name/B EZBIRL E 7,

Conditions Studio

Library Editor

E IT_Group

oao|weg|aﬁpﬁ

zz[c[slou]=

InternalUser-ldentityGroup

% [F] BYOD_is_Registered
Select attribute for condition

» — Catalyst_Switch_Local_Web_Aut T T -
(e]=]0o BEIEEEE

hentication

®

: [F Compliance_Unknown_Devices Dictionary Attribute 1D Info
All Dictionaries ™ Attribute [5]
Compliant_Devices
o CwA CWA_ExternalGroups
EAP-MSCHAPy2
A IdentityGroup Description
EAP-TLS o ldentityGroup Name
T B Guest_Flow e InternallUser IdentityGroup
k) PassivelD PassivelD_Groups
= [ IT_Group

BEFEL TeqasZBRL, ROVTHIXZ1—OXRMNZI Y VL THEATARELA TS 3

7&%/1'_\ L. User I dentity Groups:
ZEBRLET,




Conditions Studio

Library Editor
®
Search by Name ®
E 1T_Group
(o[=[o]a]e[=[=]r|=]e]2]c]1]0]t]*] 2
InternalUser-ldentityGroup
© [F| BYOD_is_Registered 0] L
Equals ~ IChoose from list or type HH
- A
i [ Catalyst_Switch_Local_Web_Aut ( User Identity Groups:GuestType_SocialLogin (default)
** — hentication .
User ldentity Groups:GuestType_Weekly (default)
»t [F] Compliance_Unknown_Devices (1) + ;
I User Identity Groups:IT Group
i 5] Compliant_Devices 0) User Identity Groups:Marketing Group
Set to 'Is not'
User ldentity Groups: OWN_ACCOUNTS (default)
5] EAP-MSCHAPv2
" — 3 ~ R . . N
c. Profiles S ATadd T A4 1> &2 1) Y 2 L, CreateaNew Authorization Profile IBIR L £ 9,
« Authesization Palicy (13
Results
(%) Status  Rule Name Gonditions Profiles Security Groups Hits  Actions
Q
E _sroep
(-] T_Group_Palic: AND ect § + - . :
e ° & IntemalUser-identityGroup EQUALS User Identity Groups:IT Group Setect from st @
‘.T Wireless_Access
©  Wirsless Black List Default  AND Seleet from list } o @

S MestityGroup-Neme EQUALS Endpaint Idamity Groups:Blaiisg

profile Z A7 U NameZE T,

Authorization Profile

*N
ame IT_Group_Profile|

Description

4

* Access Type
ACCESS_ACCEPT e

Newwork Device Profile &% Cisco  ~ &2

Service Template O
Track Movement mNO)]
Agentless Posture o®

Passive Identity Tracking [ (i)



CommonTasksL:.@Eﬁb\ ASAVPNEFIYVILET, ;5_'&(:, grouppolicyname’&‘.lj]bi?o —hl&,
FMCTHERL O RERAU THBAEN BV ET,

~ Common Tasks
ASA VPN IT_Group v

[J AVC Profile Name

[J UDN Lookup

RICKBDEMR, BTIL—TICE)HETSh&ELLE,

~ Attributes Details
Access Type = ACCESS_ACCEFT

Class = IT_Group

[Save] 20V Y O LET,



FEERULEETIL—7ICRLT, "TATY 733 ARV —OREL 2RYVELE
ERD

RS

1. < > Rshow vpn-sessiondb anycomnect’Z R1T L, I—PFAELWIIL—TRIUS—EFEFL TV H
ESHZRALET,

<#root>
firepower#

show vpn-sessi ondb anyconnect

Session Type : AnyConnect

User nane . userl



Assigned IP
Protocol
License
Encryption
Hashing
Bytes Tx

Group Policy

Login Time
Duration
Inactivity
VLAN Mapping
Audt Sess ID
Security Grp

User nanme

Assigned IP
Protocol
License
Encryption
Hashing
Bytes Tx

Group Policy

Login Time
Duration
Inactivity
VLAN Mapping
Audt Sess ID
Security Grp

firepower#

: 192.168.55.2

: AnyConnect-Parent
: AnyConnect Premium
: AnyConnect-Parent: (1)none
: AnyConnect-Parent: (1)none
: 15084

Index : 64
PubTlic IP

Bytes Rx : 99611

I T _Goup Tunnel Group : FTD CertAuth

1 22:21:43 UTC Tue Oct 22 2024

: 3h:03m:50s
: Oh:41m:44s
: N/A VLAN I none
: 96130a0f0004000067182577
: none Tunnel Zone : O
User 2
Index : 70
: 192.168.55.3 PubTlic IP

: AnyConnect-Parent SSL-Tunnel DTLS-Tunnel

: AnyConnect Premium

: AnyConnect-Parent: (1)none SSL-Tunnel: (1)AES-GCM-256 DTLS-Tunnel: (1)AES-GCM-256
: AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA384 DTLS-Tunnel: (1)SHA384

: 15112

Bytes Rx : 19738

Mar ket i ng_Group Tunnel Group : FTD CertAuth

: 01:23:08 UTC Wed Oct 23 2024

: Oh:02m:25s

: 0h:00m:00s

: N/A VLAN I none
: 96130a0f0004600067184ffc

. hone Tunnel Zone : 0

2. N—=TRIVI—TR, I—FHFEBCERELLLEECRRENDINFT AV E—DERE
TEET, BNT—Z2FALT, RAZZHFTVWRTI—TZ2RBITEEXT,



Please respond to banner.

FTD1_CertAuth

stlillie
1500

Cisco AnyConnect

Marketing Group

@ Cisco AnyConnect Secure Mobility Client

VPN
Plzase respond to banner.

Connect

3. 54707 7T, BN BYBHATR)S—Z2FEALTVRIAESHEERLET, 20 Y
JpetilsL T, BAELAR—RNERIRLET,



= Cisco ISk Operations « RADIUS

Live Legs Live Sessions

Misconfigured Supplicants Misconfigured Network Devices RADIUS Drops Client Stopped Responding Repeat Counter
P . = . "
0 0 0 0 0
Lat O La 0
Tirme Status Details Repea... Identity Endpoint ID Endpoint... Authenti.. Authoriz... Authoriz... IP Address Network De... Device Port Identity G
L] -1
s (]
Last Updated: Fri Oct 26 2024 14:42:41 GMT-0600 (GMT-06:00) Records Shown: 2

NZ7LZa—hk
CoTH. BEORNS A 1I-F AU CBATEBEHRERLET,

1. AEFAERRALNCSFORMICLIN 5T /NY T2 RITTEET,

debug crypto ca 14
debug webvpn anyconnect 255
debug crypto ike-common 255

2. AMATFNY T ERLT, O—NLEMFLEUE-—NEME (H2VRZTOFES ) 0B ET
ERELET,

debug aaa common 255
debug aaa shim 255
debug aaa authentication
debug aaa authorization
debug radius all

ISETRZRITLET,

1. Operations> RADIUS > Live Logslc BEBI L £ 9,



X Cisco |

Dashboard isibility Operations

Recent Pages
RADIUS Threat-Centric NAC

Troubleshoot

TACACS

Reports
Adaptive Netwark Control

Live Logs Live Sessions

Misconfigured Supplicants Misconfigured Network Devices RADIUS Drops Clent Stopped Responding Repeat Counter

0 0 0 3 0

w

w Latest 20 reco_.

Time Status Details Repea...  Identity Endpoint ID Endpoint.. Authenti.. Authoriz... Authoriz... IP Address HNetwork De...  Device Port Identity G
e Erdpaint P w  Nitwaik D
B & ¥
L] o !
o o Danyhce FT I
o a User
-] o 1 t F
Oct 22, 2024 10:24:18.9. B & ¥ FT

Last Updated: Wed Oct 23 2024 12:33:54 GMT-0600 (GMT-06:00) Records Shown: 6
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LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



