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Platform Maximum Instance Count Maximum Logical CPU
Cores Supported

FP4215 10 62

FP4225 15 126

FP4245 34 254
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6 2 2 2 2 2 2
8 2 4 2 4 2 4
10 4 4 4 4 4 4
12 4 6 4 6 4 6
14 6 8 6 6 6 6
16 6 8 6 6 8 8
18 8 10 8 8 8 10
20 8 10 8 8 10 10
22 10 12 10 10 10 12
24 12 12 10 10 10 12
26 12 14 12 12 12 12
28 14 14 12 14 12 14
30 14 16 14 14 14 14
32 14 16 14 16 14 16
34 16 16 16 16 16 16
36 16 18 16 18 16 18
38 18 18 18 18 18 18
40 18 20 18 20 18 20




42 20 20 20 20 20 20
44 20 22 20 22 20 22
46 22 22 22 22 22 22
48 22 24 22 24 22 24
50 24 24 24 24 24 24
52 24 26 24 26 24 26
54 26 26 26 26 24 26
56 26 28 26 28 26 28
58 28 28 28 28 28 28
60 28 30 28 39 28 30
62 30 30 30 30 30 30
64 30 32 30 32
66 30 34 30 34
68 32 34 32 34
70 32 36 32 36
72 34 36 34 36
74 34 38 34 38
76 36 38 36 38




78 36 40 36 40
80 38 40 38 40
82 38 42 38 42
84 40 42 40 42
86 40 44 40 44
88 42 44 42 44
90 42 46 42 46
92 44 46 44 46
94 44 48 44 48
96 46 48 46 48
98 46 50 46 50
100 48 50 48 50
102 48 52 48 52
104 50 52 50 52
106 50 54 50 54
108 52 54 52 54
110 52 56 52 56
112 54 56 54 56




114 54 58 54 58
116 56 58 56 58
118 56 60 56 60
120 58 60 58 60
122 58 62 58 62
124 60 62 60 62
128 60 64
130 60 66
132 62 66
134 62 68
136 64 68
138 64 70
140 66 70
142 66 72
144 68 72
146 68 74
148 70 74
150 70 76
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Convert to Multi-Instance Mode

You have selected: 4215_Native_Chassis.

A Al the configuration on the selected devices will be erased
in the process of Multi-instance mode conversion.
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Convert to Multi-Instance Mode

Selected device name  4215_Native_Chassis
Configured device name *

4215_Native_Chassis

Step 2: Hover over the icon next to
the name to check whether the
device is ready for conversion.
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Available physical ports on the device. Greyed

out indicates they are non-
- actionable/configurable.

Each color indicates the number of cores
utilized by individual FTD instances against
total available cores.

Hovering over on each color will provide a

tool-tip that details more on the FTD
instance.
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NDAVE—TIAANKRRENET,



MBA 2 R—TIAARENEE
MEBAR—TIAADRDEHEEHRTEET,
« IREE ( BR/ES)
c R=REAT (F—R|F—EHEH)
- EEFATLYVRAR

- EEERE
- BRI I—>3a>

Edit Physical Interface 7]

Interface D

Ethermet1/1 ® Enabled
Port Type
Data W

Admin Duplex

Full L

Admin Speed

Detect SFP W
Admin FEC
Suuto L

Siito r~.'-:_|':'_ atli

Canceal OK

T4 R—T7 I ANDEE

AddREU A SH T AV R—TIAAFT>3av#BRLT, ILLAEX—T T4 RAZEML
£

BITAVE—TIAADRDTRIELI— N2 EETEET,



s MAVE—TIARA

s R=KNRAT (T—RITF—2HE)
s Y742 RX—T7 T4 AID

« VLAN ID

Search Interfaces ‘ Sync Device H Add 1

Auto Negotiation Admin FEC I Sub Interface I

EtherChannel Interface

Yes Auto V4

Add Sub Interface Q

Parent Interface

Port Type

Data v
Sublnterface ID

(1-4294967295)

VLAN ID
(1-4094)

Cancel ‘

EtherChannel 0) & I

#tL WEtherChannelf > 2 —7 T4 A%ZERTZICIE. AddRZ DO TIZH S TEtherChannel
interface; ZEAL £,



EtherChannellC 3R ETE2BHR XD EHY) T,

« A—HYF¥XRIID

s XUN—AUZ—TIARA
- EERE
- EBFT1TLYIA

« LACPE—R
« LACPL— b

- BRI I—>3>

Search Interfaces

Auto Negotiation

Yes

Add EtherChannel Interface

Interfaces Configuration

————
EtherChannel ID: (1-48)

Enabled

Port Type
Data w
Select Member Interface(s

Available Interfaces (7) Selected Interfaces (0)

Ethernet1/1
Ethernet1/2
Ethernet1/3 Add
Ethernet1/4
Ethernet1/5

Ethernet1/6

TINA AFRE D EH

R—=KRRAT (F—RIT—2HE)

Sync Device

Add

Sub Interface

Admin FEC
lEtherChannel Interfacel
Auto ra
Add EtherChannel Interface [7]

Interfaces Configuration

Admin Duplex

Full W

Admin Speed

1Gbps v

LACP Mode

Active ~

LACP Rate

Default ~

Auto Negotiation

FMCOEREE TNA ADKRENBHENABZVHEEN HYET, 1205 —Alk, 1—%H
netmodZBIBRELRFEALLEBETT., COLSKHEEBEE, AHFNAAEETTEET,



Click “Sync Device”.

NetmodRY NADY Z 1T LA OFTIRHR—K

RFAIXRNTERAETNTVS TFRYRNADY T, I, HORAFTRF 1 XD NTRRIEHERFK
OIR)EFFNRTVET,

XYRND=OFD1—-LADAZ—TNF1AE—TIE, FLEEAE—TIAADTL—I%%
MOBIC, I<SICRBAENET, NLFAARDAE—RE, 4T 1 7E—RD4200> 1) —
AERELUTT,

FXOS
Deploy

SUCCESS response ‘.
Request to get the config -
. Response .

FMCEk, RELEREZREORELERL, I—YHF#EESEIZ OO/ E—TI(RAE
EBHAZERLET,

4200% 4 T 1 T WEEPMAKRY RADYTE LV TL—9FIRKEHR—K

EPMOIRBIOTL—UF7 IR, AZVRT7OVODRATATE—ROECFITI7ATI#
—)L4200 ) —AD AR R7OVTI TICHR—RENTVET,

4200 ') —XEPM OIRB RV 7L —UF7 JRFMCRF I X K :

» https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/hardware/4200/fw-4200-



https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/hardware/4200/fw-4200-install/m-overview.html

install/m-overview.html

OIR: EPM® & M{b/EM{t DHER

A—YHFED1-ILOBMLICNERDE, BO2TIVYILTVWEBVWI L ZRBIIESY
RRENETT,

Confirm Switching Network Module On

A Network module operation is immediate operation and it will be
executed immediately on chassis without needing deployment

Arg you SURE YOu Want 1o turm on the network module?
Turning the module on will add the associated interfaces to chassis.

ol

EPMEATREERT : 1R 7 I —ABHAEZZELELE

- EPMZEMICITRE, HLWAVE—T I/ AN TNAACBEERTSNET,
* FMCKE, BAENTShIEA 2V 2—T7I(AICHITZ2BHAZZEFELET.
« FMCT, 1— YR EEZZTANDLENH KT,

ROAO)—=>23vy NE, BEFTSNEAVRZR—TIAAZRRIDA7> 3 ERLTWY
£9,

System Configuration
I A Imerface configuration has changed on device. Click 1o know maorne,
Ne lllmrkhlnd Ia‘l Network Module 2 -
CONSOLE unknown  USE f_lml_]l_‘\’_“lili
W WD VI RAE WAS WE4 WS e
ae Instances VLAN ID Admin Speed Adimiin Duplex Admin State Auto N

EPMA >R 7 I—AZLEEA


https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/hardware/4200/fw-4200-install/m-overview.html

"A227T—ADO) AN R=TZIF, EPMAERARBZEEICEMNEND AR T—AN
VDAREhET, FHEREITZICE. CCEIVYILTUA UV E—TIAAOEEIRA(T7OY
ZHEERT,

RERICFHANIRATEZIVWAESH ZBEIZICRK. CCZIVUYILET,

Interface Changes

The following interface changes have been detected. Gheck if there is any impact on current configuration and accent
changes.

nnnnnnnnnnn Type Change Description

Ethernet2/1/1 Physicalinterface Interface is associated

Ethernot2/1/2 Physicalinterface Interface is associated
Physicalimertace Irterface is asscciated
Physicalinterface Imerface is associated

Y—IR=—OTL—o/8mMA7>3a>

\/

System Confguratian
INetwork Madubs 1 Notwork Module 2 &
W\ M e W m Mm o W W
R L L L L L)L)
W Wl WM Wz wa o Wme s e
Search Interfaces k=
e insteees Lan Admin Speed Adderie Duple Adimin State fusto Megonias son AdwinFEG

Datect SF Ful Cisabied Yo At #
Detect 5F Ful Enabied o Aarh '
Dtect SF ull Enabied o Ba Fd
Datect 5FI ul Disabled i At L
Detect SFP Ful Disabied Yes uto -2
Datect SF Full Disatied s Ba
Datect SFI Full Yo At
Dretect SFF Full fes Ao }.
Detect SF Full Ves At

AVER=TILADTL—OBRBIAH—RE, TL—0FT2a>vHFNIA—EhBEREHL
=



Confirm Interface Break X

A Interface break out is immediate operation and it will be executed
instantly on device without needing deployment

Break operation splits the port to multiple ports, Are you sure you want to
continue?

Ethernet2/2will break in following interfaces.

Interface Break Resulting Interface Admin Speed
Ethernet2/2/1 10G
Ethernet2/2 Ethernet2/2/2 10G
(Admin Speed:40G) Ethernet2/2/3 10G
Ethernet2/2/4 10G

ABR—TIAADTL—ONBREhEE, >V —SOR—ZICAVE—TIAADTYTF
—NBHNRRENET,

System Configuration

| A Interface configuration has changed on device. Click to know maore,

Network Module 1 Metwork Module 2 @
LTL BT T S VRN . S T S T B T 3 T

(W) | o
B L LU L L

woMe e Wz I3 e s

pe Instances VLAN ID Admin Speed Admin Duplex Admin State Auto N

1Gbps Full Enabled Yes

1Gbps Full Enabled Yes



TL—0/12342%DAB2—TI4AANEE

Accept ChangeszZ 7Y V33 &, FHTBIFMCTRDA 2V RA—T7 I A AN ERTREICEYET

o

Interface Changes

The following interface changes have been detected. Check if there is any impact on current configuration and accept
changes,

mmmmmmmmmmm Type

Ethernat2/1/1 Physicallnterface

Ethema2/1/2 Physicallimerface

Ethermnet2/1/3 Physicalinterface

AVB—TIAAREBICRDAI VAR ANOEE

Change Behavior

Change a dedicated interface to No validation error
shared
Change a shared interface used in Valdation error will block the change
multiple instance to dedicated
Disable of Network module with No validation error during the disable operation, but
interfaces assigned to Instance error will be thrown in case user tries to accept the
notifications without removing the assignment from
the instance
Break/Join of interfaces assigned to = VMalidation error will be thrown to initiate such
instance operation
» User needs to unassign the interfaces from the
Logical Device before initiating Break/Join
operation

1A AERE
Instance ManagementTl&, XD ENAEETT,

¢ 42002 =X (MIE—R ) FNARALOBRFEOITXNTOFTDA VAR AL TDOFMZER
R~UET,
« BROCPUATEVY T RIITN=23 2 TFIDA VAR ABRER/EFLET,



- BBFOFTDA 2 AR AZHIRLE T,
« A—HRFTDRVZ— (FIDA VARV ADT VARV —ETZY N7 #—LRERD

>— ) BBRTERT,

c FIDAVARVAN A ZA VIR 225, TNEFMCIZEBERLET,

Wiew By: Group

Al{1) ®Emor(0)  ®Waming (0) Offiine (0) @ Normal (1)
—
Collgpge All
Name Mosdel
~ Ungrowped (1)

Firewall 4215 Threat
Defense Multi-Instance

4215_WA_Chassis
192.168.1.80
Supenisor

A2 AR ADERK

TE.0 Manage

Daployment Pending (0) @ Upgrade (0)

Add InstanceZ 7)Y O L T4 HF—REZREHLET,

Chassis Manager: 4215_WA_Chassis | © connected

Cisco Secure Firewall 4215 Threat Defense Multi-instance Supervisor

Summary Interfaces Instances Systemn Configuration

L ]

ATY 71 88 -

There are no instances created yel.

Add an instance

to get staned

|

b

1, Search Device

Download Davice List Regon

Access Control Polcy Ao RoWBack

N P

= )

Search an instance Add Instance |

+




Add Instance

@ rowemem 2 Instance 3 Ietertace 2 Daview i Summuy
Conhguration Asslgrimant Managomant

[End Liser License Agreement
[Effective: May 10, 2022
Secure Firewall Terms. and Conditions

[y clicking "Accopt’ Below or using this Cisco Technalogy, you agree that such use i govermed by the Cisca End User License
Agreement and applicable Product Specific Terms avallabie at:

Bty hbmi

Vou alio acknawlbdgs that you hive rad the Ciscs Privacy Stalomant at:

authority to bind your company and its afSates, or if you do not agree with the terms of the EULA, do not click '4
use the Cisco Technology,

| undirstand and scoipt the agresmant. 1

ATYT2:

s AVAZVAREDER :

Add Instance l o
1) Agreement © mstance 3 Intertace 4 Device 5 Summary
Configuration Assignment Managemaent

Display Nama * ‘ —
WA_instance_1

Device Version* Resource Profle *

[7.6.0.1208 v Datoult-Sman v |+

o~ | e
(27

e Allows configuring core allocation
e for this FTD instance. You can pick a
p—— pre-defined resource profile

LI (Default-Small, Default-Medium, or
Searcn Domsin ONS Severs . Default-Large) or make a new one.

Use the '+' icon to define a custom

Permit Expert mode for CLI

......... resource profile object.
Routed A [ ----- . ]

« AVARTABRIP:



ATYT 3
Add Instance

1| Agreement

Available Interfaces (14)
Ethernet1/1
Etherneil/3
Ethernet1/5 =
Ethernet1/5.11
Ethernet/5.12 <
Ethernet1/$
Ethernet1/10
Ethernet1/11
Ethernet1/12
Ethernet1/13
Ethernet1/14
Ethernat1/15
Ethermnet1/16
Port-channel 1 =

AT T4 A& ET:

2 ) Instance °In‘he11‘ace 4 Device
Configuration Assignment Management
Selected Interfaces (2)
Ethemat1/2
& Ethemetl/d

b2

L4

5 Summary

Add Instance @
) Agresmant ° Instance 3 Interiace 4 Device 5 Summany
Configuration Assignment Managemedt
Dty e Parmit Expent mode for CLI
WA _instance_1
Davice Varsion * Resource Profile *
4
7.6.0.1208 [Pifait-Smat " - D
I 1PvE
m |l Baoth Management IP*
P 2001:00::192:168:1235
Management IF
= Prefix®
192.168.1.81
12

MNetwork Mask *

D55 BEE BEE. 0 Network Gateway®

<+ 2000:a00::192:168:1240
MNetwork Gatewary *
162.168.1.254
Search Dornain DNS Servers T
RN - |
IPwi 1PvE
FQON Device SSH Password * Managamant 1P Managamant 1P *
e 192.168.1.81 2001:000::192:168:1235

Firswall Mods * Canbim Pasword * Natveors M * Prof;*

Routed - | [— { 255,255,255.0 n2

Network Gateway * Notwork Gateway *
192,168.1.254 2001:000::192:168:1280
S

~ Step 3 allows you to assign interfaces to

-

ATYT 4

TINA AEE

Cancel

Back

. FTD instance.

Lists all available physical, sub-interfaces
and port-channel interfaces.

Lists all interfaces selected for this instance.

Bulk add all and remove all interfaces. Moves
all available interfaces as selected interfaces
and vice-versa.

Delete icon allows you to remove interface
from the Selected to Available lists.

Add icon '+' allows you to add an available
interface as s

cted interface.




(1) Agreement (2) Instance (
Confguration Assignment Management
Device Group
’SE-IL‘CL N v }‘
Access Control Policy *
| Poticy? v | 4
Platform Settings
Select... " | }
Smart Licensing
& Carrier
Malware Defense
O ws "
] URL
Select smart license(s) applicable for
FTD instance.
Cancel Back
— o
) .
ATV 5: BN
Add Instance
\;, Agreament l:':‘:l Instance \; Interface (4) Device
Configuration Assignment Management
Instance Configuration # Device -
Narna: Wa_instance_1
Vorsion 7.6.0.1208 Access Polcy:
Rasourcs Profis: Dafault- Small Durvice Group:
»: 192.168.1.81 Plattarrn Policy
Mk 265.285.265.0 Licenses
[rer—— 192,188.1,354
Maode:
Password. =
FOON
DNS Servers
Soarch Dormnar
Expernt Mode disabled
Interface A -2 L] ke
Heme - Port Type
Esharnat! i DATA
Etharnat! 2 DATA
1in FMC
Cancel Back
i) = - ﬁ T_
REZTTIBICE, RELTERALET,



Firewall Management Center Ovenview

O 1 dovice is avalable for deployment B o

. 2 #0epoy O @ 1 @ sdminv Nl secuURe
Chassis Manager: 4215_WA_Chassis & tonected You have unsaved changes [N
Gisto Secure Firewall 4215 Theeat Defense Multi-Instance Supervisor

Summary Interfaces Instances System Configuration

—
Name Vershon Resource Prdfile Management IP Management Gateway Licenses

> & WA_instance_1 7.6.0.1208 Default-Small 192.168.1.81 192,168,1.254 Carier, .. Pobicyl NA P

LIt Firewall Management Center Ovarview Analysis Palicies Devices Objects Integration m o @ & @ asdminv U secuRe

Chassis Manager: 4215_WA_Chassis  comectea| a “"”’1":“’ ospioy (TN fancer |

Ciseo Soeunn Firewall 4215 Theast Defenss Muli- bstsncs Suparvisor pr—— ] Aeer—

A has A Is roquir |
Summary Intaf) Systam C,
BStance
Hame Version Resaurce Profile Managesment IP Manag
3 b WA_instance_1 7.6.0.1208 Dafault-Small 192.188.1.81 192,161 [

BAOEBIEBEDFTDA VAR AOBBER !



Chassis Manager: 4215_WA_chassis © comesied

Cisco Secwre Theest Detense
Summany interinces Ingtarces System Configurntion
Name Varsion Resource Profls
- ¥ RN —

Manageeeent P

192.168.1.81

Management Gabeway

192.168.1.254

Licensas
Carrior.

Dismiss all notifications

—

) Chassis
4215_WA_chassis
MG Palicy WA_instance_1: provisioning
Pol
) Chassis
A215_WA_chassis

Se WA_instance_1: installing

Management CenteriC B2\ EhTVWBR A/ ARV A

Ani2) ® Errod (1) & Warning (0) Offina (0) & Mormal (1) Deployment Pending (1)
—
Colsgae Al
Namae Rhodel Wersion
v Ungrouped (2)
Firwwall 4215 Threat
g 4215 Detense Multi-Instance 80
192.168.1.80 £
Supervisor
@ WA_instance_ 1 Snor 3 Firewall 4215 Threat re0
192,168.1.81 = Routed Defense :

® Upgrade (0) @ Snort 3(1)

Manage

NIA

O, Search Device

Dirlond Deicn List Bagoe

NiA NIA s

Essentials, Mahware (1 more...] Moo 8 A

12AR ADwE

HMETAZO)Y LT, FIDAVARAZwRELET,



Chassis Manager: 4215_WA_chassis © temected XN | o

Cisco Secure Firewall 8215 Threat Defense Multi-instance: Supervisor

Summary Inerfaces Instances System Conbguration

—
), Search an instance Add Instance
Hame Version " Management Gateway Licenses A Policy Platform Settings
¥ & WA_instance_1 1609017 Drefaui-Semall 192.168.1.81 192.158.1.254 Carier, ... Pel L s i

ATY T 1:FIDA VAR ADfRE :
Edit Instance (]

. Instance Corfiguration 2 interface Assignmaent 3 Summary

Display Name * E  Admin Stste  Permit Expert mode for CLI

WA_instance_1

Devicd Version® Resaurce Profile*
78037 - Diefadt-Small w4

m IPvE Both

Pl
Management IP*

192.168.1.81
Metwoork Mask *
255.295.755.0

Nestwork Gateway*

192.168.1.254
Search Domain DNS Servers
FODN Device S5H Password *
Firgswall Made * Confirm Pagsward *
Routed W e

e IR

ATYVT2AVABRVADA U E—TIAAEVETEZRETS



Edit Instance

1) Instmnce Conbguration © imertace Assignment 3 Summary
Available Interfacas (7) Salscted Interfacos (2)
Ethermet1/3 Ethernet] /1
Ethernet1/d Ethernet!/2
Ethernet1/5
Ethernet1/&
Ethernet1/8
Ethermet1/8.10
Port-channel2
x>
L
Cancal
—_ o —
T : AVABRADOBE :
ATVT 3 MEAVAZRVAD ;
L g e
1/ Wnstance Configuration 2 Inerface Assignment © summary
Instance Configuration
Pams Wi instance_1
7600217
atin Dafault-Small
> 192.168.1.81
" 285285 255.0
192.188.1.254
reanted
dinshied
Interface ASSKNMENT « 7 csscated and 0 warsd medaces ansched (5
Nama = Port Type
Exhemat] /1 oATA
Exhemen 2 DATA
Cancel

1

VAR ADHIR

Back

Back




Chassis Manager: 4215_WA_chassis © conected EZN | coe
Cisea ans Suparvisor

System Configuration
—
Search an instance Add Instance
Namao Version Resource Profile Management 1P Management Gateway Licenses AC Policy Platform Settings m
Cancel
»  ©WA_instance_1 7600217 Defauili-Small 192.166.1.81 192.168.1.254 Garrer, ... Pl A g |

SNMP M 3% 7E ( SNMP Configuration )

SNMPZRRETBICIE, SATLARERXRTICBEBLET,

1] Firewall Management Center [ e— Analysis Polics. Dovices Objects Inbegration

Chassis Manager: 4215_WA_chassis © Comectea

vl 8215 Threat Supervino:

Summary  inferfaces  Insiances  System Conbguraiion

Borraw SNMP settings from:

Salecl R ETD ingtarcs from U st

Y =2DAVR=NIIAR—b
REDIYAR—h

Manage Chassis > System Configuration > Import/Export® JEIZiZIRL £,



Chassis Manager: 4215_WA_chassis o cemecns

Cien Sacure Firewall 415 Thrvat Dubanse Mo lritsrse Supsniser 0 b *
2 Davies Configuration Expost
Sumimary Interfaces Instances System Configuration o Con
—— S s R

Exporting device conbguasons

Impart Export Duvice Conbgurstion Export
This will replace the cument chassls confguration with new condguration This will create a Device Export confguration Mg Export hle created swccessiully
Downicad Cxport Package

Download
el ot cordsy S enpted

+ Download

BREDAR—BN

Manage Chassis > System Configuration > Import/Export® JE(ZZEIRL £,

Chassis Manager: 4215_WA_chassis @ connected
Cisco Secune Firewall 4215 Theaat Defense Multi-Istance Supenisor 0 Global "

. Device Configuration Export
Summary Interfaces Instances Systern Configuration Duwice Conbguration Export
— Exporting device conbguations

I . © Global X
mport xport Device Configuration Export
; e » This will eneate a Davice Export condguration il Export filw created successhully
Download Expont Package

Download
Thes will dowmiand the contg e Bepared i
+ Download

A=A VR=NIVAR-NCHTDEEEH
« VY=Y LOBBEORERINT, A VR—NENET7AHORECBERISNET

c BROIAVR—RENBTZYRTF—LYTRNIITON—I32F, TVAR—KEN
EN=232ERUTHIBENHYNEKT,

s REZAVR—RTDI Y=L, TVAR—PERITLELEELCLA VAR -IIE R
YRD=UFEDI1I-IIOBERLUBODED I-IAZETY,

s RENMVAR—RENBDIv—2 L1, RETFNARARICELT 7V T—232 A X=2H
A2VARN=ILENTVRILENFHY) KT,

s F7VT—2aVEREOBRREFRIVIAR—RNERTEEA, 7V —BROKNTI AR



—RENFET,
« FIDA VAR ADONY VT Y FREERICTOMBENHVET,

Y =T TYRNTA—LERER) D —

SN—TTSYRTA—LRRRIS—EHATEE, ROTTY N7+ —LEBEOREETS
CENTEET.

- BFZIEHA(NTP)

« DNS

» Syslog

« RALY—Y

« #L W TChassis Platform Settings RS> —Z#ERL ., B D4200> 1) —X ( MIE— KR
YA —DICBIYHTBHENTEERT,



\ll

ERN YT SYRTA—LDORER, DY —YICOKBERAENET, 1AXR

VAICTSY NTA—LA
_E{EﬁﬁTéijo

Y =75V N7 A—LEE

1 —

ax k&

BRAT2HEEF. BEENESZYRNT74—A

RUS—ICBBLERT,

RERD S



a E::::a{ll Managamsm Center o P Bl " o)

ooy O @ & @ samev & cecupe

Migrate | Depioyment History

—_— Device Management i Tromtlentuaat
= s £ i Tompiaze Management S0 To Sie Fie Dowsikosd
AN)  ®Emor(l) @ Wmig(1)  OMine(1)  ®Nomai{l)  © DepknymentPen IS A, Thesat Detense CLI Q, Search Device: -
—_— QoS Dymamic Acoess Policy Packet Tracer
Colsis A1 Piatiorm Seitings. Packet Caglure Dramibsact Do List Bt
Floxilontg Snort 3 Prodiing
Moy Mded Trowtseshooting Logs
w Ungrouped (3} Varade
Theeat Dedense Upgrace
192.168.1.80 Fiooveal 4315 Thy Crassis Lpge e
© 1y reans0 Muti-Instancs S L L. Lé
~ ~ 0 m— = S
P YNTA—LBREEZHERLET
2.3 v —3T7TY N7 A—LREEE .
Object Management
= et
Platiorm Settings Device Type Status. Threat Defense Settings
Chassis Platform Settings
Theve are no policies ereated. Add a new Firepower Settings Policy (or) Threat Defense Settings Policy (or) Chassis Platform Settings Policy b

New Policy X

Narmea*

[ platformSettingsTP ;..;

Description

[ “

Targeted Devices

Select the devices to which you want to apply this policy.

Available Chassis - Selected Chassis
192.168.1.30
Add
Grassis P =N

Address
S

Click on 'Add" button to move a selected chassis
from available list to selected list.




-~

3.0V =7 TYRNTA—LRERI)S—R=;

PlatformSettingsTP » You have unsaved changes | Cancel | ([ EREN)

Enter Description

Policy Assignments (1)

1

DNS Resolution Settings
Specify DNS servers groups.

(I Enable DNS name resolution by divice

S Server Groups

vY—7SY NTA—LALDEERE  DNS

\/

\ll

Y—2T7TYRTA—LRER)S—ODNSEI > IV ODNSH—NTIL—7OFMLEEM

platformSettingsTP » Yo have unsaved changes | cance | [EEER

Enter Description

ONS Resclution Setings

Shecity OIS sarvers geoues. ) Select an existing DNS server group. User

@) Enatie DNS name resokion by device Add DNS Server Group can qhoose an existing server group available
r " in objects page

DNS Sarver Groups: Add Click "Add" to

launch Add DNS Select DNS Server Group®
dns_server TP (ciofsu] i Server Group | dns_serverTP - | =+ New Group
dialog t
Make as default

L-ists of all DNS server groups

-~

Y —VTSYRNTF—LDERE : SSH

c Y —VTIYRTA—LRERI I —OSSHEY S 3V TSSHY —NE/ Z—T)LICL
TEMLERT,



platformSettingsTP ~

Enber Description

S5H Server

Adgorshms

Encryption
Ioes-che
aes2S6-che
Bes2BE-CIr
Key Exchange
curveZ§819-shalse
curvez§516-gha 286 _iibssh_ong
Mac
hmac-sha-1

Host Kiry® 1024

Volurme Foekay Limit [

Time Fiskey Limit

« SSHYZA4 7> hOBEMILEEN

platformSettingsTP ~

[Eror Doscription

Augorithms

Encryption
Ides-che
883256- 20
8e3256-tr
Ky Exchange
e 5510-2ha256
U 25519-3m756 b _org
Mac
henac-sha-1

s Kiry™ 1924

Vighume Rekey Limit

Time Reelury Lima

@

Click pencil icon

to launch 'Add
Algorithms'

dialog

EB

Minutes

Add Algorithms

Available Algorithms (14) Selectad Algorithms (6)
~ Encryption * Encryption
aes128-cbe des-cbe
8651 28-ctr aes256-che

205128-gem_openssh_com aas256-ctr
ae5192-cbe

2e5192-ctr

~ Key Exchange

eurve25519-shal2s6
sesl5E6-gem_openssh_com curve25519-sha256_libash_org
chacha20-poly1305_openssh_com « Mac
 Key Exchange hmac=sha=1

diffie=heliman-group14-shal

diffie-heliman-group14-sha2 56

ecdh-shaZ-nistp256

ecdh-sha2-nistplB4

ecdh-sha2-nistp521
~ Mag

hmac-gha2-256

hmac-sha2-512

Yest hanw: rcsaved changes

Policy Assignments (0)
55H Glient
Strict Host Keycheck

anabie

Aigorthms ’

< EncryRain
Des) 92-chr
Ky Exchange
curveZ5519-3ha 256
CUTS519-3ha 756 _ibash_ong
Wolume Rekry Lime n ke

Tie Rokery Uit Minutes

SSH Client
Strict Host Keycheck

Algorithms

~ Encryption
aes192-ctr

N=TTYRNTA—LDERE  SSHZ VAV AN

CHRT I,
CDAERRENET,

'Y =T ZYRNTA—LD

« SSHZ7 7tEAVANZHEKLET,

Hisable
disable

enable

prompt

W®EL O "SSHy £0> 3> TSSHZBMICL 12#&



Chassis_Platform_Settings » Add Network Objects

[Enter Description
Availabbe Hetwork Objects (13) 4 Selected Network Objects (2]
S5M Accast will b aliowed b9 the configured -y ny-ipve
any-lpud 192.168,1,236
Click pencil icon to Pryd-Benchmark-Tosts L
add, modify, or Pvd-Link-Local
delete network or Pud-Multicast
network objects Pud=Private=10.0.0.0-8

for chassis Pra-Private-172.16.0.0-12

acCess Bvd-Private-192.168.0,0-16

B -Private-All-RFC10VE
Pyb-IPwd-Mapped

Pvh-Link-Local
Pyfi-Private-Unigue- Local- Adtinesses
Blt- 1Py Ry -AnyEast

IB wum.ssnmuhummmmummwml

ok A

0 Ol Natwirk Objbcts of by 'Host" and Natwark’ sre suppoed. Tange’ and FODN' Gbict: a6 nol supporid

|

« SSHP VEAVARNDERY ND—=UFATIT O NZBMLET,

Add Network Objects

Avaliable Network Objects (13)

Search Netwark OE

[ + Selectod Notwork Objects (2)

any any-igs

any-ipud 192.168.1.238

1Pyd-Benchmark-Tests G—/_’_—-
1Pya-Link-Local

1Pud-Muticast

WPvi-Private-10,0.0.0-8
Pvd-Private=172.16.0.0-12
IPud-Private-192.168.0.0-16
WPvd-Private-All-RFC1918
PyE- IPvd-Mapped
IPyG-Link-Local

IPvE- Privite-Unique-Local - Addresses
Pvi-to-IPwé-Relay-Anycast

Entier IP Host or Network

D Orily Network Objects of type ‘Host” and “Network” are supported. ‘Range’ and ‘FODN objects are not supponed

o | D

c FILWRYRD—OFTZT O REEBMLET,



Add Network Object

« RYKND—=IOFATZITURDRR :

Hrailable Network Objects (14) + Salected Network Objects (1]
st Network " Ramave All
any amy-ipvh
any-ipwd
1Pt Barchemark -Tests
1Pd-Link-Local
1Pl Mutscast

Pyd-Privase- 10.0.0.0-8
1Pyd-Private- 17216.0.0-12
1Pl Private- 192.168.0.0-16
1P~ Prevate- - RFG1918
Prril-Prd-Mapped

Pl Uik Local
IPli-10- v - Flokay - Anycast

D Only Mtwork 5 of type Tost” and Network' are supponed. ange’ and FODN' objects see not supponed

« XY RND—=OFTD U NEER .



Add Network Objects

Avallable Network Objects (14)

Search Metwork

any
afy=ignd
any=inh
Pvd-Benchmark-Tosts
Pd-Link-Local
Pyd-Multicast
Prd-Private-10.0.0.0-8
Pl -Private-172.16.0.0-12
Pl -Private-192.168.0.0-16
WPud-Private-Al-RFC1918
WPy IPvd-Mapped
WPyl-Link-Local
WPry-no-IPvd-Relay-Anmyceat

Enter IP Host or Metwork Add

D Ondy Metwork Objects of type “Host' and “Network' are supported. “Range’ and ‘FODMN objects are not supported

o |

« XYKND—=OFTZIORMNE, RORICTRTRSICERTEET,

Add Network Objects

Available Network Objects (14)
Search Network Objects Remove All

any
any-ipvd
any-ipvB
IPvd-Benchmark-Tests
IPvd-Link-Local
1Pva-Muiticast
1Pva-Private-10.0.0.0-8
1Pvid-Privabe-172,16.0.0-12
1Pyd-Private-192,168.0,0-16
iPvd-Private-Ali-RFC 1918
IPVE-IPyd-Magped
IPvE-Link-Local
1PvE-Private-Unkiue-Local-Addresses.
IPVE=to- 1Py Retay=Anycast

@ Only Network Otdocts of type *Host' and ‘Network are supported. ‘Range’ and “FODN' objects are not supported

s |

c BMENERYRND—OFTSIIONDERTE :



Add Network Objects

Available Network Objects (13)

Search Network Objects

Sebected Network Objects (3)

any-ipvd
Test_Object
19216810

any
aiy-ipv6
1Pv4-Benchmark-Tesis

IPvd-Link-Local

IPvd- Multicast
Pyd-Private-10.0.0.0-8
IPvd-Private-172,16.0,0-12
IPvid-Private=192.168.0.0-16
IPvd-Private-All-RFC1518
IPvE-IPvd-Mapped
IPv6i-Link-Local
IPvEi-Private-Unique-Local-Addresses
Py~ to-1Pvd-Rielay-Anycast

N—TTSYRNTA—LDERE  BRORHE

Enter IP Host or Network

0 Only Network Objects of type "Host' and ‘Netwaork' ane supported, ‘Range’ and 'FODIN® objects are not supparted

BZIORHE. "O2ONHFETETTEES,

1. Management Center)* 5 ONTP#&XH
2. DAZLNTPH—N

Management Center’* S ONTP

1] Firewall Management Center Crverview Analysis Paiicies Devices Objects

platformSettingsTP »

Enter Description

® Via NTP from Management Conter

Usa Custom NTP Sarvor

NDAZLNTPH =

Integration

Depioy Q. @ & @ adminv ok cecupe
Cancel

Policy Assignments (0}



platformSettingsTP # You have unsaved changes | cancel | ([ EERER

Eriinr Description

Policy Assignmints: (0]

Via NTP from Managemsnt Center

®) Use Custom NTP Sener

TP Servens

rost W

Add NTP Server X

Select NTP Server®

test ~ I -+ New Server

_ — m

ST TYRTA—LORE : BALY—>

1

—\7_

\

RALY—2DERE :

kg

platformSettingsTP » Vous have wnsaved changes [ cancer | [[JEERIN

Enter Descriy
nber ipaion Policy Assignmants (0

i Zoana:

(UTC-12:00) Bic/GMT=12

@ M no Tene Zone is selected, Time Zone wil be UTC Time Zone (UTG « 00:00).

Time Zone:
(UTC-12:00) Etc/GMT+12 w
(UTC-11:00) Etc/GMT#11 ¢

(UTC-11:00) Pacific/Midway

(UTC-11:00) Pacific/Niue
(UTC-11:00) Pacific/Pago_Pago
(UTC-11:00) Pacific/Samoa
(UTC-11:00) US/Samoa
(UTC-10:00) America/Atka
(UTC-10:00) Etc/GMT+10

v =275V N7 —LAFRE : Syslog

« Syslog Local Destinations X 7' :



platformSettingsTP # Cance

Enter Dascription

Policy Assignments (0}

Destiralions Remete Destinations Local Sources

Emergencies v
Emergencies
ot | messages
® | 4104304 Bytes Alerts
Critical
=+ ..
 Syslog® ) E— NEHEERT -
Fmergencies ~
Emergencies
Alerts
platrormsetingsiy #
Enter Diriscsiptices Critical
Local Dastingtions.  Aamote Destiassions Errors
Servert 1
pal J'.-"ufarnn'n;;s
Crites Notifications
i s i Information
Local?
s Debugging
T Local? b
| Locall
- Local2
= Local3
Locald
Locals

« Syslog Local Sources® 7' :



platformSettingsTP ~

Enter Description

Local Destinaions  Remate Destinations  Local Sources

Faulis L ]
) Enable Adenin State
Barins

@) Enable Admin State

W Enable Admin State

\/

\ll

Firewall Management Ceanter Cverview Anabysis Policies Dwvices Objects Intigration

Chassis_Palicy
Enter Description

S5H Access List
FEH Accuss wil be aligwid 10 the confgured natworks
Notwork List #

anyeipnd

Tost_Object

10296811

0 Dy datadt. S5H accens is denked unbess you add a netear ta th list

Y—TSYRNTA—LDRE  RIEEER

Y—=T Y RTA—LRECEEZREFEL. BRALET,

Np—— ] . |

Policy Assignmants (0)

Decloy O @ O @ osdmn~ UF cEcuRE
E— N
Policy Assignments (1)



Crarviarnd Analysis Polieias [ Opets bt “q O 0@ samne b

192.068.1.80 || Rsady for Deployment

10 1 devics is available for deployment ' %)

Y= DEBRFHEEB

FMCA S ¥ —2 OERZEMBRT S (ZIE. Devices > Device Management > delete® JEIZiER L
7,

Migrate | Deployment History
View By: Group
Al(1) ®Emor(0) ®Waming(0) ~ Ofine(0) ®Normal (1)  ® Deployment Pending (0)  ® Upgrade (0) @, Search Device | add ~ |

Collapse All Downiond Davice List Regor

Name Madel Wersion Ghassis Licenses #Access Control Policy Auto RollBack
~ Ungrouped (1)
Firewall 4215 Thraat
3210 A Chesele Defense Muli-instance 7,60 Manage NIA NiA NiA s
Supervisor

Health Manitar
Troubleshoet Files

NIVFAVAR AN SZRAT A TE—RADEH

BE, FMCREZRATATHIESINTFAAZAANDEROHEHR—NLTVWET, LEN
T FNAREZATATE—RIZRTICWE. I—HECLIZERTZIHXENf HV)ET,
ATYT1FMCHA S v —I DB FEMRBRLET,

ATY T2 ROCLIONY REFAL T, 4200 —ADFNA AR EZXAT 4T E—RICE#L
£9,

firepower-4215# scope system
firepower-4215 /system # set deploymode native



FMC Rest API

FMC/N7' U Y URESTAPIIE., FMCASHR—KRE D IXTOBRETHERATEELET,

Chassis ~

50N sapistme_contig/vl/domain/{domainUUID}/ is/f g is/{objectId}

m Fapi/fmc_config/vl/domain/{domainlUID}/chassis/fmcmanagedchassis/{objectId}

| GET :nni.ﬂf-c_com‘iuu;uo-ain.f{uoninwml hassis/f is

L0 fapd/tme_config/vl/domain/{domainUUID}/chassis/fmcmanagedchassis

| GET Japi/tme_config/vl/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/networkmodules/{objectId}

Japi/fmec_config/vl/domain/{domainUUID} i ] is/{containerUUID}/networksodules/{objectId}
Japi/fmc_config/vl/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/operational
/syncnetworkmodule

GET Japi/fmc_config/vl/domain/{domainUUID}/ i is/{containerUUID}/interfaces/{interfacelUID}
Japi/tme_config/vl/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/chassisinterfaces/{interfacelUID}

Japi/fme_config/vl/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/operational

POST
| itk Ia’hrlakoutintarlacls

P vapi/tme_config/vl/demain/{domainUUID} /chassis/fmcmanagedchassis/{containerUUID} /operational/joininterfaces

proa /api/fmc_contig/vl/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/chassisinterfaces

e ! /{interfacelUID}/evaluateoperation

i L0 Japi/fme_config/vl/domain/ {domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/logicaldevices/{objectId}

Japi/fme_config/vl/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/logicaldevices/{objectId}

m fapi/fmc_config/vl/domain/{domainUID}/chassis/facmanagedchassis/{containerUUID} logicaldevices/{objectId}
GET fapi/fme_config/vl/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/logicaldevices

P50 /api/tmc_contig/vl/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID} /logicaldevices

ZATATEEINFA AR ANDOERROD -8 ODREST API

RATAT FNAANINFA VAR ABBRICHEL TVRD A ES A ZRETDLHD
POST API:

/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/operational/switchmodereadinessc

B> 7 )LPOSTY 2 TAMJSON:

{
"devices": [
{
"id": "DeviceUUID",
"type": "Device"
}
1,
"conversionType": "NATIVE_TO_MULTI_INSTANCE"

UGN ZRATATHAEINTFAVAZANOEH%Z N H—F BPOST API:

/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/operational/switchmode



B> 7 )LPOSTL 2 TA RNJSON:

"items": [

Il_idll: n

", "dispTayName": "Sample_Chassis_Namel" } ], "conversionType": "NATIVE_TO_MULTI_INSTANCE" }

POSTAPIZERAL T, RATATHASILNFAARAZVANO—FEOERZ NI H—TF %,

/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/operational/switchmode

%> 7°)LPOST!J 2 T A NJSON:
{
"items": [
{
"id": "

", "dispTayName": "Sample_Chassis_Namel" 3}, { "did": "

", "displayName": "Sample_Chassis_Name2" } ], "conversionType": "NATIVE_TO_MULTI_INSTANCE" }

> v —>EEAREST AP

POSTEE L X—AD> v —> OB :



/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis
ITRTDI v — B
/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/
UUdICRDHBENT ¥ — OEE :
/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{objectld}
uuidiC &3 ¥ —> D HIRR
/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{objectld}

B> 7 )LPOSTY 2 TAMJSON:

"type": "FMCManagedChassis",
"chassisName": "CHASSIS123",
"chassisHostName": "192.168.xx.74",
"regKey": "#wiuw

Netmods ( XY RD—UF>1—)l ) EERHDOREST API

uwidiC&k Y NDO—0FZ 1—)LOEE :
/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/networkmodules/
INTORY ND)—VFD 21— )LZEWE .
/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/networkmodules/
PUT:uUdIZ KRB BEFORY RDO—UFETD 1—)LORE :
/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/networkmodules/
PUT -FXOSA S XY RD—JFD 1—)LF—2%ZEEL. Management CenterZ B L £,
/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/operational/syncr

B> 7L GETINE

{
"metadata": {
"timestamp": 1688670821060,
"domain": {
"name": "Global",
"id": "e276abec-e0f2-11e3-8169-F k!



"type": "Domain"

}
1,
"Tinks": {

"self": "https://u32c01lpl0-vrouter.cisco.com:32300/api/fmc_config/vl/domain/e276abec-e0f2-11e3-8169
1,
"id": "0050568A-3F3F-0ed3-0000Q- %%k
"moduleState": "ENABLED",
"type": "NetworkModule",
"description": "Cisco FPR 8X1G 8X10G 1RU Module",
"model": "FPR-3120",
"operationState": "ok",
"numOfPorts": 16,
"slotId": "1",
"vendor": "Cisco Systems, Inc.",
"name": "Network Module 1"

42 AR AEEAREST API

POSTEE L Z—ADO> ¥— OEMN :
/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/logicaldevices
ITRTOI ¥ — B
/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/logicaldevices
UWIdICKRDBEFEDA VAR ADEE :
/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/logicaldevices/{ol
PUT - uuidiC &k B 1 2 AR ADHRE :
/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/logicaldevices/{ol
uuidic &3> ¥ —> DO HIE
/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/logicaldevices/{ol

BT IIPUTER :

"name": "ftdl",
"operationalState": "string",
"deviceRegistration": {
"TicenseCaps": [
"MALWARE",
"URLFiTter",
"CARRIER",
"PROTECT"
1,
"accessPolicy": {
"name": "AC Policy name",



||_idll: n

", "type": "AccessPolicy" }, "deviceGroup": { "name": "DeviceGroup name", "id": "

", "type": "DeviceGroup" } }, "managementBootstrap": { "ipv4": { "gateway": "192.168.xx.68", "ip

", "type": "ChassisInterface" }, { "name": "Ethernet2/2.1", "id": "

", "type": "ChassisInterface" } ], "type": "LogicalDevice" }

SNMPEE HREST API

uuidiZ & 5 SNMPELE DELS
/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/snmpsettings/{ob
FNTOSNMPREZHEL X,
/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/snmpsettings/
PUT : EFOXRY RD—JFED 1—)LZuid THREL X7,
/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/snmpsettings/{ob

GETHZE DA :

{
"snmpAdminInstance": {
"id": "TlogicalDeviceluid",
"type": "LogicalDevice",
"name": "ftd3"

}’



"id": "snmpsettingsUUID2",
"type": "SnmpSetting"
}

EHNZHE T SREST API
COUANCE., HIXU—%2TIVvFIBEHORESTAPICETAHMEBRFASENTVET,

- BE

s A1 ARVA

c AUNRVRKNY

c A2 —T7IARA

- T7 VB
Y —2OGETEEHSN —
/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/faultsummary

HTIVISE -

"Tinks": {
Ilse'I-Fll: "

/api/fmc_config/vl/domain/domainUUID/chassis/fmcmanagedchassis/containerUUID/faultsummary?offset=

Y —JDCGETA AR ADHRE .

/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/instancesummary

BOTIIE

"Tinks": {
llse‘I_Fll: "



/api/fmc_config/vl/domain/domainUUID/chassis/fmcmanagedchassis/containerUUID/instancesummary?offs

Y= DAUNRNIOBEZRS
/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/inventorysummar

B TIISE

"Tinks": {
llse'I_Fll: "

/api/fmc_config/vl/domain/domainUUID/chassis/fmcmanagedchassis/containerUUID/inventorysummary?off

NI DAVE—TIAAYI—ZBBLET,
/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/interfacesummar

B TIVISE

"Tinks": {
Ilse'lfll: "

/api/fmc_config/vl/domain/domainUUID/chassis/fmcmanagedchassis/containerUUID/interfacesummary?off

Y —=2OTF 7T VIEHROESE -
[api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}



/inventorysummary

BOTIINE

"Tinks": {
llse‘I.Fll: "

/api/fmc_config/vl/domain/domainUUID/chassis/fmcmanagedchassis/containerUUID/appinfo?offset=0&1im

122—7 14 AEEAREST AP

COEIIVTR, AVE—TIAARAOT74F1L -3 EEORESTAPIC DV TEFLL
BHELET.

c AVRA—TJIAARENEEICHFEAET NS URL
c AVR—TIALAADTL—=0/3aAIZERAENBURL
- BEFNAAOBRIZERTSURL

MEBAR—T7 T A ADEH

MBAR—TIAADT YT T—REFR—NTBLHIC, ROURLAEAEThEL I,
ITRXTOYBA2Z—T T4 ADOHE :
/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/physicalinterface:
22— IAAWdICE > THEDYEAN 2 EZ—T I AZMEBELET,

/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/physicalinterface
s/{interfaceUUID}

A= I AudTA 2 E—T I/ AZEHMLET,

/api/ffmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/physicalinterface
s/{interfaceUUID}

MBAR—TIAAETINRFRDOISICBEIET,



"metadata": {
"supportedSpeed": "TEN_GBPS,ONE_GBPS,TWENTY_FIVE_GBPS,DETECT_SFP",
"mediaType": "sfp",
"sfpType": "none",
"isBreakoutCapable": false,
"isSplitInterface": false,
"timestamp": 1692344434067,
"domain": {

"name": "Global",
"id": "e276abec-e0f2-11e3-8169-FFFwkkkkkk
"type": "Domain"

}

1,

"type": "Physicallnterface",

"name": "Ethernet2/2",

"portType": "DATA",

"adminState": "DISABLED",

"hardware": {
"flowControlSend": "OFF",
"fecMode": "AUTO",
"autoNegState": true,
"speed": "DETECT_SFP",
"duplex": "FULL"

1,

"LLDP": {
"transmit": false,
"receive": false

1,

"-i d" s M dededededefededede e de N de kv kNN v de NS fNhhn"

}

BTABR—T T4 ADKRE

BTAVR—TIAANEBEZYR—NTRLEHIC, ROURLIBAEh&EL I,

IXNTOHTA U R—T T4 RAZEE
/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/subinterfaces
AVE—T7IAAWdICE > THEDHTA 2 EZ—T T4 AZRELET,
/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/subinterfaces/{int
FLWHTA28—T7 114 ADER :
/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/subinterfaces
AR =T IALAWAICED A EZ—T I A ADEH :
/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/subinterfaces/{int
AVE—TILAWdICE 2 THT A R—T T A AZHIBRLET,

/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/subinterfaces/{int



BTAVR—TIAREFIERODLSICHYET,

{

"metadata": {
"isBreakoutCapable™: false,
"isSplitInterface": false,
"timestamp": 1692536476265,
"domain": {

"name": "Global",
"id": "e276abec-e0f2-11e3-8169-F*wHdkdkdkl
"type": "Domain"

}
}’
"type": "SubInterface",
"name": "Ethernetl/3.3",
"portType": "DATA",
"subIntfId": 3,
"parentInterface": {
"type": "PhysicalInterface",
"id": "00505686-9A51-0ed3-0000- st
"name": "Ethernetl/3"

b
"vlanIld": 3,

"-i d" B e e e e e e N e N A N N A AN NN AN A NN AN h kNN

}

EtherChannelf > 2 —7 I 4 ANEKE

EtherChannel EtherChannelf > X —7 I/ ANBEBZHR—RNTHEHIC, ROURLFIEAET T
= U i

I NTDEtherChannelf > X2 —7 T4 Az2BBLET,
/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/etherchannelinter
423 —7 T4 AuwidlZ &k 2 THEEDEtherChannelf > X —7 I 4 AZBEBLET,
/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/etherchannelinter
# LU WEtherChannelf > X —7 T 4 AMPOST:
/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/etherchannelinter
AVB—T7IAAWAICRD A EZ—T I ADEH :
/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/etherchannelinter
4> B2 —7 I 4 AuuidlZ & 2 TEtherChannel/ > 2 —7 T 4 AZHIBRL£7,
/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/etherchannelinter

EtherChannel4 > X—7 I A AEFINIEIROKLSICBEVYET,



"metadata": {
"supportedSpeed": "HUNDRED_MBPS,TEN_MBPS,ONE_GBPS",
"timestamp": 1692536640172,
"domain": {
"name": "Global",
"id": "e276abec-e0f2-11e3-8169- i wdwdwlt
"type": "Domain"
}
}!
"type": "EtherChannelInterface",
"name": "Port-channel45",
"portType": "DATA",
"etherChannelId": 45,
"selectedInterfaces": [

{
"type": "PhysicalInterface",
"id": "00505686-9A51-0ed3-000Q- s dkdwt
"name": "Ethernetl/4"

}!

{
"type": "PhysicalInterface",
"id": "00505686-9A51-0ed3-000Q- s dwdwtt
"name": "Ethernetl/5"

}

] ’

"lacpMode™: "ON",

"lacpRate": "FAST",

"adminState": "DISABLED",

"hardware": {
"flowControlSend": "OFF",
"autoNegState": true,
"speed": "ONE_GBPS",
"duplex": "FULL"

}!

"LLDP": {
"transmit": true,
"receive": true

}!

"id": "00505686-9A51-0ed3-0000- % i ks

REST API®Break/Joind > 32 —7 I A4 A

4200 ) —ADA UV BR—TIAADTL—OF INMAZHR—KNTBIZIE, ROURLEZFERAT
gFXY,

GET :
/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/chassisinterfaces
AVB—TIAADT L =0/ 34 ORTAEMZTMLET,

POST:



/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/operational/break
A22—TIAAZHHLET,
POST:

/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/operational/joinin
WERLULEAVEZ—TI/AADEY NEHELET,

12 32—=7 T4 AYMAOREST 70—

1. fmcmanagedchassisT> RARA > R ZFEA L TFMCEEBRRS ¥+ —27/V1 A(4200)2 B D |F
S

/apiffmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis Z Bl 1§

FMCEEBNR ¥ —>FNAAODVARNE, EF/NAADID, BHl, EFILBEDOFHMAESON
IWFAABZATFINAAZIRLULET, "TMULTIINSTANCE, F/N1A4 AZBIRLET,

BOTIIE

"id": "fcaa9ca4-85e5-4bb0-b049- kA
"type": "FMCManagedChassis",
"chassisName": "192.168.0.75",
"chassisMode": "MULTIINSTANCE",
"Tinks": {
"self": "https://u32c01p06-vrouter.cisco.com:22512/api/fmc_config/vl/domain/e276abec-e0f2-11e3-8169
}
}

2. interfaces/physicalinterfacesT> RARA > NEFEAL T, 1V X—TIAANTL—OFIHK
AN ESH ZRBLET,

7L—27JK&, TisBreakoutCapable, #'trueT. mediaType N QSFPDIZEICDHKATRET T

o

GET
/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/interfaces

B TIIEE

{
"metadata": {
"supportedSpeed": "FORTY_GBPS,DETECT_SFP", >>>>>>>>>

"mediaType": "qsfp", >>>>>>>>>
"sfpType": "none",
"isBreakoutCapable": true, >>>>>>>>>

"breakoutFactor": "4", >S>>>>>>>>



"isSplitInterface": false,
"timestamp": 1692344434067,
"domain": {
"name": "Global",
"id": "e276abec-e0f2-11e3-8169- i wkdwdwlt
"type": "Domain"
}
1,
"type": "Physicallnterface",
"name": "Ethernet2/4",
"portType": "DATA",
"adminState": "DISABLED",
"hardware": {
"flowControlSend": "OFF",
"fecMode": "AUTO",
"autoNegState": true,
"speed": "DETECT_SFP",
"duplex": "FULL"

1,

"LLDP": {
"transmit": false,
"receive": false

1,

"id": "00505686-9A51-0ed3-0000- sk ks

3.4 —T7 I A ALT, evaluateoperationL> RRA4 > NEFEALTT L —VBRENDEITIHE
MZEFMLET,

/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/chassisinterfaces
BLET

REICEBEXIZ—HAFBVEE, 1—HR7L—IOBREEERITTEET,
B TIVISE

Rlinks™: |
"gelf®: "https:f ul2cllplo-

veouter.clsco.com: 22542 fapl/fme configSvl/domain/e2babec-edf2-11e3-8169-
ed9edd49b625E fchassis/ fmemanagedechassis/l19d9 6 Tet=-afBl=-4f2e=-b311
Bhffbcefbdiffchassisinterfaces/00505686-662F-0ed3-0000~-
0042594969274 fevaluateoperation/00505686=-002F=0ed3=-0000=-004 2949602747

:'r

"type": "ChassisInterface",

1™ "OU0S0SeEe=00dF=-0edd=0000=004 2949092 /4"

RECLIZ—H’5%%6. 1— Y7L —VBREEZRITTEZA,



"operationType": "BREAKOUT",
"interfaceUsages": [
{
"conflictType": "Interface usage on instance(s)",
"severity": "ERROR", >>>>>>>>>
"description": "Interface Ethernet2/4 can not be split. Remove it from instances [FTD1] and try a
}
1,

"readinessState": "NOT_READY", >S>>>>>>>>
"Tinks": {

"self": "https://u32c01lp06-vrouter.cisco.com:22542/api/fmc_config/vl/domain/e276abec-e0f2-11e3-8169
1,

"type": "ChassisInterface",
"id": "00505686-662F-0ed3-0000Q- %%kt

4. 42 B—TITAANFTLAOTIRRIET, EiRREY "READY) OBFE, TLAIT IR
VE—TIA ATV RRAV N EGBALTA 2V E—TI(RETLAULET,

POST
/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/operational/break

ER:

{

"targetInterfaces": [
{
Mgty MRk Rk ad3-0000-004294969276"
"metadata": {
"type": "PhysicalInterface"
3
3
1,

"type": "BreakoutInterface"

LARVA :

"id": "4294969716",
"type": "TaskStatus",
"Tinks": {
"self": "https://u32c01lp06-vrouter.cisco.com:22542/api/fmc_config/vl/domain/e276abec-e0f2-11e3-8169
1,
"taskType": "DEVICE_DEPLOYMENT",
"message": "Deployment status for ###idddddddododoooooiokkkkkkkkssss . SUCCEEDED",
"status": "Interface notification received"



5 7L—ORBETRAVIDEFERALT, RRAIVRTZEBWLET., "Taskstatuss % (interface
Notification received ICEREL £,

GET /api/fmc_config/v1/domain/{domainUUID}/job/taskstatuses/{objectld}

"metadata": {
"task": {
"id": "4294969699",
"Tinks": {
"self": "https://u32c01p06-vrouter.cisco.com:22542/api/fmc_config/vl/domain/e276abec-e0f2-11e3-
}
}
1,
"targetInterfaces": [
{
"id": "00505686-662F-0ed3-000Q- ki
"type": "PhysicalInterface"
}
1,
"type": "BreakoutInterface"

"id": "4294969716",
"type": "TaskStatus",
"Tinks": {
"self": "https://u32c01p06-vrouter.cisco.com:22542/api/fmc_config/vl/domain/e276abec-e0f2-11e3-8169
1,
"taskType": "DEVICE_DEPLOYMENT",
"message”: "Deployment status for #####idddddddoddddoddoddoddddddkdkikiss . SUCCEEDED",
"status": "Interface notification received"

6. chassisinterfaceevents T RARA 2V N EFEAL T, 1 F2—TIA ANDEEEZRMEBLET,

/api/fmc_config/v1/domain/{domainUUID}/chassis/
fmcmanagedchassis/{containerUUID}/chassisinterfaceevents ZER1§ L £ 9,

B TIVISE

"change": "Interface is deleted",
"type": "Physicallnterface",
"state": "DISASSOCIATED",

"name": "Ethernet2/3"

"change": "Interface is associated",
"type": "PhysicalInterface",
"state": "ASSOCIATED",

"name": "Ethernet2/3/2"



{
"change": "Interface is associated",
"type": "PhysicalInterface",
"state": "ASSOCIATED",
"name": "Ethernet2/3/3"

3,

{
"change": "Interface is associated",
"type": "PhysicalInterface",
"state": "ASSOCIATED",
"name": "Ethernet2/3/4"

}

7. A= I A ABHNEZZELEVEHAE. chassisinterfaceevents T RIRA > N EFERAL T
FNAAZEHL, REDPOLEEN BB EZERELET,

POST /api/fmc_config/v1/domain/{domainUUID}/devices/devicerecords/{containerUUID}/
chassisinterfaceevents

=R
{
"action": "SYNC_WITH_DEVICE"
}
LARVA :
{
"action": "SYNC_WITH_DEVICE",
"hasPendingChanges": true
}

8. BHI%ZZ{EL =5, chassisinterfaceevents T RIRA >V N 2FERALTZEEZZTANE T,

POST /api/fmc_config/v1/domain/{domainUUID}/devices/devicerecords/{containerUUID}/
chassisinterfaceevents

=R

{
"action":"ACCEPT_CHANGES"

}



9. IXNTDIY—IAVE—TIAARAZMBL, 1 VX—TIAALIVRRAV NEEAL TS
BlEenlk (BEBLE)AVE—TIAARAZROFET,

GET
/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/interfaces

1D2M40GA VR —T I AR (eth223& ) Ik, 4x10GA R —7 T A A (eth2/2/1, eth2/2/2,
eth2/2/3. B &Weth2/2/4 ) D EIEhET

AR —TIAAREDOLEHOOREST7O—

1. interfaces/physicalinterfacesT> R RA > R Z2FEAL T, 12 —T7 T4 ANHELTVS A
ESHE®IBLET,

EAEBRER., "isSplitinterface"A'true T, mediaTypeN'SFPDBEICD K AIREET T

GET
/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/interfaces

{

"metadata": {
"supportedSpeed": "TEN_GBPS,DETECT_SFP",
"mediaType": "sfp",
"sfpType": "none",
"isBreakoutCapable": false,
"breakoutFactor": "4",
"isSplitInterface": true,
"timestamp": 1692541554935,
"domain": {

"name": "Global",
"id": "e276abec-e0f2-11e3-8169-F*HHdkdkkl
"type": "Domain"

}

1,

"type": "PhysicalInterface",

"name": "Ethernet2/3/4",

"portType": "DATA",

"adminState": "DISABLED",

"LLDP": {

"transmit": false,
"receive": false

1,

"hardware": {
"flowControlSend": "OFF",
"speed": "DETECT_SFP",
"duplex": "FULL",
"fecMode": "AUTO",
"autoNegState": true

1,

"id": "00505686-662F-0ed3-00Q] -kl

}



2.42DDBNA > Z—T T4 AND1DIZX L TevaluateoperationT> RIRA > N ZFEHL T,
JoinBEMETHREMZFML £,

/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/ch
assisinterfaces/{interfaceUUID}/evaluateoperationZEX{§ L £ ¢

c BELBEPIZ—AEVESE, I-YRBSMREZRITTERT,

{
"operationType": "JOIN",
"readinessState": "READY",
"Tinks": {
"self": "https://u32c01p06-vrouter.cisco.com:22542/api/fmc_config/vl/domain/e276abec-e0f2-11e3-8169
1,
"type": "ChassisInterface",
"1d": "00505686-662F-Qed® ki dded kil
}
s REILIZ—HNHDHE. 1—FESNREZRITTERLEA,
{
"operationType": "JOIN",
"interfaceUsages": [
{
"conflictType": "Interface used in EtherChannel Configuration",
"severity": "ERROR",
"description": "Interface (Ethernet2/3/4) referred to in Ether Channel Interface (Port-channel32)
}
1,
"readinessState": "NOT_READY",
"Tinks": {
"self": "https://u32c01lp06-vrouter.cisco.com:22542/api/fmc_config/vl/domain/e276abec-e0f2-11e3-8169
1,
"type": "ChassisInterface",
"1d": "00505686-662F-0Qed®* sk kdddd kil
3

3.AVR—T I A ANEN, EFIRED "READY. DIFE. joininterfacesT> RARA > NEFEH
LTAUE—TIAARZSIMULET, interface_uuidid, 42D L A X—T7 T4 ADIDIC
TRENTEET,

POST/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/operational

ER:

{

"targetInterfaces": [

{



Mdhy MEEEERRRRRRwnrad3-0001-692539698200",
"type": "PhysicalInterface"
}
1,

"type": "JoinInterface"

}

LARVA :

{
"metadata": {
"task": {
"id": "4294970217",
"Tinks": {
"self": "

/api/fmc_config/vl/domain/@27" kit _8169-6d9ed49b625f/job/taskstatuses/4294970217" } }

4. MABEDRAVIDEFERALTRAIETZEBIFLET, "Taskstatusy & Tnterface
Notification received ICEXEL £,

GET /api/fmc_config/v1/domain/{domainUUID}/job/taskstatuses/{objectld}

LARVA :

"id": "4294970237",
"type": "TaskStatus",
"Tinks": {
"self": "https://u32c01lp06-vrouter.cisco.com:22542/api/fmc_config/vl/domain/e276abec-e0f2-11e3-8169
1,
"taskType": "SSP_EPM_OIR",

"message": "Deployment status for 19d967e6-xxxx-xxxx-xxxx-85ff6cef6d3f: SUCCEEDED",
"status": "Interface notification received"

5. chassisinterfaceevents T RIRA 2 NEFERAL T, 1V X—T7 I A ADEEEZWMBLET,

/api/fmc_config/v1/domain/{domainUUID}/devices/devicerecords/{containerUUID}/chassisinterfaceevents*
BLET,



[

{
"change": "Interface is associated",
"type": "PhysicalInterface",
"state": "ASSOCIATED",
"name": "Ethernet2/3"

}’

{
"change": "Interface is deleted",
"type": "PhysicalInterface",
"state": "DISASSOCIATED",
"name": "Ethernet2/3/1"

}’

{
"change": "Interface is deleted",
"type": "PhysicalInterface",
"state": "DISASSOCIATED",
"name": "Ethernet2/3/2"

}’

{
"change": "Interface is deleted",
"type": "PhysicalInterface",
"state": "DISASSOCIATED",
"name": "Ethernet2/3/3"

}’

{
"change": "Interface is deleted",
"type": "PhysicalInterface",
"state": "DISASSOCIATED",
"name": "Ethernet2/3/4"

}

1

6. AR —T7IAABHNEZELBEVEHEAE. chassisinterfaceeventsT> RIRA > NEFERAL T
TFNAAZEHL, REPOEEN HHE=2HEIBELET,

POST
/api/fmc_config/v1/domain/{domainUUID}/devices/devicerecords/{containerUUID}/chassisinterfaceevents

ER:

"action":"SYNC_WITH_DEVICE"

LARVA :



{
"action":"SYNC_WITH_DEVICE",
"hasPendingChanges":true

}

7. BH%ZZ{EL =5, chassisinterfaceevents T RIRA >V N2 FERALTZEEZZTANET,

/api/fmc_config/v1/domain/{domainUUID}/devices/devicerecords/{containerUUID}/chassisinterfac
eeventsD#

ER:

{
"action":"ACCEPT_CHANGES"

}

8. INTDIY—AVB—TIAARZEIBL, ZMLTVWR AV E—TI( A, LTS R
—T7IAAIVRRAVRNEFERALTVRMHMOA 2 R—TIARZRD2HET,

GET
[api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/interfaces

ERE, 10GA 2 Z—T I 4 A(eth2/2/)TloinFAENhD &, BB TIHA0GA 2 E2—T7 14
Aeth2/2 A ERAIREIC 7R V) £ T,

7 )N4 AREST APID [E Hf

ZYRND=DFD21—)NEAVER—TIAAORPZYR—NTBLHIZ, XOURLFEAEh
FUL ko

POST:

/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/chassisinterface
events

RAO—RHBY

{"action": "SYNC_WITH_DEVICE"} - >RH#&Z N H—L &Y
{"action": "ACCEPT_CHANGES"} - >ZEE%# &L =7

GET :

/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/chassisinterface
events

ERENLEEEANR N ZE2-EBERRLET



NSTINT AT A Y IDH
FXxosaox>7

BENFKBULEES., CNSOFXOS CLIZERL T, sftunnel, sfipproxyZ’ O AA EE L TL
PHESHZHERETEET,

firepower# connect local-mgmt

firepower-4215(local-mgmt)# show processes | include sftunnel grep: (standard input): binary file match
3323 root 20 0 80328 2024 1544 S 0.0 0.0 0:11.53 /opt/cisco/sftunnel/sfipproxy -d -f /etc/sf/sfipproxy.
22066 root 20 0 376880 7140 5944 S 0.0 0.0 0:41.18 /opt/cisco/sftunnel/sftunnel -d -f /etc/sf/sftunnel.

CLITR—XF)O2V—I)ZFEALTVWSREER., RICRICLIZFERAL TX—IF/)LigziEY]
BEIZRETSDEICKY) ., show processesDH ANV TS N TVWEVZ EZRBRELET,

firepower-4215(local-mgmt)# terminal width 100

SFTunnel 7O AN BEL TEITENTVRILEN LMD ST, BERNKKTZHEE. XOOX
VREEALTRBOBENBZREZANDCENTERT,

Jopt/cisco/platform/logs/sfmessages TsyslogX Y £—2 Z RRT S - ®H (. connect local-mgmth*
SFXOSICH L W CLIZEA

firepower# connect local-mgmt
firepower(local-mgmt)# tail-mgmt-log sfmessages

Dec 9 18:31:17 firepower Ipc [30483]: add ep: 1,0x5613aa0e2fe8 total = 1 Dec 9 18:31:17 firepower

FMCOF> Y

s TFINAADEFN KB EHEE. Z DFFT Tusmsharedsves.log& vmssharedsvces.logZ #&
FL. X=F%| "CHASSIS DISCOVERY, £ "NATIVE_TO_MULTI_INSTANCE , %##&
RLUT, XBMOBENGEREREZRDOWTET,



- F, SFTunnel®REIC DWW Tk, /var/log/action_queue.log & /var/sfimessages & 5
BLTLSEZL,

- /var/opt/CSCOpx/MDC/log/operation/usmsharedsvcs.log
Ivar/opt/CSCOpx/MDC/log/operation/vmssharedsvcs.log

« Y= OBEBERN KM EHE. usmsharedsves.log& vmssharedsves.logZBRERL, X
#%) TCHASSIS DISCOVERY, & "NATIVE_TO_MULTI_INSTANCE, Z®%EL T. k&
NEBEENBREZRODTERT,

s AVARVAOBBREZENKML =15E. usmsharedsves.log # &k Uvmssharedsves.log %
BMEL, XF5 "MI_FTD_INSTANCE_AUTO_REGISTRATION, Z#&EL TEXBNDEZ S
NB3RAZRDTET,

s FNAACBEAIZ—HH3EBEE. "EA->BAER->KRBLEEAZIUY Y ->K
SUAVVT RN BB CBEBLET, COTT7AILICREABOBHIEENTVET,

SY—=ORNZTIN1—FT14Y
FMClE, FNA ABEBR—IASODIY—NZTIL1—T 14T (FPRMOEKEHR—K
LET,
s FIDFNAAREBKEIC, ¥V —2FNARAILFERTED NSNS 2 —FT42009F72ay
HFHYVEST, COAT2a>TR, >¥y—20OSTNa—Fa0T02ERL, I—5Y

FMCAS KNS TN 2A—FT14INRILEZDO—RTEET,
c chiIZ&kY), v —2 55 Tshow tech-support formy /N2 RILAFPREEThEF T,

Hame Mgl Wersion Chassis Licenses Accens Gonral Poscy Aty BBk

Generate Troubleshoot Files - 4215_WA_chassis

This operation generates troubleshoot logs for Secure
Firewall 3100 chassis

This operation may take several minutes to complete,
the status can be tracked in Message Center Tasks.

Please select the data to include:
FXOS Logs

Cancel Generate

TJOETRREAVO—R
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=
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S
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A
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Deployments Upgrades 1 Health Tasks LAY | Show Pop-up Notifications )
—

) waiting 2 running 0 retrying 10 success 0 failures Filter

¥ Chassls

Generate Troubleshooting Files 11%
— GENErate troubleshooting files for 4215_WA_chassis
Remote status: Generating troubleshoot files.

Deployments Upgrades © Health Tasks ~ @ ) Show Pop-up Notifications
—
m 0 waiting 1 running 0 retrying 11 success 0 failures Filter
© Chassis

Generate Troubleshooting Files Im&7s X
Generate troubleshooting files for 4215_WA_chassis

—— ClICK 10 retrieve generated files,

RSTN21—F142T0OFEICET SRERED G
FMCTO> v—BEQOHBER
B FMCTI Yy —20OBEHEZEN AT S,
FRENDER
s FMCHhSZEMANBESDE, FMCTEREBRENATEBERENDI NN BEESNETD,

HEEOER
c Y- ORBERICAK

BEONS TN 1—F142T
1. BRZHERELET,

* FMCTE#MANUH—EhEZ e ZRRABLET,
s FNAACATA L, FNAAN AV TFTE-—REEBRENTVWR L ESH ZHBFELET

s FNAANEBRENEAESH 2B IBICEF, KOOV RZEZRITLERT,

firepower# scope sys

firepower /system # show

Systems:

Name Mode Deploy Mode System IP Address System IPv6 Address

firepower Stand Alone Container 192.168.xX.XX ::

2. TFNAAIR—D v ZHBLET,
s FNAARZ—I Y HAELKREENTVR L ESH ZRELE T,



firepower# show device-manager
Device manager:
Name: manager
Hostname: 10.10.xx.xx
NAT id: 3ab4bbla-d723-11lee-a694-89055XXXXXXX
Registration Status: Completed
Error Msg:

3.HRITHOT :

3.1. /var/opt/CSCOpx/MDC/log/operation/vmssharedsvcs.log# & U
Ivar/opt/CSCOpx/MDC/log/operation/usmsharedsvcs.logic BB L £ 9,

32.774J)LWT "TNATIVE_TO_MI_CONVERSION, & & T "CHASSIS DISCOVERY, &£W5F
—J—RZREL, BEORRZROFXT,

FMCICE T34 AR AOBHERE
B : FMCTAAZAOEHBEFRNIKBLET,
FREhDER
e AARVANFMCA SO a = Jd&EhsE, FMCICEBEBRBENET,
EEREOER
s AAZRADBHERKICKBMLEL &
BEONZ TN a—F142T
C AVARYAOERBIEFTOAN NIA—E N e EZRBLET,
- BESETEABVEEE. FNAAICZEZEZRBALTLSEEL,
- BAICKBUEBEE., TEABR->NZAIVTNEIVYOTD, ICEXRE
T, AROEBHZHEFEL., BELTEREZEBRTLTLIEZL,
s AVARVANAVAR=ILENTHY ., TOEBEREN A4 THRIEZHELE

To VY —IDOYIU—R—JEFEALT, A VAZVATOEIIZVIDAT—R A%
BETEET,

Instances

getails
Name bir_instancel 2 Instances Found
Operational state  online

List of online instances

@ blr_instancel online 2 O 0

© bir_instance_2 online [FRR—" AEroe (D) Offine

Management 1P 192.168.1.88 CMEUICUEEEN
| Cores used

1 040 - Critical 1/1 - Warning
0/0 = Major /0 = Info Up 1

. 1 Dedicated
5/5 - Minor 0 Shared




« ROOAX > RZFEAL T, 1 AZ > AFTDTSFTunnelA’ 7Y TIRETEITHTH B &
ERIALET,

ps -ef | grep -i "sftunnel”

e SFTunnelA"E£TENhTVEVIEEWE., restart AV REETLTHTLEEL,

pmtool restartById sftunnel

- /var/opt/CSCOpx/MDC/log/operation/vmssharedsvcs.log# & O
Ivar/opt/CSCOpx/MDC/log/operation/usmsharedsvcs.loglic B8 L £ 9,

s 774I)HNTHF—"—RKR "TMI_FTD_INSTANCE_AUTO_REGISTRATION, Z#%&EL T, %
BMOERZROITEXRT,

FMCTOXRA T 17 F7/IN1 AEK
Bl PNAARERATATE—RIZRLEE, FMCTRAT AT TFINAABRBRNFIKKT D
s I—HYHFT¥Y—> (MIE—R)ZZXATATE—RIZELTEH, FMCHA S v —2 ZHIB
LEhiBEs, FNAAFMCETH 7S5 /4 0B E T,
s A—HYHFZDXRATATFNAAEZFMCICBERL LS ETHE, BENFKBLET,
BEONZ TN a1—FT142T
s FNARAEZATATE—RIZETHIC, FMCASSv— IV NUNHIBREhTWS C

EaBFELTSEEL,
« IVKNUNHIBRE NS, R4 TATFNAAEZFMCICBERL THTLSEE L,

SE)D

s HEAV BT T4 AICEHTRER

https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/threat-defense/use-case/multi-
instance-sec-fw/multi-instance-sec-fw.html#shared-interface-scalability-WGUIEF

« 3M0ONLNFA VAR AR=D (P AOAYR—MFA N )

https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/threat-defense/use-case/multi-
instance-sec-fw/multi-instance-sec-fw.html

AOBR—=TIAARAFTA2ENATRATE) T4
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