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3. Add FlexConfig ObjectV 1 > RUNFEWES, UE—RT7 IV LAVPNOERREBEZBTIC
ITRLEHICHEBRREZEMLET,

+ FlexConfig¥7< T ¥ N % : enable-threat-detection-ravpn
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threat-detection service invalid-vpn-access
threat-detection service remote-access-client-initiations hold-down 10 threshold 20
threat-detection service remote-access-authentication hold-down 10 threshold 20



Add FlexConfig Object (7]
Name:
enable-threat-detection-ravpn

Description:

Enable threat-detection for
remote access VPN services

A Copy-pasting any rich text might intreduce line breaks while generating CLI. Please verify the CL| before deployment.
Insert Deployment: Once v Type: Append v

threat-detection service invalid-vpn-access
threat-detection service remote-access-client-initiations hold-down 10 threshold 20
threat-detection service remote-access-authentication hold-down 10 threshold 20

* Variables

4. FlexConfigZA 72 TV hZ2RTFLET,

5. Devices > FlexConfigD JEICBEIL., X 21TF7 774 T A —)LICEIYETShTWVWS
FlexConfig/R 1) > —Z&IRL £ 7,

6. ERIORA VIZRRENTVDRATRELFlexConfigZA 7T O KA S, FIEB3TREL £
FlexConfigA 72 TV N&EIRL., ™, 29UV I LTEEZREFELET,
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EFRERAVPNY —EADQ#KEEHRZRRITSICIE., FTDOCLICOZ 1> L. show threat-
detection service [service] [entries|details] AN > RZERTLET., < DH—E AN remote-access-
authentication, remote-access-client-initiations, & /= l&invalid-vpn-access® W h A TH B HE
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« entries : ERREY—ERAICEK > TEFENTVWBRIVRNIDAZRRLET, EEXE,

BIEORTICKBLLEIPT KLABETT,
+ details : ¥ —EADFMES—ERAIY NUOFELERRLET,
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ciscoftd# show threat-detection service

Service: invalid-vpn-access State : Enabl ed

Hold-down : 1 minutes

Threshold : 1

Stats:
failed
bTocking
recording
unsupported :
disabled

Total entries: 0

O OO oo

Service: renpte-access-authentication State : Enabl ed

Hold-down : 10 minutes
Threshold : 20
Stats:
failed
bTocking
recording
unsupported :
disabled
Total entries: 2

OO ~BRPLO

Nane: renote-access-client-initiations State : Enabl ed

Hold-down : 10 minutes
Threshold : 20
Stats:
failed
bTocking
recording
unsupported :
disabled
Total entries: 0

O OO oo

DE—RNTIOEARIAT—EATERENZBENLCREEZEOHMEZRTTSICIE, show threat-
detection service <service> entries AN > RZZEZTLE T,

ciscoftd# show threat-detection service remote-access-authentication entries
Service: remote-access-authentication
Total entries: 2

Idx Source Interface Count Age Hold-down
1 192.168.100.101/ 32 outside 1 721 0
2 192.168.100.102/ 32 outside 2 486 114

Total number of IPv4 entries: 2

NOTE: Age is in seconds since Tlast reported. Hold-down is in seconds remaining.



BEODERERE)VE—NT7IVEAVPNY—EAO—BROBHETBEREFMERTTDICIE,
threat-detection service <service> details 1Y > RZEZTLE T,

ciscoftd# show threat-detection service remote-access-authentication details
Service: remote-access-authentication
State : Enabled
Hold-down : 10 minutes
Threshold : 20
Stats:
failed
blocking
recording
unsupported :
disabled
Total entries: 2

OO RO

Idx Source Interface Count Age Hold-down

1 192.168.100.101/ 32 outside 1 721 0
2 192.168.100.102/ 32 outside 2 486 114
Total number of IPv4 entries: 2

NOTE: Age is in seconds since Tast reported. Hold-down is in seconds remaining.
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