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<#root>

> curl https://ww. exanpl e. con!


https://www.aol.com
https://108.139.47.15/

curl: (35) OpenSSL SSL_connect: SSL_ERROR SYSCALL in connection to www. exanpl e. com 443

> curl https://192.0.2.1/

curl: (7) Failed to connect to 192.0.2.1 port 443: Connection refused
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Create A Custom Application Detector

Mame:
[ First_pkt

Description:

[ First packet demo

Application:
| Pandora

Detector Type:
) Basic (@ Advanced
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Upload a Custom Detector File

Custom Detector Fila:
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CLI:system support application-identification-debug

<#root>

192.0.2.1 443 -> 192.168.1.16 51251 6 AS=4 ID=0 New Appld session

192.0.2.1 443 -> 192.168.1.16 51251 6 AS=4 |1 D=0 Host cache match found on first packet, service: HITPS(!

192.168.1.16 51251 -> 192.0.2.1 443 6 AS=4 ID=0 app event with client changed, service changed, payload
192.168.1.16 51251 -> 192.0.2.1 443 6 AS=4 ID=0 New firewall session

192.168.1.16 51251 -> 192.0.2.1 443 6 AS=4 ID=0 Starting with minimum 2, 'New-Rule-#1-MONITOR', and Src
192.168.1.16 51251 -> 192.0.2.1 443 6 AS=4 ID=0 match rule order 2, 'New-Rule-#1-MONITOR', action Audit

192.168.1.16 51251 -> 192.0.2.1 443 6 AS=4 I D=0 natch rule order 3, 'New Rul e-#2-BLOCK_RESET', action Re

192.168.1.16 51251 -> 192. 443 6 AS=4 ID=0 MidRecovery data sent for rule id: 268437504, rule_acti
192.168.1.16 51251 -> 192.0.2.1 443 6 AS=4 ID=0 Generating an SOF event with rule_id = 268437504 ruleAc
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192.168.1.16 51251 -> 192.0.2.1 443 6 AS=4 I D=0 reset action



192.0.2.1 443 > 192.168.1.16 51251 6 AS-4 ID=0 New Appld session

192.0.2.1 443 > 192.168.1.16 51251 6 AS=4 ID=0 Host cache match found on first
packet, service:

HTTPS (1122), client: AOL(1419), payload: AOL (1419), reinspect: False
192.168.1.16 51251 > 192.0.2.1 443 6 AS=4 ID=0 app event with client changed,
service changed, payload changed, referred no change, miss no change, Mad no
change, fas host no change, bits 0x1D 192.168.1.16 51251 > 192.0.2.1 443 6 AS=4
ID=0 New firewall session

192.168.1.16 51251 > 192.0.2.1 443 6 AS=4 ID=0 Starting with minimum 2, 'New-
Rule-#1-MONITOR', and Saclone first with zones 1 —> 1, geo 0(xff0) —»> 0, yan 0,
sae, sgt; 0, sag sat, type: unknown, det sat: 0, det sat type: unknown, sve 1122,
payload 1419, client 1419, mise 0, user 9999997, no Mad or host, no xff
192.168.1.16 51251 > 192.0.2.1 443 6 AS=4 |D=0 match rule order 2, 'New-Rule-#1-
MONITOR', action Audit

192.168.1.16 51251 > 192.0.2.1 443 6 AS=4 ID=0 match rule order 3, 'New-Rule-#2-
BLOCK_
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192.168.1.16 51251 > 192.0.2.1 443 6 AS-4 ID=0 MidRecovery, data sent for rule id:
268437504, rule_action:5, rev id:3558448739, Eule_match flag:0x1

192.168.1.16 51251 > 192.0.2.1 443 6 AS-4 ID-0 Generating an SOF event with
zuleid - 268437504
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<#root>

Dec 18 14:17:49 intel-x86-64 SF-IMS[15741]:

Error - appid: can not set env of Lua detector /ngfw var/sf/appid/custom | ua/6698fbd6-7ede-1led-972c-
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