FMCTOFTDOA T4y REXDBEREL

2

BUdic
sh14m
Bt

EATBIVR=—ZV b

L &I

CORFIXRNTRE, A=A AOBERUNIXNTOEY RTEHELWVWBETE, 1~
ZAEYRNDAVR=—TIARABEFARBZDIEAICOVWTHAL KT,

CIE =353
B4

ROERICETDHBAN BB ENHRENET,

c BXIATTTFAT O F—I)LEBBEXEKFTD)

s EXATTFATIOA—I)IEEBEX—(FMC)

» Secure Firewall Extensible Operating System(FXOS)
+ REST-API

EATZIR—FT K
CORFIXDNOERE, KOYTRITITEN—RIITON-TIVIETVTUET,

« Secure Firewall Threat Defense/N\—>32/7.2.5.1
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» Secure Firewall Extensible Operating System 2.12(1.48)
» Secure Firewall Chassis Manager(FCM)
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Cisco Firewall Management Center Open API Specification ® <2

Specifies the REST URLs and methods supported in the Cisco Firewall Management Center APL. Refer to the version specific REST AP Quick Start Guide for additional information.
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Troubleshoot >
Network Map ?
Devices >

FMC REST-APIZZ A7’ O0—5

AT Y7 2:DeviceslcBEBL, X_1—&REBHEALET,

Domains

[ slobal v
Troubleshoot >
Network Map >

Devices ~

m Japi/fme_config/vl/domain/{domainUUID}/devices/devicerecords/{objectId}
fapi/fmc_config/vl/domain/{domainUUID}/devices/devicerecords/{objectId}

m fapi/fme_config/vl/domain/{domainUUID}/devices/devicerecords/ {objectId}

500 rapisfnc_config/vifdomain/ {domainUUID} /devices/devicerecords

/api/fnc_config/vl/domain/{domainUUID} /devices/devicerecords

m Jfapiffmc_config/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID}/fpphysicalinterfaces/{objectId}

. fapi/fme_config/vl/domain/{domainlUID}/devices/devicerecords/{containerUUID}/ fpphysicalinterfaces/{objectId}

m fapi/fmec_config/vl/domain/{domainUUID} /devices/devicerecords/{containerUUID}/fplogicalinterfaces/{objectId}

] fapi/fme_config/vl/domain/{domainUUID} /devices/devicerecords/{containerUUID}/fplogicalinterfaces/{objectId}
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/api/fmc_config/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID}/inTinesets



m Japi/fmc_config/vl/domain/{domainUUID}/devices /devicerecords/{containerUUID}/inlinesets/ {objectId}
m fapiffmc_configs/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID}/inlinesets/{objectId}

IEEE5 /epi/tne_config/vi/donain/{domainlUIn}/devices/devicerecards/ {containerUUID} /inlinesets/ {objectId} |

m fapi/fmec_config/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID}/inlinesets

S /api/fnc_config/vi/domain/ {domainUUID}/devices/devicerecords/{containerUUID}/inlinesets

m fapiffme_config/vl/domain/{domainUUID}/devices/devicerecords,/{containerUUID}/virtualswitches/{objectId}
m Japi/fmc_config/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID}/virtualswitches/{objectId}

. m fapi/ffmc_config/vl/domain/{domainUUID}/devices/devicerecords/{containerID} /virtualswitches/{objectId}
m fapi/ffmc_config/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID} /virtualswitches

50 /apisfc_config/vi/domain/{donainUUID}/devices/devicerecords/{ containerUUID}/virtualswitches

m Japi/ffme_config/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID}/fpinterfacestatistics
m Sapi/fmc_config/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID}/physicalinterfaces/{objectId}

m fapi/fmc_config/vl/domain/{domainUVID}/devices/devicerecords/{containerUUID}/physicalinterfaces/{objectId}
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m Japi/fmc_config/vi/domain/{domainUUID}/devices/devicerecords/{containerUUID}/inlinesets/ {objectId}
m fapiffme_config/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID}/inlinesets/{objectId} |

IEEEE5 /epi/4ne_config/vi/donain/{domainlUIn}/devices/devicerecards/ {containerUUIn} /inlinesets/ {objectId} |

m fapi/fmec_config/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID}/inlinesets

Retrieves, deletes, creates, or modifies the inline set associated with the specified NGIPS device ID and inline set ID. if no inline set 1D is spacified, retrieves list of all inline sets associated with the specified
NGIPS device ID.

Parameters.
Name Dwscription
containerUuUID * ™ - ) B . ) )
siring The container id under which this specific resource is contained.
{peth)
bf03d7e0-bdef-11ee-ba2a-b0ba30d03c81
domainUuID * e .
i Domain UUID
(peth)
e27babec-00f2-1163-8169-6d9ed49b625f
offset
intagar{$inta2) Index of first item to return.
(query)

454>ty RGET Try it OutR & >

AT Y7 5: containerUUID7 4 —JL RZFTD UUID(C huld, FTDON > RZ A > Tshow versiond T >
RERITITBDERTENET)CEEHRR, ExecuteZ 2 JY I LET,



Parameters

Hame

containerUuUID * ¢

string

{path)}

domainUuID *

string

{path)

offset

integer{fintdd)

linnit

integer($intd2)

Description

The container id under which this specific rescurce is contained.

bil3d7e0-bdaf-11ee-ba2a-b0ba30d93c81

Domain UUID

e27Babec-e0f2-11e3-8169-6d9ed49b625f

Index of first item to returmn.

offset - Index of first item to

Mumber of items to return.

If set to trua, the GET response displays a list of objects with additional attributes.
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ll_idll

"005056B3-BB52-0ed3-0000-021474837838",
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Server response
Code Details
200
Responsa body

BB.243.58143918,

content-emcoding: grip
contentssecurity-polisy: base-uri ‘salf’
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/api/fmc_config/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID}/inlinesets/{objectId}

“ fapiffme_config/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID}/fplogicalinterfaces/{objectId}

. m fapi/fme_config/vi/domain/{domainUUID}/devices/devicerecords/{containerWID}/fplogicalinterfaces/{objectid} l

m fapi/ffmec_config/vl/domain/{domainUUID}/devices/devicerecords,/{containerUUID}/fplogicalinterfaces

fapiffmc_config/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID}/fplogicalinterfaces

m fapiffmec_config/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID}/inlinesets/{objectId}

m Sapiffmc_config/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID}/inlinesets/{objectId}

: m fapi/fme_config/vl/domain/{domainUUID}/devices/devicerecords/{containerlUID}/inlinesets/{objectId}
m fapi/ffme_config/vl/domain/{domainUUID}/devices /devicerecords/{containerUUID}/inlinesets
fapi/ffmc_config/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID}/inlinesets

m fapiffme_config/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID}/virtualswitches/{objectId}

m fapi/fme_config/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID}/virtualswitches/{objectId}

m fapi/fme_config/vl/domain/{domainUUID}/devices/devicerecords/{containerWID}/virtualswitches/{objectId}

m fapi/ffme_config/vl/desain/{domainUUID}/devices/devicerecords,/{containerUUID}/virtualswitches

m fand ffme confiofn fdnmad nffdamainlITD fdavi fae fdevi raracarde (S eantai narl NITNA v rtial ewd tehae

A>Z4>tY NGETA 72 T UMD

ATY 7 8: TryitOutRR>EIIVYILET,
m fapi/fme_config/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID}/fplogicalinterfaces
fapiffmc_config/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID} /fplogicalinterfaces
m Japi/fmc_config/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID}/inlinesets/{objectId}

Retrieves, deletes, creates, or the inline set with the specified NGIPS device ID and inline set ID. If no inline set 1D is specified, retrieves list of all inline sets associated with the specified
NGIPS device ID.

parsmrs

Hame Description

Ohiecﬂd * required i . ) o

string Unigue identifier of an inline set.
(path)

containerUUID * auiced

string
(peth)

Tha eontainer id under which this specific resource is contained.

domainUUID * ravioed
e Domain UUID

(path)
e276abec-e0f2-1163-8169-6d9ed4abE251
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NGIPS device ID.

Parameters | cancel J
Hame Description
objectld * auied

string Unigue identifier of an inline set,

00505683-BB52-00d3-0000-02147 4837838

containerUuUID *
i The container id under which this specific resource is contained.
(path

bf03d7el-bdef-11ee-be2a-b0be30d93ci1

domainUUID *
string Domain UUID

path)

a276abec-a0f2-11e3-8160-6d9ed49hE25f

Responzes

Code Description Links

200 Nao links
s

42542ty RGETA T T NIDDEST

ATY 710 : REST-APIV T ODIEEARAN ZHIALE£T,

-H ‘sccept: spplica

-H *X-auth-acsess-ts Baua-2f01-4F91-Scdi-d4F 14116748

Raguast URL
abec-e@f2- 118 - i ords bdef-Llee-bela-bobe30ds3cal /Snlinssets,
Server
Code Dwtails
200

-8009-9214T4837838",

58143818 api,fuc 1/dosadn/e276abec-e012-11e Fudd wices/devicerecords b183d7ed-bdef-11ee-bela- bobe30dI3cBL, . ts 6B3-BE52-Bed3-200-0214

¢ Bage-urd "self"
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Devices > Device Management > Edit thedesired FTD > Inline Sets.
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