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FMCAPIZTOAZ7A—JICT7 VAT SICIE,. ROURLICBELET,
https://<FMC_mgmt_IP>/api/api-explorer
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Sign in to access this site

Authorization required by hitps://10.88.243.36:43162
Your connection to this site is not secure

Usermame

Password

Sign in

OJ4>9%&, APIZIUAN, APIZERALTEITTESZ I-IILICHBT2ATIAVICoB T
TWBENRETEET,
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Cisco Firewall Management Center Open API Specification ©2 %

Specifies the REST URLs and methods supported in the Cisco Firewall Management Center API. Refer to the version specific REST AF| Quick Start Guide for additional information.

Cisco Technical Assistance Center C) - Website

s :
Troubleshoot ?
Backup >
Network Map >
Devices >
Policy Assignments b
Device HA Pairs >
Health b

ATFAVEOVYOITRERBAENA, TOATAU TCHERAAERESEITERID-INFIRTIENE
T, chsOd—=)iEk, ThEFNORESTXY Y RBEBKLVZFOI]—)LDUniversal Resource
Identifier(URI & £ & IZRTRENET,

Integration >
Device Groups >
Status >
Device Clusters )
System Information >
Object >
Policy R

fapi/fmec_config/vl/domain/{domainUUID}/policy/accesspolicies/{objectId}

fapi/fmc_config/vl/domain/{domainUVID}/policy/accesspolicies/{objectId}

: IEEEEE) /2pi/fnc_config/vi/domain/ {domainUUID}/policy/accesspolicies/{objectId)
m Japi/fmec_config/vl/demain/{domainUUID}/pelicy/accesspolicies
fapi/ffmc_config/vl/domain/{domainUUID}/policy/accesspolicies

m Japi/fmc_config/vl/domain/{domainUUID}/policy/accesspolicies/{containerWID}/accessrules/{objectId}

ROBITE, FMCTREENTWVWAT I EARIS —ZRRITBDLIICERLET, XI5
E& V)Y OULTRBEL, TryitoWRR>Z0)Y JLET,

EEROE, BAPIHFUOHL THAARAENIXA—2ZH#ALTITIVZNFX—2{LTESD
ETTo FWTFTAZVATVDOFVWTVBALGFHFBEATY, HOARZORRICTHDENTE
£



Japi/fmc_config/vl/domain/{domainUUID}/policy/accesspolicies

Retriavas, deletes, creates, or modifies the access control pO“ﬁr associated with the specilled ID. Also, retrieves list of all access control pnlieles.

Try it out

Parameters
Name Description
name
string If parameter is specified, only the policy matching with the specified name will be displayed. Cannot be used if object ID is specified in path.
(query)
name - If parameter is specified, only the poli
filter _ . _
string alue is of format (including quotes). "locked:{true|false}"
e locked query parameter when set to true’ returns list of Access Policies which are locked and when set to 'false’ returns policies which are unlocked.
filter - Value is of format (including quotes): <
offset
integer($int3z) Index of first item to return.
{query)
offset - Index of first item to retumn,
limit
integer($int3z) Number of items to retum.
{query)
limit - Number of items to retum.
expanded
boclean If set to true, the GET response displays a list of objects with additional attributes.

&z, domainUUIDIE TN TOAPIO—)LICABETTHN ., APIZTVA7O—STREBHMNICA

HENET,

RDATYTIE, ExecuteZ2 V)Y O LTCNDIA—IN%ERETH_ETT,

name
sering
(query)

filter
string
tquery)

offset
integer($int32)
{query)

limit
integer($intd2)
(query)

expanded
baaslean
(query)

If parameter is specified, only the policy matching with the specified name will be displayed. Cannot be used if object ID is specifiad in path.

name - If paramater is specified, only the poli

Value is of format (including quotes): “locked:{true|false}”
locked query parameter when set to true’ retumns list of Access Policies which are locked and when set to 'false’ returns policies which are unlocked.

filter - Value is of format (including quotes): <

Index of first item to returm.

offset - Index of first item to return,

Number of items to return.

limit - Mumber of items to return.

If set to true, the GET response displays a list of objects with additional aftributes.

= -

domainUUID *
string
{path)

Domain UUID

e276abec-e012-11e3-8169-6d9ed49b6251

[Execute]2 7)Y U3 3HIIC, A—ILICHTDISEF 2#BL., BERAELWVWAESAHICIEUT
AREEISEZHBTEXRT,



Code Description Links
200 No links
OK
Media type Examples
application/json ~ ] | Example 1 : GET ffime_config/ivi/domain/DomainUUID/policy/accesspolicies | Test GET ALL Success of Acc v

Controts Accept header

Example Value | Schema

v1_updated”,

olicy to test FMC implementation®,

default_action",
ssPolicyDefaultAction™

to test FMC implementation™,
“defaultAction®: {
"id": "id_of_default_action”,
"typa": "AccessPolicyDefaultAction®

APIOd—)AFRITENhD &, BRERAO—REEEIR/REFI-—RIPBENET, COHITE,
OKERIZXHT2200TF, Fh, cURLERFELEI-INOURLEEIBL XY, OB,
ABDOZATUNITIRNDITZERALTCOO-ILZRETIEEICRUEET,

WMEBLEEEE. FMCTREENTVWBHACPE, TNDobjectiDEELEICRLET, CDBE, X
ODEOFVRY JRAICRDIBERNIRTENET,

Responses

18.88,243.36:43162/api/fmc_config/vl/domain/el76abec - c@f1-11e3-5163 -6dIeddIb615f /policyfaccesspolicies’ \
-H ‘accept: application/jsen’ %
-H 'X-auth-access-token: dl534a58-3F36-4519-875b-50c70b454552"

Request URL

https://18.88.243.36:43162/api/ fmc_config/vl/domain/e276abec -0@f2-11e3-5169-6d9edd9b62 5 /policy/accesspolicies

Server response

Code Details

200

Response body

i
“links®: {
=self": “https://10.88.243.36:43162 api/Fmc_config/vl/donain e276abec - e@f2-11e3-8169-6d9ed49b625F, policy/accesspolicies Poffrat=00linit=25"
}

“items™: [
{
"typa": “AccassPaliey”,
“links®: {
"self”: "https://108.88.243,36:43162/api /fuc_config/vl/domain/e276abec-cB8F2-11c3-8189-6d9ed49bE25F /palicy /faccesspolicies /0585683 -186A - Bed3 - D000 - 004294067299
!

.
“name®: “ACP_cchanes®,
=id®; *BOSOSEEI-1B6A-Oedl-8000-064294

Z MobjectiDIE, ZDACPADNSBAVERI—ITANTRIETT., XL, CODACPRT



=L EEBLET,

FA2{(THEENLEZECURIE, COFTEUICHAELZETY, domainUUIDIEBEIRIC
ANENDHE—DETHDCEITFELTLSEETLY,

fapiffmc_config/vl/domain/{domainUUID}/policy/accesspolicies/{containerUUID}/accessrules/{objectid}
fapiffmc_config/vl/domain/{domainUUID}/policy/accesspolicies/{containerUUID}/accessrules/{objectId}
| m fapiffmc_config/vl/domain/{domainUUID}/policy/accesspolicies/{containerUUID}/accessrules/{objectId}
fapiffmc_config/vl/domain/{domainUUID}/policy/accesspolicies/{containerUUID}/accessrules
fapiffmec_config/vlfdomain/{domainUUID}/policy/accesspolicies/{containerUUID}/accessrules
fapiffmec_config/vi/doma inpol icy/accesspolicie sa:: essrules
| m fapiffme_config/vl/domain/{domainUUID}/policy/accesspolicies/{containerUUID}/accessrules
fapiffmc_config/vl/domain/{domainUUID}/policy/accesspolicies/{containerUVID}/defaultactions/{objectId}
fapiffme_config/vl/domain/{domainUUID}/policy/accesspolicies/{containerUUID}/defaultactions/{objectId}
fapiffmec_config/vl/domain/{domainUUID}/policy/accesspolicies/{containerUUID}/loggingsettings/{objectId}
fapiffmc_config/vl/domain/{domainUUID}/policy/accesspolicies/{containerUVID}/loggingsettings/{objectId}
fapiffmc_config/vl/domain/{domainUUID}/policy/accesspolicies/{containerUUID}/operational/hitcounts

fapiffmc_config/vl/domain/{domainUUID}/policy/accesspolicies/{containerUUID} /operational/hitcounts

|m Fand Ifme ranfdaihml fdamain/ fdamasdnllITAL/anld rufarracennldriae M rantad nanllliITAL fanaratdanal Thi +rannte

CNSOOA—I)ICHERER. O—-I)ILOBHATEEENET. ACPOIL—ILZERTSICE.
OEICTRT &S (Cpolicy DA BETT,

m fapi/fme_config/vl/domain/{domainUUID}/policy/accesspolicies/{containerUUID}/accessrules

e5, dalates, creates, or modifies the access control rule associated with the specifiedpolicy IDfand rule ID. If ne ID is specified, retrieves list of all access rules associated with the
dpolicy ID.JCheck the response section for applicable examples (if any).

< MpolicylDiE, containerUUIDE L TIEEENET7 1 —I)LRICAADLET, POSTXY Y RDE
S5120MBET 1 —IILREF. RAO—RFLEREREXTT, LELCWHUT, CCTRULESZE
AULTEETEET,



containerUuip * ™
The container id under which this specific resource is contained.

string
(path)
005056B3-1B6A-0ed3-0000-004294967299
domainUUID * "ame
string Domain UUID
(path)
e276abec-e(f2-11e3-8169-6d9ed49b625f
Request body " application/json w

The input access control rule model.

Examples:
[ Example 1: POST ifme_configivl/domain/DomainUUIDIpolicylaccesspolicies/containerUUID/accessrules | Test POST of Access rule ) ~ ]
Y
"action": "ALLOW",
"enabled": true,

“mame”: "Rulel",
“sendEventsToFMC": false,
“legFiles”: false,
“logBegin”: false,
“logEnd": false,
“wariableses”: {
“mame”: “Default Set",
"id": "WariableSetUUID",
"type": "VariableSet"
.
"wlanTags": {
“ebjects”: [
{

“type™: "VlanTag", v

ZEENEZRAO—ROHI

{ "action": "ALLOW", "enabled": true, "type": "AccessRule’, "name": "Testing API rule", "sendEventsToFMC": false, "logFiles': false,
"logBegin": false, "logEnd": false, "sourceZones': { "objects": [ { "name": "Inside_Zone", "id": "8c1c58ec-8d40-11ed-b39b-f2bc2b448f0d",
"type": "SecurityZone" } ] }, "destinationZones": { "objects": [ { "name": "Outside_Zone", "id": "c5e0a920-8d40-11ed-994a-900c72fc7112",

"type": "SecurityZone" } ] }, "newComments": [ "comment1", "comment2" ] }



EERATREY - ETOIDE, ROVIVEZFERALTEETERY,

Japi/fmc_config/vl/domain/{domainUUID}/object/securityzones

BOI-IERTIRDE, ERABEBLTIVY—ADERICOBA 2L EETRT201BEI— RARTENET,



Server response

Code Datails

201
Response body

"accessPolicy™: {

“mame”: "ACP_cchanes®,
=id 5O5683 - 1B6A-Bedl-0000-004294967299"
“ty “hccessPolicy”

}

1
"links":
"salf": "hteps://10.88.243.36:43162 /apd/ fme_config/vl/domsin/e276abac-s0f2-11a3-8169-649ad496625¢ /palicy /accasspalicias /00505603 -106A - 0ed3- 0000 -004294967299 /accassrules /0050

5683-1B6A- 8ed3-0000-000268435456"
'8
"enabled®: true,
"action®: "ALLOW®,
¢ “Testing APT rule”,

"sourceZones™: {
"objects": [

REIC, ACPYEEENLEFIDTChSOEREZEMICTSICEK., ERETSHEN VIR,

ZTDEHICE, BATRIERBITETVWIEREN D T/NAADVARNERBIZBEN HYET,

GET fapi/fmc_config/vl/domain/{domainUUID}/deployment /deployabledevices

Retrieves list of all devices with configuration changes, ready to be deployed.

COPITRE, NATRAZEVTAICREENETNAAORTHERENATVET, COHADIDZRBIZIBENHET,
AR RTOAVTFNAADZE, TOTNAADIDERBIZIBEN BV ET,

Respnnses

fwl/domain/el7Gabac-e0fl-1103-8165-6490d4906251 /deploymant /doployabledevicas” \

= \
=H 'X-suth-sccess-token: 41fledas-c6B1-42064-Bede-6f734785dba0"

Request URL

https://18.88,243. 36: 43162 /api fmc_config,/ vl /domain /e276abec -8 2-11c3 - B169-6d9edd0bE25 /deployment /deplayabledevices

Server response

Code Details

2 Response body

“Links": {
“self": “https:/f10.88.243,36:43162/api/fnc_config/vl/domain/e276abec- eBf2-11e3-B169-6d9edd49b6257/deployment /deplayabledevices?of faet=081imit=25"

"version™: "1689794173667",
"name”: “HA_F o
"type": "DeployableDevice”

HADFNA AIDZERB TR EHICHEZRITVRROEH Y TT,



m Jfapi/fmc_config/vl/domain/{domainUUID}/devicehapairs/ftddevicehapairs

Retrieves or modifies the Firewall Threat Defense HA record associated with the specified ID. Creates or breaks or deletes a Firewall Threat Defense HA pair. If no ID is specified for a GET,
refrieves list of all Firewall Threat Defense HA pairs.

FNAADEBAN—D VB SEEAL T, ROO—ILBIORAO—REZEL, COEAZRTIZDLHOI-IIERFETE
£

[/api/fmc_config/vl/domain/{domainUUID}/deployment/deploymentrequests

Creates a request for deploying configuration changes to devices. Check the response section for applicable examples (if any).

COO-IANRITENDE, INTHELIFNE, I R202TIEENRBRENET,

FOMAPIZTYA7O—-ZTOFET —> 32 O#R

FDMAPIZZA7AO—ZICT79EATSICE. RORICRTRSIC, FDMGUIORZ ZFERAL TEZEAPIZTVRA7O—JICBE
LET:

hitps://10.88.243.36:44178/#/device A e P@NET 5= Ty
ill Device Manager o o e @ @ s iy
Monitoring Policies Objects Device: firepower Administrator clEce
-{:‘- AP| Explorer
Model Software VDB Intrusion Rule Update Cloud Services i
Cisco Firepower Threat Defense for VMwa...  7.3.0-69  358.0  20221108-1055 €9 Not Registered | Ret CONFIGURE
|
o b Internet

Cisco Firepower Threat Defense for VMware Li ] ! DNS Server
T3 Inside Network o0 O ISP/WAN/Gateway (O NTP Server

0/0

APITYVA7O0-2T, 9IV—NFATIVICHEEhTVWRZENDAYET,



& Mosegquro | htpsy/10.88.243 36:44178/#/api-axplorer A ey oy me [ D @
Firewall Device Manager -t o = @ @ o i ¥ s’ SECURE
FTISLEERIED S Manitoring Policias Objects Device: firapower Administrator ehige = =

Threat Defense Secure Firewall Threat Defense REST API
REST API

The following is a list of resources you can use for programmatic access to the device using the Secure Firewall Threat Defense REST APl The resources ang

AP| Explorer organized into groups of related resources. Click a group name to see the available methods and resources. Click a method/resource within a group to see detailed
information. Within a method/fresource, click the Model link under Response Class to see documentation for the resource.

Errc

You can test the various methods and resources through this page. When you fill in parameters and click the Try it Out! button, you interact directly with the system.
GET calls retrieve real information. POST calls create real objects. PUT calls medify existing objects. DELETE calls remove real objects. However, most changes do
not become active until you deploy them using the POST /operational/deploy rescurce in the Deployment group. Although some changes, such as to the
management IP address and other system-level changes, do not require deployment, it is safer to do a deployment after you make any configuration changes.

The REST APl uses OAuth 2.0 to validate access. Use the resources under the Token group to get a password-granted or custom access token, to refresh a token,
or o revoke a token. You must include a valid access token in the Authorization: Bearer header on any HTTPS request from your AP client.

Before using the REST AP, you need to finish the device initial setup. You can complete the device initial setup either through Ul or through InitialProvision AP,
You can also refer to this page for a list of APl custom error codes. (Additional errors might exist.)

NOTE: The purpose of the AP| Explorer is to help you learn the API. Testing calls through the AP| Explorer requires the creation of access locks that might interfere
with regular operation. We recommend that you use the APl Explorer on a non-production device.

Cisco makes no guarantes that the AP version included on this Firepower Threat Davice (the “API™) will ba compatible with future releases. Cisco, at any time in its
sole discretion, may modify, enhance or otherwise improve the APl based on user feedback.

AAASetting
ASPathList

AccessPalicy

ATIdVZERRATZICE, TOATIVZEIVYVIBBENHVET, RIC, WTFhHAOBREZIVYILTERRTERY., &
BREOHFTHEAMIZR2AZ0RE. COTI—LICHTRIOKLEDNHTY,

AccessPolicy Show/Hide List Operations Expand Operations

E [policy/accesspolicies/{parentld}/accessrules
m [policy/accesspolicies/{parentld}/accessrules
/policy/accesspolicies/{parentld}/accessrules/{objld}
E [policy/accesspolicies/{parentid}/accessrules/{objld}
m /policy/accesspolicies/{parentld}/accessrules/{objld}

E /palicy/accesspolicies

Response Class (Status 200)

Model Example Value
-
{
“items”: [ l
{

"version”: “string",
“name”: "string”,
“defaultAction™: {
“action™: "PERMIT",
“eventlLoghction™: “LOG_FLOW_START™,
“intrusionPolicy™: {
"id": “"string”,

Ma e Meneionm “

RIZ, J-ILOBEBEEFHRIDEHICEATEDINIXA—RINRTRENET, COXSBI-IINEREFETIICEH. BREELTN—
DENLT A= REGHABATHDZEITFRLTSEE W,



Response Content Type | application/jsonv

Parameters

Parameter Value

offset

limit

sort

filter

Description

An integer representing the
index of the first requested
object. Index starts from 0. If
not specified, the returned
objects will start from index 0

An integer representing the
maximum amount of objects to
return. If not specified, the
maximum amount is 10

The field used to sort the
requested object list

The criteria used to filter the
models you are requesting. It
should have the following
format: {keyHoperatorHvalue}[;
{keyHoperatorf{value}].
Supported operators are: " 1"
(not equals), ":" (equals), " ~"
(similar). Supported keys are:
"name", " fts". The " fts" filter
cannot be used with other
filters.

BEIC, COO-INEBRITENTEZREI-—REERELET,

Response Messages

HTTP Status Code Reason

401

403

Response Model

Model Example Value

"status_code”: o,
"message”: "string”,

“internal_error_ccde": 8

Maodel Example Value

“status_code": @,
"message”: "string”,

"internal_error_code": @

}

Parameter Type Data Type

Query

query

query

query

integer

integer

string

string

Headers

COBREZREIDICE, "RETS, Z2VVYIIIVENGYET. CORZVEIEI-INDO-—BFBTICHZ O, CORE
ZROHBDIIE. COREVARDIDADETTICARAYVO-ILNTDIHBENHYET,



AR ML el W WM s W

520
Model Example Value

"status_code”: @,
"message”: "string”,
“internal_error_code": @

¥

IIIHHH'HIHHHIIII

Try ltOURR > Z VY 0FBE, ThULEDT7 A —)LRZZXBEELBEVI-LOBER, LEBICETEH, BEFBEhET

o

Hide Response
TRY IT OUT!

Curl
curl -X GET --header 'Accept: application/json’' 'https://10.88.243.36:44178/api/fdm/v6/policy/accesspolicies’

Request URL

https://10.88.243.36:44178/api/fdm/v6/policy/accesspolicies

Response Body
1
"items": [
{
"version": "kadesjodd4iebr",

"name”: "NGFW-Access-Policy",
"defaultAction": {
"action": "DENY",
"eventLogAction": "LOG_NONE",
"intrusionPolicy": null,
"syslogServer": null,
"hitCount™: {
"hitCount™: 8,
"firstHitTimeStamp": ™",
"lastHitTimeStamp": "",
"lastFetchTimeStamp": ™",

N7 Rl S



BFBI—)E, HTTPREI— REBBFENZERLET, chiCkY, IT—DOBMERETEET,

RIS, BY 23V FBRINICBZERETEZI-RNBIZ—HHBUET, Chid, F—TVHFHRUINTHILOICEDITHS
CEZRLET,

Responses

43162 apiffmec_con fdonain/el7Gabec -e@f2-11e3-8169-6d9eddob625F /policy /accesspolicies” |\
gen'
1594550-3798-4519-875b- 50706454552 '

Réguest URL

https://18.88.243.36: 43162 /api/fmc_config/vl /domainfe2TEabec-cBf2-11e3 -B169-6d9ed49b625F /policy/accesspolicies

Server response

Code Details
01
Error: 401
Response body

{
error": {
“eategory”: “FRAMEWORK™,
“messages”: [
{
"description™: “Access token invalid."

}

1

“severity”: “ERROR"

RIZ, A=IHF BT ENTEBHTTPREI—ROBIZRLET,

o 22X =X M. 200 (GETE KT'PUT ), 201(POST), 202, 204(DELETE) EDAT—XAA—RAFHYWET
o APIj_)vaﬁmbrC:tE/%bﬁj—o

o 3XIU—=X:UBALI b 94T MNABIMCHTTPZERL, HTTPSICUR ALV hEh L EEICERATESR
ED)

s MxXTV)=X:VFATU RS Y= NICEBENLEAPD-LOIZA T MMIOESE, 2006l LT, Ev2aYr
BTN TVWEWCEZTRT401AT—RAO—RE, TORANBELEEATWE I EZRT403T0—RABVET,

o BXYU=X:H=/N, FNAA, FEBRY—ERBOEE. ChiEk, F/NAAAPIY—EANEHCE>TVS A,
IPRY RD—OBATT IV EATERVIE N RATHA RSN B ET
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