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@ Security Policies

ACTION  ZOMES RETWORKS ToNES APPLICATIONS s

Darlault Action Access Control () Block & [~
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dacumentation for the: resource.

FTD REST API

ou £an test the various methods and resources thiough thiz page. \When you fill in parameters and click the Try It Out! button, you interact directly with the system. GET calls retrieve real inforrmation.
AP1 Explorer POST calls create real objects. PUT calls modify existing objects. DELETE calls remave real objacts. However, most changes do not become active until you deploy them using the POST

loperational /deploy resource in the Deployment group, Although seme changes, such as to the management IP address and other system-level changes, do not require deployment, it is safer to do a
Eror Catalog deployment after you make any configuration changes.

The REST APl uses OAuth 2.0 to validate access. Use the rescurces under the Token group to get a password-granted or custom access token, to refresh a token, or 1o revoke a token. You must include a
walid dccess token in the Authorzation: Bearer hitader on any HTTPS request from your AP1 chent,

Befora using the REST API, you need 1o finksh the device initial setup. You can compliate the device initial setup either throwgh Ul or through IntisiProvision AP
Wou can also réfer 1o this page for a Bst of AP custem error codes. (Additional enmors right exist.)

HNOTE: The purpose of the APl Explorer is to help you learn the APL. Testing calls through the AP Explorer requires the creation of access locks that might interfere with regular operation. We recommend
that you use the API Explorer on a non-production device.

Cisco makes no guarantos that the AP| version includad on this Firepower Thieat Device (the “API™) will be compatible with future releases. Cisco, at any time in its sole discretion, may modify, enhance of
atherwise improve tha APl basad on user feedback,

AAASetting

ASPathList

I AccessPolicy

ActiveDirectoryRealm
ActiveUserSessions
AnyConnectClientProfile

AnyConnectPackageFile
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AccessPolicy Show/Hide ~List Operations  Expand Operations
ﬂ /policy/accesspolicies/{parentld}/accessrules

/policy/accesspolicies/{parentld}/accessrules

Ll /policy/accesspolicies/{parentld}faccessrules/{objld}

ﬂ [fpolicy/accesspolicies/{parentld)faccessrules/{objld}

m fpolicy/accesspolicies/{parentld)/accessrules/{objld}

@ /policy/accesspelicies I

[0 reolicy/accesspoliciesf{obild}
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"messepeTi string,
“dntereal_prrse_codet:

FTD REST API *

528

NN /nolicylaccesspolicies/{obild)
m Ipolicy/accesspolicies/{objid)
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AP Explorer

Error

curl -X GET --hesder "fccept: spplication/§3on” "hreps://10.88.243.61: 44370 /apk/ fda/ve/policy/sccesspolicies”
Request URL

hrtps:/18.88.243.61: 44370/ api  Fdm/vi/policy /accesspol icies
Response Body

“hitCount™: { -
“hitCeunt”: B,
“firstHitTimeStamp™: =7,
“lastHicTimeStamp™: °7,
"lastFetchTimeStamp™: "3923-87-18 23:12:162%,
“type”: Thitcount”
I8
“type": “accessdefaultaction™
I
“sslPolicy™: null,
“certWisibilityEnabled”:
“metworkanalysisPolicy”:
“advancedSettings™: {
“dnsReputationEnforcementEnabled™: true,
“type”: “advancedsettings"

g 5
securdtyIntelligence™: null,

“type": TaccesspolicyT,
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StandardAccessList
FTD REST API
Standard CommunityList
SyslogServer
Systeminformation
Telemetry

TestDirectory
TestldentityServicesEngineConnectivity
TestldentitySource

TifgRange |

TimeZoneObjects
TimeZoneSettings
TimeZones

Token
TrafficinterruptionReasons

TrafficUser

Trafficl lsarGroun
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TimeRange
u Jobject/timeranges

| m lobject/timeranges I

Implementation Notes
This AP call is not allowed on the standby wnit in an HA pair.

Response Class (Status 200)

Miode Example Value

“effectivelndDateTime™: “string”,
“recurrencelise™: [
q

days™: |
=mon™
Is

“reswrrenceType”: TOAILY_INTERVAL™,

“Pasgestartha

“rasgeitartTise™: “sering™,

Response Content Type | appheatonion v

Parameters
Pargmeter Value
bedy (required)

7. BEREEHPOSTI— ),

Description

GNCNONON : Il

Show/Hide = List Operations  Expand Operations

Parameter Type Data Type
body
Model Exampic Value:

T, qu)iig%)TimeRange7j'7':)I I RNEERT DsoNERXDFIZ VNS DABNALET,

AT T M;

<tfroot>

{

"name"':

range-obj -1

"recurrencelList": [
{
"days": [
"MON",
"TUE",
"WED",
"THU",
"FRI"
1,
"recurrenceType": "DAILY_INTERVAL",
"dailyStartTime": "

00: 00

"dailyEndTime": "

"type": "recurrence"

1,

"type": "timerangeobject"



FTTITUR2:

<{froot>

{

"name" :

range- obj - 2

"recurrencelList": [

{
ndaysn: [
n MON n

1,
"recurrenceType'": "DAILY_INTERVAL",

"dailyStartTime": "

"dailyEndTime": "

"type": "recurrence"

1,
"type": "timerangeobject",

}

) EAPIO—I)IZETIBICE, BFF TRy IToun L TLEE L,

ATV 7 8: A—)LZE1TL Teer, TimeRangeA 7 T U NIDZEWBLET,
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Response Body
“effeceliveEndDanel ime
“rocurrancelist™: [

Is

“dallyStartTime’
“dallyEndTime":
“type®: “recurrence”
H

Ja

“timeRangeObjeceld™: 3,

"id: "718eBb5c-2697-11ee- 0507 -FTedT 2030186,

“EypeTi “tiserangechiect”,

“links™: =

Response Code

]

Response Headers

{
Taccept-ranges”

“bytes”
‘cacha-control™:
Bttty bt g

mo-cache, mo-siore, max-age=g, must-revalidate,
Pt

S.REEEN SISEEMBLET,
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AP Explorer

The following is a list of resources you can use for programmatic access to the device using the Firepower Threat Defense REST APL The resources are organized into groups of related resourees, Click |

group name 1o see the available methods and resources. Click a methed/resource within a group to see detalled information. Within a method/resource, click the Model link under Response Class to see
Error documentation for the resounce.

You £an test the vanous methods and resources thiough this page. When you fill in parameters and click the Try It Out! button, you interact directly with the system. GET calls retrieve real information,
POST calls create real ohjects. PUT calls modily existing objects. DELETE calls remove real objects. However, most changes do not Become active until you deploy them using the POST
foperational/deploy resource in the Deployment group. Although some changes, such as to the management IP address and other system-level changes, do not require deployment, it is safer to do a
deployment after you make any configuration changes.
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Pending Changes

Q Last Deployment Completed Successfully
19 Jul 2023 06:32 PM. See Deployment History

Deployed Version (19 Jul 2023 06:32 PM) Pending Version

) timerangeobject Added: range-obj-1

recurrencelist. recurrenceType: DAILY INTERVAL
recurrencelist.dailyStartTime: 80:80

recurrencelist.dailyEndTime: 23:58
effectivestartDateTime: Started
effectiveEndDateTime: Never End
timeRangeObjectId: 3

name: range-obj-1

recurrencelist.recurrenceType: DAILY INTERVAL
recurrencelist.dailyStartTime: 12:80
recurrencelist.dailyEndTime: 13:88
effectiveStartDateTime: Started
effectiveEndDateTime: Mever End
timeRangeObjectId: 4

name: range-obj-2

MORE ACTIONS » DEPLOY NOW b
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Cisen makes no guarantee that the AP version intluded on this Finepower Threat Device (the “API”) will be compatibile with future releases. Cieco, at any e in its sole diseretion, may modify, enhanee or
FTD REST API ¢ othanwize impeove the API based on user feedback.

AP| Explorer

AAASetting
Ei

ASPathList

AccessPolicy Show/Hide List Operations  Expand Operations

L3 P

DELETE

Ipolicy/accesspolicies
Ipalicy/accesspolicies {objld)
Inclicyfaccesspolicies/{objld}

sooaneEek

ActiveDirectoryRealm

ActiveUserSessions

AnyConnectClientProfile
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<tfroot>

{
"name": "test_time_range_2",
"sourceZones": [
{
"name": "inside_zone",
"id": "90c377e0-b3e5-11e5-8db8-651556da7898",
"type": "securityzone"
}
]!
"destinationZones": [
{
"name": "outside_zone",
"id": "blaf33el-b3e5-11e5-8db8-afdcObe5453e",
"type": "securityzone"
}
]!
"ruleAction": "PERMIT",
"eventLogAction": "

LOG_FLOW END

"timeRangeObjects": [
{

Il_idll: mn
718e6b5c-2697-11ee- a5a7-57e37203b186

"type": "timerangeobject",
"name": "Time-test2"
}

] ’

"type": "accessrule"

}
~ 7 eventLogAction 7 O—DHRETARY N ERE T DLoc_Flow EndICE, cOIN RZFEA
TRIMRENFHYNET, TSTHRVEERIIS—HFRELET,
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Pending Changes

0 Last Deployment Completed Successfully
19 Jul 2023 07:05 PM. See Deployment History

Deployed Version (19 Jul 2023 07:05 PM) Pending Version

o Access Rule Added: rest_time_range

- logFiles: false
- eventLoghction: LOG_FLOW_END
= ruleld: 268435468

- name: test_time_range
timeRangedbjects:

-
sourceZones:

= inside_rone
destinationZones:

- outside_zone

a Access Policy Edited: NGFW-Access-Policy

K 12.FDM®D "REBFDOLEE D14 RIICHLWIL—IHARRENET,

ATYZT1B(AT>32 ) ACLZwmET2HEE. J—ILZEAL Trur, BEEEIDERE
TEEXT,

sl o 4 o = =n T admin
Cisco:; MIeEoWeNibeVice TanHge Manitoding Policies Objects Device: firepower @ @ @ @ e Administeator
50 feolicy/ licies/{parentid]/: les{abijld}
FTD REST API ¢
[ IR oo ccessrotcesarennaraccossntotoni

AP| Explorer

Implementation Notes
This AP| call is not allowed on the standby wnit in an HA pair.

Response Class (Status 200)

Model Exampie Value:

Response Content Type | applicationjsen v

Parameters
Vol Description Parameter Type  Data Type
pensntid (required) pett woind
¢ th -
3 (required) =

®13.7 U tARIZ—PUTO—)l,
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<ffroot>

{

"version": "flya3jw7wvqg7",
"name": "test_time_range",
"ruleld": 268435460,
"sourceZones": [



{
"version": "Typkhscmwq4bqg",

"name": "inside_zone",

"id": "90c377e0-b3e5-11e5-8db8-651556da7898",
"type": "securityzone"

}

1,

"destinationZones": [

{

"version": "pytctz6vvfb3i",

"name": "outside_zone",

"id": "blaf33el-b3e5-11le5-8db8-afdcObe5453e",
"type": "securityzone"

}

1,

"sourceNetworks": [],
"destinationNetworks": [],
"sourcePorts": [],
"destinationPorts": [],
"ruleAction": "PERMIT",
"eventLogAction": "LOG_FLOW_END",
"identitySources": [],

"users": [],
"embeddedAppFilter": null,
"urlFilter": null,
"intrusionPolicy": null,
"filePolicy": null,

"logFiles": false,
"syslogServer": null,
"destinationDynamicObjects": [],
"sourceDynamicObjects": [],
"timeRangeObjects": [

{

"version": "i3iohbd5iufol",
"name": "range-obj-1",
ll_idll: n

718e6b5c-2697-11ee- a5a7-57e37203b186

"type": "timerangeobject"

}

1,

"id": "0f2e8f56-269b-1lee-a5a7-6f90451d6efd",
"type": "accessrule"

}

ATYVT7T 14 BEEZEALTHRIELET,



Pending Changes

@ Last Deployment Completed Successfully
19 Jul 2023 07:19 PM. Sea Deployment Histony

Deployed Version (19 Jul 2023 07:19 PM) Pending Version © LecenD

@) Access Rule Edited: test_time_range

@) Access Rule Added: test_time_range_2
logFiles: false
eventLoghction: LOG_FLOW_END
ruleld: 268435461
name: test_time_range_2
timeRangedbjects:
- range-obj-1
SOUrCETOmES ;
= inside zone
destinationZones:
- outside_zone

Q Access Policy Edited: NGFW-Access-Policy

MORE ACTIONS v DEPLOY NOW

K 14.FDM®D TRBHDOLEE ) T4V RIIC, AT T OVRNOEENRRENET,

1.OY > RERITL Tshowtimerange, REEEA TSI IVNDAT—RAZRIILET,

<tfroot>
>

show ti me-range

time-range entry:
range-obj -1
(

active

)
periodic weekdays 0:00 to 23:50
time-range entry:

range-obj - 2
(

inactive

)
periodic Monday 12:00 to 13:00

2.1N > F’Eﬁﬁﬁ l/'(mowaocessrcontrol-config\ FTovAAY FD_)L)L_)LWEQEE*ﬁﬁEbfj'o



<ffroot>
>

show access-control -config

[ NGFW-Access-Policy ]

Description :

[ Default Action ]
Default Action : Block

Logging Configuration

DC : Enabled

Beginning : Disabled

End : Disabled

Rule Hits : 0

Variable Set : Object missing: 76fa83ea-c972-11e2-8be8-8e45bb1343c0

=== Security Intelligence - Network Whitelist ]====
=== Security Intelligence - Network Blacklist J]====
Logging Configuration : Disabled

DC : Disabled

=====[ Security Intelligence - URL Whitelist ]======
=====[ Security Intelligence - URL Blacklist ]======
Logging Configuration : Disabled

DC : Disabled

Action :

Al | ow

Source ISE Metadata :

Source Zones : inside_zone
Destination Zones : outside_zone
Users

URLs

Logging Configuration

DC : Enabled

Beginning : Disabled

End : Enabled

Files : Disabled

Safe Search : No

Rule Hits : O

Variable Set : Object missing: 76fa83ea-c972-11e2-8be8-8e45bb1343c0
Time Range :

range-obj -1

Daily Interval

StartTime : 00:00

EndTime : 23:50

Days : Monday,Tuesday,Wednesday,Thursday, Friday



3.5ystem Support Trace debugZERTL T, RS 714 Y INELWVWIL—=IIC—HBLTVWB L ZHRELE
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<#root>

> system support trace

Enable firewall-engine-debug too? [n]: y
Please specify an IP protocol: tcp
Please specify a client IP address:
Please specify a client port:

Please specify a server IP address:
Please specify a server port: 443

Monitoring packet tracer and firewall debug messages

10.10.
10.10.
10.10.
10.10.

mat ch

10.10.
10.10.

al | ow

10.10.
10.10.
10.10.
10.10.
10.10.

Fi rewa

10.10.
10.10.

pass

10.3 62360 -> Destination IP 443
10.3 62360 -> Destination IP 443
10.3 62360 -> Destination IP 443
10.3 62360 -> Destination IP 443

rule order 1, 'test_tinme_range'

10.3 62360 -> Destination IP 443 6

10.3 62360 -> Destination IP 443

action

10.3 62360 -> Destination IP 443
10.3 62360 -> Destination IP 443
10.3 62360 -> Destination IP 443
10.3 62360 -> Destination IP 443
10.3 62360 -> Destination IP 443

Il: allowrule, 'test_tine_range

10.3 62360 -> Destination IP 443

10.3 62360 -> Destination IP 443 6

(o2l I o) I o) l0)]

New firewall session
app event with app id no change, url no chang
Starting with minimum 1, 'test_time_range', a

MidRecovery data sent for rule 1id: 268435460,

Packet 1930048: TCP ** *S*, 07/20-18:05:06.
Session: new snort session

AppID: service: (0), client: (0), payload: (0
Firewall: starting rule matching, zone 2 -> 1

Policies: Network 0, Inspection 0, Detection
Verdict:
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