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vaf Davice Manager

TN A AN Smart LicensingiZ B E N TVWB & 2BFELET,

= o [— ] @ @ ® . agmin
Moniceing Policies Objects Durvice: firepower L] = Adminigragr
= Madal Saltware VDB Rula Update g Avdilatibny
') Gisco ASASS45-X Theest Datorse 6.5.0-115 o0 2019-08-12-001-vrt Mot Configured ki
[ & internot
E== =
Interfaces Routing Updates System Settings
Connocted 2 routes Geolocation, Rulo, VDB, Systom Upgrada, Management Access
Enabied 3 of 9 Security Inteligence Feeds Logaing Settings
HCP Sen
Vigw Al Interfaces Wigw Configuration » Vigw Configuration » De Sa
DNS Sarvar
Managomaont nerlace
. Hostrarme
Smart License Backup and Restore Troubleshoot =
Sl o e Cruated et Cloud Services
Reboot/Shutdown
View Gonfiguration Wiaw Gonfiguration » REQUIEST IFILE O BE CHEATED
Traffic Sottings
URL Filtering Prodomences
Site-to-Site VPN Remote Access VPN Advanced Configuration Device Administration
1 connection Configured Inchedes: FlexConfig, Smart GLI Audit Events, Deployment History,
2 conneeticns | § Group Policios Drowmnioad Configuration
View Configuration Viaw Configuration » View Configuration View Canfiguration

L ET,



l-lma:_mnnnq hi?\nﬂ O;ifcts M.:QW @ @ @ : m&uw =

Denvice Surmmany
Smart License

COMMECTED Lwt ayme: 11 0ct 2019 0533 AM o Go o Clowd Services 13 ¥
SUFFICIENT LICENSE Maxt ayne: 11 0oy 2019 0043 AM

Threat DISARLE Mahware m

& Erabiled
This Liconse allows you 0 parfoms imnslon detection snd provention and Nl control, You This Liconss allws yoi 50 pdrboms Clscn Advanced Mabwane Protscsion [AMP) with AMP fos
st have this Boonse to apply intrusion policies in accoss nios. You also must kave this Firnpower and AMP Threst Grid. ¥ou must have this Boonse to apply fle polickes that dotect
Bconse 1o spply Ml policles that control files based on file fype. 2 block mabsang in e cransmithed cvor you netwark.
Includos: T intusion Policy ncludos: Uy File Policy
URL License DEAME RA VPN License Type  PLUS ¥ CEEARLE
@ Erabied @ Erabled
This Beense sliows you to conteol welb sccess based on LURL categories and reputations, rathar Plonss select the Bconso fype that you purchased 1o enable remeto sccess VPN, Noto that
than by indhvidual URL alone. You mast have this kosnse to doploy accoss rules that flter web Firopower Device Manager doos nof support ary of the advanoed features covered by the
traffic based on catagony and reputation. Apax losnss.
Includos: UAL Ropusation Includos: RA-VPN

PERFETUMA LECENSES INCLUDED
Base License EMABLED ALWAYS
@ Eranied

Thils panpatssl Beenss b incloded with the purchase of ths sysem. You mist b this Boenss
o configure and uso the device. it covers all features not covensd by subscription kcenses.

Includos: Baso Firgwall Capabilities, Application Visibilny snd Canral

ATYT 3 h—=UYTIVAR-NEIHBENBNICE>TVI I ZHRELET,



aret]n,
CISCO

Firepower Device Manager -

i ) = ==

Monitoring Policies Objects Device: firepower
Device Summary
Smart License es: Enabled
° CONNECTED Last sync: 11 Oct 2019 09:33 AM o
SUFFICIENT LICENSE Next sync: 11 Oct 2019 09:43 AM

SUBSCRIPTION LICENSES INCLUDED

Threat DISABLE

Qia:

This License allows you to perform intrusion detection and prevention and file control. You
must have this license to apply intrusion policies in access rules. You also must have this
license to apply file policies that control files based on file type.

Includes: Q Intrusion Policy

N CORFIXUNTE. RAVPNA T TILBRESNTWAC EZRRELTVET,
FDMIC&K 2 CTEEENBDFTIDTRAVPNZSERETA HEQFHMAICOVTIE, XORFI X
ReSBLTLSEEZL,

AT Y 7 4 : Remote Access VPN > Group PoliciesD JEIZ#BE L £ 7,

alvafn .
Csco.  Firepowar O -

Interfaces

Enabled 3 of 9

Wiew Al Intorfaces

g e | i ORO®® : =
Pokcies Cojects Device: firepower (] L Agministrator

i Al
fon | & ineme
T3 e ek (i) (] () e (===
o]
\
Routing Updates System Settings
2 routes Geclocation, Rule, VDB, System Upgrade, o s
‘Security Inteligence Feeds [
3 View Configuration > View Canfiguration 3 ;
I
[l

Smart License

Backup and Restore Troubleshoot

Mo flis croabed yat

REQUEST FILE TO BE CREATED

Wiew Configuration ] Wiew Configuration
Traific Sottings
URIL Filtering Preferences
Site-to-Site VPN Remote Access VPN Advanced Configuration Device Administration
¥ conmection i Eludes: FleaConfig, Sman CUI Furdit Evanas, Deployment History,
2 connections | § Group Policies Downlaad Configuration
Wiew Gonfiguration » View Gonfiguration View Gonfiguration ¥ Wiew Gonfiguration



/content/en/us/td/docs/security/firepower/650/fdm/fptd-fdm-config-guide-650/fptd-fdm-ravpn.html
/content/en/us/td/docs/security/firepower/650/fdm/fptd-fdm-config-guide-650/fptd-fdm-ravpn.html
/content/en/us/td/docs/security/firepower/650/fdm/fptd-fdm-config-guide-650/fptd-fdm-ravpn.html
/content/en/us/td/docs/security/firepower/650/fdm/fptd-fdm-config-guide-650/fptd-fdm-ravpn.html
/content/en/us/td/docs/security/firepower/650/fdm/fptd-fdm-config-guide-650/fptd-fdm-ravpn.html
/content/en/us/td/docs/security/firepower/650/fdm/fptd-fdm-config-guide-650/fptd-fdm-ravpn.html
/content/en/us/td/docs/security/firepower/650/fdm/fptd-fdm-config-guide-650/fptd-fdm-ravpn.html

AT Y 7 5: Group PolicieslcBEILE T, ADIIN—TCEICBEDTIN—TRVS—%28ET
BICEE, T+ ZOVYOLET, ZOHITE,. JIL—7 7R > —Finance-Group-Policy, HR-
Group-Policy, # & T¥IT-Group-Policy', EB2HT7XY NITIVEATEDLSICEREENT
WET,

Add Group Policy

Name

Finance- Group-Policy

Description

Finance User Groug
Session Settings

Advanced
DMNS: Server
Address Assignment

Split Tunneling

AnyConnect

Banner Text for Authenticated Chents

Traffic Filters
Windows Browser Proxy

Default domain

AnyConnect client profiles

-

CANCEL

Finance-Group-Policy DERERF XD EH V) TT,

<#root>
firepower#
show run group-policy Finance-G oup-Policy

group-policy Finance-Group-Policy internal
group-policy Finance-Group-Policy attributes
banner value You can access Finance resource
dhcp-network-scope none
vpn-simultaneous-Togins 3

vpn-idle-timeout 30

vpn-idle-timeout alert-interval 1
vpn-session-timeout none
vpn-session-timeout alert-interval 1
vpn-filter none

vpn-tunnel-protocol ssl-client
split-tunnel-policy tunnelspecified
ipv6-split-tunnel-policy tunnelall

split-tunnel -network-1ist val ue Fi nance- G oup-Policy|splitAc

split-dns none
split-tunnel-all-dns disable
client-bypass-protocol disable
msie-proxy method no-modify
vlan none

address-pools none
ipv6-address-pools none



webvpn
<output omitted>

E#IZ. HR-Group-PolicyDEREEAXDESB V) T,

<#root>
firepower#
show run group-policy HR G oup-Policy

group-policy HR-Group-Policy internal
group-policy HR-Group-Policy attributes
banner value You can access Finance resource
dhcp-network-scope none
vpn-simultaneous-logins 3
vpn-idle-timeout 30

vpn-idle-timeout alert-interval 1
vpn-session-timeout none
vpn-session-timeout alert-interval 1
vpn-filter none

vpn-tunnel-protocol ssl-client
split-tunnel-policy tunnelspecified
ipv6-split-tunnel-policy tunnelall

split-tunnel -network-1ist value HR-G oup-Policy|splitAc

split-dns none
split-tunnel-all-dns disable
client-bypass-protocol disable
msie-proxy method no-modify
vlan none

address-pools none
ipv6-address-pools none

webvpn
<output omitted>

&%\, IT-Group-PolicylZ E IR DEREN H V) E T,

<#root>
firepower#
show run group-policy |IT-G oup-Policy

group-policy IT-Group-Policy internal
group-policy IT-Group-Policy attributes
banner value You can access Finance resource
dhcp-network-scope none
vpn-simultaneous-Togins 3



vpn-idle-timeout 30

vpn-idle-timeout alert-interval 1
vpn-session-timeout none
vpn-session-timeout alert-interval 1
vpn-filter none

vpn-tunnel-protocol ss1-client
split-tunnel-policy tunnelspecified
ipv6-split-tunnel-policy tunnelall

split-tunnel -network-1ist value |IT-G oup-Policy|splitAc

split-dns none
split-tunnel-all-dns disable
client-bypass-protocol disable
msie-proxy method no-modify
vlan none

address-pools none
ipv6-address-pools none

webvpn
<output omitted>

FIgo6: JI—7R1)>—NOACCESSZIERK L. Session SettingslCBE) L T. Simultaneous
LoginperUserA 723> 0F IV IOX—VZALET. chlZ&kV), vpn-simultaneous-logins®
EANOICEREENET,

J ) —77R1) < —dOvpn-simultaneous-loginsfBZ0ICRET D &, I—HFOVPNEHRA LESICHK
TUET, COXHWZALZFEALT, REEFKTIN—7 ( ZOPHITEFinance, HR, £i&
IT) UADADI—HITIIL—T LB T2 I—FHNFIDADELHEZEEICEIL, Fashi1—Y
IN=TTHAORNEGFICERATED EF21T7HBVI-AILTIOEARATE & ZBFIELET,

ELWADI—HYI)I—TFICEBTB1—HIE. FIDOLDAPEBHMI Y 7IC—BL., YyEYTEh
EINL—TRUS—BWELETH, FTEhETIL—TOVThICEEEAVI—FiF, 6
TO77ANDOF7AINROTIN—THK)S—(ZDBEAENOACCESS)EMAEL £,



Add Group Policy

Name -
Q Search for attribute
NOACCESS
Basic Description

To avoid users not belonging to correct AD group from connecting to VPN

; : P

Session Settings :
Advanced DNS Server
Select DNS G
Address Assignment eee 2l v
Spiit Tunneling Banner Text for Authenticated Clients
This m ge will be shown to successfully authenticated endpoints in the beggining of their VPN session
AnyConnect
Traffic Filters
P

Windows Browser Proxy
Default domain

AnyConnect client profiles

+

CANCEL

Edit Group Policy

Q Search for attribute Maximum Connection Time Connection Time Alert Interval
Unlimited minutes 1 minutes
Basic 1-4473924 1-30; (L
General Idle Time Idle Alert Interval
Advanced 1-3576 30) 30; (Default: 1)

Address Assignment
Simultaneous Login per User

Split Tunneling

AnyConnect

Traffic Filters

Windows Browser Proxy

NOACCESSY IL—7 RV —DORERFXDEH ) TT,



<#root>
firepower#
show run group-policy NOACCESS

group-policy NOACCESS internal
group-policy NOACCESS attributes
dhcp-network-scope none

vpn-si mul t aneous-1ogins 0

vpn-idle-timeout 30
vpn-idle-timeout alert-interval 1
vpn-session-timeout none
vpn-session-timeout alert-interval 1
vpn-filter none
vpn-tunnel-protocol ssl-client
split-tunnel-policy tunnelall
ipv6-split-tunnel-policy tunnelall
split-dns none
split-tunnel-all-dns disable
client-bypass-protocol disable
msie-proxy method no-modify
vlan none
address-pools none
ipv6-address-pools none
webvpn
anyconnect ss1 dtls none
anyconnect mtu 1406
anyconnect ss1 keepalive 20
anyconnect ss1 rekey time 4
anyconnect ss1 rekey method new-tunnel
anyconnect dpd-interval client 30
anyconnect dpd-interval gateway 30
anyconnect ss1 compression none
anyconnect dtls compression none
anyconnect profiles none
anyconnect ss1 df-bit-ignore disable
always-on-vpn profile-setting

F)E 7 : Connection Profiles(lC# &1L . Connection-ProfileZ/#ERKLE£d., COFITE. 7O77
1 JLZ I&Remote-Access-LDAPT ¥, Primary Identity Source AAA OnlyZ3&IR L, L VEREEY
—NZ2A7TADZEERKRLET,



i —
altlne o e or = 3= = o @ @ i |=>
cIsco repower Lisvice Manag Maonitaring Palicies Objects Davica: firapowar =t . Administrator

Connectien Profile Name

Remote-Actess-LDAP

Group Alias (one per fine, up fo 5} Group URL (one per line, up to 5)
Remote-Access-LDAP
Add Another Group Alias Add Another Group URL

Primary Identity Source

Authentication Type

AAA Only Chent Certificate Only  AAA and Client Certificate

Primary kdentity Source for User Authentication

|

28, Spocial-ldemities-Resim

Ee

RADNS Server Group

w

CANCEL MNEXT

ADY—NNDIFEHREADLKT,

s FALURKNIVI—YH

s FALOKNIJNADT—R
« R—ZA DN

« ADZ’SARIRXAL>
« RARNB/NIPFTRLA

« R—K

- BE{tRA47



Add ldentity Realm

@ |dentity Realm is used for Identity Policies and Remote Access VPN. Any changes impact all features that use

this realm.
Name Type

LDAP-AD Active Directory (AD) v
Directory Username Directory Password

administrator@example.com

e.g. user@example.com

Base DN AD Primary Domain
dc=example,dc=com example.com
€.g. ou=Uuser,; de :-'L‘}Zc'!f",l'.h'i.‘. ac=com e.g. L’-’(c'!.'.'.',".?l'L’.LJC}'.'.‘.‘

Directory Server Configuration

E 192.168.100.125:389 -~
Hostname / IP Address Port
192.168.100.125 389

e.g. ad.example.com

Interface
inside_25 (GigabitEthernet0/1) v

Encryption lrusted CA certificate
NONE v

Add another configuration

Next22 UYL, COEGZOT7ANDFIAINDTIN—TRI)S—&LT
NOACCESS#%#&IRL £,
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sl o T LN T ) o - [t ] H admin
cisco. Firepower Device Manager Manitoring Policies Objects Device: firepower @ @ . Administrator
Remote User Experience

View Group Policy

Finance-Group-Policy
HR-Group-Policy

IT-Group-Palicy

SSLVPN

ﬂ

IRTOEEEZREFELE T, T, #4707 7 4 )LRemote-Access-LDAPA'RA VPNERE 2
RIRESNBDEDICHYET,

Fransioa hdamame i o == ] T 5 admin
ce Wianager . . . P = &l H =
Monitoring Palicies Objects Device: firepower (] . Administrator

Device Summary

Remote Access VPN Connection Profiles

1 object Q Searc +

e Group Policies

]
1 |Remote=-Access-LDAP Authentication: A4A Only NDACCESS

Authorization: Nene
Accounting:  None

LDAPEMN Y 7 OREFIE
ATY 7 1: FTDOAPI ExplorerZ 281 L £9,

APITOA7’O0—Z Ik, FIDTHEAREZAPIOE ) ARNNFEFTFNATWVWET, hitps://<FTD
Management IP>/api-exploreriC &L £ 9,

LdapAttributeMapt 22 3> & TAVO-INAILT, cO&I>a>zo v o3sde, ¥
R—REIhTVRIXRTOAT T IaHFRRIENET,



afaln Evanaovwear Devica Mananes ’ i o HE — @ . ° @ ==
cisco. Firepower Device Manager Monitoring  Policies  Objects Device: firepower © Administrator

LdapAttributeMap Show/Hide  List Oporations  Expand Operations
Jobject/Idapattributemaps

[/object/idapattributemaps

fobject/Idapattributemaps {objld}

Jobject/idapattributemaps/{objid}

fobject/Idapattributemaps/{objid}

FTD REST API

AP Explorer

N CofiTiE. LDAPBHT Y TERET B EHDAPIY — )L & L TPostman’ & L %
5.

AT Y7 2: LDAPEFRIAMOPostmandL 23> #EMLET,

Create New Templates APl Network

BUILDING BLOCKS

Request Collection Environment

GET Create a basic request Save your requests in a collection for reuse ave values you frequently use in an

ADVANCED

APl Documentation Mock Server Monitor
|E nd publish bea Craate a mock server for your in- Schedule automated tests and check
development APls performance of your APIs

.. Manage all aspects of API design,
developrment, and testing

Mot sure where to start? Use a template to see how Postman can help you in your work,

Learn more on Pastman Docs

COOLI>3>OBEFMEANLET,



ATE A NEW

Name

FTD-6.5.0 LDAP Authorization

Description Authorization Pre-request Scripts Tests VYariables

This description will show in your collection’s documentation, along with the descriptions of its folders and requests.

Descriptions suppert )

Cancel Create

ERELET A tabF—2H L TBIRLET 24 7 0Auth 2.0

Name

FTD-6.5.0 LDAP Autharization
Description Authorization @ Pre-request Scripts Tests Wariables
This authorization method will be used for every request in this collection. You can averride this by specifying one in the request,

TYPE o Heads up! These parameters hold sensitive da o keep this b4
data secure while working in a collaborative envirenment, we
recommend using variables. Learn more abe ables

The authorization data will be automatically generated

when you d the request. Learn more 1
auth tion Access Token Available Tokens

Add auth data to

Request Headers

Cancel Update

FE3: APIERZFTDICEETHEEICSSLN R IAODOKBZEERT S (ZE., File>
SettingsDBICEE L, SSLEIAERIEZAFA7ICLET, chik, FIDNBCEBRIHELFERT
BEBEICEITENET,



L) Postman
[File | Edit View Help

MNew... Ctrl+N
New Tab Ctrl+T

New Postman Window  Ctrl+Shift+ N

New Runner Window Ctrl+Shift+R

Import... Ctrl+0O
Settings Ctrl+Comma
Close Window Ctrl+Shift+W
Close Tab Ctrl+W
Force Close Tab Alt+Ctrl+W

Exit



REQRIEST HEADERS

UFSER INTERFACE

KizlE. FIDTEAT N SAHEEZCAABEBTLE L THREDMBELIZAVICEMTEERT,

SETTIMNGS

Cl Cortilicates

Client Cemidicaes



ATY 7 4: #HLUVPOSTERAuthZEIML TFTDICOY /4 > POSTERZ/ER L. h—T 2
POST/GETERZHEBTEDLDICLET,



<+ MNew Collection

FTD-6.5.0 LDAP Authorization 7
0 requests

This collet
collection

¥ Share Collection
Manage Roles
A| Rename Ctri+E
&  Edit
1% Createafork
Ti Create Pull Request
Tl Merge changes
£l | Add Request

Add Faolder

Duplicate Ctri+D

|« W i/

Export

7

Momitor Collection

Trash


https://%3CFTD
https://10.197.224.99/api-explorer

Accept application/json

MANAGE HEADER PRESETS

Add Header Preset

Header-LDAP

KEY VALUE DESCRIPTION ***  Bulk Edit
Content-Type application/json
Accept application/json

FTOMBODINTOVIITANIOVWTR, ThTFhOAYA—ZTIZBEHL., RESTAPIVUYIA
RTTFZARIVTF—REZALTELTsonZ2ERATHLHIC. 20T UEY A Y X —fBEHeader-
LDAPZEIRL £ 9,

R—=U2EMBIRDODOPOSTERODAEANIZE, XOHNBAEENTVIHBENHYET,

Type raw:JSON(application/json)
grant_type ( A X4 7" ) ||password
username FIDICOJA> 92 -0NEBEEI—HYE
password EEEI-—HTHONIEESFFSNENADT—R
{
"grant_type": "password",
"username": "admin",
"password": "<enter the password>"
}

POST v  https:// api/fdm/latest/fdm/token I Send -




sendZ7 Vv 093 E, BWEDODARXIZ, FTDICPUT/GET/POSTERZXAETALEHICEAET LD
TORBARN—OVHFEENET,

{
"access_token": "eyJhbGciOiJIUzI1l[...output omitted...]dkrJakCXvP4Lyzdr-xap0",
"expires_in": 1800,
"token_type": "Bearer",
"refresh_token":"eyJhbGciOiJIUzI1[...output omitted...]dkrJakCXvP4Lyzdr-xap0",
"refresh_expires_in": 2400

}

COR—=U2F, BEDINTOERZREFIDLHICEAETIET,

IRXTOFHL VWERDAuUthorizationZ 7 ICBEIL, XROVWThAZEIRLET,

Type ||OAuth 2.0

h— ||OJ 4 2POSTERODRITICL>TEFE i
D2 \NFO\AN—=D0>




ATY 7 5: $LVWGETEXGet Group-PoliciessZ BML T, JIL—7TRIVI—ODAT—RAEHK
EZREBLET.,. ROATYTTHEATS, RERAOEITIL—TR > —(Z OHITIEFinance-
Group-Policy, HR-Group-Policy, & &k T¥IT-Group-Policy) &8I &ID&EUELFT,

BREFHOITIN—TRIS—=EETSURLIE. https://<FTD Management
|P>/api/fdm/latest/object/ravpngrouppolicies T 9 ,

RO HITIE, Group-Policy Finance-Group-Policy ' sfR RE h TUVWE T,


https://%3CFTD%C2%A0Management%20IP%3E/api/fdm/latest/object/ravpngrouppolicies
https://%3CFTD%C2%A0Management%20IP%3E/api/fdm/latest/object/ravpngrouppolicies
https://%3CFTD%C2%A0Management%20IP%3E/api/fdm/latest/object/ravpngrouppolicies

FE 6 : # L LWPOSTE>RCreate LDAP Attribute MapZ3i&NL T, LDAP Attribute MapZ ER L &
T CORFIADNTIE, EF)LLdapAttributeMappingZ AL E£9, tOEFILICE, T
DEI—-KNIYTERERTDEOORBROBEEXV Y RFHYET, ChSOEFILOAFIE,
CORFIXDNTHIRL 2K S (Capi-explorerTAFTEE T,



FTD REST APl ‘ LdapAttributeMap ShowfHide List Operations  Expand Operations

API Explarer

m] Jobject/Idapattributemaps

| m lobject/idapattributemaps |

}

Implementation Notes
This APl call is not allowed on the standby unit in an HA pair.

Response Class (Status 200)

Example Value

y which includes comman obfects for LdapAitituieMapping (Nofe: The fiekd level constraints Ested here might net cover all the constraints on the field, Additional

constraints might exist.)
IdapMame (string): The customer-specific LDAP attribute name that is being mappaed.
Field level constradnts: cannot be null, mist match pattern “{(?!:).)*S. (Note: Additionad constradnts might exist),

J: An enum value that is the Clsco attribute name that maps 1o the customer-specific atiribute name.

Fieid level constraints: cannot be null. (Note: Additional constraints might exist)

= [FACCESS_HOURS', "ALLOW_NETWORK_EXTENSION_MODE'. "AUTH_SERVICE_TYPE", "AUTHENTICATED_USER_IDLE_TIMEQUT", 'AUTHORIZATION_REQUIRED', "AUTHORIZATION_TYPE',
'BANMNER1T", ‘BANNERY", 'CISCO_AV_PAIR', 'CISCO_IP_PHONE_BYPASS", ‘CISCO_LEAP_BYPASS', "CLIENT_BYPASS_PROTOCOL', 'CLIENT _INTERCEPT _DHCP_CONFIGURE_MSG',
‘CLIENT_T¥PE_VERSION_LIMITING®, 'CONFIDENCE_INTERVAL', 'DHCP_NETWORK_SCOPE', 'DN_FIELD", "DISABLE_ALWAYS_ON_VPN', FIREWALL_ACL_IN', ‘FIREWALL_ACL_OUT",
'GATEWAY _FODN', "GROUP_POLICY", “IE_PROXY_BYPASS_LOGCAL', 'IE_PROXY_EXCEPTION_LIST', 'IE_PROXY_METHOD', 'IE_PROXY_SERVER', "IETF_RAMUS_CLASS',
'IETF_RADIUS_FILTER_ID", IETF_RADIUS_FRAMED_IP_ADDRESS', "IETF_RADIUS_FRAMED_IP_NETMASK', '[ETF_RADIUS_IPVE_PREFIX, IETF_RADIUS_IDLE_TIMEQUT',
'IETF_RADIUS_INTERFACE_IDY, "IETF_RADIUS_SERVICE_TYPE', 'IETF_RADIUS_SESSION_TIMEQUT", ‘IKE_DPD_Retry_Interval’, 'IKE_KEEP_ALIVES', IPSEG_ALLOW_PASSWD_STORE",
IPSEC_AUTH_ON_REKEY', TPSEC_AUTHENTICATION', ‘IPSEC_BACKUP_SERVER_LIST', TPSEC_BACKUP_SERVERS', IPSEC_CLIENT_FIREWALL_FILTER_NAME'.
'IPSEC_CLIENT_FIREWALL_FILTER_OPTIONAL®, “IPSEC_DEFAULT_DOMAIN, "IPSEC_EXTENDED_AUTH_ON_REKEY", “IPSEC_IKE_PEER_ID_CHECE', IPSEC_IP_COMPRESSION',
'IPSEC_IPVE_SPLIT_TUNNELING _POLICY", 'IPSEC_MODE_CONFIG, IPSEC_OVER_UDP', 'PSEC_OVER_UDP_PORT', |PSEC_REQUIRED_CLIENT_FIREWALL _CAPABILITY",
IPSEC_SPLIT_DNS_MAMES', 1PSEC_SPLIT_TUNNEL_ALL_DNS', 'IPSEC_SPUT_TUNNEL_LIST, IPSEC_SPLIT_TUNNEUING_POLICY', “IPSEC_TUNMEL_TYPE', TPSEC_USER_GROUP_LOCK",
'IPVE_PRIMARY_DNS', "IPVE_SECONDARY_DNS', "L2TP_ENCRYPTION', ‘L2TP_MPPG_COMPRESSION', 'MS_CLIENT _SUBNET_MASK', 'PFS_REQUIRED', 'PPTP_ENCRYPTION',
'PRETP_MPRC_COMPRESSION', "WEBVPN_VLAN'],

walueMappings (Array[Ldap ToCiseoValueMapping]): A list of LdapToCiseoValueMapping objects, which specily the value mappings for this LDAP atrribute.

Field level constrants: cannot be null. (Nate: Additional constraints might sxist),

type {swring): Idagatiributemapping

o
1 LduphﬂMTn&mqucyMappingJ
An LDAP attribute fo group policy mapping defines a customer-specific LOAP attibute name and mags it fo a specific group policy obfect. Uise this nested entily in an LDAP aftribute
map. (Note: The fiekd level constraints listed heve might not cover all the constraints on the field. Additionsl constraints might exist.)
IdapName (string): The customer-specific LDAP attribute name that is being mapped.
Figld level constrants: cannot be null, must matzh panern ~((21:).)"S. (Note: Additional conatrainta might exist),
valueMappings (Asray[LdapToGroupPolic ueMapping]l: A st of LdapToGroupPolicyValueMapping objects, which specify the value -to-group policy mappings for this LDAP attribute.
Fiigld level constraints: cannot be null. (Note: Additional constraints might exist),
type (string): idapatiributetogrouppelicymapping
]
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{
"name": "Attribute-Map",
"TdapAttributeMaps":
[
{
"TdapName": "memberOf",
"ciscoName": "GROUP_POLICY",
"valueMappings":
[
{

"TdapValue": "CN=Finance-Group,CN=Users,DC=cisco,DC=com",

"ciscoValue": "Finance-Group-Policy",
"type": "Tdaptociscovaluemapping"

"TdapValue": "CN=HR-Group,CN=Users,DC=cisco,DC=com",

"ciscoValue": "HR-Group-Policy",
"type": "Tdaptociscovaluemapping"

"TdapValue": "CN=IT-Group,CN=Users,DC=cisco,DC=com",

"ciscoValue": "IT-Group-Policy",
"type": "Tdaptociscovaluemapping"
}
1,
"type": "Tdapattributemapping"
}
1,
"type": "ldapattributemap"
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COPIDREDENIFRDERY T,

<ffroot>

{

"VeI’Si On": " kS3p4he5I Xi yy”,

"name": "LDAP-AD",
"directoryConfigurations": [
{
"hostname": "<IP Address>",
"port": 389,
"encryptionProtocol": "NONE",
"encryptionCert": null,
"type": "directoryconfiguration"
}
1,
"enabled": true,
"systemDefined": false,
"realmId": 3,
"dirUsername": "administrator@example.com",
"dirPassword": skt
"baseDN": "dc=example, dc=com",
"TdapAttributeMap" :

"id": "b2147cOe-984a- 1lea-ba77-5b2ed5c4ab8c",
"type": "ldapattributemap"

"adPrimaryDomain": "example.com",

"id": "bf50a8ab-9819-1lea-ba77-d32ecc224295",

"type": "activedirectoryrealm",
"Tinks": {

"self": "https://

224295




[api/fdm | at est/object/real ns/ bf 50a8ab-9819- 11ea- ba77- d32ecc224295"
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Pending Changes

Q Last Deployment Completed Successfully
17 May 2020 07:46 PM. See Deployment History
Deployed Version (17 May 2020 07:46 PM) Pending Version © LecenD
© | Idapattributemap Added: Attribute-Map | -~
- ldapAttributeMaps[8].1dapName: memberOf
- ldapAttributeMaps[@].valueMappings[@].ldapValue: CN=IT-Gr..
- ldapAttributeMaps[@].valueMappings[@].ciscoValue: IT-Grou..
- ldapAttributeMaps[@].valueMappings[1].ldapValue: CN=HR-Gr..
- ldapAttributeMaps[@].valueMappings[1].ciscoValue: HR-Grou..
= ldapAttributeMaps[@].valueMappings[2].ldapValue: CN=Finan..
= ldapAttributeMaps[@].valueMappings[2].ciscoValue: Finance..
- ldapAttributeMaps[@8].ciscoName: GROUP_POLICY
- name: Attribute-Map
o | Active Directory Realm Edited: LDAP-AD
ldapAttributeMap:
- Attribute-Map
MORE ACTIONS CANCEL DEPLOY NOW v
=34
=1\
S ~ . 5 )
BEOEEIEX, FDMO "EBEERBE, V>3 THIEATEXT.
.|||.|||. (= ami i Tl r Y. s EE-: 0 —:E m : admin
cisco. repower Uevice Manager  wenitoring Policies Objects Device: firepower @ @ . Administrator
Device ; < Deployment Completed: User (admin) Triggered Deployment
Administration Summary  Differences View
Audit Log
Deployed Version Pending Version O LeGenD

Downl

O 'dapattributemap Added: Attribute-Map

Entity ID: bi147c@de-984 1 t b b

- ldapAttributeaps[0] . 1daphase: mesberdf

- ldapAttributedaps[0] . valuerappings[0]. Ldapvalue: CheFinan.
= 1dapAttributeMaps[0] .valueMappings[@]. ciscoValue: Finance_
- ldapattributemaps[0] . valuerappings[1]. ldapvalue: CHeIT-Gra
= ldapAttributeMaps[0] .valueMappings[1].ciscovalue: IT-Grou_
- ldspattributeaps(0] . valuetappings[2] . 1dapWalue: C(N-HR-Gra
- ldapAttributeMaps[] . valueMappings[2].ciscovalue: HR-Grou_
= ldapAttributeMaps[ 0] .ciscolame: GROUP_POLICY

- name: Attribute-Map

o Active Directory Realm Edited: LDAP-AD

Entity 10: biSoas
ldapattributedap:

- Artribute -Map

CHOREZTANTDIZIE, Username”7 1 —)L R&Password7 41 —J)L RIZADI L F v )L %
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ADZ )L—7Finance-Group\lCB 95 1—% O/ > zEH&d &, BIFESYICOT A EHTH
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Contacting »

Group: Remote-Access-LDAP Connect

Username: = Fnance-User

Password: | ®eekrkek

Roaming Security:
You are protected by Umbrella.
DNS queries are encrypted.

s ]

IIIIIIIII s .
cisco AnyConnect Secure Mobility Client

Status Overview Virtual Private Netwark (VPN)

ﬂrQ ven: VPN
i = Connectad to 1 -,

Preferences  Sttistcs  Route Details  Frewall Message History

Roaming Security Connection Information
|$m:; Connected |
Tunnel Made (1Pvw): Tunnel Al Traffic

00:01:17
Tunnel Mode (1Pv6): Drop A Traffic

Dymarmic Turinel Exchusion: Mone

’ “Q R.oirnlnu Security: Dynamic Tunnel Inclusion: Mone
Disabled while your VPN s active. Duration: 00:01:17

Session Disconnect: Hone
Management Connection State:  Disconnected (user wnned actie)

Address Infermation
Chent (IPva): 192,168.10.1
Chent (IPvE): ot Avaiable
Server: 10.197.223.149

Collect diagnostic information for all Bytes
Instaled components.

AD® Management-GrouplZ J& 9 % 11— A" Connection-Profile Remote-Access-LDAP (- ##t L &
5&9dE, —BIBLDAPEMR Y A REhBEVWEYD, COI—YHNFTIDTRETEDITIL—T
R —&, vpn-simultaneous-logins DEAOICEREE N TWAHNOACCESSTd, LA 2T,
COI—HINT2OT4 VHATRERBLET,



Login failed.

Group: Remote-Access-LDAP

Username: = Management-User

Password:

Roaming Security:
You are protected by Umbrella.

DNS queries are encrypted.

BE. FTD CLIA SR MshowdX Y REEAL TRBTEET.

<#root>
firepower#

show vpn-sessi ondb anyconnect

Session Type: AnyConnect

Username

Fi nance- User

Index : 26
Assigned IP : 192.168.10.1 Public IP : 10.1.1.1
Protocol : AnyConnect-Parent SSL-Tunnel
License : AnyConnect Premium
Encryption : AnyConnect-Parent: (1)none SSL-Tunnel: (1)AES-GCM-256
Hashing : AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA384
Bytes Tx 1 22491197 Bytes Rx 1 14392

Group Policy :
Fi nance- G oup- Pol i cy

Tunnel Group : Remote-Access-LDAP

Login Time : 11:14:43 UTC Sat Oct 12 2019

Duration : 0h:02m:09s

Inactivity : Oh:00m:00s

VLAN Mapping : N/A VLAN ! none
Audt Sess ID : 000000000001a0005dalb5a3

Security Grp : none Tunnel Zone : O
<#root>

firepower#



show run aaa-server LDAP-AD

aaa-server LDAP-AD protocol Tdap
realm-id 3

aaa-server AD1 host 192.168.1.1
server-port 389
Tdap-base-dn dc=example, dc=com
Tdap-scope subtree
Tdap-Togin-password *#*%*%%*
Tdap-Togin-dn Administrator@example.com
server-type auto-detect

| dap-attribute-map Attri bute-Mp

<#root>
firepower#
show run | dap attribute-nmap

ldap attribute-map Attribute-Map
map-name memberOf Group-Policy
map-value memberOf CN=Finance-Group,CN=Users,DC=cisco,DC=com Finance-Group-PoTlicy
map-value memberOf CN=HR-Group,CN=Users,DC=cisco,DC=com HR-Group-Policy
map-value memberOf CN=IT-Group,CN=Users,DC=cisco,DC=com IT-Group-Policy

ST I—RK

REST APINREICBET I HE —MNEEEDID2E, RT7PT—h—J ZEBHEEMIAHIETT
o N=U2OBEMHRE, WABROBETEETNTT, COKEIrEBId»L. EMNEH
h—=0 i) R<ERATEXRT, BN —V2VEHRIINCEDE, HILLWFIOEARN DY
EMEIZEOICHLUVRAERZEFIZDLEN BN ET,

o debug AN RZEFEHATSHIIC, Tdebug AN ROEELEHKI 25RBLTLKEE
Lo

N orEEEBFAYILALERETEET, FTALRTR, LRV 1 AEAENET,
TFNYT LRILZEETDE, FNYVITOARUNIEBIEENHYRT., BICEREE
RETE, FELTERITLTLKEZL,

LDAPEMNY Y 7 ICHETZEEORNS TN 1 —FT 12 JICE. FTIDCLITOROTF/NY TH &
YEXRT

debug ldap 255

debug webvpn condition user <username>
debug webvpn anyconnect 255

debug aaa common 127
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Finance-User®LDAPF/\vY &

<#root>

[48] Session Start

[48] New request Session, context 0x00002b0482c2d8e0, reqType = Authentication
[48] Fiber started

[48] Creating LDAP context with uri=ldap://192.168.1.1:389

[48] Connect to LDAP server: ldap://192.168.1.1:389, status = Successful

[48] supportedlLDAPVersion: value = 3

[48] supportedlLDAPVersion: value = 2

[48] LDAP server192.168.1.1 is Active directory

[48] Binding as Administrator@cisco.com

[48] Performing Simple authentication for Administrator@example.com t0192.168.1.1
[48] LDAP Search:

Base DN = [dc=cisco, dc=com]
Filter = [sAMAccountName=Finance-User]
Scope = [SUBTREE]

[48] User DN = [CN=Finance-User,0OU=Finance,0OU=VPN,DC=cisco,DC=com]

[48] Talking to Active Directory server 192.168.1.1

[48] Reading password policy for Finance-User, dn:CN=Finance-User,0OU=Finance,0U=VPN,DC=cisco,DC=com
[48] Read bad password count 0O

[48] Binding as Finance-User

[48] Performing Simple authentication for Finance-User to 192.168.1.1

[48] Processing LDAP response for user Finance-User

[48] Message (Finance-User):

[48]

Aut henti cati on successful for Finance-User to 192.168.1.1

[48] Retrieved User Attributes:
[48] objectClass: value = top

[48] objectClass: value = person

[48] objectClass: value = organizationalPerson
[48] objectClass: value = user

[48] cn: value = Finance-User

[48] givenName: value = Finance-User

[48] distinguishedName: value = CN=Finance-User,0OU=Finance,0U=VPN,DC=cisco,DC=com
[48] instanceType: value = 4

[48] whenCreated: value = 20191011094454.0Z
[48] whenChanged: value = 20191012080802.0Z
[48] displayName: value = Finance-User

[48] uSNCreated: value = 16036

[48]

menmber O : val ue = CN=Fi nance- G oup, CN=User s, DC=ci sco, DC=com
[48]

mapped to G oup-Policy: value = Finance- G oup- Policy

[48]

mapped to LDAP-C ass: val ue = Fi nance- G oup-Policy

[48] memberOf: value = CN=Users,CN=Builtin,DC=cisco,DC=com
[48] mapped to Group-Policy: value = CN=Users,CN=Builtin,DC=cisco,DC=com



[48] mapped to LDAP-Class: value = CN=Users,CN=Builtin,DC=cisco,DC=com
[48] uSNChanged: value = 16178

[48] name: value = Finance-User
[48] objectGUID: value = .J.2...N....X.0Q
[48] userAccountControl: value = 512

[48] badPwdCount: value = 0

[48] codePage: value = 0

[48] countryCode: value = 0

[48] badPasswordTime: value = 0

[48] TastLogoff: value = 0

[48] TastLogon: value = 0

[48] pwdLastSet: value = 132152606948243269

[48] primaryGroupID: value 513

[48] objectSid: value = ............. B...a5/ID.dT...
[48] accountExpires: value = 9223372036854775807
[48] TogonCount: value = 0

[48] sAMAccountName: value = Finance-User

[48] sAMAccountType: value = 805306368

[48] userPrincipalName: value = Finance-User@cisco.com

[48] objectCategory: value = CN=Person,(CN=Schema,CN=Configuration,DC=cisco,DC=com
[48] dSCorePropagationData: value = 20191011094757.0Z

[48] dSCorePropagationData: value = 20191011094614.0Z

[48] dSCorePropagationData: value = 16010101000000.0Z

[48] TastLogonTimestamp: value = 132153412825919405
[48] Fiber exit Tx=538 bytes Rx=2720 bytes, status=1
[48] Session End

Management-User®LDAPF/\ v &

<#froot>

[51] Session Start
[51] New request Session, context 0x00002b0482c2d8e0, reqType = Authentication
[51] Fiber started
[51] Creating LDAP context with uri=ldap://192.168.1.1:389
[51] Connect to LDAP server: ldap://192.168.1.1:389, status = Successful
[51] supportedLDAPVersion: value = 3
[51] supportedLDAPVersion: value = 2
[51] LDAP server 192.168.1.1 is Active directory
[51] Binding as Administrator@cisco.com
[51] Performing Simple authentication for Administrator@example.com to 192.168.1.1
[51] LDAP Search:
Base DN = [dc=cisco, dc=com]
Filter = [sAMAccountName=Management-User]
Scope [SUBTREE]
[51] User DN = [CN=Management-User,OU=Management,OU=VPN,DC=cisco,DC=com]
[51] Talking to Active Directory server 192.168.1.1
[51] Reading password policy for Management-User, dn:CN=Management-User,OU=Management,OU=VPN,DC=cisco,D
[51] Read bad password count 0
[51] Binding as Management-User
[51] Performing Simple authentication for Management-User to 192.168.1.1
[51] Processing LDAP response for user Management-User
[51] Message (Management-User):
[51]

Aut henti cation successful for Managenent-User to 192.168.1.1

[51] Retrieved User Attributes:
[51] objectClass: value = top



[51] objectClass: value = person

[51] objectClass: value = organizationalPerson
[51] objectClass: value = user

[51] cn: value = Management-User

[51] givenName: value = Management-User

[51] distinguishedName: value = CN=Management-User,OU=Management,OU=VPN,DC=cisco,DC=com
[51] instanceType: value = 4

[51] whenCreated: value = 20191011095036.0Z
[51] whenChanged: value = 20191011095056.0Z
[51] displayName: value = Management-User

[51] uSNCreated: value = 16068

[51]

menber O : val ue = CN=Managenent - Gr oup, CN=User s, DC=ci sco, DC=com

[51]

mapped to G oup-Policy: value = CN=Managenent - G oup, CN=User s, DC=ci sco, DC=com
[51]

mapped to LDAP-C ass: val ue = CN=Managenent - Group, CN=User s, DC=ci sco, DC=com

[51] memberOf: value = CN=Users,CN=Builtin,DC=cisco,DC=com

[51] mapped to Group-Policy: value = CN=Users,CN=Builtin,DC=cisco,DC=com
[51] mapped to LDAP-Class: value = CN=Users,CN=Builtin,DC=cisco,DC=com
[51] uSNChanged: value = 16076

[51] name: value = Management-User

[51] objectGUID: value = i._(.E.O..... Gig

[51] userAccountControl: value = 512

[51] badPwdCount: value = 0

[51] codePage: value = 0

[51] countryCode: value = 0

[51] badPasswordTime: value = 0

[51] TastLogoff: value = 0

[51] TastLogon: value = 0

[51] pwdLastSet: value = 132152610365026101

[51] primaryGroupID: value = 513

[51] objectSid: value = ............. B...a5/ID.dw...
[51] accountExpires: value = 9223372036854775807
[51] TogonCount: value = 0

[51] sAMAccountName: value = Management-User
[51] sAMAccountType: value = 805306368
[51] userPrincipalName: value = Management-User@cisco.com

[51] objectCategory: value = CN=Person,(CN=Schema,CN=Configuration,DC=cisco,DC=com
[51] dSCorePropagationData: value = 20191011095056.0Z

[51] dSCorePropagationData: value = 16010101000000.0Z

[51] Fiber exit Tx=553 bytes Rx=2688 bytes, status=1

[51] Session End

BYIE 5 2
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