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XLT, 7OV I9ENTVWBRHBEDODVY—RET VI VADTIVEARZHFALET,

o MCDAN'AzureB 7 A0 )72 a A8 UTFILRALDEHFEZETED KRS, Azure
Event GridOH 7 Ao U 7> a3z,

« Azureb 7 AV U723k, MCDR Y 2 1R—RASNIAFIVZVRBEI NO—F—
ICEHRENEL L,
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HTSNEEERNRIDAIBRENET,

s ILWH—EAVNetFTDVT'— R J I A OHYR—KFEAET B EIZERE N iVNetld,
FIDVZ'— R I A DEBAIZEEATEXRE A,

« Cloud-Delivered Firewall Management Center(cdFMCYD 7 V57 1« 7Y 7 AoV 7> a>
o FIDVFENAADOT VA MO—ILKRI—ZEBLET,

s DATOORFGFEIEEERLEFEN—NF—ZBUTBALLE1I DU EOFTDVZ A2 A,
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ROEBICEIZHEN HDENHEREIET,

* Microsoft Azure’ R—Z IO FES—> 3>

« Microsoft Entra ID (Azure AD) 7 77U —2 3> OEFEO—NAR—AT7 VAT NO—
JL(RBAC)

 CiscoN L F U Z 7 REFHE(MCD)

» Cisco Secure Firewall Threat Defense Virtual(FTDv)
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RAEOABR., BEOVYIZRIITRN=—RIITON—2AVICREENZEOTRERHYKE
Ao

CORFIXVNOERE. REOFARRELHZTNARACETVWTEREhELEZ, COR
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1. Azure7R— 2 )L D& /N— TMicrosoft Entra IDICBE L £ T,



Microsoft Azure

Azure services

+ —

Create a Virtual

O Microsoft Entra 1D

All (99+) Services (68)

Services (68)

Lo

2 Microsoft Entra ID

Virtual

2.AddZ 2 1) Y 2L, App registrationZi&RL £,

Microsoft Entra ID (2)

Filters +4

See more

Home

w cxsecurity | Overview

 Overview

= Preview features

< Diagnose and solve problems
> Manage

> Monitoring

> Troubleshooting + Support

-+ Add Vv
User
Group
Enterprise application

App registration
Basic information
Name

Tenant ID

Primary domain

3. Register an application7 # — AT, XDEZADLET,
« Name : 77U —>a>0RBBILX T VR,

c BR—KRENTVBTHIMNOERE REICKRELAT I VZBRLET, <0

REFIXBRNTR, 20T0LTFHFOMNOKEFERALET,

@ Manage tenants

What's new

pler,_integrated experier

Properties Recorr

cxsecurity

af42bac0-52aa-429f-92

cxsecurity.onmicrosoft.c



Home

Register an application

cxsecurity | Overview

* Name

The user-facing display name for this application (this can be changed later).

Multicloud Defense Controller

Supported account types

Choose the account types that can use this application or access this AP|

Single tenant only - cxsecurity v

Single tenant only - cxsecurity

Multiple Entra ID tenants
Any Entra ID Tenant + Personal Microsoft accounts

Personal accounts only

Help me choose

nticating the user. Providing this now is

optional and It can be changed later, but a value IS required Tor most autnentication scenarios.

Select a platform ~ e.g. https;//example.com/auth

Register an app you're working on here. Integrate gallery apps and other apps from outside your organization by adding from Enterprise applications.

4. Redirect URI (7> a2 ) IClEk, CHEAOREICBELEATDaVEBRLET, COR
FIAIXPNTR, URAL I NURIGERELEE A,

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is
optional and it can be changed later, but a value is required for most authentication scenarios.

Select a platform v l I e.g. https://example.com/auth

Fublic cliemy/native (mobile&desktop) grate gallery apps and other apps from outside your organization by adding from Enterprise applications.

Web

Single-page application (SPA)

5. [Register] 20 JY O L&ET,

6. 77VTr—2328BRIDE, BER—INFRRENET, F7VIT5r—>3> (9747
KN)YIDEFALIRN) (TFH)IDZIE—ULTXERICRELET,

Home - cxsecurity | Overview

i Multicloud Defense Controller =

) Deactivate [i] Delete & Endpoints
| B overview
s Essentialy
b Quickstart
Display name + Multickoud Defense Controller Client credentials 2 certificate or secret

# Integration assistant
© eSeldéid-6i62-4110-ased-2eabdd50ciT2

: ociT46ed-bad 16-2a0d-aaTd-IbleTe 524062
© abaZbac)-528a-429-92db-925819967d17

Application (chent) 1D
# Diagnose and solve problems

> Manage

» Support + Troubleshooting Supported account types @ My geganiz only

2 Redlirect LR

Redirect URIs

e 1D LAR]

App!

iclo & Controller

: @ Activated

0 Welcome to the new and improved App registrations. Locking to leam how it's changed from App registrations (Legacy)? Leam more.

0 Azure Active Directory Authentication Library (ADAL) snd Azure AD Graph no longer receive new feature updates. We continue to provide techrical support and security updates. Applications should b upgraded to Microsoft Authentic

Library (MSAL} and Microscft Graph. Leam mere

Get Started  Documentation

7. 7705—=23a>R=20ERI0OFES—> 3> A5, Manage > Certificates & secrets®

JEIZEIRL KT,



Home > cxsecurity | Overview

] Multicloud Defense Controller »

‘,O Search ‘ 0 & () Deactivate [ii] Delete Endpoints

| i Overview
-~ Essentials
&4 Quickstart

Display name : Multicloud Defenst

4

Integration assistant

3{

Application (client) ID : e5e0d63d-6f62-4ff

#< Diagnose and solve problems Object ID . ec1746e4-bd16-4a
' Manage Directory (tenant) ID - af42bac0-52aa-42¢
&= Branding & properties Supported account types : My organization ol

3) Authentication (Preview)

o Welcome to the new and improved App rec
Certificates & secrets w

'I' Token configuration
o Azure Active Directory Authentication Librai
-9~ API permissions Library (MSAL) and Microsoft Graph. Learn i

& Expose an API
. Get Started  Documentation
& App roles —

44 Owners

& . Roles and administrators

I Manifest The Mi

> Support + Troubleshooting

8. New client secretz 27U Y O L%E 9,



Home - cxsecurity | Overview - Multicloud Defense Controller

Multicloud Defense Controller | Certificates & secrets =

I;U Search ‘ s« 27 Got feedback?

i Overview
&4 Quickstart
#" Integration assistant

Credentials enable confidential applications to identify themselves to the authentication service when receiving to
Diagnose and solve problems scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credent

X

“ Manage
B8 Branding & properties o Application registration certificates, secrets and federated credentials can be found in the tabs below.
2 Authentication (Preview)
Certificates & secrets Certificates (0) Client secrets (0)  Federated credentials (0)

!I' Token configuration
) A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as
<~ APl permissions

& Expose an API ~+ New client secret
55 app o bores Vo
o Owners

No client secrets have been created for this application.
4. Roles and administrators

1 Manifest

> Support + Troubleshooting

9. Add a client secretXR—> T, XDEZALDLTHAS, AddZVUYILET,
« Description : 74T~ —OL Y NOEYRFHRA,
« Expires: RAY 7RO XZ1—H5, REICKEEEATIVZBRULET,

F CREOS—JLY NOBMEBRAINECELL, ILLZ—ILY NEERT I L
ENBYUETY,

£ Copilot 5] L-o = o swesnitz@cisco.com @
B i CXSECURITY (CXSECURITY.ONMI... W9 &

Add a client secret X

Description | swesnitz-mcd-secret |

Expires | Recommended: 180 days (6 maonths) ' |

an |



10. Value& Secret I DOMBEZ IE—L, XERICERELE T,
A

BE ULV MERERKICOARRTERT,

@ ~pplication registration certificates, secrets and federated credentials can be found in the tabs below.

Certificates (0) Client secrets (1) Federated credentials (0)

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password
-+ New client secret

Client secret values cannot be viewed, except for immediately after creation. Be sure to
save the secret when created befare leaving the page,
Description Expires Value ©
swesnitz-med-secret 3/14/2027

Secret ID

94T b

Ui

— UL Y MMEPFICRRENET,

AAZLO—IILDOER

1. AzureAR— R )L DB E/N—T,

(BT RAOVT 3V BELET,

= Microsoft Azure Q) subf X
Home - cx-tac-rtp-fw-azure (cxsecurity) | Access control (IAM) Services (19)  Resaurces (30)
Create a custom role

Filters +4
Services (19)

Home

Subscriptions
2B TR0V Ta w O UvILET,

Subscriptions

Subscriptions =
cxsecurity (cxsecurity.onmicrosoft.com)

+ Add

o

Compare the different Azure subscription types

Forecast my cost for next billing period
Manage Policies #= View Requests

<> View eligible subscriptions

L Exportto CSV L Analyze
Global administrators can manage all subscriptions in this list by updating their policy setting here.

Showing subscriptions in cxsecurity directory. Don't see a subscription? Switch directories
| A~ Search for any field...

Subscriptions : Filtered (1 of 1)

My role == all Status == all
D Subscription name T,

5 Add filter
Subscription ID T

D cx-tac-rtp-fw-azure (cxsecurity)

My role T, Current cost
560f3235-2739-42bf-947e-ebeelcc2b999

Specified access $1,418.01

3. Access control IAM)Z 2 )Y L&,



Microsoft Azure Q) Search resources, services, and docs (G+)

Home : Subscriptions

Subscriptions « cx-tac-rtp-fw-azure (cxsecurity) st - ®  show me recentresour
cxsecurity (cxsecurity.onmicrosoft.com) Subscription

+ Add @ Manage Policies - | £ Search I ¢« lil Cancel subscri ption & Rename — Change directory £
Global administrators can manage all | ST A\ Change service administrator functionality is no longer suppc
subscriptions in this list by updating their ) o

policy setting here. B Activity log A Essentials

“hoving ubserpsions ineceouity R Access control (IAM) Subscription ID . 560f3235-2739-42bf-947e-e6eeTcc2b
directory. Don't see a subscription? Switch

directories @ Tags Directory . oxsecurity (cxsecurity.onmicrosoft.con

O Search for any field. Subsci #. Diagnose and solve problems My role . Specified access
Tl © Security Offer . Enterprise Agreement

. —_— Offer ID : MS-AZR-0017P
Status <.« Resource visualizer
Parent management group : Americas

" Events
o Adi

4. AddZ2 V)Y oL, ROY AT XZ1—H5Add custom roleZi&IRL £,

azure (cxsecurity)

cx-tac-rtp-fw-azure (cxsecurity) | Access control (lAl

Subscription

[,O Search ‘ ¢ K + Add ~ ' Download role assignments == Edit
Overview Add role assignment
Activity | Add custom role

ﬁ] ctivity fog — e o = m e~ USErS have elevated access in your tenz

| %3\ Access control (IAM) root scope thali R R ul el mded. View role assignme

€ Tags

5. RDEZADLTLSEZL,
e AAZALO=ILE : ARZALO—IDOEBL X TVWEF,
« WA O—JLORA,
« R—RAT A>T UtAH:Start from scratch#A 7> a2 REZABIRE h TV VS
Bk, chEVUYILET,

Microsoft Azure () Search resources, services, and docs (G+/)

Home - Subscriptions - cx-tac-rtp-fw-azure (cxsecurity) | Access control (IAM)

Create a custom role

Basics  Permissions Assignable scopes  JSON  Review + create

To create a custom role for Azure resources, fill out some basic information. Learn more o

Custom role name * (0 l Multicloud Defense-controller-role ot

med azure test swesnitz
Description

Baseline permissions (0 O Clone a role @ Start from scratch O Start from JSON

)



¥ IBELLJSONIE, [#ERIZ 7 TlREL, DAZAO-IICHERZE) HTET

o

6.JSONZO )Y OLET,
7.[Edi| 82U Y I LET,
8. XMOO—R7TOY YU &action®AIFIMAICBEY) FITET,

* M

"Microsoft.ApiManagement/service/*",
"Microsoft.Compute/disks/*",
"Microsoft.Compute/images/read",
"Microsoft.Compute/sshPublicKeys/read",
"Microsoft.Compute/virtualMachines/*",
"Microsoft.ManagedIdentity/userAssignedIdentities/read",
"Microsoft.ManagedIdentity/userAssignedIdentities/assign/action”,
"Microsoft.Network/loadBalancers/*",
"Microsoft.Network/natGateways/*",
"Microsoft.Network/networkinterfaces/*",
"Microsoft.Network/networkSecurityGroups/*",
"Microsoft.Network/pub1icIPAddresses/*",
"Microsoft.Network/routeTables/*",
"Microsoft.Network/virtualNetworks/*",
"Microsoft.Network/virtualNetworks/subnets/*",
"Microsoft.Resources/subscriptions/resourcegroups/*",
"Microsoft.Storage/storageAccounts/blobServices/*",
"Microsoft.Storage/storageAccounts/listkeys/action",
"Microsoft.Network/networkWatchers/*",
"Microsoft.Network/applicationSecurityGroups/*",
"Microsoft.Compute/diskEncryptionSets/read",
"Microsoft.Insights/Metrics/Read",
"Microsoft.Network/locations/serviceTagDetails/read",
"Microsoft.Network/locations/serviceTags/read",
"Microsoft.CognitiveServices/*/read",
"Microsoft.CognitiveServices/accounts/1istkeys/action",
"Microsoft.Network/virtualHubs/*",
"Microsoft.Network/virtualHubs/hubRouteTables/*",
"Microsoft.MarketplaceOrdering/offertypes/publishers/offers/plans/agreements/*",
"Microsoft.Authorization/roleAssignments/read",
"Microsoft.Authorization/roleDefinitions/read"



Home - Subscriptions - cx-tac-rtp-fw-azure (cxsecurity) | Access control (IAM)

Create a custom role

o If you change tabs and have unsaved edits, those changes will be discarded.

Basics  Permissions Assignable scopes  JSON  Review + create

Here is your custom role in JSON format. Learn maore

oo ] ETHR

1 {

2 “properties": {

3 “roleName": "Multicloud Defense-controller-role”,

4 “description”: "mcd azure test swesnitz",

5 “assignableScopes": [

6 "fsubscriptions/56@13235-2739-42bf-947e-ebeelcc2b99g™
7 1

8 “permissions”: [

9 i

10 “actions": [1, _
11 "notActions": [],

12 "dataActions": [],

13 "notDataActions™: []

14 }

15 1

16 }

i}

S

EJSONI—R7OYIDELVERE R T ZHRL T EEL,

FELEO-ILERDOHZRICRLET,

"id": "/subscriptions/redacted/providers/Microsoft.Authorization/roleDefinitions/redacted”,
"properties": {

"roleName": "Multicloud Defense-controller-role",

"description": "mcd azure test swesnitz",

"assignableScopes": [

"/subscriptions/redacted"
] )
"permissions": [
{
"actions": [

"Microsoft.ApiManagement/service/*",
"Microsoft.Compute/disks/*",
"Microsoft.Compute/images/read",
"Microsoft.Compute/sshPublicKeys/read",
"Microsoft.Compute/virtualMachines/*",
"Microsoft.ManagedIdentity/userAssignedIdentities/read",
"Microsoft.ManagedIdentity/userAssignedIldentities/assign/action”
"Microsoft.Network/ToadBalancers/*",
"Microsoft.Network/natGateways/*",
"Microsoft.Network/networkinterfaces/*",
"Microsoft.Network/networkSecurityGroups/*",
"Microsoft.Network/pub1icIPAddresses/*",



"Microsoft.Network/routeTables/*",
"Microsoft.Network/virtualNetworks/*",
"Microsoft.Network/virtualNetworks/subnets/*",
"Microsoft.Resources/subscriptions/resourcegroups/*",
"Microsoft.Storage/storageAccounts/blobServices/*",
"Microsoft.Storage/storageAccounts/1istkeys/action",
"Microsoft.Network/networkWatchers/*",
"Microsoft.Network/applicationSecurityGroups/*",
"Microsoft.Compute/diskEncryptionSets/read",
"Microsoft.Insights/Metrics/Read",
"Microsoft.Network/locations/serviceTagDetails/read",
"Microsoft.Network/locations/serviceTags/read",
"Microsoft.CognitiveServices/*/read",

NDAZLO—-ILDOEI)EHT

1. Subscription Access control (IAM)RX—=>T, Add role assignmente 7)Y J LXT,

zure (cxsecurity)

%)\ cx-tac-rtp-fw-azure (cxsecurity) | Access control (IAM)

Subscription

L Search j X « —|— Add ~ i Download role assignments == Edit columns Q) Refre
Overview Add role assignment
B Activity log Add custon@CERETS assignment

P elevated access in your tenant. You should take i
root scope that are no longer needed. View role assignments

— e m g —

| A Access control (IAM)
€ Tags
2. "THRZLO-ILNOER, 2> 3a>TERLEO-IILZRELET,

Home - Subscriptions - cx-tac-rtp-fw-azure (cxsecurity) | Access control (IAM)

Add role assignment

Role’ Members Assignment type  Review + assign

A role definition is a collection of permissions. You can use the built-in roles or you can create your own custom roles. Learn more '
@ [ Copilot can help pick a role

Job function roles  Privileged administrator roles

Grant access to Azure resources based on job function, such as the ability to create virtual machines.

[© med % Type:All Category : All
Name T Description TJ

Multicloud Defense-controller-role mcd azure test swesnitz

Showing 1 - 1 of 1 results.

3. Nextz 27 1Jv 2 L., Assign accessZUser, group, T I&service principallcd®EL LEXF



ICLET,

Home - Subscriptions - cx-tac-rtp-fw-azure (cxsecurity) | Access control (IAM)

Add role assignment

Role  Members

Assignment type Review + assign

Selected role Multicloud Defense-cantroller-role

Assign access to @ User, group, or service principal

O Managed identity

Members + Select members

Mame

Object ID Type

Mo members selected

Deseription [ optional

4. Select membersz 7)Y OLEY,

Selected role

Assign access to

Members

Description

5. TARZLO—-INOERK) 0> a>THEELEO-ILZEMLET,

Home » Subscriptions

Role Member::.

cx-tac-rtp-fw-azure (cxsecurity) | Access control (IAM)

Add role assignment

Conditions  Assignment type Review + assign

Multicloud Defense-controller-role

@ User, group, or service principal
(O Managed identity

+ Select members

Name Object ID

No members selected

Type

Optional




Select members

‘ S Multi

E—3 Multicloud - Azure - RTP

i Application

E—3 Multicloud Defense Controller
Application

Selected members:

3 Multicloud Defense Controller
S Application

6.Next2 2 v OLT, Y7 AV UT7>avIDEIE—LET,



Home : Subscriptions @ cx-tac-rtp-fw-azure (cxsecurity) | Access control (IAM)

Add role assignment

Role  Members  Conditions  Assignmenttype  Review + assign

A you changed your role or member selection, your assignment type might have changed. Please review the assignment before submitting.

Role Multicloud Defense-controller-role

Scope /subscriptions/560f3235-2739-42bf-947e-ebeelcc2b999

SR e Name Object ID Type
Multicloud Defense Controller 309bad3d-eb32-4c16-b2bb-0289b3d491f6 App

Description No description

Assignment type Active

Assignment duration  Permanent

7. Review + assignz2 V)Y VL&Y,



Home - Subscriptions - cx-tac-rtp-fw-azure (cxsecurity) | Access control (|JAM)

Add role assignment

Role  Members  Conditions  Assignment type  Review + assign

A if you changed your role or member selection, your assignment type might have changed. Please review the assignment before submitting.

Role Multicloud Defense-controller-role
Scope /subscriptions/560f3235-2739-42bf-947e-ebee1cc2b999
Mombers Name Object ID
Multicloud Defense Controller 309bad3d-eb32-4c16-b2bb-0289b3d491f6
Description No description
Assignment type Active

Assignment duration  Permanent

Review + assign Previous | Next

8. HTARIVTa>vOBER—IHFRRENET, EAIOAXZ1—HS0verviewlZBE L
HT7RAOUT 3 IDEIOE—-LE T,




Home : Subscriptions

o cx-tac- rtp-fw-azure (cxsecurity) W ') Show me recent resource deployments in this Subscription. Can you help me
Subscription
0 Search | ¢ « [l Cancel subscription ¢ Rename —> Change directory 27 Feedback
Overview ry Change service administrator functionality is no longer supported. Learn more. For any other issues, contact support.
B Activity log A Essentials Copy to clipboard
R Access control (1AM) Subscription ID . 560f3235-2739-42bf-947e-ebeelcc2b999 [y
€ Tags Directory © cxsecurity (cxsecurity.onmicrosoft.com)
/. Diagnose and solve problems My role . Specified access
O Security Offer . Enterprise Agreement
Offer ID : MS-AZR-0017P

. —_
<.« Resource visualizer

Parent management group : Americas
Events

CNT, Azure7 > NZEMCDICIBINT 2= DAzZUure DEIEEZHEANZTTLELE, ChSDOF
JETE, MCDZFERALEHEEERBRAICOVWTHBALET,

Azure7 h > N %ZMCDICEHT S

1. SCC > Multicloud Defense® JEIZ BB L £,



asco Security Cloud Control

&> Organization H
= cisco-swesnitz > (

%4 Home

Platform services

gy Favorites >

fgm Security Devices

.—?—. Platform Management >



2. XA A Y 17R— RMOCloud AccountsR A > T, Add Accountz 2 )Y O LET,
Dashboard

Cloud Accounts Discover X

1 aws oA
1

Cloud Accounts (0) 3 (0) s

Add Account

View More

3. Azure7A4 >0 UYOLET,



Select Your Cloud Account

Please select Account Type you want to set up

aws h A a

4. [Azure 7 I MADERIR—D T, XDEZADLET,
« Azure7 7> RE: MCDOEB RN S DAzure 7 I NDEHI,
s FALOKNVUID: TPTUT—23 0&F, O3 TRELETFALOIMNUID,
H7ZA0U72aviD: ARRLAO-ILOE) ETEIZa>TRELEYTAOY
73D,
T7U—23avD: "P7US—=23 02K, 3 TRELET U=
3 >ID,
 ClientSecret : 77V r—2a>n&EELV>a>TREL LE



Connect Your AZURE Account
Prepare your cloud account for integration with Cisco Multicloud Defense Controller with following steps:
@ Orenup Azure Cloud Shell in bash mode.

e Download and execute Cisco Multicloud Defense onboarding script in the bash shell. This script creates an App Registration for Cisco
Muticloud Defense Controller,

Click here to see the privilege for the App created.

Copy

bash <{ curl -Ls https://raw.githubusercontent.com/valtix-security/cli-azure-setup/master/azure-setup.
sh ) —w "https://prodl-webhook.mcd.us,cdo. cisco.com: 80893 /webhook/ciscoswesnitz-US_htztw/azure"

Azure Account Name * @

[ )

Description @

Description (optional)

Directory ID* ©

Subscription ID* ©

[ J

ApplicationID* ©
[ ]

Client Secret* ©

[ Show l

5.MCDI&. Azure7tY hZ2KRHL TRRLET. next] 29U Y ILKY,



Discovering Assets

Deing our magic to discover all of your assets. Please give us a minute...

1
Cloud Accounts

Application Security Groups (Azure)

Security Groups

Tags

Cancel

6.[Closel 20y U LET,

63
Regions

Al Inventory

Load Balancers

Route Tables

Netwark ACL

VPCs/VNets

Instances

Applications

Network ACL Rules

Subnets

Network Interfaces

Certificates



Success!

Mow that you have added an account, you can take full advantage of our feature set to view traffic and secure your

Step1
Connect Account

Connect a cloud account with the
Multicloud Defense Controller

Connect Account

Close

VPCs and VNets.

Step 2
Enable Traffic Visibility

&

Enable traffic visibility on specific VPCs
to allow for more insight into the traffic in
and out of your account

Enable Visibility

Step 3
Secure Your Account

Setup a Service WVPC and Multicloud
Defense Gateway to secure your Account

Secure Account

7.2N0T, AVR—FT A2 TENIZT NI N%ZInfrastructure > CSP Accounts ' SRR TE

BRSICBEYRL I,



i
CISCO

&>
~

()

il
)
2=
©

.

jo

VNet® 1ER

Security Cloud Control

Organization
cisco-sweshitz

< Platform menu

Multicloud Defense

Home
Inventory
Investigate
Policies
Infrastructure
Reports

System and Accounts

Platform services

Favorites
Security Devices

Platform Management

>

Infrastructure

Gateways

Gateways

Service VPCs/Vnets

Account

CSP Accounts

Profiles

Packet Capture
Log Forwarding

Metrics Forwarding

Network

NTP
IPSec
BGP

VPN Connections

FW



1. Infrastructure > Service VPCs/VNetsD JEIC BB L £,

]

asco Security Cloud Control

— Infrastructure X
o
U5 Organization
~  cisco-swesnhitz > CEELEE
Gateways
bl Service VPCs/Vnets R
Multicloud Defense
Account
AN
Lo ke ? CSP Accounts
s_  Inventory >
Profiles
il Investigate 4 Packet Capture
@ Policies > Log Forwarding

«$3 Infrastructure Metrics Forwarding L

Hegiens ? Network
@ System and Accounts > NTP
IPSec
Platform services BGP
i Favorites > VPN Connections

2. [Create] 20 )Y O L&ET,



Service VPCs/VNets: 1

Quick Filters Advanced

Name v [ All Accounts v] [ CSP Type

m

) Name ~ : D~ : Account

D mcd_test_vpc-swesnitz 1 AWS-CXLABS-RTP-FW

3%@@%lbbf<fév
Name : COFIETFTDVF— M I I A LKL THERE D, VNetDfFEIZEBITES
ZHl,
« CSP7AHDU N [Azure7 A N%EMCDICE# T3]0 3> TEVYHTERH,
e U= 3 FTDVS— KNI I/ FEAEThTVWDR -3,
- CIDR7AOY V:VNetiC BB TS hih @S — NI/ HO—ZE0IP70OY 7,
- TAMY—2  EXHEBRITDIICEK, PBELSEE2OOTWARY - EBIRLET,

 Resource Group : RO Y A X 1—7H 5+ Create Resource GroupZiZR L &
¥,

c DY=RIN—TF : VDIY—RTIL—TDHEH
c DY=RIN—TVDV—23>2: TY=23ary, TERLEV—Da2icgbeiz)—3
32,
[Save] 20U Y O LET,



Create Service VPC X

Name* @

[ mcd_azure_vnet ® ]

CSP Account* ©

cx-tac-rtp-fw-azure X v |

Region* ©

[EastUS eastus ® v]

CIDR Block * ®
| 10.4.0.0/16 ® ]

Availability Zones * ©
1
2
Os

Resource Group *

[ + Create Resource Group ® "]

Resource Group Name *

[ mcd_swesnitz ® ]

Resource Group Region *

[EastUS eastus ® v]

(3 Use NAT Gateway

vWAN Attachment

C’ Enable vWAN Attachment

Cancel BEEVE

4. BRHIDXY E—DHFRRENETT,

@ Success

Service VPC/VNet created successfully.




Azurefll h SVNetDERK ZFEFEZL . Network foundation > Virtual networks overview > Virtual
Networks D JEIZZIRL £,

Home - Network foundation

A Network foundation | Virtual Network overview

Preview

L Search l s

/.5 Virtual network

Overview Netwark foundation

~ Vi
Virtual network Service to provision private networks. Build an isolated, secure environment to run virtual machines (VMs) and
applicatians.
4% Virtual Network overview PP
~ Enhanced security through isclated, secure environments,
4> \firtual networks ¥
+" Flexible, scalable without physical changes.
4} NAT gateways o )
w"  Secure connectivity across Azure regions
= Public IP addresses
Learn maore '

i Network interfaces

| [ view resourees ]
& Network security groups

@ Application security groups

CAannactivitu

Home - Network foundation

2N Network foundation I V|rtua| networks - M  Check health of virtual networks = Check the s
Preview
I,O Search ¢« .
+ Create 33 Manage view ~ () Refresh | ExporttoCSV §° Openquery | <
Overview
I\? mcd X I Subscription equals all Resource Group equals all >
~ Virtual network
£ Virtual Network overview |:| Name 1

4> Virtual networks

Ij 4> med_test_vnet-swesnitz
<> NAT gateways

= Public IP addresses

® Katuwnark intarfarac

VNetld, fERENBDETOT 1 TIREICBITLET,

O Mame ~ o~ : Account = : CSP Type ~ : Region ~ : State -

a med_test vnet-swesnitz 9 cx-tac-rtp-fw-azure AZURE eastus ACTIVE

Azure MCD FTDv Gateway D ER



1. Infrastructure > GatewaysD JEICBE L £ 9,
e

‘asee’ Security Cloud Control
= Infrastructure s
S
&> Organization
~+  cisco-swesnitz > Gataways
Gateways Y
e L Service VPCs/Vnets v/
Multicloud Defense [
Account
4
 home / CSP Accounts
== Inventory >
Profiles
il Investigate > Packet Capture
@ Policies > Log Forwarding
*E' Infrastructure Metrics Forwarding -
3N
Reports > Network '
ni
Q System and Accounts > NTE
IPSer

2. Add Gatewayz V7 JY VL&Y,



|I|Ill||n

asco Security Cloud Control

Gateways: 1

'S Organization

¥ cisco-swesnitz >
[ Quick Filters Advanced
< Platform menu
Multicloud Defense l ‘
Name v CSP Account

@ Home >

2= Inventory >

il Investigate > Add Gateway @ Recommendet
@ Policies >

(] Name |1 : State

vE' Infrastructure >

I l e med lale aliiadbaw - ATir

3. RDEZADLTLSEE L,

AR RAYTRIXZ1—h5, "Azure7H7>2 NZEMCDIC#E#HT S 4
023> O ULEAzZure7 hO R &EBIRLE T,

Gateway Type:FTDv GatewayZi#IR L £ 9,

Name:FTDVZS'— RV I A OEEICFEBITE 3 A Hl,

AVARVARAT REICBLULEA VAR AR T,

BPMNMUVARVA RAYTEIUXZ1 =8P BLEEI1DDAI VAR AEER
LET,.

BRKAVAZ AR RBEICHEBHRARFTIDVS VAR A, FREhH HKAER
10T9,

HealthCheck Port : 77 # )L N (&65534TF, CcORFIXNTR, COEZZEE
LEEAS



Create Gateway X

-
Gateway Information

Properties

Accounts * @

cx-tac-rtp-fw-azure X v

Gateway Type *

[ FTDv Gateway O] v]

Name* ©

[ mecd-azure-lab ® ]

Description

Optional

Instance Type™* @

[ 8 Virtual CPU | AZURE_D8S_V5 ® v]

Minimum Instances * @

L -]
Maximum Instances * @

E -]
HealthCheck Port* ©

[ 65534 ® ]

Cancel m

7E:HealthCheck Portld, 41 AR ANREEHZHERIT D EHICIILFIOZT RFHEO
— RN YN ERATEIR—RNESTT, 1 VAZAICE) TS ETF—2NAE
FAN)FATIN—=TF, COR—RNTORT T4V IOZHFATIHRENHVET,

4. ROEZADLTLEEL,
« Properties:Egress & = [&East-WestZBIR L £,
« FTDv Version : REBEICHKREBEL VYT RNV I FTN—=23 2,
c RUZ=)=)tYy b :  COFTDVIZARICERTD 7oA N OA—ILR)>—
(ACP),



+ Password:FTDVA ARV ADNAT—R,

c SAEVAEFIL  BOZAECAETI,

e N7 A—XVAE : BEEhDFNAARARIL—=TY NZEL B,

s FAEVAZRAT . COBARAICBALEZAEAZAT,

e =232 INSOFTDVA VARV AN F7A/EhTWB -3,

« VPC/VNet ID: "VNetDERK 1 20> 3> THERL 2 —E AVNet,
Create Gateway

Security * ©

[ East West X ® v I

FTDv Version *

[ 10.0.0 ® V]

Policy Ruleset* ©

[ Default Access Control Policy X v I

FTDv

Password Requirements:

« © Must be between 12 and 72 characters long
[ sesccsscassane ® Show ] « © Uselowercase and uppercase characters, and numbers
. @ Atleast one special character (excluding \ and -}

« & No more than 2 repeating or sequential characters

Admin Password

License Model @

[ Smart Licensing | Multicloud Defense

Performance Tier* @

[ FTDv20 v ]

License Types* @
[ Base X ® v I

Location
Region*

[ East US eastus ) v]

VPC/VNetID* ©

. B ~a
[ med_test_vnet-swesnitz | med_test_vnet-swesnitz X vI

Key Selection

(o) 23

5 NBEF—-RT7EZERLET., FIEIZCOWVWTIE., "WindowsTODSSHF¥F —RT7 DR, 5

LT &L,

<h



https://learn.microsoft.com/en-us/azure/virtual-machines/linux/ssh-from-windows
https://learn.microsoft.com/en-us/azure/virtual-machines/linux/ssh-from-windows
https://learn.microsoft.com/en-us/azure/virtual-machines/linux/ssh-from-windows
https://learn.microsoft.com/en-us/azure/virtual-machines/linux/ssh-from-windows
https://learn.microsoft.com/en-us/azure/virtual-machines/linux/ssh-from-windows
https://learn.microsoft.com/en-us/azure/virtual-machines/linux/ssh-from-windows

Create Gateway X

Key Selection

[ SSH Public Key | SSH Key Pair
SSH Public key *

ssh-rsa
AAAAB3NzaClyc2EAAAADAQABAAABAQCHvSIgyD

Resource Groups *

[ mcd_swesnitz | eastus ® V]

User Assigned Identity ID ©

[ Enter User Assigned Identity ID ]

Mgmt. Security Group * @

mcd_test_vnet-swesnitz-mgmt-sg | mcd_swesnitz

Datapath Security Group 1* @

mcd_test_vnet-swesnitz-datapath-sg [ mecd_sw...

Datapath Security Group 2 *

mcd_test_vnet-swesnitz-second-datapath-sg | ...

Disk Encryption * ©

Azure managed encryption v ]

Instance Details

You can only modify availability zones for gateways deployed in edge mode for GCP, Azure, and OCI
environments

Availability Zone > Mgmt. Subnet > Datapath Subnet 1 Datapath Subnet 2

1 mead test vnet- .~ med test vhe. o med test vne. o

7. N7V OIPEEMICLTHS, NextZ2O UV ILET,



Create Gateway

© ©

Gateway Information Gateway Details

Public IP

@D Dpisable Public IP

BEELEIXNTDEZEIELET,

Advanced Settings



Create Gateway

Gateway Information

Name
Gateway Type
Min Instances
Max Instances
HealthCheckPort
Policy Ruleset ID
Property
Instance Type
FTDv Version
Gateway Details  Edit
License Model
Performance Tier
License Type
Region
VPC/VNetID

SSH Public Key

Resource Groups
Mgmt. Security Group
Datapath Security Group 1

Datapath Security Group 2

Cancel

9. fEZHEREL .

Edit

mcd-azure-lab

FTDv Gateway

1

3

65534

Default Access Control Policy
East West

AZURE_D8S_V5

10.0.0

Smart Licensing

FTDv20

Base

eastus

mcd_test_vnet-swesnitz | mcd_test_vnet-swesnitz

ssh-rsa AAAAB3NzaClyc2ZEAAAADAQABAAABAQChHvSIgyDF

mcd_swesnitz
mcd_test_vnet-swesnitz-mgmt-sg
mecd_test_vnet-swesnitz-datapath-sg

mcd_test_vnet-swesnitz-second -datapath-sg

JY—AOAO—RAETLRES, Finsheo )Yy oLET,



m

fe

Create Gateway

Performance Tier
License Type
Region
VPC/VNet ID

SSH Public Key

Resource Groups

Mgmt. Security Group
Datapath Security Group 1
Datapath Security Group 2

EBS Encryption

Instance Details

FTDv20

Base

eastus

med_test_vnet-swesnitz | med_test_vnet-swesnitz

ssh-rsa AAAAB3NzaClycZEAAAADAQABAAABAQCHvSIgyDF

mecd_swesnitz
mcd_test_vnet-swesnitz-mgmt-sg
mcd_test_vnet-swesnitz-datapath-sg
mcd_test_vnet-swesnitz-second-datapath-sg

AZURE EBS encryption key

Availabilit
Zone y Mgmt. Subnet Datapath Subnet 1 Datapath Subnet 2
1 mcd_test_vnet- mcd_test_vnet-swesnitz- mcd_test_vnet-swesnitz-
swesnitz-mgmt-1 datapath-1 second-datapath-1
9 mcd_test_vnet- mcd_test_vnet-swesnitz- mcd_test_vnet-swesnitz-
swesnitz-mgmt-2 datapath-2 second-datapath-2
Recommendations
loading...
Resources Info J
loading...
Advanced Settings  Edit
Disable Public IP enabled

Cancel

JY—ZAAO—RENEEOE Y IR—RELI—,



Fy

Instance Details

gztablllty Mgmt. Subnet Datapath Subnet 1 Datapath Subnet 2
1 mecd_azure_vnet- mecd_azure_vnet- mecd_azure_vnet-second-
mgmt-1 datapath-1 datapath-1
mcd_azure_vnet- mcd_azure_vnet- mcd_azure_vnet-second-
2
mgmt-2 datapath-2 datapath-2
Resources Info ~
Resource Limit In MinUsagefor MaxUsagetor Recommendation
Use Gateway Gateway
Private IPs in 254 0 1 3
Subnets
Elastic IPs 1000 51 1 3
Load Balancers 1000 8 1 1
Instances 25000 31 2 6
Virtual CPUs 350 0 16 48

Advanced Settings Edit

Disable Public IP enabled

TF—RIIABAOA Y 1R—RE1—,
Create Gateway X

Deploying FTDv gateway

Creating your FTDv Gateway

1w

R

10. '—RIJIADERNBHEBREND E, RBZERTXAYE—IHRRENET, [OK|Z2T )
vOLEY,



® Success

Successfully created.

MCD& ¥ 2 217 R—RTE, AT—RAICENABLINGA'RRENKT,

D mcd-azure-lab & ENABLING ¥ n 10.0.0 ° Updated Default Access Control Polic

Summary® 7 &lnstances 2 7 TARAT— R AZERL £ T,



Details (213

Summary Cloud Details Interfaces Instances Settings Troubleshooting Terraform
Name mcd-azure-lab
5 State ENABLING

N Description
Instance Type
Type

) Min/Max Instances
Mode

B Security Type

i Policy Rule Set
FTDv Version
License Model
Performance Tier
License Types
Date Created (Local)

Last Modified (Local)

AZURE_D8S_V5

FTDv Gateway

1/3

HUB

East West

Default Access Control Policy
10.0.0(F

Smart Licensing

FTDv20

Base

2026-09-15 16:22:37.053

2026-09-1516:23:32.156

RENERCHELTUBA LS ERBLET.

« Azure®Compute > Virtual machines® R T, FTDVA VAR AZERLET, AT—XA
M Creatingh SRunninglcZb V) £9,

Home - Compute infrastructure

o | Compute infrastructure | Virtual machines - M | iemtity Vs with natwork connoctivity issues | Analyze alarts scross vinual mackines | Get workload tempiatos for VNS
Micrasaft

Search
@ Overview
i A resources
“ Infrastructure
K3 Virtual machines

% Virtual Machine Scale Set
[MMSS)

#® Compate Fleet

B Arc Machines

Virtual machines  Get started

Create » (L) Resenvations ~ 557 Manageview () Refresh L Exportto €SV }° Openquery

micd * Sulscription equals all Type equals all Resowrce Geoup equals all % Location equatsall X + Add flter

| Mame Subscription Resource Group  Location Status Operating syst.  Size Public IP address  Disks
e East US. Creating Linux Standard D85 v5 - 1
1 BB ciscomed-med-azuse-lab-ppron  cx-tac-rip-fw MCD_SWESNITZ Earst US. Creating Lanse Standard D85 v5 - 1

« MCDE Y2 1R—RAST—RNIIA AT —RAZHERELET,

Group by na

Update status



Summary Cloud Details Interfaces Instances Settings Troubleshooting Terraform

Availability Zone Number of Instances
1 1
2 1

AVAILABILITY ZONES DETAILS

Instance ID [subscriptions/560f3235- Policy Updates
2739-42bf-947e-
eBeelcc2b999/resourceGr
oups/mcd_swesnitz/provid
ers/Microsoft.Compute/virt
ualMachines/ciscomcd-
mcd-azure-lab-psprorne

Instance Name ciscomcd-mcd-azure-lab-
psprorne [

Please check cdFMC for policy update status.

Datapath Private IP
Datapath 2 Private IP (3
Datapath 2 Public IP

Mgmt Private IP -
Mgmt Public IP -

State e INIT

Created 2026-09-1516:26:05.711
(LOCAL)

Last Heartbeat NA

Image Version 10.0.0

BYIE R ¥

« H—E AVPCE iz IdVNetD ER

- FIDViEEFIE

c F—RNIVIA QOEREZHEDERE

o Azure@ N ILF O REHOBE

+ AzureTLinux VMA QOSSHAB/MBZEFXF—RT7EZER L TERTS
s TUO_HIN HR—K& RE¥I XK - Cisco Systems
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https://docs.manage.security.cisco.com/multicloud/c-ftdv.html#!t-create-a-service-vpc-or-vnet.html
https://docs.manage.security.cisco.com/multicloud/c-ftdv.html#!t-create-a-service-vpc-or-vnet.html
https://docs.manage.security.cisco.com/multicloud/c-ftdv.html#!t-create-a-service-vpc-or-vnet.html
https://docs.manage.security.cisco.com/multicloud/c-ftdv.html#!t-create-a-service-vpc-or-vnet.html
https://docs.manage.security.cisco.com/multicloud/c-ftdv.html#!t-create-a-service-vpc-or-vnet.html
https://docs.manage.security.cisco.com/multicloud/c-ftdv.html#!t-ftdv-integration-procedure.html
https://docs.manage.security.cisco.com/multicloud/c-ftdv.html#!t-ftdv-integration-procedure.html
https://docs.manage.security.cisco.com/multicloud/c-ftdv.html#!c-configure-gateway-prereq.html
https://docs.manage.security.cisco.com/multicloud/c-ftdv.html#!c-configure-gateway-prereq.html
https://docs.manage.security.cisco.com/multicloud/c-ftdv.html#!c-configure-gateway-prereq.html
https://docs.manage.security.cisco.com/multicloud/c-ftdv.html#!c-configure-gateway-prereq.html
https://docs.manage.security.cisco.com/multicloud/c-ftdv.html#!c-configure-gateway-prereq.html
https://docs.manage.security.cisco.com/multicloud/c-ftdv.html#!c_azure-overview.html
https://docs.manage.security.cisco.com/multicloud/c-ftdv.html#!c_azure-overview.html
https://docs.manage.security.cisco.com/multicloud/c-ftdv.html#!c_azure-overview.html
https://docs.manage.security.cisco.com/multicloud/c-ftdv.html#!c_azure-overview.html
https://docs.manage.security.cisco.com/multicloud/c-ftdv.html#!c_azure-overview.html
https://docs.manage.security.cisco.com/multicloud/c-ftdv.html#!c_azure-overview.html
https://docs.manage.security.cisco.com/multicloud/c-ftdv.html#!c_azure-overview.html
https://learn.microsoft.com/en-us/azure/virtual-machines/linux/ssh-from-windows
https://learn.microsoft.com/en-us/azure/virtual-machines/linux/ssh-from-windows
https://learn.microsoft.com/en-us/azure/virtual-machines/linux/ssh-from-windows
https://learn.microsoft.com/en-us/azure/virtual-machines/linux/ssh-from-windows
https://learn.microsoft.com/en-us/azure/virtual-machines/linux/ssh-from-windows
https://learn.microsoft.com/en-us/azure/virtual-machines/linux/ssh-from-windows
https://learn.microsoft.com/en-us/azure/virtual-machines/linux/ssh-from-windows
https://learn.microsoft.com/en-us/azure/virtual-machines/linux/ssh-from-windows
https://learn.microsoft.com/en-us/azure/virtual-machines/linux/ssh-from-windows
https://learn.microsoft.com/en-us/azure/virtual-machines/linux/ssh-from-windows
https://learn.microsoft.com/en-us/azure/virtual-machines/linux/ssh-from-windows
https://learn.microsoft.com/en-us/azure/virtual-machines/linux/ssh-from-windows
https://learn.microsoft.com/en-us/azure/virtual-machines/linux/ssh-from-windows
https://www.cisco.com/c/ja_jp/support/index.html
https://www.cisco.com/c/ja_jp/support/index.html
https://www.cisco.com/c/ja_jp/support/index.html
https://www.cisco.com/c/ja_jp/support/index.html

BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



