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Standard
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Available Options
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v [ Scope[192.168.7.0]
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5 Reservations
_ Scope Options
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s B IPvE
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Default_Config_Of_# 7> 3>/_43
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Standard
Standard
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2845.. 25665.243313 192.168.7.2 192.168.2.6
| 2845 25665.243654 192.168.2.6 192.168.7.2
2845 25665.243685 192.168.7.2 192.168.2.6

Server host name not given
Boot file name not given
Magic cookie: DHCP

Option: (53) DHCP Message Type (Offer)
Option: (1) Subnet Mask (255.255.255.8)
' Option: (58) Renewal Time Value
Optien: (59) Rebinding Time Value
Option: (51) IP Address Lease Time
Option: (54) DHCP Server Identifier (192.168.2.6)
Option: (3) Router
Option: (6) Domain Mame Server
v Option: (43) Vendor-Specific Information
Length: @

Value: <MISSING>
Value: <MISSING>

Non_Working_Server_Side_pcap

Value Policy Mame
192.168.7.2 MNene
Scope Options 1 =
General  Advanced
Avaiable Options Description. A
0040 NIS Domain Name Mame of Ne
047 NIS Servess Addresses
O] 042 NTP Servers Addresses ¢
[ 043 Veendor Spechic Info Embedded 1 v
< >
Data entry
Data: Binary: ASCI
oonn |

DHCP

DHCP
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Firepower Threat Defense(FTD)IC& 2 T ROY I hE T,

<#root>
firepower#

debug dhcprel ay packet

debug dhcprelay packet enabled at Tevel 1
ftd# DHCPD/RA: Relay msg received, fip=ANY, fport=0 on Lan_network interface

DHCP: Received a BOOTREQUEST from interface 3 (size

DHCPD/RA: Binding successfully added to hash table
DHCPRA: relay binding created for client 0050.56a0.2c59.
DHCPRA: setting giaddr to 192.168.7.2.
dhcpd_forward_request: request from 0050.56a0.2c59 forwarded to 192.168.2.6.

DHCPD/ RA: option 43 is mal forned.

DHCPD/ RA: Unabl e to | oad workspace.

= 302)




DHCPD/RA: Relay msg received, fip=ANY, fport=0 on Lan_network interface

DHCP: Received a BOOTREQUEST from interface 3 (size =

328)

DHCPRA: relay binding found for client 0050.56a0.2c59.

DHCPRA: setting giaddr to 192.168.7.2.
DHCPRA: Server request counter 1
dhcpd_forward_request:

RFC 21321 > TNA T VEZOR Y RKELK BB LS ICHAETHICEF. RICRTLSIC, 043

request from 0050.56a0.2c59 forwarded to 192.168.2.6.
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COEEICKY, IPPRLANVZATURMIERICU—AEIET,

File Action View Help
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v e "i’.'“l‘:f:‘”‘f"qm (5] 003 Router Standard 192.168.7.2 None
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g . 2| 043 Vendor Specific Info Standard
5 Address Pool o | Advanced
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-“ Rﬁen"“iUTS Available Options Description A
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Data entry
Data:
oooo 00

Binary: ASCII:
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| 2848. 258652.4866085 192.165.7.2 192.168.2.6 DHCP
| 2848.. 25882.486078 192.168.2.6 192.168.7.2 DHCP
2848.. 25882,409264 192.168.7.2 192.168.2.6 DHCP
2848.. 25E82.409833 192.168.2.6 192.168.7.2 DHCP

Client hardware address padding: @9800000000R00000000
Server host name not given
Beot file name not given
Magic cockie: DHCP
Option: (53) DHCP Message Type (0ffer)
* Option: (1) Subnet Mask (255.255.255.8)
* Option: (58) Renewal Time Value
* Option: (59) Rebinding Time Value
Option: (51) IP Address Lease Time
Option: (54) DHCP Server Identifier (192.168.2.6)
» Option: (3) Router
* Option: (6) Domain Name Server
~ Option: (43) Vendor-Specific Information
Length: 1
Value: @@
» Option: {255) End
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2907.. 1837526.548275 0.0.0.9 255.255.255.255 DHCP 344 128 DHCP Discover - Transaction ID @x9a688824

2987.. 1837526.558283 192.168.2.6 192.168.7.18 DHCP 342 72 DHCP Offer - Transaction ID 8x9a688824
2907.. 1837526.551783 0.0.9.8 255.255.255.255 DHCP 370 128 DHCP Request - Transaction ID @x9a688824 —
2967.. 1837526.5530@8 192.168.2.6 192.168.7.1@ DHCP 342 72 DHCP ACK - Transaction ID @x9a6@8824 W
Option: (53) DHCP Message Type (Offer) ~|[@eee @8 sB 56 aB 2¢ 59 LIETIIEL 2@ 48 2d @8 @@ 45 28  -PV., VoA H- -E ~
Option: (1) Subnet Mask (255.255.255.8) 81 48 11 12 48 @@ 48 11 96 32 c® ab B2 86 c@ ad He-@-H- -2:00--
Option: (58) Renewal Time Value 87 @a 92 43 00 44 91 34 48 45 B2 81 @6 8@ 2 68 C-D-4 HE: - - - h
Option: (59) Rebinding Time value 3c 3f 00 22 20 OO O2 @0 ©0 B8 c@ aB 87 Ba c@ ad £Frrones rrrrness
. - B2 86 c@ a8 @7 @2 8@ 58 56 a@ 2c 59 96 80 89 @8 P W-,Y
Option: (51) IP Address Lease Time 50 0O 02 P2 OO OC OO 00 0D O B DO DO BB BB BB - - ooc <..ooe.
Option: (54) DHCP Server Identifier (192.168.2.6) 00 0D 0P B2 DO 0O 0D 00 OO0 PO DO DD B9 BB BB BB oo e
Option: (3) Router 50 B0 02 B2 00 00 00 00 OO0 DO O DO PO BB BB BB . ceoiee
Option: (6) Domain Name Server B0 90 00 OO B0 0O OB 08 ©D 80 B0 DO 0D 00 B0 B8
v QOption: (43) Vendor-Specific Information B8 82 99 B PO 6O 89 99 ©D B0 B8 B0 B9 B0 BB B0
Length: 1 B0 60 0B 00 B0 0D 0D G0 OO0 00 00 0O 0O 60 BO B0
value: @@ 68 9@ 0@ 80 &0 0O ©0 99 ©0 90 90 °0 90 80 80 °8
AR AR QR AR A AR AR AR GO A AR AR AR AR BB OO

DZAT > N YA R_4EE pcap

<#root>
firepower#

debug dhcprel ay packet

debug dhcprelay packet enabled at Tevel 1

ftd# DHCPD/RA: Relay msg received, fip=ANY, fport=0 on Lan_network interface
DHCP: Received a BOOTREQUEST from interface 3 (size = 302)

DHCPRA: relay binding found for client 0050.56a0.2c59.

DHCPRA: setting giaddr to 192.168.7.2.

dhcpd_forward_request: request from 0050.56a0.2c59 forwarded to 192.168.2.6.
DHCPD/RA: Relay msg received, fip=ANY, fport=0 on dhcp_server interface
DHCP: Received a BOOTREPLY from relay interface 2 (size = 300, xid = Ox81f5dddc) at 06:55:25 UTC Tue Ma
DHCPRA: relay binding found for client 0050.56a0.2c59.

DHCPD/RA: creating ARP entry (192.168.7.10, 0050.56a0.2c59).

DHCPRA: forwarding reply to client 0050.56a0.2c59.

DHCPRA: Client Ip Address :192.168.7.10

DHCPRA: subnet mask in dhcp options :255.255.255.0

DHCPD/RA: Relay msg received, fip=ANY, fport=0 on Lan_network interface
DHCP: Received a BOOTREQUEST from interface 3 (size = 328)

DHCPRA: relay binding found for client 0050.56a0.2c59.

DHCPRA: Server requested by client 192.168.2.6

DHCPRA: setting giaddr to 192.168.7.2.

DHCPRA: Server request counter 1

dhcpd_forward_request: request from 0050.56a0.2c59 forwarded to 192.168.2.6.
DHCPD/RA: Relay msg received, fip=ANY, fport=0 on dhcp_server interface
DHCP: Received a BOOTREPLY from relay interface 2 (size = 300, xid = Ox81f5dddc) at 06:55:25 UTC Tue Ma
DHCPRA: relay binding found for client 0050.56a0.2c59.

DHCPRA: exchange complete - relay binding deleted for client 0050.56a0.2c59.
DHCPD/RA: Binding successfully deactivated

dhcpd_destroy_binding() removing NP rule for client 192.168.7.2

DHCPD/RA: free ddns info and binding

DHCPD/RA: creating ARP entry (192.168.7.10, 0050.56a0.2c59).

DHCPRA: forwarding reply to client 0050.56a0.2c59.

DHCPRA: Client |Ip Address :192.168.7.10

DHCPRA: subnet mask in dhcp options :255.255.255.0
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f=. DHCPY L —EICDHCPH—NADIEZNF HBD  E #BBELET,

<#froot>
>

system support diagnostic-cl

Attaching to Diagnostic CLI ... Press 'Ctrl+a then d' to detach.
Type help or '?' for a 1list of available commands.

<tfroot>

><Press Enter>
firepower#

pi ng

FTD CLI»SDHCPUL—I—2J I hOBREZHRBLET,

<#root>

firepower#

show runni ng-confi g dhcprel ay

dhcprelay server 192.168.2.6 dhcp_server
dhcprelay enable Lan_network

dhcprelay timeout 60

dhcprelay information trust-all

NZ7ILZ1—hk

CORBEERNS TN —F120F3ICk,. AORAEEZBLET,
1. FTDEDHCPH—NREDII—FT 14 > #H#ZE L. DHCPH—/N\ASEETRETH D Z & #HR

LEXY,
2. DHCPH—/NICDHCPUL —I—2 I MU= IA ATV EATBRI—MABHB L
ZHELET,

B.UZAT U RANIPTRLAZZELBVEBEO NS TN 1—FT 42T %T5CF. FTDIL—
TYRAVE—TIAATNTY RFYTF Y EZRITTELT,
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Firepower Threat Defense(FID)OF ¥ Z7F v ENTY R SL—HFEAZFIBAL T, NTY ¥
Y F Y EMRWICETTEET,

DEICHRBLEEEONT Y RF Y TF vy a 2B LESLCHIBRTAICIE, XOOTUR
ZERITLET,
* v 7°F v 75 L <capture_name>

4. IREZHFIL Tdheprelay debugZ RET B ICIE, ROOAN RZEITLET,

ChET5(CIF., FIDCLCOY A4 LET,

<tfroot>

system support diagnostic-cl

enabl e

Enter ¥F—Z#HL £ 7,

<#froot>

show dhcprelay statistic

show dhcprel ay state

TFINYTHFFTTICBMCBZ2TVRAES A ZHET R I, ROOXY RZERITLET,

<tfroot>

show debug

<tfroot>

To capture debug excute below commands

debug dhcprel ay packet
debug dhcprel ay event


https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/212474-working-with-firepower-threat-defense-f.html#toc-hId--2053957342
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/212474-working-with-firepower-threat-defense-f.html#toc-hId--2053957342
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/212474-working-with-firepower-threat-defense-f.html#toc-hId--2053957342
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/212474-working-with-firepower-threat-defense-f.html#toc-hId--2053957342
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/212474-working-with-firepower-threat-defense-f.html#toc-hId--2053957342
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/212474-working-with-firepower-threat-defense-f.html#toc-hId--2053957342
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/212474-working-with-firepower-threat-defense-f.html#toc-hId--2053957342

<#root>
To disable debug

undebug al
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