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Device Summary

Interfaces

Interfaces Virtual Tunnel Interfaces

@ Fterdaces [ ) Y Fin +

3 GigabltE thernet0/0

outside ( ]
> Cdga it thernat0f 1 outsice m Routed 10.0.0.1 Enasiea 5 g |

ATY 704> R —T T A4 AGi0N

Routed  Enabled

Edit Physical Interface 7 1 > R T, XOBREZITVET,

1. Interface Name Z5REL F£9, < DHI T, outsidel T,

2. Status AT A X ZBMICEREL F9(
)o

3.IPv4 Address2 7201 Y LT, IPVAF7 RLAZRELET, <OFITIE, 10.1.1.1/24T
9,

4. [OK|Z22UYULET,



GigabitEthernet0/1

Edit Physical Interface

interface Name Mode Status

outside? Routed Ml o

Description

Pvd Address IPvE Address Advanced

IP Address and Subnet Mask

10.1.11 / 255.255.255.0

Standby IP Address and Subnet Mask

CAMNCEL

ATY 7042 —T7 T4 RGO DRE
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1. Interface Name(Z M 65 T [doutside2) 25X EL £ 75
2. Status AZ 1 A Z BB ELE(



WCRREL E T,
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GigabitEthernet0/2
Edit Physical Interface d

interface Name Mode

outside2 Routed W

Descrption

Pvd Address IPvE Address Advanced

Type

Static w

IP Address and Subnet Mask

10.1.2.1 ' 24

Standby IP Address and Subnet Mask

CANCEL O

ATYT0LB—T7 T4 AG020DwE

AEOFIEEZZEVIRL T, ABEHEOAVE—T I RAERELET, COHITRE, YEA VR
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GigabitEthernet0/3

Edit Physical Interface

interface Name

inside

Description

IPvd Address IPv6 Address Advanced

Type

Static v

IP Address and Subnet Mask

10.1.3.1 f 24

Standby IP Address and Subnet Mask

ATY T4 B—T T4 AGI0/B3DRE

Mode

Routed
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Status
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Manitoring Policies Dbject Device: firepower e

ObjectTypes ¢ Network Objects and Groups

T Networks 8o

IPud-Private -AI-REC1018 Group IPvd-Private-10.0.0.0-8, Pvd-Private-172.16.0.0-12, IPvd -Private-
192.168.0.0-16

2 |Pvd-Private-10.0.0.0-8 NETWORK  10.0.0.0/8

1 IPvd-Private-172.16.0.0-12 METWORK 172.16.0.0/12
4 IPvd-Private-102.168.0.0-16 METWORK 192.168.0.0/16
3 any-ipvd NETWORK  0.0.0.0/0

o any-ipvl METWORK /0

ATYT0FTZITU M

Add Network Object 7 1> RUT, &¥DISPT—Rh I/ ZRELE T,

1. 72 9 N®OName(Z Ol Tldgw-outside1)EFREL £,
2. ATSIORNDERAT(COHTRHRAEANERIRLET,

3. KANCOBITEI0112)DIPF RLAERELET .

4. [OK|ZO2VYOLET,



Add Network Object

Name

gw-outside
Description

¥
Type
Network @ Host FQDN Range

Host

10.1.1.2

BEHEOFIEZEIEL T, 2BBDISPY—RIIAICBORY ND—I9ATS IO RNERELE
T

ATYT0ATDITIR2

1. A72ITONDODBEERELET, COHITIE, gw-outside2T T,
2.ATSIORNDEAT(COHTRHRAANERIRLET,

3. RANCZDOHITIE10.1.22)DIPF RLAZRELE T,

4. [OK|ZOUYULET,



Add Network Object

Name

gw-outside2

Descrption

Type
Network i@) Host FQDN Range

Host

10.1.2)2

ATFYT0FAT T R3
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Add ECMP Traffic Zone

€ Keep the member interfaces of a ECMP traffic zone in the same security zone to

prevent different access rules being applied to those interfac

Description

Interfaces

> [ mnsce (GigabnEthernetos3)

y  [@ outsige (GugabiEtherneto0)

@ cutsice 1 (GigabitEthernetos)

& ocutsiae2 (GuigabitEthernetos2)

Crealie oow SARDtartaoe CAMNCEL
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Add SLA Monitor Object

Name

sla-outsidel

Description

y
Monitor Address
gw-outsidel v
Target Interface
outside1 (GigabitEthemet0/1) by

IP ICMP ECHO OPTIONS

o Following properties have following commelation : Threshold £ Timeout < Fregueancy

Threshold Timeout
5000 5000

Fraquency
60000

Type of Service Number of Packets Data Size
0 1 28
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outside2)ZFXEL £ T,
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outside2T9,
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Add SLA Monitor Object >

Name

sla-outside?

Description

.
Monitor Address
gw-outside2 v
Target Interface
outside2 (GigabitEthemet(0/2) v

IP ICMIP ECHO OPTIONS

o Followang properties have following oosmelation: Threshold £ Timeout £ Fregquency

Threshold Timeout
5000 5000

Frequency
60000

Type of Service Number of Packets Data Size
0 1 28
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Add Static Route 74> ROUT, XOFIEZERITLET,

1L.IL—BMOBE (A7232 ) EFRA(A7232 ) ZR/ELET. COHITE,
route_outside1T 9,

2. Interface ROAY 7H IV ARNDE S, NTFTAVIVBRBEEITDAVR—TIAAERBIRLE
To '—RIVIATRLAR, 41 VF3—TIAARAZNLTT IV LATETHIMBEN HYE
T, COHITIE, outside1(GigabitEthernet0/1) T3,

3.WARY ND—DUZBRTHDZRYNDT—D, FLEFZDIL—NTT—NIVIAZFERATBK
ANZEEBRLET, COHITE, ERIEZE Niany-ipvd T,

4. Gateway ROAY T7H IV VARNDE S, —NIJIADIPTRLRAZBNTDERY NDO—DF
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6.SLAEZAR ROV TR IUARDS, SLAEZZATS IO RNEBIRLET, COHITRE
. sla-outside1T 9,

7.0Kl 200y OL%ET,



Add Static Route

Name

route_outside

Descnption

y
Interface
outside (GigabitEthemnet0/1) hd
Protoco
@ Pud ) VG

Metworks

-+

Matnc

CAMNCEL

[

AT ¥ 7°3 Route2




BEOFIEZ#EVIEL T, 2BB OISPEEICAIOART 1Y U )—KNZREL £ 9 (Add Static
Route™ 1 > R7J),

1L.I—MOBE (A7232 ) ERA(AT7232 ) ZRELEFT, COHITE,
route_outside2T 9,

2. Interface ROAY 7H IV ARND S, NTFTAVIVREEITDAVR—TIAAZBERLZE
To '—KRIVIATRLAG, /1 VB3—TIAAZNLTT IV LATRETHIHEN HY)E
T, cOBITE, outside2(GigabitEthernet0/2) T ¥,

J.WERY ND—V&RBINTBDRYND—D, EFLBIODIL—NTT—NIIA Z2FERT K
ARNEZBRLET, COHITRH. BAERE niany-pvd T,

4. Gateway ROAYT7HIVUARDS, F—RIJIADIPFRLAZRBETEIZRY D=0 F
TOIO0REBRLET, NZTAYIRBOTRLAICEEFENET, ZOHITE.
gw-outside2 ( 2&E B DISPT—KJI A ) T,

5)L—RDXKNUYO%1 ~ 254D THRELET, COFITIE, 1TT,

B.SLAEZZROAVIHAIVIUARDYS, SLAEZEAAT DI VN EBIRLET, O F U
ZTl&, sla-outside2T9,

7.[0Kl&ZUYILET,



Add Static Route

MName

route_outside2

Descnption

interface

outside? (GigabitEthemet0/2) >

Protoco
@ Pud Y B

Networks

+

Gateway Metnc

gw-outside2 - 1

CAMNCEL O

ATY73)—K3



I—KRZY U %&FDoutsidel1 1 X —T I A4 Akoutside2 1 X —T I A A%&BHTD2DO0D
IL—KHFBYET,

Routing

Add Multiple Virtual Routers w >. Commands £ BGP Global Settings
Static Routing BGP OSPF IGRP ECMP Traffic Zones
2 rout b 4 +

1 route_outside1 outside 1 Pvd 0.0.0.0/0 10.1.1.2 sla-outside 1

2 route_outside2 outsidel Pud 0.0.0.0/0 10,122 sla-outside?

AT Y 7°3 Route4

FIDLZEEZEALZEY,

FTDOCLIZOJ 4> L, X Rshowzone 2LFLT. 8-> 0—BTHBARZ—7 I A AESE. ECMPh
ST74Vv0V—ICBHETREREEELET,

<tfroot>

> show zone
Zone:

Qut si de
ecmp

Security-level: 0

Zone menber(s): 2
out si de2 G gabitEt hernet0/2

out sidel G gabitEthernet0/1

show running-configroute N> RZETL T, L—FT A JREICHITDIETIA 74 F1L—2 3 28R LET. CDIFE
I=RRSYIDBEB2DDARRTAVII—RIBYET,

<ttroot>

> show running-config route



route outsidel 0.0.0.0 0.0.0.0 10.1.1.2 1 track 1

route outside2 0.0.0.0 0.0.0.0 10.1.2.2 1 track 2

showroute AN REEFTLTN—F A ITF—T I EBERELET, COBEE. 182 —7 I A Aoutsideleoutside2Z ML TE
ARD2ODOFT7AIRNIL—RHEFBY), ST 14V O 2DDISPEIEE THHTEET,

<ffroot>

> show route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, |A - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i-1SI1S, su-1SISsummary, L1 - 1S ISlevel-1, L2 - IS-ISlevel-2

ia- IS-ISinter area, * - candidate default, U - per-user static route

0 - ODR, P - periodic downloaded static route, + - replicated route

Sl - Static InterVRF, Bl - BGP InterVRF

Gateway of last resort is10.1.2.2 to network 0.0.0.0

S* 0.0.0.0 0.0.0.0 [1/0] via 10.1.2.2, outside2

[1/0] via 10.1.1.2, outsidel

C 10.1.1.0 255.255.255.0 1is directly connected, outsidel

L 10.1.1.1 255.255.255.255 is directly connected, outsidel
C 10.1.2.0 255.255.255.0 1is directly connected, outside2

L 10.1.2.1 255.255.255.255 is directly connected, outside2
C 10.1.3.0 255.255.255.0 is directly connected, inside

L 10.1.3.1 255.255.255.255 is directly connected, inside

show slamonitor configuration X > RZZETL T, SLAEZ X OREZERELET,

<{froot>

> show slamonitor configuration
SA Agent, Infrastructure Engine-ll
Entry number: 1037119999
Owner:

Tag:

Type of operation to perform echo

Target address: 10.1.1.2



Interface: outsidel

Number of packets: 1

Request size (ARR data portion): 28
Operation timeout (milliseconds): 5000
Type Of Service parameters: 0x0

Verify data: No

Operation frequency (seconds): 60

Next Scheduled Start Time: Start Time already passed
Group Scheduled : FALSE

Life (seconds): Forever

Entry Ageout (seconds): never

Recurring (Starting Everyday): FALSE
Status of entry (SNMP RowStatus): Active
Enhanced History:

Entry number: 1631063762
Owner:
Tag:

Type of operation to perform echo

Target address: 10.1.2.2

Interface: outside2

Number of packets: 1

Request size (ARR data portion): 28
Operation timeout (milliseconds): 5000
Type Of Service parameters: 0x0

Verify data: No

Operation frequency (seconds): 60

Next Scheduled Start Time: Start Time already passed
Group Scheduled : FALSE

Life (seconds): Forever

Entry Ageout (seconds): never

Recurring (Starting Everyday): FALSE
Status of entry (SNMP RowStatus): Active
Enhanced History:

show slamonitor operational-state 1Y > RERITL T, SLAEZZDREERERLFT. ZOBE. I RHEADIC MTimeout
occurred: FALSEy ERRENTLNEF, ¥Y— RV IAAQICMPIO—ARBELTVR LS, B—T YRV E—T 14 A%REH
I2F7F2NRNL—KITOTATT, =T IT7—TINIERENTWVWRZEERLTVWET,

<tfroot>

> show sla monitor operational-state

Entry number: 1037119999

Modification time: 04:14:32.771 UTC Tue Jan 30 2024
Number of Octets Used by this Entry: 2056

Number of operations attempted: 79

Number of operations skipped: 0

Current seconds left in Life: Forever



Operational state of entry: Active
Last timethis entry was reset: Never
Connection loss occurred: FALSE

Ti meout occurred: FALSE

Over thresholds occurred: FALSE

Latest RTT (milliseconds): 1

Latest operation start time: 05:32:32.791 UTC Tue Jan 30 2024
Latest operation return code: OK

RTT Values:

RTTAvg: 1 RTTMin: 1 RTTMax: 1

NumOfRTT: 1 RTTSum: 1 RTTSum2: 1

Entry number: 1631063762

Modification time: 04:14:32.771 UTC Tue Jan 30 2024
Number of Octets Used by this Entry: 2056

Number of operations attempted: 79

Number of operations skipped: 0

Current seconds left in Life: Forever

Operational state of entry: Active

Last time this entry was reset: Never

Connection loss occurred: FALSE

Ti meout occurred: FALSE

Over thresholds occurred: FALSE

Latest RTT (milliseconds): 1

Latest operation start time: 05:32:32.791 UTC Tue Jan 30 2024
Latest operation return code: OK

RTT Values:

RTTAvg: 1 RTTMin: 1 RTTMax: 1

NumOfRTT: 1 RTTSum: 1 RTTSum2: 1

O—RNZ222YT

FIDENULERIMORZ 714V Ik, ECMPY—2 O — NI IABTECMPO— RN VIV INF NS T4 v O BMETS
HESHERRBLET. CDBE. Test-PC-1(10.1.3.2) & Test-PC-2(10.1.3.4) A* 5 Internet-Host(10.1.5.2) 1= [6] 1+ T SSHiE&: 2 BITA L |
X Rshoweconn ZETL T, RST7 4V INF2DDISPUVIBTO—RNT UV RAENTWVWA EZ2BRLE T, Test-PC-
1(10.1.3.2)k 1> 2 —7 I 1 AoutsidelZ ML, Test-PC2%EHALE£T,

<#root>

> show conn

4in use, 14 most used

Inspect Snort:

preserve-connection: 2 enabled, 0 in effect, 12 most enabled, 0 most in effect

TCP inside 10.1.3.4:41652 outside2 10.1.5.2:22, idle 0:02:10, bytes 5276, flags U O N1

TCP inside 10.1.3.2:57484 outsidel 10.1.5.2:22, idle 0:00:04, bytes 5276, flags U O N1
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show slamonitor operational-state ¥ > RZEITL T, SLATZZOBREDREEZEELE T, COBE., OV REHICT
Timeout occurred: Trues ERRJENTVIIEF, FHOISPF— R I IAADICMPII—ARBELTWEVZEEZRLTVET,

<ffroot>

> show sla monitor operational-state

Entry number: 1037119999

Modification time; 04:14:32.771 UTC Tue Jan 30 2024
Number of Octets Used by this Entry: 2056

Number of operations attempted: 121

Number of operations skipped: 0

Current seconds left in Life: Forever

Operational state of entry: Active

Last timethis entry was reset: Never

Connection loss occurred: FALSE

Ti meout occurred: TRUE

Over thresholds occurred: FALSE

Latest RTT (milliseconds): NoConnection/Busy/Timeout

Latest operation start time: 06:14:32.801 UTC Tue Jan 30 2024
Latest operation return code: Timeout

RTT Values:

RTTAvg: 0 RTTMin: O RTTMax: O

NumOfRTT: O RTTSum: O RTTSum2: O

Entry number: 1631063762

Modification time: 04:14:32.771 UTC Tue Jan 30 2024
Number of Octets Used by this Entry: 2056

Number of operations attempted: 121

Number of operations skipped: 0

Current seconds left in Life: Forever

Operational state of entry: Active

Last time this entry was reset: Never

Connection loss occurred: FALSE

Ti meout occurred: FALSE

Over thresholds occurred: FALSE

Latest RTT (milliseconds): 1

Latest operation start time: 06:14:32.802 UTC Tue Jan 30 2024
Latest operation return code: OK

RTT Values:

RTTAvg: 1 RTTMin: 1 RTTMax: 1

NumOfRTT: 1 RTTSum: 1 RTTSum2: 1

showroute AY > REEFTLTREDIL—F A IFTF—TINEFIVILET, 412 —7 I 1 Aoutsidel EEH L = DISPY
—RIIAANDI—RHEIBREh, 12— 7 I 4 Aoutside2Z B L Z2BBDISPY— KNI IANDTITF1TBFTHILNIL
—KAMM2LABYEEA,

<{froot>

> show route



Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, A - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1 - OSPF external type 1, E2 - OSPF externa type 2,V - VPN

i - 1SS, su- IS ISsummary, L1 - I1S-I1Slevel-1, L2 - IS-ISlevel-2

ia- ISISinter area, * - candidate default, U - per-user static route

0 - ODR, P - periodic downloaded static route, + - replicated route

Sl - Static InterVRF, Bl - BGP InterVRF

Gateway of last resort is 10.1.2.2 to network 0.0.0.0

S* 0.0.0.0 0.0.0.0 [1/0] via 10.1.2.2, outside2

C 10.1.1.0 255.255.255.0 is directly connected, outsidel

L 10.1.1.1 255.255.255.255 1is directly connected, outsidel
C 10.1.2.0 255.255.255.0 is directly connected, outside2

L 10.1.2.1 255.255.255.255 1is directly connected, outside2
C 10.1.3.0 255.255.255.0 is directly connected, inside

L 10.1.3.1 255.255.255.255 1is directly connected, inside

showconn ANV REETITD L, 2D0EEHNEFLETYTLTVB ENDAVET, SSHEY IV IE, RFTE &% <,
Test-PC-1(10.1.3.2)8 & O Test-PC-2(10.1L.3)TEF V71 7 TF,

<tfroot>

> show conn

4in use, 14 most used

Inspect Snort:

preserve-connection: 2 enabled, 0 in effect, 12 most enabled, 0 most in effect

TCP inside 10.1. 3. 4: 41652 outside2 10.1.5.2:22, idle 0:19:29, bytes 5276, flags U O N1

TCP inside 10.1.3.2:57484 outsidel 10.1.5.2:22, idle 0:17:22, bytes 5276, flags U O N1
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TILhSHIBRENET,

<{froot>

> debug ip routing
IP routing debugging is on

RT:

ip_route_delete 0.0.0.0 0.0.0.0 via 10.1.1.2, outsidel

ha_cTuster_synced 0 routetype 0

RT: del 0.0.0.0 via 10.1.1.2, static nmetric [1/0]NP-route: Delete-Qutput 0.0.0.0/0 hop_count:1 , via 0.

RT(mgmt-only):

NP-route: Update-Qutput 0.0.0.0/0 hop_count:1 , via 10.1.2.2, outside2

NP-route: Update-Input 0.0.0.0/0 hop_count:1l Distance:1 Flags:0X0 , via 10.1.2.2, outside2

showroute AN RZEETLT, BEOIN—F 10 IT7—T I ERBLET,

<ffroot>

> show route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, |A - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i-1SI1S, su-1SISsummary, L1 - 1S ISlevel-1, L2 - IS-ISlevel-2

ia- IS-ISinter area, * - candidate default, U - per-user static route

0 - ODR, P - periodic downloaded static route, + - replicated route

Sl - Static InterVRF, Bl - BGP InterVRF

Gateway of last resort is 10.1.2.2 to network 0.0.0.0

S* 0.0.0.0 0.0.0.0 [1/0] via 10.1.2.2, outside2

C 10.1.1.0 255.255.255.0 1is directly connected, outsidel

L 10.1.1.1 255.255.255.255 is directly connected, outsidel
C 10.1.2.0 255.255.255.0 1is directly connected, outside2

L 10.1.2.1 255.255.255.255 is directly connected, outside2
C 10.1.3.0 255.255.255.0 is directly connected, inside

L 10.1.3.1 255.255.255.255 is directly connected, inside
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mEhET,

<{froot>

> debug ip routing
IP routing debugging is on

RT(mgmt-only):

NP-route: Update-Qutput 0.0.0.0/0 hop_count:1 , via 10.1.2.2, outside2

NP-route: Update-Qutput 0.0.0.0/0 hop_count:1 , via 10.1.1.2, outside2

NP-route: Update-Input 0.0.0.0/0 hop_count:2 Distance:1 Flags:0X0 , via 10.1.2.2, outside2
via 10.1.1.2, outsidel

showroute AN REEITLT, BEDOIN—F 1 IT7—T I ERBLET,

> show route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i-1SI1S, su-1SISsummary, L1 - 1S ISlevel-1, L2 - IS-ISlevel-2

ia- IS-ISinter area, * - candidate default, U - per-user static route

0 - ODR, P - periodic downloaded static route, + - replicated route

Sl - Static InterVRF, Bl - BGP InterVRF

Gateway of last resort is10.1.2.2 to network 0.0.0.0

S* 0.0.0.00.0.0.0 [1/0] via 10.1.2.2, outside2

[1/0] via10.1.1.2, outsidel

C 10.1.1.0 255.255.255.0 is directly connected, outsidel

L 10.1.1.1 255.255.255.255 is directly connected, outsidel
C 10.1.2.0 255.255.255.0 is directly connected, outside2

L 10.1.2.1 255.255.255.255 is directly connected, outside2
C 10.1.3.0 255.255.255.0 is directly connected, inside

L 10.1.3.1 255.255.255.255 is directly connected, inside
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