FMCEAANXRY NT—ixBZ"Snort Alert" ; X ¥
t—INFRREND

2E

Gl

« BAANRYNTRE, FMC GUICEHRBARZSnort)L—ILX Y £—=D A RRENELZY, TD
BR RANBTZ-MEBIADN, EFIVTA TRV TRBICREEZERRT,

c BE, IO ZEDBAAMNRIKINAYE—DRIROEIDSICRRENET,

« PROTOCOL-ICMPIO— % (1:408:8)

2L, COBBEICKY), SnotX Y =2k V) —HREYIC TSnort Alert, &L THRRE
£9,

Snort Alert (1:408:8)

« ERICRTENDIN—INBEFHAD AR NE, Snort Alert(gid:sid:"rev)’& £ D — ik 7 T
hNUDAKTT,



Overview JEUEIIWEIEN Policies Devices Objects Integration

Context Explorer Unified Events Connections v Intrusions » Events Files v Hosts » Users v Correlation » Advanced » Search

Events By Priority and Classification swich worifiow

Drilldown of Event, Priority, and Classification > Table View of Events » Packets

Mo Search Constraints (Edit Search)
Jump to... ¥

_ || Message ~ Priority Classification

B [ | Snort Alert (1:51350:2) medium Attempted Information Leak
3 [ Snort Alert (1:1000074:6| low Generc [CMP Event
8 C Alert (1: ?:I high Web Application Attad
3 O Snort Alert (1:41421:2) high Web Application Attack
3 C Snort Alert (1:63309:1) high ‘Web Application Attack
3 [ ] Snort Alert (1:16431:6) high Web Application Attack
B [ § Snort Alert {1:58726:7) high Attempted User Privilege Gain
8 [0 ) Snort Alert (1:58737:5) high Attempted User Privilege Gain
3 Sport Alert (1:58723:6) hagh Attempted User Privilege Gain
32 O Snort Alert (1:58743:6) high Attempted User Privilege Gain
P C Snort Alert (1:58742:8) high Attempted User Privilege Gain
3 [ | Snort Alert (1:65554:1) high Attempted User Privilege Gain
3 [ § Snort Alert (1:58744:6) high Attempted User Privilege Gain
L I Alert (1:58722:5) high Attempted User Privilege Gain
3 O Snort Alert (3:58806:4) high Attempied User Pnvilege Gain

s NTYRNE1I—TI. BUZA7DOXYt—>HEvent InformationlZRule Unavailable & &

RENKT,

Analysis QEvlal=S

Context Explorer

Unified Events

Connections »

Events By Priority and Classification s wees

Drilldewn of Eyent, Prissity

and Claesficabion

Table View of Fyents

Packets

¢ Search Congtramts (Edit Sesrch Sove Search)

Event Information »

Message

Snort Alert (1:51390:2)

Time
Clazsification

Priority

Ingress Security Zome
ewvice

Ingress Interface
Source 1P

Source Port / ICOMP Type

Source Country
Destination IP

Destination Part [ TCMP Code

estination Country
HTTF Hostrsmse
HTTP LRI

Intrusion Policy
Access Contral Palicy
Access Control Rule

2026-05-05 15:37:39
artermpted [nfermabion Leak
medium

60402 [ tcp

B e
B0 (http) / tep
T

§ Rule

Rule Unavalaltie J

Intrusions » Events

« T5IC. FMCASSIEMY AT AICITV AR—RENBsyslogA R NI, XDT71—)L
RIZXKULTZEDOENANEENETT,

« ZF¥ID



« signature_msg® RITHER
+ signature_descZ £179 %

« FMCXY =207, AXRVRXYE—DICEITRIEROEANNRY NOKBVELIS
—ARFENKT,

Apr 10 23:28:56 FMC SF-IMS[21500]: [21500] EventStreamer child(192.X.X.210):sfestreamer [WARN] Un:

c COMER., BEERNREVY—DSFMCICESNDIXNTORAMNNRNIFEL, BE
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<tfroot>

> expert
admin@FMC:~$ sudo su
root@FrMC: /Volume/home/admin# 1s -halts /var/sf/SRU/ | grep SRU-2026-05

A3M -rwr--r-- 1 ww ww  43M May 27 04: 02 Cisco_Firepower _SRU 2026- 05- 26-001-vrt.sh. REL. tar

43M -rw-r--r-- 1 www www  43M May 22 04:02 Cisco_Firepower_SRU-2026-05-20-001-vrt.sh.REL.tar



43M -rw-r--r-- 1 www www  43M May 20 04:02 Cisco_Firepower_SRU-2026-05-19-001-vrt.sh.REL.tar
43M -rw-r--r-- 1 www www  43M May 13 04:03 Cisco_Firepower_SRU-2026-05-12-001-vrt.sh.REL.tar
43M -rw-r--r-- 1 www www 43M May 8 04:03 Cisco_Firepower_SRU-2026-05-06-001-vrt.sh.REL.tar
43M -rw-r--r-- 1 www www 43M May 6 04:03 Cisco_Firepower_SRU-2026-05-04-001-vrt.sh.REL.tar

2-SRUNY T —2 OBHINEBA AN —)LZRITLET,

<{froot>

root@FMC: /Volume/home/admin#

install _update.pl --detach /var/sf/SRU C sco_Firepower_SRU 2026- 05- 26- 001-vrt.sh. REL.tar --force

B.-RDINYVRZHEALT, 1AM —/LOETRRAZEHFLET,

<{froot>

root@FMC: /Volume/home/admin#

tail -f /var/log/sf/sru-2026-05-26-001-vrt/status.log & tail -f /var/log/sf/sru-2026-05-26-001-vrt/sru.l

[260528 12:43:34] **** Finish POST phase
[260528 12:43:34] #wsddddididddddoddoddododododododdodd
[260528 12:43:34] COMPLETED post/999_finish.sh
[260528 12:43:34]

[260528 12:43:34] Lock //tmp/sru.lock for force install removed successfully.
[260528 12:43:34] Pruning Togs and old 1installs

[260528 12:43:34]

[260528 12:43:34] ########BSHHHHHRLHHH

[260528 12:43:34] # FORCE COMPLETE

[260528 12:43:34] ########BSHHHHHRLHHH

ui:[63%] Running script installer/602_1log_package.pl...

ui:[68%] Running script installer/900_update_version.sh...

ui:[74%] Running script installer/999_finish.sh...

ui:[79%] Running script post/000_start.sh...

ui:[84%] Running script post/500_copy_contents.sh...

ui:[89%] Running script post/900_iru_Tlog_finish.pl...

ui:[95%] Running script post/999_finish.sh...

ui:[100%] The force install completed successfully.

ui:The force install has completed.

state:finished

o0 D)

ESRUNDAVARN=IIE., TETETILEART200HMDZDEENFHY.,. BEODEETH I M
Bid2LDICERAET, CRIEESHETT,



4 BESRUBA AR —IILAERICETLIEE

* FMCRBAAARY AR=DTHULWAR N ZERLET

« ILLWBAANXRYNT, —&H7% "Snort Alerty T2 MU TRE&<, HEY)&Snort)L—)L X
VE—IANRRENDEZRALET,

s SIEMY AT ALAADsyslogT Y AR—NIZITZF ¥ T4 =)LRAAIENRhTVWD &
RmlLET,

pl:?l\  COEBERHRATEDYEEA. BUBXY -0 TUBIICERE A
RYNGEEEhELEAD, HILLERAAMARNETINTELWSnort)L—IL XY E—D%
RARL., syslog7 1 =)L RIZEYIIZADTEIHREN HYET,

R &

FMCOREEBIZEKY, Snot JZF v XY £—IF—ER—AOHIER IR REL.
FMCHABAANRY R TSnort)l— I XZTF—RZBRUTANTBDENTEBLLBYELE, C
MO EEIE, Cisco Bug ID CSCwu63768 TEHFENTVET,

COREER. UBIOSRULSPT Y 77— NOREYBEA 2V AR—IIZK 2> TE|ERIED &E
ASNET, EEL, 1AM —IRBERBTHIAEUENDYET, ST ZF Y XRF—2H >
H—L X)L (GID:SID:REVTREBIEND AR N ) ICHEETREOD, F—EIR—ABFEEO L&
XY =D OEYBERRPsyslogT I AR— MO EHICFMCTHBRTER VN & ZRTRERA

BYET.
BEEI> TV

» Cisco Bug ID CSCwu63768

« Sourcefire) /= VE#HZ7OTZLOA D> O—R

« DRAADT IV ANYR=—bEHXDO—R



https://tools.cisco.com/bugsearch/bug/CSCwu63768
https://software.cisco.com/download/home/286324335/type/286321931/release/SRU
https://software.cisco.com/download/home/286324335/type/286321931/release/SRU
https://software.cisco.com/download/home/286324335/type/286321931/release/SRU
https://software.cisco.com/download/home/286324335/type/286321931/release/SRU
https://software.cisco.com/download/home/286324335/type/286321931/release/SRU
https://software.cisco.com/download/home/286324335/type/286321931/release/SRU
https://www.cisco.com/c/ja_jp/support/index.html
https://www.cisco.com/c/ja_jp/support/index.html
https://www.cisco.com/c/ja_jp/support/index.html
https://www.cisco.com/c/ja_jp/support/index.html
https://www.cisco.com/c/ja_jp/support/index.html

BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



