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» Cisco Secure Firewall Management Center 7.6.5
* Cisco Secure 77 A7 #—)L7.6.5
« Windows Server 2022t T &£ 9 % Microsoft Active Directory
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FMC UIT, Integration > Other Integrations > Identity SourcesD JEIC#E B L . Passive |dentity
AgentZ 1) v 2 LET, CiscoSecure Dynamic Attributes ConnectorA EEBMICE > TV
WiE& k. Enable CSDACZ VU Y VL THMICTRLSICRHBSNET,

abal.  Firewall Management Center

CISCO  |ntegration [ Other Integrations | ldentity Sources:

- Cloud Services Realms ldentity Sources  High Availability  eStreamer Host Input Client Smart Software Manager On-Prem
Horme
]
Overview Configure Identity Sources
il
Analysis Service Type:
None Identity Services Engine
-]
Policie
A\ Youmust enable the Gisco Secure Dynamie Attributes Connector (CSDAC) for this to work. Do you wa pi '

Ny>7IDI—>I>k

CSDACZAMICTBICIE, [BMAREZIIYILET,



Enable Cisco Secure Dynamic ®
Attributes Connector?

This identity source requires CSDAC to be enabled. Doing so can take about
15 minutes.

CSDACZBMICT S

COATYTIC@EHI09HD M) ET, CSDACHELL BE#tE =S, "Donebutton) &)
YOLTHEITLETS,



Enabling Dynamic Attributes Connector

° Dynamic Attributes Connector enabled successfully

@ Preparing Docker.

Done

®

@ Verifying images.

Done

@ Downloading connector images.

Done

A Downloading Core images.

Done with warnings

@ Using local images.

Done

@ Bringing up Core services.

Done

® Bringing up API service.

Done

CSDACE®

Create AgentbuttonZ 2 )Y J L&Y,
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= Configure Identity Sources

Overview t

Sarvice Type:

ul )

Analysis [ Idersity Sarvices Ergine (W) Passive dentity Agent
=

Policies | n Your changes will be afective after you save Passive Mdentity Agent as the identity Source.

Devices How does it work?

ACTIVE GHRECTORY

Dbjects B!

o :
- s ¢

2r

o paete

I—>12 hDOER

IT—>I2 OB EIZEEL, StandaloneoptionZiBIRL T, BIN XAV THER L LB %
Domain1> RO—F ICBEMRITER T,



Configure Agent ®

Name *
‘ LAB-Agent \ ]

Description

Role D

() primary () Secondary |® Standalone

Learn more about the agent role.

Domain Controller *

‘ 10.62.113.247 X \ Q) v] +

Agent will monitor this domain controller.

Important:
This agent will be created and assigned to the selected domain controller. Install
it on the domain controller (or on its member machine) to start the tracking.

I—2I2hORRE

"REFLRRETIYILET,



atiili, - Firewal Mana?ement_Cent_er __ Doy Q@ @ @ | Gobel\admin +

cIsCo Integ

o~ Cloud Services Realms Identity Sources High Availability eStreamer Host Input Client Smart Software Manager On-Prem
Home
|
Overview Configure Identity Sources
nl
Analysis Service Type:
) None () Identity Services Engine (®) Passive Identity Agent
=)
Policies

ﬂ Your changes will be effective after you save Passive Identity Agent as the identity Source.,

Devices

Objects
g Domain Controliers Manitering Agents Hestname © Connection Status <~ @

s > LABR

Intagration

REDRE

BRTI,

Firewall Management Cempr

dseo’ oy Q@ @& @

. Cloud Services Realms Identity Sources High Availability eStraamer Host Input Client Smart Software Manager On-Prem

Overview Configure Identity Sources

ul
Analysis Service Type:
) None _' Identity Services Engine "!\l Passive ldentity Agent
]
Policies

() Search by agent name or domain controller name Create Agent

Devices Domain Controllars Manitoring Agents Hostname © Connection Status 0

Objects

b

Integration

| 10.62113.247 LAB-Agent (standalone, Mot Applicable 7 [ Uy B T o |

AT—RADHER

S
E:NYYTIDI-V IV NEEREFEALTRAT—ZAERLET, ALVIEBOS

&. I—2 1 hAH"Secure Firewall Management Centert EEICBEFELTVWEVW L2
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NYS7TDI—SIVRNEBETIEDICHIBERER D>ELF 1T IFA T I+ —)LEEBLY
B—(FMC)1—H#ERLET, COI—HIZE. ORXRTERTIRERFFREhTLE
T I—HE. Ny T DI—SIVRNENBENDKEENCTREABEETATVET,

FMCOUIT, System > Usersi_#BE L, Create User2 7Y I LET, RRAVDEHIZH2T

A OFMEANLET,

User Configuration

User Name
Real Name

Email Address

Authentication

“ passiveidentity

[

|

(] Use External Authentication Method

Password

Confirm Password

Maximum Number of Failed Logins
Minimum Password Length
Days Until Password Expiration

Days Before Password Expiration Warning

Options

(0 = Unlimited)

(0 = Unlimited)

D Force Password Reset on Login
C] Check Password Strength
(] Exempt from Browser Session Timeout

JI—9—0HEK

Ny>7IDI—HO-I0OKEEYHETET,

"RiF. REZIOIVYDOLET,




User Role Configuration

Administrator

External Database User (Read Only)
Security Analyst

Security Analyst (Read Only)
Security Approver

Default User Roles intrusion Adr'nin
Access Admin
Network Admin
Maintenance User
Discovery Admin

Threat Intelligence Director (TID) User

O@OCO0000000000

Passive Identity User

Custom User Roles REST VDI

Ny > 7id1—90iER

Passive Identity Agenty 7R J I 7 DA ARN—I)LERE

BEEni RXA > MNO—7FZPassive Identity Agenty 7RI 7 &4 ARN—)LUTERE
LET,

software.cisco.com”* 5 passive identity agentZ X 0> O— R L& T,



https://software.cisco.com/download/home/286324333/type/286271057/release/Passive%20Identity%20Agt

Software Download

Expand All | Collapse All :}

A My Notifications

Release Passive |dentity Agt

Downleads Home [/ Security f Firewalls / Firewall Management / Secure Firewall Management Center / Firepower Management Center 1600 / Firepower System Tools and APIs- Passive Identity Agt

(@ searen.. ) Firepower Management Center 1600

Related Links and Documentation
Release Motes for Passive identity Agt

Latest Release w Release Motes for Passive identity Agt 1.0
ent-1.4.1
e File information Release Date Size
Qualys Connector 1.0 Installer for the Cisco Passive Identity Agent 16-Sep-2024 1.59 MB RV ]
CiscoPassiveldentityAgentingtaller-1,0.ms
Event Streamer SDK Advisories [
Al Release ~  |installer for the Ciseo Passive Identity Agent 11-Mar-2025 2.16 MB RS ]
CiscoPassiveldentityAgentinstaller-1.1.msi
Qualys Connector p Advisories []
Passive Identity Agt >
Event Strearmer >
TsAgent ?

V727085 0—R

I
9o

¥ 7 = | Downloads
Home Share View

« v~ 2 ¥ > ThisPC » Downloads

Name
# Quick access

[ Desktop +
& Downloads »
[£ Documents *
= Pictures »

Cisco Passive Identi
[ This PC

g Network

e

—JI kAU O-RLES,

i!‘ CiscoPassiveldentityAgentinstaller-1.1.1

Date modified Type Size

04-06-2026 06:28 Windows Installer ... 2,276 KB

EYRNTYTZRETITRICRE. NEOAAN—IILFIEZZREL TS EE L,

RXAAYRO—FTA VAN —ILTOERAZRKRLE




ﬁ Cisco Passive |dentity Agent Setup — X

Welcome to the Cisco Passive Identity
Agent Setup Wizard

The Setup Wizard will install Cisco Passive Identity Agent on
your computer. Click Next to continue or Cancel to exit the
Setup Wizard.

Back MNext || Cancel

AZARN=ILTR2ED

AARN=INZETLES, Passive ldentity AgentV 7 R DI T7Z2HE, RAVEHTEES L
TVRHEBBREADLET, TestREAEIUYILT, FMCEDEREHRIELET,



44 Cisco Passive Identity Agent 1.1.0-1 — X

Secure Firewall Management Center

Enter the fully qualfied domain name or IP address of the Secure Management
Center this agent communicates with.

Integration

BN o |

Prmary FMC FQDN / IP address Port

10.62.184.97 © 1443
FMC FUDN or IP address and Port of the FMC

Usemame Password

passiveidentity | sesssesee h Username/Password

- T e o P o e created in previous task

O ot C

Q Search

Agent DCs (Domain Controllers)
LAB-Agent 10.62.113.247

You need to select Agent-DCs pair to be able to save
corfiguration

Test €= Click here to test the connectivity

| have Secondary FMC -

I—JI2hZERELET,

BEROTANERICKRTLES, REFL RRZVDVYILET,



4 Cisco Passive Identity Agent 1.1.0-1 - P

Secure Firewall Management Center

Enter the fully qualfied domain name or IP address of the Secure Management
Center this agent communicates with.

Integration

=

Primary FMC FQDN / IP address Port

10.62.184 97 © 1443
FMC FQDN or IP address and Port of the FMC

Usemame Password

passiveidentity sesssenee o

The credentials for the connection (Primary or Secondary)

Agent
Q, Search
Agent DCs (Domain Controllers)
LAB-Agent 10.62.113.247

You need to select Agent-DCs pair to be able to save
configuration

OKRZZZ#DVVYILT, I-PI 2V NDREZTTLRY,



&" Passive Identity Agent — X

Secure Firewall Management Center @

Enter the fully qualfied domain name or |P address of the Secure Management
Center this agent communicates with.

Configuration
Primary FMC FQDN 10.62.184.97
/ |P Address:
Port: 443
Usemame: passiveidently
Passwod:
Agent Name: LAB-Agent

Agent Domain Controllers: 10.62.113.247

Edit..

I-YIY NERFHRTT

FMC®OUIT, Integration > Other Integrations > Identity Sources > Passive Identity Agent® JIE (%2
BLET,. NPT DI-2IVMBEORAT—RAZXRRLTVWDEEZRRALET,



Firewa

st

Il Management Center

CISCO Integration / Other Integrations / Identity Sources
o~ Cloud Services Realms Identity Sources: High Availability eStreamer Host Input Client Smart Software Manager On-Prem
Home
[ |
Overview Configure Identity Sources
il
Analysis Service Type:
Nane () identity Services Engine '9 Passive Identity Agent
L]
Policies
C, Sei ] Create Agent
Devices Domain Controllers Monitoring Agents Hostname O Connection Status = B
.
-
Objects
5 10.62.113.247 LAB-Agant (sfandalone Mot Applicable () ® B
Integration
~ ' A= =
fme 5 DIEE DR
- 4 — | — — o I ) = 0) ]
PATOTATARI)—DERE
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T—7NCESVWTTAFUTATARI—ZERLET,
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ksl

ZRIDARY

== |TREE |[TF7AIILIOERRICTS

FMCOUIT
LET,

. Policies > Access Control > Identity® JEICEE L &9, New PolicybuttonZz 1) v &

Overview

ject Management |

Access Control

Identity Policy Domain Status Last Modified

Analysis

=]
Policies

Devices

Objects

5>

Integration

ted, Add a new policy

wLLWRUZ—



BATVDEHICH S TR —BZANLET,

New Identity policy ®

Name

l L AB-Identity-Policy ]

Description

| |

wLLWRUZ—

Add Rulebuttonz 2 Yy O L%EY,



ement Center
€ISCO Identity Policy Editor

LAB-Identity-Policy

aliali,  Firewall Mang

s
Home Enter Description Click here
" Rulés  Active Authentication Identity Source
Overview - -
+ Add Category + Add Rule Cy, Search Rules @
hl
Analysis Source Source Dest Auth
¥ Mame Zones DestZones  potworks  Networks oo 1995 pong DestPorts  Realm Action rotscal
o, Administrator Rules
Policies
Standard Rules
Devices
Root Rules
.
Objects
Intagration

Realm & SettingstablC BB L. X AU EHIZE 3 L) TAuthentication RealmbasedZi#IR L £,

&#I(Z. AddbuttonZ2 o U Y O LET,

Add Rule

Standard Rules

Name Insert

[ Rulel Enabled | into Category
Actien

[ Passive Authentication - Realm: LAB-Realm (AD)
Zones Networks VLAN Tags Ports

Authentication Realm *

[ LAB-Realm (AD) v ] 2

[ Use active authentication if passive or VPN identity cannot be established

1

Realm & Settings

Cancel

LILLADRRE

"REFLRRETIYILET,



bl Firewall Management Center
€100 Policies [ Access Con

10 | iedantity Policy Editar
LAB-Identity-Policy

rrrrrrrr e
o Administrator Rl
Policies
mmmmmmmm
aaaaaaa
uuuuuu
&
........ stice
REZRFELET

TOEAOY ORI —DOHRE

TATTATARID—2TO0LAA MA—-NLRIZ =LV DOEE, XROBKZHE DT Y

TARDD =)= ZEKLET,

B e
=% IL—IL1

Fovary |7FM4R—KNZYKND—UMET
Y—RY—Y INSIDE

LY —> OUTSIDE

EEXTRY NDO—2

10.10.10.0/24

EEZRY ND—2

10.48.62.98/32

H—ER 535K — R TCP 80(HTTP)
1—4 ZREE/ I —71
Logging EHRom®




ATYVT N TATFUOTATARID—2FT O AIMNOA-LRIZ =V TTB

FMC®OUIT. Policies > Access Control > Access Control D JEIZBELET, R —D

Editbuttonz 2 )Yy VL %Y,

ahal,  Firewall Management Center

CI5€0  polic wss Control [ Access Control

ooy Q@) & @

Overview

Access Control Policy
il

Last Modified

Status

Analysis
Access Control Policy 1

Policies

Davices

Objects

&

Integration

2025-06-06 08:04:31
Modified by "admin™

Targeting 1 deviee

Click here

RIS —DiRE

identitysectionlCBEIL ., IO R AU THERKL zID Policy®2 ) I LE T,

ement Center

Targeted: 1 dovice

m Add Category

€, Retumn to Access Control Policy Management
w' Access Control Policy 1 & Click here | D Analyze |
Home L
+ @ Prefilter Rules -+ () Decryption -+ & Security Intelligence - () Mentity + & Access Control @ More
. -
" o
Overview _ Identity Policy ~
l Icdentity Policy
Analysis Mame Action 1 - ] 15
Zonas works Paorts.
o Mandatory (No rules L AB-Identity-Policy
Policies B, List
Asdd Rule Add Categary il
- Default (Mo rules
Davices
Add Rule Add Categary
.
Objects
5
Integration

FAFEUF4F 4RSS —DEH

ApplybuttonZ2 2 )Y JLET,

ATY 727 ORI MO—I)LIL—

IWZERL KT,




alln,  Firewall Management Center

c ACTY & 5 =
c5eo  p  Policy Editor L beplioy LI(7) & (@  admin
+ Return to Access Control Policy Management
= . 3
el Access Control Policy 1 & You have unsaved changes Discard | m
uats -+ @ Prefiter Rules + () Decryption -+ @ Securityinteligence -+ @ Identity + @ Access Control @ More Targeted: 1 device
¥ 1 ~
e 7 || Q Typetosearen tal O 2 mi Add Categery | |IREELTTY
nl Source Dwestination
Analysis Hame Action Applications
Zones Networks Zones Networks Ports
&, Mandatory (Mo rules
Policies
Add Rl of  Add Category
Devices
Add Rue 7 Add Category
.
Objects
Intagration

acpMEMR

RAVBHICHDTHFBAEZEADLET, REEER L (. Userstab® T TaddGROUP1
fromLAB-RealmZ A 95 _&ETT,

Add Rule

Mame | Rusel Action |3 Asow - B Logging OFF W Time Range | H e Rule Enabied {f0)
Ingest | into Mandatory 1 W Irtrusion Policy | 1 . By File Policy | *
Q Zonas (2) Matworks (2) Ports (1) Applications URLs Dynamic Arbutes VLAN Tags
Q s Selscted Sources: 2 7, Swlected Destinations and Appiications: 3
Realms: Showing 2 Selected 1 Clear Selections 1 1 Codlapse All Remevo All  Collapse All Remave All
Rl GROUPY
@@ uemn |2 ' | « 1000 | + 100w
D) Specisl Mentites 4 usar . .
v 1 Object MET | + 1 Cnject
v 1 Otject

Comenants ~ Cancel | Apply and Add Now Ruls m

L=l 1—Y—%=Em3ya

BEH O KK TselectinglogZFEAL T, IL—oOF > JZ2BMLET,



. Add Rule

Namne | Fulel Action | Aow v @ Loggng OM WG Time Range l v Rute Enatied (D)
( | (T uogging Settings for Rule ( 1
Inzert | imto Mandatary w ] W Intrugion Pokicy | Mor B File Palicy | Mo w
Q Zones (2] Hatworks (2) Ports (1) Applications sors (2) URLs Dynamic Attributes VLAN Tags
[ @ searchuser Selected Sources: 3 ons and Applications: 3 Q
Fnaims: Shawing 2 Setected 1 Users: Total 1 Collapss AN Sand Connaction Events to: Ramawa All
’ GROUM i 1 1 G
B O La6-Reaim 1 I B | - 1 ot Firewall Managemens Canter L
(] Special Ioentities 4[] usen . 3 [ sysioq server
- (Utsimg chedanst systog confiuration in Access Controd Lopging)
et | v 100t > Show ovenmiies st
[ shme rap
USiR | = 1Group et

Commants ~ Cancal

enable logging
ATY7T3F7AINToa>oOxF > Je8MILET,
77 # )L b DActionloggingik EZZEITBICIE. RETAIEIVYILET,



Default Logging and Inspection

| Log at beginning of connection

Send Connection Events to:
Firewall Management Center

C] Syslog server

(Using default syslog configuration in Access Control Logging)

> Show overrides

(] SNMP trap

Default Action Variable Set

Discard ‘

AF> T Z/MCLET,
FIDICRREZREFLTREBELET,
RST7 4y OFAICHL TORFAETNTWVWRS L EZBBL T, NV T IDOBFEERELET

o



A—YIZUAS RXA2IA-HICOTA4 2 LET,

Other user

Sign in to: GAMES

How do | sign in to another domain?

1—40s4>

I—H¥AEEICOV A LIS, FMC®OAnalysis > user >active sessionT, 7274 7 1—%®
FHERRALET,

Login Time Realmiltsermame Last Sean Authentication Tyre Gurrant [P Raalm Usermame First Hame
9 13:18:09 Directory'fid 2026-06-19 13:18:10 Passive Authentication 10.197.200.13 Directary fid frd

9 12:53:48 Directory\administrator 2026 912:53:48 Passive Authentication 10.197.200.8 Directary administrator



BHRARRIDISRNZ T4V ODOKRAZREKBLIZE, BEANRNOI—YOFMEHEFELET

o

Connection Events (switch wordiow

h)
Connections with Apphcation Details Table View of Connection Everts
—
Jump 6.
tom — [ N B » Responder Baciy Sac ;:ﬁ‘ Source Por | ICMP Destination Pot | S5L Applicatior
ot Pac at P ravom or Liver espander J— — ity
. .
Cauntry Country Cat IGMP Code Status Profocol
+ i o
g i
& i o
£l 4

NZTIWNDa1—F12T

I—>xI2 NOJTOMHESR

I—2120RE2FRAMLTVWSDWindowsY S TTask ManagerzB&E, NYOT 5T R
processCiscoPassiveldentityAgentServiceis A EITE N TWA E ZHRELEF T,



1"y Task Manager - . X
File Options View
Processes Performance Users Details Services

~

2% 27%

Name Status CPU Memory
1%y Task Manager 0% 244 MB

r Windows Explorer 0% 37.3MB

o, Server Manager 0% 341 MB

Background processes (32)

[a5] Distributed File System Replicati... 0% 8.3 MB

v [#F CiscoPassiveldentityAgentServi... 0% 154 MB

.. Cisco Passive ldentity Agent

> [®5 Microsoft.ActiveDirectory.WebS... h% 16.8 MB
[m7 Runtime Broker 0% 1.2 MB

[#5] COM Surrogate 0% 2.1 MB

¢~ Microsoft Distributed Transactio... 0% 2.3 MB

[#] Microsoft Network Realtime Ins... 0% 34MB

= Spooler SubSystem App 0% 13.0 MB

[85] Usermode Font Driver Host 0% 1.0 MB

Fewer details End task

RITHDRAY

IT—> 1> ~OY . CiscoPassiveldentityAgent7 7 1 JLICEFE N TVWE T, F7 4L NDIFFRT
l&. T C:\Program Files (x86)\Cisco\Cisco Passive Identity Agent\s T,



| & + | Cisco Passive |dentity Agent

€ v

s Quick access

I Desktop *
‘ Downloads o+
[%] Documents *
=] Pictures +

Cisco Passive Identi
3 This PC

@ Network

View

”

MName

[ CiscoPassiveldentityAgent

| CiscoPassiveldentityAgent |

| | CiscoPassiveldentityAgent.log.1

a CiscoPassiveldentityAgent.log.2

| 7] CiscoPassiveldentityAgent.log.3

0 CiscoPassiveldentityAgent.log.4

ij CiscoPassiveldentityAgent.log.5

[#] CiscoPassiveldentityAgentService

ij CiscoPassiveldentityAgentService.exe.co...
1] logdnet.dil

= logdnet

Date modified

31-03-2026 06:11
01-07-2026 11:41
01-07-2026 04:34
28-06-2026 05:34
27-06-2026 02:11
25-06-2026 22:43
24-06-2026 19:13
31-03-2026 06:11
31-03-2026 06:00
25-07-2022 01:40
25-07-2022 01:40

» ThisPC » Local Disk (C:) » Program Files (x86) » Cisco » Cisco Passive Identity Agent

Type

Application
Text Document
1File

2 File

3 File

4 File

5File
Application
CONFIG File

Application extens...

XML Document

Size

1,303 KB
2,686 KB
10,241 KB
10,241 KB
10,241 KB
10,241 KB
10,241 KB
127KB
2KB

264 KB
1,512 KB

F7FIKRTRE, I— 2 MOJRINFOlevelllFREEhE T, DEBUGLARILOOF VT %H
IZF B2k, CiscoPassiveldentityAgentService.exe.exe > 7 A ¥ 1L —3> 77 ()& E
EL., OJLAXRI)ZALLorDEBUGICEREL F£9,

| 4 = | Cisco Passive Identity Agent

Home Share

€ v

s Quick access

Il Desktop »
‘ Downloads +
“| Documents »
&= Pictures »

Cisco Passive Identi
3 This PC

@ Network

T
\l 1
H
\I
-
ks
it

View

P
Name

[#5] CiscoPassiveldentityAgent

U CiscoPassiveldentityAgent

0 CiscoPassiveldentityAgent.log.1
|| CiscoPassiveldentityAgent.log.2
[ CiscoPassiveldentityAgent.log.3
Ij CiscoPassiveldentityAgent.log.4
0 CiscoPassiveldentityAgent.log.5
[ CiscoPassiveldentityAgentService

» ThisPC » Local Disk (C:) » Program Files (x86) » Cisco » Cisco Passive Identity Agent

| D CiscoPassiveldentityAgentService.exe.config

1% logdnet.dIl

= logdnet

Date modified

31-03-2026 06:11
01-07-2026 11:43
01-07-2026 04:34
28-06-2026 05:34
27-06-2026 02:11
25-06-2026 22:43
24-06-2026 19:13
31-03-2026 06:11
31-03-2026 06:00
25-07-2022 01:40
25-07-2022 01:40

v O

Type Size

Application 1,303 KB
Text Document 2,699 KB
1File 10,241 KB
2 File 10,241 KB
3 File 10,241 KB
4 File 10,241 KB
5 File 10,241 KB
Application 127 KB
CONFIG File 2KB
Application extens... 264 KB
XML Document 1,512KB



---- | CiscoPassiveldentityAgentService.exe - Notepad - - 8

File Edit Format View Help
k?xml version="1.8" encoding="utf-8"2>
<configuration>
<configSections>
<section name="logdnet" type="logdnet.Config.lLogdNetConfigurationSectionHandler, logdne
</configSections>
<logdnet>
<root>
<level values"INFO"|/>
<!-- Logging Cevels: OFF, FATAL, ERROR, WARN, INFO, DEBUG, ALL -->
<appender-ref ref="RollingFileAppender” />
</root>
<appender name="RollingFileAppender"” type="logé4net.Appender.RollingFileAppender">
<file value="CiscoPassiveldentityAgent.log"” />
<appendToFile value="true" />
<rollingStyle value="Size" />
<maxSizeRollBackups value="5" />
<maximumFileSize value="1BMB" />
<staticlogFileName value="true" />
<layout type="logdnet.layout.PatternLayout”>
<conversionPattern value="%date ¥level - %message%newline" />
</layout>
</appender>
</logdnet>

¢cstartuns

w®OY

I—>x>NOdO0FIVvo I—2IRBEODTIY T,

INFORest? 547>k, NILOA X2~ ¢ [f"domain":"games.cisco.com", "srclpAddress":
XXX X", "user": "fdm", "timestamp": "2026-07-01T19

B8, : RestV AT K, YIVEVTIAFT—RA : OK

INFO Rest Client, REST post successful for userBatch fdm, latency = 0, current DC TIME in UTC:
07/01/2026 19:47:34 USER logged at

INFORest7 54T, I=IMEBHROER

FMCOY

COOANV RZRITLT, I—2I 2V MAS8I—HEIPORYETZZELELES H 2R
LEY,



root@firepowerl23:/var/sf/user_enforcement# user_map_query.pl —u fdm
Current Time: ©07/01/2026 11:36:03 UTC

Getting information on username(s)...

Uggr #1: fdm

ID: 10
Last Seen: Unknown
for_policy: 1

| Database

No IP Addresses

##) Group Name (ID)

1) Domain Users (18)

2) Users (48)
root@firepowerl23:/var/sf/user_enforcement#
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/var/log/auth-daemon.log
/var/log/messages
Ivar/log/process_stdout.log
Ivar/log/process_stderr.log
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