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HBEAVEDERA

PEZRI—YEEEZEINTERITIDIOICNAT =L TRET+8BHES. FIDNZ 7149 ODOT 0
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ENEENVETT,
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« Cisco Secure Firewall Firepower : $NXTOFTDBE KVASATFILEN—2 3 D ICHEATEE
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REOEGZHERAL, EEMOSVERZREATDICE, Cisco FIDTHA FI v JEHBD
NATZ7—)LZHRLET. chik, FARFTCPELIFUDPEHRA100,0002BX 2ROV N
AIN—TRILEHIZHLETT,

1. BREONAT —IILOREEFRARAEEIEL T, HROXEREZHZBELET,

ekl

device# show run nat

nat (inside,outside) source dynamic PROXY-OUT-10.X.X.2-5 pat-pool PROXY-PAT-203.X.X.1l-4
nat (inside,outside) source static BlueCoat3Inside-10.X.X.X BlueCoatlOutside-203.X.X.5
nat (inside,outside) source static BluecoatInside-10.X.X.X BlueCoat20utside-203.X.X.6



nat (inside,outside) source static BluecoatOutside_10.X.X.X BlueCoatNATOutside_203.X.X.7 description VM

nat (inside,outside) source static BluecoatOutside_10.X.X.X BlueCoatNATOutside_203.X.X.8 description VM
!

nat (inside,outside) after-auto source dynamic any interface

2. TINA ATRERBENDTCP/UDPEKHER D FLEHE Y R— N IR LHICHERIPF RL AR
—NEROBEZRBEEVET,

ekl

<#root>

device# show conn count
device# show xlate count
103388 in use, 106915 most used

device# show nat
Manual NAT Policies (Section 1)
1 (inside) to (outside) source dynamic PROXY-OUT-10.X.X.2-5 pat-pool PROXY-PAT-203.X.X.1-4

translate_hits = 1668081470, untranslate_hits = 207827918

2 (inside) to (outside) source static BlueCoat3Inside-10.X.X.X BlueCoatlOutside-203.X.X.5
translate_hits = 0, untranslate_hits = 0

3 (inside) to (outside) source static BluecoatInside-10.X.X.X BlueCoat20utside-203.X.X.6

translate_hits = 0, untranslate_hits = 0

4 (inside) to (outside) source static BluecoatOutside_10.X.X.X BlueCoatNATOutside_203.X.X.7 description
translate_hits = 212, untranslate_hits = 903609

5 (inside) to (outside) source static BluecoatOutside_10.X.X.X BlTueCoatNATOutside_203.X.X.8 description
translate_hits = 221, untranslate_hits = 900629

Manual NAT Policies (Section 3)
1 (inside) to (outside) source dynamic any interface

translate_hits = 1655085476, untranslate_hits = 65319288

3. 7*/\14 AT Tnat-xlate-pool-exhausteds DERIZED/NTY MROY FHAEMLTVWBHES
HEHBILET, PATS—ILOFIPT RL A, BE., %K128,000nZE# (TCPAR—K&
UDPR—RNZHAEDLELEED ) ZHR—NTEEXRT, EEL. BEOZ7ONIILTOBRBEE
HUCFE, KUBLKDIPTRLANFBETT, ., F/V1AIZ100,000% B %2 —=ENDTCPR
—REB|HFRRENTWVWBEHES, 1D20IPF RL AT64,0000—ENTCPEMRN TEETH D=
DBLSEE2DDIPT RLANMETT,

=kl



<tfroot>

firepower# show asp drop

Frame drop:

Flow is denied by configured rule (acl-drop) 22233
First TCP packet not SYN (tcp-not-syn) 645

TCP failed 3 way handshake (tcp-3whs-failed) 122
TCP RST/FIN out of order (tcp-rstfin-ooo) 2835

TCP SEQ in SYN/SYNACK invalid (tcp-seq-syn-diff) 2
TCP SYNACK on established conn (tcp-synack-ooo) 4
TCP packet SEQ past window (tcp-seq-past-win) 169
TCP dinvalid ACK (tcp-invalid-ack) 5

TCP RST/SYN in window (tcp-rst-syn-in-win) 4

NAT failed due to pool exhaustion (nat-xl|ate-pool -exhausted) 26448

Connection to PAT address without pre-existing xlate (nat-no-xlate-to-pat-pool) 168
Blocked or blacklisted by the firewall preprocessor (firewall) 1780

Blocked or blacklisted by the reputation preprocessor (reputation) 3

Packet 1is blacklisted by snort (snort-blacklist) 17848

Modifies fixed Tength of data (snort-replace-data-pkt) 51

4. ENATTHERENATVWAEROKE, EICTCPELGUDPOTHRICERAETATVWS RO E
BMEBLET, BE/N—H—FFsyslog/snmpV 7RI T T7ZFEAL T, Tshow xlate detail ;s H
NEBWL, MY TRh—H—ENRELFT,

device# show xTlate detail | redirect diskO:/show.xlate.detail.txt

Al RO E D)

Top Protocols

i +--———=-== e +

| (Dynamic NAT and PAT) | Count | % |

| TCP | 96047 | 92.941% |
i +--———=-== e +

| UDP | 7286 | 7.05% |
i +--———=-== e +

| IC™MP | 9 | 0.009% |
i +--———=-== e +

Top Translated (Mapped) Source IPs
e ks Fo—— - e +
| (Dynamic NAT and PAT) | Count | % |
| 203.X.X.9 | 71585 | 69.27% |
e ks Fo—— - e +
| 203.X.X.6 | 31434 | 30.417% |
e ks Fo—— - e +
| 203.X.X.10 | 323 | 0.313% |
e ks Fo—— - e +



5,FTDAV R —T7IAARNTS 74V IRDIDULEDIPZ RLAT—)LZEBIML T, NAT =)L %
HERLET, BEBICHUT, 2XRFIXN TFIDTONATOSREEHE ) #3RBLTLKEFe
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BEOEDH

device# show run nat

nat (inside,outside) source dynamic PROXY-OUT-10.X.X.2-5 pat-pool PROXY-PAT-203.X.X.1-4

nat (inside,outside) source static BlueCoat3Inside-10.X.X.X BlueCoatlOutside-203.X.X.5

nat (inside,outside) source static BluecoatInside-10.X.X.X BlueCoat20utside-203.X.X.6

nat (inside,outside) source static BluecoatOutside_10.X.X.X BlueCoatNATOutside_203.X.X.7 description VM
nat (inside,outside) source static BluecoatOutside_10.X.X.X BlueCoatNATOutside_203.X.X.8 description VM

nat (inside,outside) source dynamic 10-Network pat-pool 203.X.X.1l0 destination static Cloud-1 Cloud-1
|

nat (inside,outside) after-auto source dynamic any interface

6. 7= ZHRLEBINAT —IILOFERARAEERL, +28TRIVY—ANERATAETHD
CEEBALET, NZT4vIOIS—%HREL, EERI—YLHRERITS

ekl

<{froot>

device# show conn
device# show nat

Manual NAT Policies (Section 1)

6 (inside) to (outside) source dynamic 10-Network pat-pool 203.X.X.1l0 destination static Cloud-1 Cloud-

translate hits = 134315, untranslate hits = 136136

IZ—H#<  FERERFRICEISHEERF. BEICISUTINATZ—ILICT RLAZEM
LEXT,

7. FEFIEERIAFIEIZ OV TR, 2D TCisco Secure Firewall NAT configuration guide:
Configure PAT Poolon FTDg 23 BL T &V,

MASHDOERT, BEOO—ADILLSNAT\NOZRZEEITHIHEN HDIHEE. show connZfE
BALT, O—ANLEEENATIPZ RLAICE > TEEDT RLAZREDHFET, show nat AN
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RTEE, CORRERFITAEE Ao show conn detailDHHDE, DD 7= 8 (ZdiskO(/mnt/disk0) (= 1)
HALIRNTEELET, ChiF. VPNNAT7—)LZO0—HILOEBROEBTOIPE —HEEZHE
ICHICERTT,

> show conn | include 10.239.27.176

TCP management_static_vti_1 10.238.x.176(10.239.x.176):55140 CHO1FTDO2-1inside 10.x.x.161:22, idle 0:0

TCP management_static_vti_1 10.238.x.176(10.239.x.176):9125 CHO1FTDO2-1inside 10.x.x.162:22, idle 0:00

TCP management_static_vti_1l 10.238.x.176(10.239.x.176):51681 CHO1FTDO2-inside 10.x.x.17:7000, idle O:
Source NAT IP(Source Local IP) (Destination IP)

show conn detail | redirect diskO:/show.conn.detail.txt
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