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f#. (REST APIQEZ)

« FMC(Firepower Management Center)WAPIZ V7 A7 O—ZIZDVWT(APITZ A7 O—F I
2070

« FEMCAPIOAY ORAZ—bHA ROFERR

s FMCIZB T2 BEBAT IV NOBBREMCICE 2 AT TV NER)

FERATHIK—% N

« RESTAPI (N\—2 3274000 ) #H%R—KL, REST APIN B &% FirePOWER
Management Center
« FMCIZ#t& & 1 /=API Explorer

CORFIXVNOERE. REDFARELCHAITNARAICETVWTERENELEZ, DR
FIAXRNTEATEZINTOTFNARR, JUTB (F7AIIK ) RETHERZRBLTLE
T BHEEBPORY ND—OTR., FEONVRIEL>TRCDAEMNI HE2FEZ TOEIELT
<EEL,

HIFREH

« FMCTl}, 64XNZFZHBAD AT I VM BRZHRTER A,

« ATSIVRNBOXRBIZLAR—A%Z, RRICEZI OOV 2FRATICERFTEXEEA,
c MBEIO—FETYS 1T, RAO—RIZ1,0002BAZI RN EEDHRERTEEXEA,
c MBI —FET Y ITRAO—RY AL AXE2MBAUATICTR LR TELE A,

BERuH

RESTAPIlE, XY ND—UEBENRY ND—VDORELERICEATEZIEETT OIS LT
BET77O0-TFTHA O, FTXRIERLTVWET, FMCRE. EEDRESTIVZA T hEf
HAKRDAPITVAT7O—ZZFEALELRELEEZYR—MLTVET,

ZMEETIE, Firepower Management Center(FMC)API TV A7 O0—Z%#FEALTAT T I N
EERTRDEEICRETDEAEEBRATDIEOONT TN 1—FT 4TI FIBICOVTHBELE
To RYND—=OFTDIORN, RANAT DT ON, FERFIDREOVWThEFEATIHS
TE, ChSOFIER— BN EBEORELEMRNBY I 1I-23V0RKICRIEET,

IRTORY NT—IUFT IO RNEATTHEOISONEHRERDEH VY TT,

1.Value : COEME., CIDREZFEATEDRY NIJ—JEOLSBEHRERBELET, L
VIRARNAT D IO RNRIPEL Txxxx&BEDIDZENTE, ZY NDJ—YCIDREFEAT
BHTZY NELTxxx/<prefix>ZBF D ENTEEXT,

2. Type : COEME, 77T VRNOBREICEAEND AT IIONZATICETIERG

AN, JRYRKND—9, Y—ERA, #EH, 8LUFQDN)ZREHLET,

.Name : COBME. 77T RNBICHEITZERERMLET

4. Description : cOEMEF. 72T IORNCEIZIEALBERPIX NEREITDILHICHE
ATEET

5. 7—N—FA RABEATZSIIONDA—N—FARIZKY), TSI IONOREBELZES
TEFET, COfER, BELETFNAALLSATATHERAEAET, chik, 7720

w


https://community.cisco.com/t5/crosswork-automation-hub-knowledge-articles/rest-api-basics/ta-p/3635342
https://community.cisco.com/t5/crosswork-automation-hub-knowledge-articles/rest-api-basics/ta-p/3635342
https://community.cisco.com/t5/crosswork-automation-hub-knowledge-articles/rest-api-basics/ta-p/3635342
https://www.cisco.com/c/ja_jp/td/docs/security/firepower/740/api/REST/secure_firewall_management_center_rest_api_quick_start_guide_740/About_The_API_Explorer.html#concept_oq2_fg1_ccb
https://www.cisco.com/c/ja_jp/td/docs/security/firepower/740/api/REST/secure_firewall_management_center_rest_api_quick_start_guide_740/About_The_API_Explorer.html#concept_oq2_fg1_ccb
https://www.cisco.com/c/ja_jp/td/docs/security/firepower/740/api/REST/secure_firewall_management_center_rest_api_quick_start_guide_740/About_The_API_Explorer.html#concept_oq2_fg1_ccb
https://www.cisco.com/c/ja_jp/td/docs/security/firepower/740/api/REST/secure_firewall_management_center_rest_api_quick_start_guide_740/About_The_API_Explorer.html#concept_oq2_fg1_ccb
https://www.cisco.com/c/ja_jp/td/docs/security/firepower/740/api/REST/secure_firewall_management_center_rest_api_quick_start_guide_740/About_The_Firepower_Management_Center_REST_API.html
https://www.cisco.com/c/ja_jp/td/docs/security/firepower/740/api/REST/secure_firewall_management_center_rest_api_quick_start_guide_740/About_The_Firepower_Management_Center_REST_API.html
https://www.cisco.com/c/ja_jp/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/objects-object-mgmt.html#ID-2243-000000f2
https://www.cisco.com/c/ja_jp/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/objects-object-mgmt.html#ID-2243-000000f2
https://www.cisco.com/c/ja_jp/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/objects-object-mgmt.html#ID-2243-000000f2
https://www.cisco.com/c/ja_jp/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/objects-object-mgmt.html#ID-2243-000000f2

DERICERATEDAT7>a0EHETT,
A 74F1L—>3>
FMCTAPIZBIC T3

Cisco FMCTRESTAPIZEMICLET., "RESTAPIZEMICTDHEL & "RANT VT4
A1 OFHICOWTE., TCisco FMCTRESTAPIZERICTS 1 ZZRLTSEZ L,

System > Configuration > REST API Preferences > Enable REST APID JEIZZEIRL £7,
APIT Y A7'0—7 [&Management CenterlZ& V), Management Center 57 V2 ATEET,

https://<management_center_IP_or_name>:<https_port>/api/api-explorer

7 BEOHTTPSR—RNTCP 4432 AL TW3H Ak, URLA S:<https_port"ZE Z £ (C
HIBRTE R,


https://www.cisco.com/c/ja_jp/td/docs/security/firepower/740/api/REST/secure_firewall_management_center_rest_api_quick_start_guide_740/About_The_Firepower_Management_Center_REST_API.html#task_khz_fh1_ccb
https://www.cisco.com/c/ja_jp/td/docs/security/firepower/740/api/REST/secure_firewall_management_center_rest_api_quick_start_guide_740/About_The_Firepower_Management_Center_REST_API.html#task_khz_fh1_ccb
https://www.cisco.com/c/ja_jp/td/docs/security/firepower/740/api/REST/secure_firewall_management_center_rest_api_quick_start_guide_740/About_The_Firepower_Management_Center_REST_API.html#task_khz_fh1_ccb
https://www.cisco.com/c/ja_jp/td/docs/security/firepower/740/api/REST/secure_firewall_management_center_rest_api_quick_start_guide_740/About_The_Firepower_Management_Center_REST_API.html#task_khz_fh1_ccb
https://www.cisco.com/c/ja_jp/td/docs/security/firepower/740/api/REST/secure_firewall_management_center_rest_api_quick_start_guide_740/About_The_Firepower_Management_Center_REST_API.html#task_khz_fh1_ccb
https://www.cisco.com/c/ja_jp/td/docs/security/firepower/740/api/REST/secure_firewall_management_center_rest_api_quick_start_guide_740/About_The_Firepower_Management_Center_REST_API.html#task_khz_fh1_ccb

HETD—MBNEITS—

CCTR. APIZTOARATO—ZEPOSTXYY REFALTATSIIONEERTDEEICRET
PREMBOBEIS—ICOVWTHALET, EXYRND—IUATZIIRMOELVERICOVT
&, BTHBALET,

1. TOEBAN—=O N EXTT :
Code Details

401
Error: 401

Response body
{

“error”: {
"category”: "FRAMEWORK™,
"messages”: [

r
L

"description”: "Access token invalid.”
|

1
1,
"severity”: "ERROR™
}
h

BMBET OEAN—02 DISONSE



A COIZ—E, EY2 a2 oBWHRAVATVREEICHKELET. FMCAPIT
VA7O0—ZzZ2)0—RKL, BRERELE T,

2. BMBHAANERETNATVET :

"name": "API_1",

"type": IIHOStII’

"value": "10.5.3.20"
"description": "Test Description"



fapi/fmc_config/vl/domain/{domainUUID}/object/hosts

Refrieves, deletes, creates, or modifies the host object associated with the specified ID. If no ID is specified for a GET, retrieves list of all host objects. Check the response section for applicable examples (if
any).

Parameters | Cancel Reset

Nama Dascription

Enables bulk create for host objects.

E =

demainUuiD * )
string Domain UUID
(path)
e276abec-e0i2-11e3-8169-6d9ed49b625f
Request body I applicatienfjsen w l

Input representation of host object

Examples:
[Medified value] w
{
“name” sty
“type™: “Host~,
“walue T19.5.3.207
“description™: “Test Descriptiom™

FTDIORNEERTDEHDY T )LISONER

Code Details

422

Error: 422

Response body

“description™: “Unpr able ity - Unexpected character ("\"™" (c ject entries at line » column: 47

1.

“severity”: "ERROR™
1
}

OAXIABEWVIZS, JSONBEICKBELEL



E OIS —HNRETIOE, BEALEDHEE, JSSONEXTHUIAXRELTVWSE
AT9, HI( "values : 705320, )k, CHOIS—NOREREBEDIHIINBYELA
o JSONFER DHREZ DALributeDHKIZH N EEHD LRG> TEFELEA, HUNEEFE
We, IZ7—NEETHA8EMENF GVET,

3.ATDITUNDERTEMBANNERENEL L :

"name": "net2",

"value": "1.1.0.0/24",
"overridable": false,
"description": "Network obj 2",
"type": "Network"



curl -X 'POST" \
"https:// I/ api/fmc_config/vi/domain/e276abec-edf2-11e3-8169-6d9%ed49b625f/object/hosts™ \
-H 'accept: application/json" \
-H 'Content-Type: application/json”™ \
'X-auth-access-token: eS5ebd@a@-0960-4fe3-a9f9-71e91cf5478d" \

"1.1.0.0/247,
"overridable”: false,
"description”™: "Network obj 27,
"type”: "Network™

}

Request URL

1/domain/e276abec-e8f2-11e3-8169-6d9ed49b625f object/hosts

Server response

Code Details

400

Error: 400

Response body

{
“error”: {
"category”: "FRAMEWORK™,
"messages”: [

{

1
1,
"severity”: "ERROR"

}

"description™: "Input type mismatch. You have entered an invalid value 1.1.0.8/24 for selected type Host.”

}

ENBEBEOISONISEICKBLUEL &=



S ZOBITE, AT T U NOERN Hosts T TNetworkF 7 T 9 K DISONAX
AO—RZFEALTETEN, IT>— Tinput type mismatchy A"RELEL L, &FXRVY
RO—OFTIONIEBEEAEELVEREFRALTLKESY (KA, XY KD
—%. FQDN, $—E R, &H).

4. GETAV Y RIEBRAO—REZFEALEAT STV NOER

"Tinks": {
"self": "https://10.197.207.3/api/fmc_config/vl/domain/e276abec-e0f2-11e3-8169-6d9ed49b625f/obj

"parent": "https://10.197.207.3/api/fmc_config/vl/domain/e276abec-e0f2-11e3-8169-6d9ed49b625f/0

1,

"type": llHostll’

"name": "API_2",

"id": "00000000-0000-0ed3-0000-034359741703"



Responses

Curl

curl -X "GET™ \
I i/ fmc_config/vl/domain/e276abec-e@f2-11e3 -8169-6d9ed49b625f /object/ ho: ffset=281imit=1" \
ept: application/json’ \
‘X-auth-access-token: eSebd@ad-806@-4f03-a0f9-T1e01cf5478d"

nfig/vi/domain

Server response

Code Details

200

Respense body

_config/vi/doma 449 C 00000 -2000-0ed3 -0000-034359741703"
api/fmc_config/vi/domain/e276abec-edf: 3 addresses™

3509741783

RANATS IO RNZHBTDEODCGETER

Code Details

400
Error: 400

Response body
{

“error™: {
“category”: "FRAMEWORK",
"messages”: [
I
L

"description™: "The wvalue is mandatory as override is not enabled .

1

1
1,
"severity”: "ERROR"

valueBMEN Z Wiz s, JSONBEIZKBLEL



Code Details

422

Error: 422

Response body

{
"error”: {
“category”: "OTHER",
"messages”: [

{

"description”: "Unprocessable Entity - Unrecognized Field ‘items” in request payload”

H

1
"severity”: "ERROR"
H
h

A7 O M ELLKBVWERTHERE N ZJSONBEN KBRLEL I

A COBITE, GETXY Y REFEALT7 T Y FEnIJSONRA O— RIZValueE %



HFEENTHST, expanded/NTFA—ZNF T AIILKNIRETNATVET, AT 19
RERADISONRA O—RICIE, BEAEDRY RD—VATIITUN (KA, Y
RD—2o, &, Y—ERA, BKRVUFQDN) DEA 7, ZHil. BRPETHHDHLEDEM
FHYVET, GETXY Y ROISONRAO—REZFALTATZ IV NEERTZES

&, itemsBERICHZ AT IV NEEBROAKZFEAL, dEMEZHIBRL TUUIDES
BFBRVWESICLET,

RARNAT DTV NOER

B—QORARNATZ IV N

Obiject > /api/fmc_config/v1/domain/{domainUUID}/object/hosts > POSTO JEICFEEIL ., Try it
Outez V7Y I LEXRT,

B—QORANATZSIORNDT Y 1ICERAE NBISONER :

"name": "Obj_API_100.1.1.1",

"type": "Host"’

"value": "100.1.1.1",

"description": "Host Object Pushed via API"

Code

201

Server response

Details.

Re3ponse body

POSTRETHRAN: AT DT U NEER



B —ORANATDIONCHLUTPOSTIRERZFEATD EER., F7AILNONIL
INTA—REBFEHALTLEETL,

Bulk HostA 7> T ~

Obiject > /api/fmc_config/v1/domain/{domainUUID}/object/hosts > POSTO JEICFZEIL ., Try it
Outz V2 )Y O LET,

NIVIRARNATZSITONDOT Y 2ICFERAE NBDISONFER :

"name": "Obj_API_172.16.0.1",
”type": "HOSt",

"value": "172.16.0.1",
"description": "Bulk API Operation"



"name": "Obj_API_172.16.0.2",
"type": "Host",

"value": "172.16.0.2",
"description": "Bulk API Operation"
}

Name Description
bulk
(D Enables bulk create for host objects.
(query)
EX

domalnuulb W requined
string Domain UUID

(path)

a276abec-e0f2-1103-8169-6d9ed49b625f

Request body " e

Input representation of host object

Examples:

[Modified value]

[
{
“name”: "Obj_API_172.16.8.1%,
“type”: “Host",
“value™: “172.16.8.17,
“description”: TBulk ART Operation”
,
{
“name”: "Obj_API_172.16.9.2",
“type”: “Host",
“value™: “172.16.8.2%,
“description®: "Bulk API Operation™

applicationfjson

&

Clear

NVOATZIT O NERTBIODH > T ILISONER



11e3-8165 - 6dFeddabs25

nt A
791 -840

Regquest URL

https: s/ I i/ nfig/vi/demainfelT6abec - edf2-1103-8160 -6d0edd9b625f fobj

Server response

Code Details

2m

Response body

“lastUser™
"hane =

NIWOATD T O MERBEDY > T )LISONBE



FEFNILWIORARNATS T O NEERT DBRICIE. Bulk Parameter as TrueZiBIRUL £
. B—O—§E7 Y2 1T, POSTARERMAL TRAI00ENIY MU EERTEET

o

XY ND=OFTZT I NOEK
B—0Zy NI—UATITUR

Object > /api/fmc_config/v1/domain/{domainUUID}/object/networks > POSTIC#E L . Try it Out%Z
2V OLZET,

B_OXRYRND)—IOATSITONODT Y IIZEAETNBISONER :

{
"name": "Obj_API_network",
"value": "7.0.0.0/24",
"overridable": false,



"description": "Single Network object created",
"type": "Network"

Name Deseription
bulk
boolean Enables bulk create for network objects.

(query)
= -

domainUUID * o= )
string Domain UUID

(path}

e276abec-e0f2-11e3-8169-6d%ed49b625f

Request bady """ applicationi|son b

The input network object maodel

Examples:
[Meodified value] w

{
“name”: “0bi API ne k",
mrateet: St etk
“overridable”: false,
“description”: "Single Metwork object created®,
“type™: “Metwork™

B—ORXRYRNI—UAFATSITONEERTZDEHDOY T )LISONER
NILIZRY ND—=0FTTON

Object > /api/fmc_config/v1/domain/{domainUUID}/object/networks > POSTIC#& L. Try it OutZ
2UYOLET,

NILIORY RD—=OATSITONDT YD IIZERAENBISONER :

"name": "Obj_API_netl",

"value": "1.0.0.0/24",
"overridable": false,
"description": "Bulk Operation",
"type": "Network"

"name": "Obj_API_net2",

"value": "1.1.0.0/24",
"overridable": false,
"description": "Bulk Operation",
"type": "Network"



Hame Description

bulk
Pechean Enables bulk create for network objects.
(query)

e =]
string Domain UUID
(path)

e276abec-e0f2-11e3-8169-6d9ed49b625f

application/json

Request body "7

The inpul network object model.

Examples:
[ Modified value)

“name”: “Obj_API_netl”,

“walue™: “1.8.0.8/24%,
“everridable”: false,
“deseription™: “Bulk Operation”™,
“type”: "Network™

“name": "0bj_APT_netd”,

“walse™: T1.1.0.0/247,
“overridable”: false,
“description®: “Bulk Operaticn®,
Ttype”: "Metuork”

NILOZRY RND—=0ATD TV NEERTZD1HDOH T JLISONER



ENILIOZRYRND—=O0ATD T NEERTDERICIE. Bulk ParameterZTrue& U Ti#
RLET, B—O—FEFY>1Tlk, POSTARZFERAL THEAI1000O I MY ZER
TE&EFY,

XY RND—VEBEAATZ T I NDEK
B—2y NDO—UBEATIIUN

Object > /api/fmc_config/v1/domain/{domainUUID}/object/ranges > POST®D JEIC#EE L, Tryit
OutzZ vy OLET,

B-—GHEATSIONDT YD IAILERAENBISONER :

{
"name": "Obj_API_TestRange",
"value": "10.2.30.40-10.2.30.50",
"type”: llRangell’



"description": "Create Single Range Object"

}

Bulk Network RangeA 7 T o ~

Object > /api/fmc_config/v1/domain/{domainUUID}/object/ranges > POST®O JEIC#EE L, Tryit
Outz V7Y I LEXRT,

NVOBERAATOTORNDT Y 1ICEAE N DISONER :

[

{
"name": "Obj_API_TestRangel",
"value": "10.4.30.40-10.4.30.50",
"type": "Range",
"description": "Bulk Operation"

},

{
"name": "Obj_API_TestRange2",
"value": "10.5.30.40-10.5.30.50",
"type": "Range",
"description": "Bulk Operation"

}



E NIV OSEEAT DTV N EERT BB A, Bulk ParameterZTrue& L TEIRLE T
. B—O—$E7 Y2 1T, POSTARERMAL TRAI00ENOIY MU EERTEET

o

FQDNA 7> T NDER
B—FQDNA7Z T o~

Object > /api/fmc_config/v1/domain/{domainUUID}/object/fqdns > POSTIC#E L . Tryit OutZ &
DYy OLET,

B_OXRYRND)—IOATSITONODT Y IIZEAETNBISONER :

{
"name": "TestFQDN",

"type” : IIFQDNII ,
"value": "cloud.cisco.com",



"dnsResolution": "IPV4_ONLY",
"description": "Create Single FQDN Object"
}

—#EFQDNF 72 T 7k

Obiject > /api/fmc_config/v1/domain/{domainUUID}/object/fqdns > POSTIC® & L, Tryit QutZz ¥
DYy OLEXRT,

NLVOZRYRND=OFTZIORNDOT Y2 1ICEAENDISONER !

[

{
"name": "Obj_API_FQDN_1",
"type": "FQDN",
"value": "downloads.cisco.com",
"dnsResolution": "IPV4_ONLY",
"description": "Bulk Operation"

1,

{
"name": "Obj_API_FQDN_2",
"type": "FQDN",
"value": "support.cisco.com",
"dnsResolution": "IPV4_ONLY",
"description": "Bulk Operation"

3



E—EFQDNA 7S T N2 ER T BBICIE. Bulk ParameterZTrue& U TEIRLE T
. B—O—§E7 Y2 1T, POSTARERMAL TRAI00ENIY MU EERTEET

o

Y—ERAFTZ T MOER
BE—QY—ERFTVII N

Object > /api/fmc_config/v1/domain/{domainUUID}/object/protocolportobjects > POST® JE(C # &)
L, TryitOutz oY L%,

B—OH—ERAFATZIIONOT Y2 1ICEMAENBISONER :

{
"name": "Obj_API_Telnet_Port",

"protocol": "TCP",
"port": 23,



"type": "ProtocolPortObject"
}

HEEEZHOE—OY—ERAFTDIIONET Y2192 HICHEAETNBISONER .

"name": "Obj_API_objl",
"protocol": "UDP",

"port": "1025-65535",
"type": "ProtocolPortObject"

A JSONFEXTR—NERZERTHHEE. —ESIAFEEALET. 6l : "port™
"1111-1115" TNUADOB SR, T —NFRETDENFHY FT ., "description”:
"Unprocessable Entity - Unexpected character (-' (code 45)): was expecting comma to



separate Object entries at line: 4, column: 17"

Bulk Service# 7> T ~

Object > /api/fmc_config/v1/domain/{domainUUID}/object/protocolportobjects > POST® JIE(Z # &)
L, TryitOutz oY L%,

NILVOB—ERAATZIORMDOT Y2 1ICERAENBISONER :

[
{
"name": "Obj_API_UDP_Port",
"protocol": "UDP",
"port": 123,
"type": "ProtocolPortObject"
3,
{

"name": "Obj_API_TCP_Range",
"protocol": "TCP",

"port": "1025-65535",
"type": "ProtocolPortObject"



FENNIOY—ERATS T O NEERT B85S, Bulk ParameterzTrue& L TiEIRL
£F9, B—O—F7Yv> 17Tk, POSTARZFEAL THEX1000NOI> N ZERTE
x99,

NS a—h

e« HTTPRAT—RAOA—RIZOVWTR, CORFIXINESBLTLKEEV(RESTAPIOE
)

s I—HYOLFo v )Lk, RESTAPIEGUIDTEE DA RX—T7 I A AICEBICERTS
ERETEFEEBA,. MAICFEARATDE, I—HRIESEELTOITIRENET,

o IXNTORESTEXRIE, FMCEOhsm2o0O07 7 7AINICEBEENET, EL VERE
TURL ( fl.../object/hosts ) ZBREBLET (GETRENIS—EHEL TLVRHEEK, OIN
GET ...object/hostsD RSB BRI TCHRE>TVWBD EZHERLET )

tail -f /var/opt/CSCOpx/MDC/tomcat/Togs/stdout.logs
tail -f /var/opt/CSCOpx/MDC/Tog/operation/usmsharedsvcs.log


https://community.cisco.com/t5/crosswork-automation-hub-knowledge-articles/rest-api-basics/ta-p/3635342
https://community.cisco.com/t5/crosswork-automation-hub-knowledge-articles/rest-api-basics/ta-p/3635342
https://community.cisco.com/t5/crosswork-automation-hub-knowledge-articles/rest-api-basics/ta-p/3635342
https://community.cisco.com/t5/crosswork-automation-hub-knowledge-articles/rest-api-basics/ta-p/3635342
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