CDOADOFMTZ A LU 72cdFMCAN OFDM®D %47

2

BUdic
sr4s
Bt
EATBIVR=—ZV b
wmsim

.

BE

FL®IC

CORFIXDNTIE, CDODFirepowerB1TY —JL(FMT)Z{EA L T, Firepower Device
Manager(FDM)% 2 5 7 REMEFMC(cdFMC)ICB1T T2 5 IC DWTHBAL £,

HI RS
Z1F

* Firepower7* /N4 AN x—= ¥ (FDM)7.2+
c USIUREMODTFATIF—)EEE> X —(cdFMC)
« CDOIZEE NS Firepower Migration Tool(FMT)

FEAIZIAVR-—FT K
CORFIXY NG, HROBHICEIVTHEREhEL L,

« N—23>27.41EDFirePOWERT /N1 AX Z—< + (FDM)
c VSIRBHOT7ATIF—I)LEEE> X—(cdFMC)
s VT RBEAFA—TAKNL—2(CDO)

CORFIXVNOERE. REDFARRELCHAZTNARAICETVWTERENELEZ, DR
FAXKANTEATDIIXNTOTFNAAGR, JUTBE(TF7FIIN ) RETHERZRKLTLE
T ZHEBPORY ND—OTR., FEONVRIEL>TRIDAEMNI HE2HEZ TOEIELT
<EEL,

BRuH
COOE®EI—Hid. F/N4 AN /N—V 32720 THBBEI. TOF/\A A&cIFMCICH

FTEET, CORFIXYNTHBETEIBITTE. cdFMCIR T TIZCDOFF > NTHMICA
TVWET,



T

ax A
1.-FDMTZ ROV I RY—ERAZHRICTS

BITZ2RABRIDICE. REFOEANBZVWFDMTFNA RZFERAL T, 95V RY—ERICERT
BPYENH'ET, Cloud ServiceslZ BT B ICI&. System Settings > See More > Cloud
ServicesDJBIZBEB L £,

Cloud Servicestz7> 3> T, FNAAFBRENATVEVWCEN DAY ELE, LENF ST,
A 4 7" Security/CDO AccountTERZTSMENHYNET, BRF—ZRELTHSERT DN
ENfHVUET,

e
Monitoring Policies Objects 3:-;.:_

Model Software VDB
Cisco Firepower Threat Defense for Azure 7.4.1-172 376.0

e . admin alwilis P —
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High Availability
Not Configurad

Intrusion Rule Update

Cloud Services
20231011-1536 c
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ik Smant Lice..
Interfaces Routing Updates System Settings
Management: Unmerged 1 static route Geolocation, Rule, VDB, System Upgrade. Management Access
I z Security Inelligence Feeds el
View All Interfaces View Configuration > View Configuration >
Smart License Backup and Restore Troubleshoot
Tier: FTDw20 - 3 Gbps
View Configuration View Gonfiguration » REQUEST FILE TO BE CREATED Seo mone
Site-to-SiteWVPN  Remote A Advanced Configuration Device Administration
t Includes: FlexCeonfig, Smart CLI Audit Events, Deployment History,
Download Configuration

View Configuration Configure > View Configuration > View Configuration >
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System Settings +

Cloud Services
€D motregtstrea

Wou £an rogister the device with the Cleco cloud to use additional cloud-based services. If you want to

enar Licersing

Remote Management

Gloud Services

Cantral

Traffic Settings

URL Filtering Proferences
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Select a Device or Service Type

Mo Secure Device Connector found to communicate with some types of devices. Set up a Secure
Device Connector

ASA Multiple ASAs FTD
Adaptive Security Appliance Adaptive Security Appliance Cisco Secure
(8.4+) (8.4+) Firewall Threat Defense

Merak
Meraki Integrations AWS VPC
Meraki Security Appliance Enable basic CDO functionality for Amazon Virtual Private Cloud

integrations

L

mpa Imbrella C_//l\\J

Duo Admin Umbrella Organization Import
Duo Admin Panel View Umbrella Organization Policies Import configuration for offline
from CDO management

TINAREZR Y —ERARA T DOER

O RFIXDNTIE, TSelect Registration Keyy ABIRENhTVET,

Follow the steps below Cancel

A Important: This method of onboarding allows for local co-management of the firewall via FOM. To manage your device with cloud-
delivered Firewall Management System, click the FTD button instead. Learn more &

Firewall Threat Defense

=} & =
Management Mode:
O rD® Use Regis!ra_tion Ke_y _ U§e Serial MNumber Us&Credent_ials .IBa.sicl
Onboard a device using a registration Use this mathed for low-louch Onboard a device using its IP
Recommended) key generated from CDO and applied provisioning or for onboarding address, or host name, and a
on the device using Firepower Devies configured devices using their serial username and password.
Manager. number,

(FTD 6.7+, 1000, 2100 and 3100
sarias onlv)

B®RE2A7



CoTh, HOFIECHAERRBF—AREATVET,

[FTD - 4‘ #A Important: This method of onboarding allows for local co-management of the firewall via FDOM. To manage your device with cloud-
[ /= J delivered Firewall Management System, click the FTD button instead. Learn more &

Firewall Threat Defense

=

® FDM Use Registration Key
Onboard a davica using a ragistration
Recommended, kay generated from CDO and applied
on the davice using Firepower Davice
Manager,

o Device Name _

o Database Updates Enabled

9 Create Registration Key 7a53c—
o Smart License (Skipped)

9 Jone Your device is now onboarding.

@ This may take a long time to finish. You can check the status of the device on the Devices and Services page.

Add Labels @

Go to Inventory

BFR7O0EA

BRF¥—ZIBLES, ThZEedE—LUTFDMICREY ST, BRZEZIVVYILET., VFTRY
—EARNICFDMZEH TS E, RICRT LS ICEnabledE RRENET,

FINA AN BEL TETEhDETFNA AN BEEND LD, AN—RN A AGAFY T
hFEL L,
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Monitoring Policies Objects Device: joroa-fdm-tech...

Device Summary

Cloud Services

9 Mot Registered

You can register the device with the Cisco cloud to use additional cloud -based services. If you want 1o
use Cisco Defense Orchestrator (CDO) for management or want to remain in evaluation mode, then
register with the cloud using your CDO or other security account registration key. You can alternativelhy
auto-enrcll with CDO or a Secure Firewall Management Center using the device serial number. If you
want to use Secure Firewall device manager for management and are ready to license the device, then
configure Smart Licensing, which automatically registers the device with the Cisco cloud. After you
register with the cloud, you can enable or disable features as needed.

Enrocllment Type

Security/CDO Account Smart Licensing

Region

US Region w

Registration Key

7asac2 i

@ Service Enroliment

Cisco Defense QOrchestrator

Cisco Defense Orchestrator is a cloud-based management tool used for managing network
devices. Select this option if you want to register the device in your Cisco Defense Orchestrator
account.

Enable Cizco Defense Orchestrator

Cisco Success Network

Cisco Success Network enablement provides usage information and statistics to Cisco which are
essential for Cizco to provide technical support.This information also allows Cisco to improve the
product and to make you aware of unused available features so that you can maximize the value
of the product in your network.

Check out the Sampla Data that will be sent to Cisco. See.mara v

T

Enroll Cisco Success Network

FDMZ &%

FOMZZHIBDE, TFTUh, BHEETNTVBITTRY—ER, BLTBFREADIZTVRY
—EANRRENET,
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Manitoring Policies Objects \._Jl =/ - aseco SECUF
Davice Summary
Cloud Services

Enroliment Type: Security/CDO Account  Tenancy: I [« Y

Reglon: US Reglion

Cisco Defense Orchestrator DISABLE Cisco Success Network DASABLE

@ ]

Cisco Success Metwork enablement provides usage information and statistics to Cisco which
are essentlal for Cisco to provide technical support.This information also allows Cisco to
improve the product and to make you aware of unused available features so that you can
maximize the value of the product in your network. Check out the Sam }ata that will be sent
to Cisco,

@ Hote: If the device ks registered 1o cloud services using Smart Licensing. the device will not work with
ot the device and re-on-board using the registration key method with the
CO0 account” option

Defense Orch 2 allows you 1o configure multiple devices of different types from a
cloud-based configuration partal, allowing deployment 3CroSs YOUr nNetwork

@ Disabled
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Label Groups and Labels

Add Labels
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FDM#A > R—F 1 >4

FDMA'CDOICEEICAVR—F 1 TdENES, FDMASOJ T IRNTBIRBENHVET,
FDMA'5OJ 7ML =%, CDOA TTools & Services > Migration > Firewall Migration Tool® JI&

“BBLET,
F& Tools & Services Tools & Services Migrations
) & Dynamic Attributes Connector i Firewall Migration Tool
{E}} Settings 3

I

Secure Connectors
¢= Firewall Management Center

™ ASA Templates

Add> VRN ED VY OTBDE, BRENFUORALILRRENET,
TR BRZEETHDHREN HDEZRLET,

[

ASA to FDM Migration

Migrate FTD to cdFMC

chix, BIT7O0tAZRK

—— e bt Pt ] [ e ke |

ola-|

—_— ~

s g ey byl Bapen a4 i, T penrn o g P o bt brwmin b5 PTG

BHZZEEL S5, LaunchZ VU Y VL THBITZRKRLET,

Initialize Migration

X

To initialize the migration process, name this migration and click OK. CDO will
notify you when the migration tool is ready for use. When ready, select this named

migration and launch the tool.

Mame *

[_fdm_migratinri

& This is an auto-generated name. You can change it if you wish.

BITOAHE

Launchz2 UYL T, BITOREZHBLET,

Cancel m




Firewall Migration Tool

. Status. s Data 2 N
I i _rigration @ Avady to Migrate Jun 12, 2024 Jun 19, 2024 r -] m

BITORHB7OEA
Launchz 2y 092 E, BIT7OLADLEOOV 12 RUNBEE, F72 3> NOCisco Secure
Firewall Device Manager(7.2+)A"BR&EnE T, BIRLIZKSIZ, 2OAT>3avN—23>
T2 S5EBMICKE2>TVET,

), - : : _

cicco Firewall Migration Tool (Version 6.0.1)

Select Source Configuration ®

source Firewall Vendor

Cisco ASA (8.4+)

Cisco Secure Firewall Device Manager (7 2+)

Check Point (r75-r77)
Check Point (r80-r&1)
Fortinet (5.0+)

Palo Alto Networks (8.0+)

FMTY —ARRE DEIR

BRTDE, 3DDEBBBITATVIAVARTEIET, HAEREO K, TNAALHEREZ
B, FNAAEHBREZST, FIDOHFLWN—RIITAOBITAT>3>TY,

cnBlTE, 2EBB OF T 3> THBMigrate Firepower Device Manager(Includes Device &
Shared Configuration)A"£{TE hE 7,



How would you like to migrate from Firepower Device Manager :

@ Click on text below to get additional details on each of the migration options

() Migrate Firepower Device Manager (Shared Configurations Only) >

@ Migrate Firepower Device Manager (Includes Device & Shared Configurations) A4

« This option migrates both device and shared configuration. Same FTD is moved from FDM managed to FMC
managed.

« The migration process is to be done over a scheduled downtime or maintenance window. There is
device downtime involved in this migration process.

« Ensure connectivity between FDM device and FMC to move the device from FDM to FMC using FDM.
« User should provide FDM credentials to fetch details.
« FDM Devices enrolled with the cloud management will lose access upon registration with FMC

« Ensure out-of-band access to FTD device is available, to access the device in case of accessibility issues
during migration.

« It is highly recommended that a backup (export) of the FDM configuration is performed to restore the original
state of the firewall managed by FDM if required.

« lithe FTD devices are in a failover pair, failover needs to be disabled (break HA) before proceeding with
moving manager from FDM to FMC.

« FDM with Universal PLR cannot be moved from FDM to FMC.

« FDM with flexConfig objects or flexconfig polcies cannot be moved from FDM to FMC. The flexconfig objects
and policies must be completely removed from FDM before migration.

« FMC should be registered to Smart Licensing Server.

Migrate Firepower Device Manager (Includes Device & Shared Configurations) to FTD Device (New Hardware) >
Note :

BiTAS>ay

BITAEZBRLLES, RRESNEVARNDSTNA AZRRLET,



Live Connect to FDM

«  Select any FOM device onboarded on CDO from the below dropdown.

« Only devices with online connectivity and synced status will be
displayed in the dropdown_

«  Click on change device status button to update the FDM device status
from In-Use to Available.

Select FDM Managed Device

e L

- e
1agecda

—
=

Device -

T

- P
Ty T | L, =
|3: LT L

FDM7 /N4 ADIER

FDM device config extraction successful

100% Complete

BROMEATTLERLE

FNAARAZRBRLUIZEEDOFIEZRIEL, BRID O, EBILHZ22TE2R< L 2HHD
LET,



Firewall Migration Tool (Version 6.0.1) =3 69 (]

.........

Hote; Steps 7,8 and 3 should be carried out in a maintenance window,

Extract Cisco Secure Firewall Device Manager (7.24) Information © Seiich: EHsco Sacli Fiiva

Selected Migration:
Extraction Mathods >
FOM IP Address:

Parsad Summary W

BIT7O0CAOFIE
FLWEBITTHSDEH,. Do you want to use an Existing Access Control Policy, NAT or RAVPN

Policy on FMC? ( FMCTEEZD T 72 A0 RO—LKU S —, NATE = IERAVPNARD S —%
FERALETN? )1 T3 VOERICHE>T, CancelZBIRLE T,

U oo wd il B0 udé an Exshng ACCESS Lonirdl POy, RaT o RANFHN FOCy O WG

Yes (%) Mo

il

BEOBROF Y ILAT>aY

TNE, RHICRTRSIC, BITITRHEZBIRIZD AT I UNRRENETT, [HilT
(Proceed )| 20Uy OLZET,



Note: Steps 7.8 and 9 should be carried out in & maintenance window.

Select Target ©
Firewall Management - Cloud-deliveéred FMC

Select Fealures

Device Configuration

as Access Conirol

DHCP

B Sserver

Mote:Platform seilings and file and malware policy maigration is supported in FMC 7.4 and later versions,

BRIZD T4 —F v

R, BfERBLET,

Firewall Migration Tool (Version 6.0.1)

Select Targut

Note: Steps 7.8 and 9 should b carried sutin a maintenance window.

Select Target ©
Firewall Management - Cloud-delivered FMC

Selett Features

Rule Conversion' Process Conlig

TZERKRLES,

Shared Configuration

Uhswes Mamagar

Source: Cisco Secur

Selected Migration:

~
Optimization
Migrate Only Refarenced Objects
Object Group Search (3)
(] g
Source: ure
Selected Migration: In
b
>
v

BM7OEANRTLES, RO2DO0FTIVHFERATEET, RFaAXhEeFdUO—R

L. Next22 Y OLTBITEHITILET,



Select Target 0] Source: Cis u
Selected Migration: Includes Device and Shared
Firewall Managemen! - Cloud-defivered FMC >
Select Features >

Rule Conversion/ Process Config

Mo parsing error found. Refer to the pre-migration repost for mose details. /

Please download the Pre-Migration repon for 3 detailed summary of the parsed configuratio ( Download Repost ;u

3 0 3 0 3

Acoess Conbrol Lisd Lines Access List Objecls Network Objests Por Objects

55 Contrel Policy Objects

[Standsrd. Extended wied iy BGPS Geo, Appheation, UAL obsects and
RAVPNEIGRP) Intrusion Rule Group)
Dynamic-Route Objeds Metwork Address Translation Logical Interfaces Routes DHCP
[AS-Path, Community-List, Polcy-List (Stabic Routes, ECMF) Server, Relay, OONS
Prafa-List, FAoute-Map)
Site-10-Site VPN Tunnels Remate Access VPN

(Connection Profiles)

LAR—ho&ED>O—R

FNARA LV BE—T IAANRRENDEIDICEREENTVET, RANTSI9F1ARELT,
Refresh® )Y OLTA UV EZ—TIARZEFHITHD_EZHRBLET, RIIE iS5, Next®k
DY O LTHEITTEET,

e o o o o o o

B FT Irderdace Mo o

Hote: Steps 7,8 and 9 should be carrled out in a malntenance window,

-——
Map FTD Interface ©

ource:  Fiinew
Selected Option:

FTD Interface Name

20 v perpege

Suceess

LN . Successhidly gathernd details|

Security Zones and Interface GroupstE 7> 3 ICBBLET, cOEIZ 32T, AddSZ&

RRENDAER—TIAA



IGEFEALTCFEBHTEMTIZIHRENHVYET, ZOHFITE "Auto-Creates NBIRENTVET
o CICKY), BITEDFMCHATA VR—T7 IA AZEEMNICERTEET, TTLES,
NextRZ> &Y ILET,

Firewall Migration Tool (Version 6.0.1)

Mote: Steps 7.8 and 9 should be carried aut in a maintenance windaow,

Source: Cisco Secure F

Map Security Zones and Interface Groups © Secure Firewall Device Manager (7.2
Selected Option: Includes Device and Shared Config

( Ao-Create ) |

sutiide

uiade

Hote:Click on Aute-Create button to aute map the FOM named as the name of the FMC interface abjects and security zones, Click on next bulton to proceed ahead

tFIVTAV—EAVE—TIARTN=T

BEERTT>a2 R, FDMA 227 I —AZ2BEOFTDEF1UT 1 VY—2BLTFMCH®
BUEBRNDARTI—A TJIL—TIEIVEYTILET,

T P L i  w T 1 OO
e "y o

[]
ol Auto-Create o
Gigabit Auto-create maps FOM interfaces to existing FTD security zones and interface P

groups in FMC that have the same name. If no match is found, the WMigration Tool
creates a new FTD security zone and interface group with the =ame name in FMC.

Select the objects that you want to map to FDM interfaces

:H:Se:::uri’v_.,r Zones Interface Groups

(Autn-lﬁ:reate )




Auto-Create# 7' 3 >

RIZNextZBIRL £ 7,

Firewall Migration Tool (Version 6.0.1)

wisce  Map Security Tones & Faves §akia
Interface Groups.

Hote: Steps 1.8 and 9 should be carled out in a malntenance window,
Map Security Zones and Interface Groups © Source: Cis cu ¥
Selected opuon: ncludes Device ar
(addsza16 ) (AutoCreate )

GigabEEthamean outside_zone (A

naide_zon OipabEheme ingide_zose (A nsde_i

Note;Click on Auta-Create button to auto map the FOM nameif a5 the nama of the FMC interface objects and security zones. Click on nest button to proceed ahead

0 | peipegn

FIESTR., EBON—ICRENATVBRRSIC, BEAZATTTIOEAD NO—ILRD > —
(ACP), 7T UK, BRUNATIL—ILZHAXNET, FEBEEITER<ERL THETL.
ValidateZ 2 U Y VLT, BEINKREICEEN BV ZBRBLET,

After Auto-Creation# 7> 3 >

Firewall Migration Tool (Version 6.0.1)

Hote: Steps 7.8 and 9 should be carded out in o maimenance window.

Optimize, Review and Validate Shared Configuration Only © Wﬁ:;‘;g'w-w“mm'ﬁ NE PREWES Device

Access Control  Objects  NAT

C Access List Objects mﬂ Port Objects | Access Control Policy Objects | VPN Objects | Dynamic-Route Objects )]

Select all 3 entres Selected 0/3
SR P G y Pptmar Obgret 72810

taidePed

(=] 3 Bamned

103,104 73,155



FORAOAYRO—L, 77T IR, BLUTNATRE

RIZ, HEREOHKZETYZI1LET

Validation Status

Successfully Validated

51 validation Summary (Pre-push)

d 3 4
Access Control List Lines Network Objects
=
«d:
1 2
—m
e Metwork Address
| Translation
ultR
Push Shared Configuration Only
TV IHBERD K

ETDEGEEELTVIRENDRAV ZHBTERT,

3
Access Control Policy
Objects

{Geo, Application, URL objects
and Intrusion Rule Group)

rewall Migration Tool (Version 6.0.1)

Push Shared Config to FMC
PUSHING

—
24% Complate

Fush to Cloud-defimered FI
wait for entire push process

TV AR

In progress. Flease
-omglete the migration

FIESHZETLIES, EBON—CRRENTVWASFIECICEART, CO/N—T, HBERE

FMCIZC7'Y>a1LET, CCT, Nextt R EBIRLTRICEARAET,

s



Firewall Migration Tool (Version 6.0.1)

. P T

) 2 {

L WA WS
» » Sewt Tooat e FTI

(s ﬁ 7 8 y
=

Furview & Vibtate | Push Shared Conbig [rrmry—. Ravin & Vildatn
S Goety NG

Hote: Steps 7.8 and 9 should be camied out in & maimenance window.

Push Shared Config to FMC

Migration Status
® Migration of Shared Config is compiete, policy is pushed to FMC
Hext Step - Logen to FMC to deploy the policy to FTD

Live Connact:

Selected Context: Single Context Mode

Migration Summary (Post Push)

3

Acoess Control List Lines

2

Network Addrass Translation

HEBROFMCAD T Y ANETLELE

COAT I EBIRTDE, BRAY
t—INRRENETT,

Source: aeur
Selected Migration: Inciud
Natwork Obgeds Acorss Control Policy Objects

Gea, Apphcation, URL obects and
irucsion Rl Geoup)

—IONFRREN, NR—D T OBITOHRITERIXY



Confirm Move Manager

Requires maintainence window to be scheduled

FDM manager will be moved to be managed in FMC.

The steps outlined below should be performed in a maintainence window as

there is device downtime involved in this migration process.

« Ensure connectivity between FDM device and FMC to move the device from
FDM to FMC using FDM.

« FDM devices enrolled with the cloud management will lose access upon
registration with FMC.

« Ensure out-of-band access to the FTD device is available during migration.

= |t is highly recommended that a backup (export) of the FDM configuration is
performed to restore the onginal state of the firewall managed by FDM.

« FMC should be registered to Smar Licensing Server.

] | acknowledge all the steps mentioned above have been completed.

BEINZR—2 ¥ DR

NZ—2vOBTZHEDSIZ1E. Management Center I DENAT IDZFTICAEL THB K HEN
HYVET, CHIFHEBETT, ChS5NDIDIE., Update DetailsZiBIRL THETEE T, C NDIREIC
& 2T, cdFMCHOFDMREDOEHN DB ZANTEIRY TT YT U142 RUNEBE N, HV
TEENRTFEIZFET,



Firewall Migration Tool (Version 6.0.1)

I’ o ) I I )
U 2} 2 . ) \&J ° : :
Extract FOU isdsematen  Sabatt Targat liag FTO bssarfs Mg Samuity Zooas & Flowiww & Vaiiess  Push Stacesi Coniig T e Mmngesr Ciormpiene Nigrasion

It g Grmep [Shame Comtig) ug

Note: Staps 7.8 and 9 should be carried out in a maintenance window,

Move Manager Selected Migration inc

cnee o i \ekwdaps i CicoUmbrelaDNSSenverGross « () Dala () Management Seiwet Data Betace v

NZ—2 ¥ E2Z—IDENATID

Firewall Migration Tool (Version 6.0.1)

Update Device Name for Registration

Note: Steps 7.8 and 9 should be carried |

Source: 5 L
Mave Manager [ concei § Son ) satectad Migration:

This stap s mandatory ans shauld be parformed during a downilme d FMC, you can no longer use the device manager t mannge It

Management Cant... Management Conte... [ ] NAT 1D @ Threat Dele DNS Sener Group Dota Interface

[E— ne. ivemal coudapp v CacollmbrelaDNSServerGou ~ () Dain | Mansgement Selec Data inbertace .

fproa-fd

BRIDTNAABZEFHLET,

COBENDE., BIROT 1 —I)LROIDAFRFEENET,



& Management Center{/ 2 —7 I/ AREBELAHAVTLKEEV, F7 2 MTE.
[BE|AT>avFBREN, COFAT2IAVETFTALRNEREDERICA2>TVET,



Firewall Migration Tool (Version 6.0.1)

() () ) (<) (%) ' 9
A L L J e
e FOU It St T o Browlty Touats e iive P BidCouly T Heilhsige  Rrsivedk thlide -
S — .

Nate: Staps 7,8 and 9 should be carried cut in o maintenance windaw,

Move Manager

This stap is mandatory and should be parformad during o downtime window. Afte gqister the device with the management center or Clowd-delivered FMC. you can no longer use the device manager o mana

NAT 10 @

cace a0t | agu EEGW, 104% JaPu tam Azery CiscoUmbrebsONSSarverGeoe « () Dats () Managemeet Seawet Dals iterface -

EEtL>X—IDENATID,

Update Details7 7> 3> & BIRL &, N1 AORBEFrBHBRENET,

on Tool (Version 6.0.1)

Move Manages

Mote: Steps 7.8 and 9 should be carried out in a maintenance window.

Source:
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Mote: Steps 7,8 and 9 shoukd be carried out in a maintenance window.
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