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> axpert

admin@fmc:~% sudo su

Password:

root@fmc:/Volume/home/admin# /etc/init.d/rpcbind start
starting rpcbind daemon. . .done.

root@fmc: /Volume/home/admin# Setc/init.d/rpchind status
Jusr/sbin/rpcbind (pid 30904) is running...

root@fmc: /Volume,/home/admin#

rpcbindZ&2& L £ 9
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Connection
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Create Backup
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Back Up Configuration
Back Up Events

Back Up Threat Intelligence
Director

Email

Copy when complete
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Full_Backup

nfs: /192,168,192, 76/CAShares\Firewal Backups\
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New Task
Job Type | Backup *
Schedule task to run Once (® Recuming
——
Start On September v 2023 4 AmericaMNew York
A
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Run At | 4:00 * || Am -
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Mew Task

Job Type Backup ¥

Schedule taskto run () Once @ Recurring

Start On | September v || 2023 v | America/New York
Repeat E 1 A S @] w
peat bvery | | vy = Hours () Days  yaaks Months
Run At | 4:00 v || Am .
Repeat On | 29 » | Day of the Month

Job Name | FTD102 MonthlyBackup |

Backup Type () Management Center (& Device
L]

: FTD_192.168.192.102

vFTD_192.168.192.83

Device(s)

b ackup the Firepower 3200/ 410 sis configura fiore initiating @ backup of the logical Thre
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Defens C re it
Jefense devices configured on i
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Comment
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> expert

admin@fmc:~% sudo su

Password:

root@fmec: /volume/home/adming ping 192.168.192.76

PING 192.168.192.76 (192.168.192.76) S56(84) bytes of data.

64 bytes from 192.168.192.76: icmp_seq=1 ttl=128 time=3.02 ms
64 bytes from 192.168.192.76: icmp_seq=2 ttl=128 time=0.444 ms
64 bytes from 192.168.192.76: 1cmp_seq=3 ttl=128 time=0.754 ms
64 bytes from 192.168.192.76: icmp_seq=4 tt1=128 time=1.07 ms
64 bytes from 192.168.192.76: icmp_seq=5 tt1=128 time=0.585 ms
A

--— 192.168.192.76 ping statistics ---

5 packets transmitted, 5 received, 0% packet loss, time 21ms
rtt min/avg/max/mdev 0.444,/1.174/3.020/0.946 ms

root@fme : Volume/home//adming |

Ping 7 A b

s NV OTYTFTRAVOOT &, FMC®D 7 7 A )L&(Ivar/log/backup.log) CREE NhET, T
S_HREL. RRINEECETLEA > EBAR. IS—%rE IS—ERATEST

o

root@trmc : Vo lume,/home /admin#
root@fmc: /Volume/home/admin# less /var/log/backup. log

lessAN > R



Fri Sep 29 17:09:25 2023 Mounted and chdir: /mnt/remote-storage/sf-storage/c57c072e-ed75-11lec-aeec-c53595860d06/backups
Fri Sep 29 17:09:25 2023 Parent Process ID ... 14353

Fri Sep 20 17:00:26 2023 #*eddddtddddddd bttt tdbdhhd ittt ihhd i d b i s

Fri Sep 29 17:09:26 2023 w

Fri Sep 29 17:09:26 2023 Backup config: 1

Fri Sep 29 17:09:26 2023 Backup events: 1

Fri Sep 29 17:09:26 2023 Backup tid: 1

Fri Sep 29 17:09:26 2023 Backup initiated from FMC
Fri Sep 29 17:09:26 2023 Backup storage type : NFS

Fri Sep 29 17:09:26 2023 Entering: main::update_status
Fri Sep 29 17:09:26 2023 Update Task: Checking the database
Fri Sep 29 17:09:26 2023 Exiting: main::update_status
running database integrity check with the following options:
- use exception directory /usr/local/sf/etc/db_exceptions
- check refererences
- check enterprise objects
- check schema
- check required data
- log to stderr
getting filenames from [/usr/local/sf/etc/db_updates/index]
getting filenames from [fusr/local/sf/etc/db_updates/base-7.2.5]
Rt RwRwRR Ry App‘ly-‘lng dynam-i[: update f-i-les L2221 2.3 218 L k]
pynamic update files directory: fusr/local/sf/etc/dynamic_db_updates
Applying file remove_ref_check_rna_ip_os_map.yaml.
Status: Success.
Applying file rule-comments.yaml.
/Backup started

Ny OTF7y7T, OY

« COT7T7AINE, FIDTNYITYTRAVERITLUEEEILERONYET,
Ingfw/var/log/backup.logTCR D £,

> expert

admin@firepower:~$% sudo su

Password:

root@firepower:/home/admin# less /ngfw/var/log/backup. log

LessN > R

Fri Sep 29 17:09:25 2023 Mounted and chdir: /mnt/remote-storage/sf-storage/c57c072e-ed75-11ec-aeec-c53595860d06/backups
Fri Sep 29 17:09:25 2023 Parent Process ID ... 14353

Fri sep 20 17:00:26 2023 #eddddddddddddddidhddhdddddddddhdiddhdfdiddddds

Fri Sep 29 17:09:26 2023 W

Fri Sep 29 17:09:26 2023 Backup config: 1

Fri Sep 29 17:09:26 2023 Backup events: 1

Fri Sep 29 17:09:26 2023 Backup tid: 1

Fri Sep 29 17:09:26 2023 Backup initiated from FMC
Fri Sep 29 17:09:26 2023 Backup storage type : NFS

Fri Sep 29 17:09:26 2023 Entering: main::update_status
Fri Sep 29 17:09:26 2023 Update Task Check1ng the database
Fri Sep 29 17:09:26 2023 Exiting: main::update_status
running database integrity chec ‘with the following options:
- use exception directory /usr/local/sf/etc/db_exceptions
- check refererences
- check enterprise objects
- check schema
- check required data

Tog to stderr
gett1ng filenames from [fusr/local/sf/etc/db_ updates/1ndex]
getting filenames from [/usr/local/sf/etc/db_updates/base-7.2.5]
e TR R App'ly‘lng dynamm update files #REmwsnddwiey
Dynamic update files directory: /usr/local/sf/etc/dynamic_db_updates
Applying file remove_ref_check_rna_ip_os_map.yaml.

Status: sSuccess.

Applying file rule-comments.yaml.
/Backup started

Ny OF7y 7, OY

« FTIDAOJICRE, NYOT YT I77AUHFO—AILICREENTVR CENREAETTH,
BICFMCICEFEhTA S, UE—RNARL—IFNARACEBENET,



Update Task: Copying backup from remote.
Exiting: main::update_status

Entering: main::update_status

Update Task: ng backup to Firepower Management Center
Exiting: main 3

FTD_192.168.1
Entering: main::update_statu
Update Task: Backup complete,
Ex1ting: main::update_status
Sending SIGUSR1 to process 29582 to notify of success
Received success notification from sf-backup-inator
Exiting...

Retrieva 25T

to Firepower Management Center succes
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