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Test FMC API Explorer GETX Y v R

FL®IC

ZMORFI1 X NTIE, Firewall Management Center(FMC)APIZ 2 A7'O0—> & L #=Cisco
Secure FirewallDREST APIEXEDBEIC DWW TEHBAL ET,

B intEER

REST APliZ. RESTUI® REICESVWTEETEZ 7SV r—>a>7A95309408—7
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RESTAPIZEATAEBRRRFRDEHYTY,

o iRt BERHZEERO)Y —AIZILGRTES -8,
s REM  TEFTEBYINVITHRRETHBEILEETEET, BEALEDAPILEERKIC
. XML, JSON, B8 &LUVOHTTPEFERHL XY,
QEMB RELEZ—RETRITIZLET, BROFNAAOKRETOEAZ—EICAEL
E%Fﬁ@?b‘b‘%%ﬁ%*)ﬁbiﬁéhé SEXATVZHIBTEET,

REST APIl&. FMC/FDM&BIURSREIC#kFL . OAUTH2.0Z AL £9. REST APID B HEEE
. FMCEFDMTRIU#ERICNYE Y JEhET,

A 74F1L—>3>
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FMCTH, RESTAPIZT7 # )L RTHMI B> TVET, BT hTVBL L ERABTHE
[&. System> Configuration > REST API Preferencesl_ BB L £ 9,



Rest APIO B %h1b

FMCEFDMIC &, API ExplorerE BENDHEAIAIRA 2 BZ—T I A AN BV ET, <hi&k,
REST APID ez T DO DEFEY —ILTT, FMCTIE., hitpss

[api/api-explorer
OURLZFEALU TAPIZTVARAZ7O—FICT V9 EATEET,

FMCGUIZLF>o v )lefEALTOJAVLET,



Sign in

Username

Password

Cancel

FMCGUIZLF>> v LZBALTHA VA2 LET,

APIZTOA7O—ZIT 7 ARATRE, R—LR—IHFRTENET, I, EEOURY
v RXAY BREBROEIZIVABYET, BLERBICE. N—23aFHRERIUDVY —
ARNBYNET,



! ::lllsélc:' Download OAS 2.0 Spec  Download OAS 3.0 Spec | Logout

Cisco Firewall Management Center Open API Specification &=

ffme_oasd.json

Specifies the REST URLs and methods supported in the Cisco Firewall Management Center API. Refer to the version specific REST AP| Quick Start Guide for additional information.
Cisco Technical Assistance Center (TAC) - Website
Send email to Cisco Technical Assistance Center (TAC)

Cisco Firewall Management Center Licensing

= )
Troubleshoot >
Backup >
Network Map >
Devices >
Policy Assignments >
Device HA Pairs >

EEBIRS

Fio. RAA D SHBEZITRNTCORELIIIVEEDHET, CcOROYIEIVEEIRT
&, BEOIXTOFMCRAAS A RRENET,

'::Il;'éu' Download OAS 2.0 Spec  Download OAS 3.0 Spec | Logout

Cisco Firewall Management Center Open API Specification @ &

fmc_oasd. json

Specifies the REST URLs and methods supported in the Cisco Firewall Management Center API. Refer to the version specific REST AF| Quick Start Guide for additional information.

Cisco Technical Assistance Center (TAC) - Website
Send email to Cisco Technical Assistance Center (TAC)
Cisco Firewall Management Center Licensing

Domains
| Global ¥

RXA>

RIZ. FMCTHR—NEhBBEZECREO LI IV EHREETRLET,



Troubleshoot 5

Backup >
Network Map >
Devices >
Policy Assignments >
Device HA Pairs bl
Health >
Chassis »
Updates bl
Users >
Intelligence >
License >
Search >
Audit >
Integration >
Device Groups >
Status b
Device Clusters >
System Information >
Object >
Policy >
Deployment >
Bty 3>

BREIC, R=DOTIHIC "TAF—N1 I3 FHYET, CZTlE, JSSONDERED—Z %
SHBLT, CNSOBEOHTTPU I ANEERTZIEOOVTJ7LAELTHERATESE
MOHR—KREhTVBHEEEERETEET,

Schemas >

AF—X

APITOA7O0—Z0OFEH

BRENDEIZ3IVICRY, DeviceslicBEBILF T,



Network Map >

Devices ~

Japiffme_config/vl/domain/{domainUUID} /devices/devicerecords/{objectId}

Japiffme_config/vl/domain/{domainUUID} /devices/devicerecords/{objectId}

Japi/fmec_config/vi/domain/{domainUUID}/devices/devicerecords/{objectId}

m Jfapiffme_config/vl/domain/{domainUUID}/devices/devicerecords

fapi/fmec_config/vl/domain/{domainUUID}/devices/devicerecords

Japi/fmc_config/vi/domain/{domainuuID}/devices/devicerecords

m Japi/fmec_config/vil/domain/{domainUUID} /devices/devicerecords/{containerUUID}/fpphysicalinterfaces/{objectId}

PUT | Japi/fmc_config/vl/domain/{domainlUID} /devices/devicerecords/{containerUUID}/fpphysicalinterfaces/{objectid}

et

m fapi/fmc_config/vl/domain/{domainUUID} /devices/devicerecords/{containertUin}/fplogicalinterfaces/{objectid}

Japiffme_config/vl/domain/{domainUUID} /devices/devicerecords/{containerUUID}/fplogicalinterfaces/{objectId}

AN Japi/fmc_config/vl/domain/{domainUUID}/devices/devicerecords/{containeruuID}/fplogicalinterfaces/{objectid}
m Jfapi/fmc_config/vl/domain/{domainUUID}/devices/devicerecords/{containeruuID}/fplogicalinterfaces
fapi/fmc_config/vl/domain/{domainUUID}/devices/devicerecords/{containeruuID}/fplogicalinterfaces
Japi/fmc_config/vl/domain/{domainUUID} /devices/devicerecords/{containeruUin} /inlinesets/{objectid}

s fapiffmc_config/vl/domain/{domainUUID}/devices/devicerecords/{containeruUID}/inlinesets/{objectId}

-:-.‘
L

N1 fapi/fmc_config/vi/domain/{domainUUID}/devices/devicerecords/{containerUuin}/inlinesets/{objectid}

Japi/fmc_config/vi/domain/{domainlUID} /devices/devicerecords/{containertUID}/inlinesets
/api/fmec_config/vi/domain/{domainlUID} /devices/devicerecords/{containertUID} /inlinesets

m fapi/fmc_config/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID} /virtualswitches/{objectId}
TINA ADRE

FMCA MREST APIid, XOHTTPXY Y REHR—KNLET, ChS5RFThThCRUDEREER
TIHEIEBLTLIEZL,

« GET - &k HV)

POST - ¥ER

PUT - 31/ B

DELETE - HlB&

Unified Resource Identifier(URDIE, cNSDEXVYY RIZEFA T TV MORBETEINAES
mUED,

m fapi/fmc_config/vl/domain,/{domainUUID} /devices/devicerecords I

/api/fmc_config/v1/domain/{domainUUID}/devices/devicerecords

ROWThANDEEZBIRTZE, BELUTCGETHTTPERICEEZEND/NSA—RXRERRTEE
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+ Offset
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RXA > ORRA—EHBF(UUID)

fapi/fme_config/vl/domain/{domainUUID} /devices/devicerecords

Retrieves or moedifies the device record associated with the specified ID. Registers or unregisters a device. If no ID is specified for a GET, retrieves list of all device records.

—

Mame Description

fiiter

string Filter to retrieve or delete device records based upon filter parameters specified.
{query)

For bulk deletion, we need the filler="ids:" with bulk=true flag, Value is of format : "ids:idl,idz,...” .
ids:idl,id2,... IS acomma-separated list of device uuids to be deleted.

For fetching device records, Filter criteria should be  name: {name} ;hostName: {hostName}; serialNumber : {ABCKXXNX) ; containerType: (value};version:
{x.x.%};clusterBootstrapSupported: {true|false} ;analyticsOnly: {triue|false} includeOtherAssociatedPolicies {true|false}

containerType - Allowed values are {DeviceCluster |DeviceHAPair |DaviceStack}
clusterBootstrapSupported - Allowed values are {true|false}
analyticsOnly - Allowed values are {true|false}

includeftherdssociatedPolicies — Allowed values are {srueffalse} . When setto crue , Will give following policies if assigned to device:
[ RAVpn , FTD525Vpn . PlatformSettingsPolicy , QosPolicy , NatPolicy , FlexConfigPolicy ]

filter - Fliter to refrieve or delete device recomn

offset
integer{$int32} Index of first item to return.
(query)

offset - Index of first item to retum,
limit
integeri$intiz) MNumber of items to returm.
{query)

limit - Number of items to return.
expanded
Beilasa If set to true, the GET response displays a list of objects with additional attributes.
(oquery)

w

domainUuUID = e

string Domain UUID
(path)
e276abec-e0f2-11e3-8169-6d9ed49b6251
Responses
Fnra Nt inke

TINA AT INA AR EOEE



E: RXAUUIDIE, HTTPERZ4ARTHBICHKEEICEETT, chld, §47>zx
INC—Z0ORBBNFHNE)HTESNTHY), BEZETITILEDICHETHZDEHTT

o

domainUUID * reauired

string

Domain UUID

(path)

RXA2UUIDZIE—LE T,

e276abec-e0f2-11e3-8169-6d9ed49b625f



K, TREL 023V RRENET, COEIZIVICE, CulBS LTERURLOED .
COXYY RIEXNTDTFT AL RO —NBE, B8PV 2D OT—NBEQOBHAHYET,

Responses
Code Description Links
200 Nag finks
OK
Media type Examples
[ application/jsen T ] I Example 1 : GET iimc_configivi DomainUUIDVobje: ices/devicerecords { Get all paginated network objects without offset anc ~ ]

Example Value  Schema

default No [inks
Error

Madia type
[ application/json o I

Examnla Valis | Schema

Responsestz o> 3>
Test FMC API Explorer GETXY v R
T, Tryitout’EQ v o LTAP|177\7°D—5®%‘H\EE7_'7\ I\@“%>2€1ﬁ7§‘§\,\$ L7,

Japiffme_config/vl/domain/{demainUUID}/ /devices/devicerecords

Retrieves or modifies the device record associated with the specified ID. Registers or unregisters a device. If no ID is specified for a GET, retrieves list of all device records.

Parameters: Try it out

Hame Descriptien

A2 BRLET

(FINAA, FNAALOD—RD ) COHBEDOHTTP GETERIZK L T, fBOUUIDE L IEED/N
TX—BZEHDIMEIFKRL, Execute®BIRTE X T,



offset

integer{$int32) Index of first item to retum.

set - Index

limit

integer(sintaz) Nurmber of items to returmn.

1 of iterns to return

expanded
boolean

If set to true, the GET response displays a list of objects with additional attributes.

= -

domainUuUID =

string

Domain UUID

e276abec-e02-11e3-8169-6d9ed49b625(

Responses

Code Description Links

200 MNo hnks
OK

247, Z2BRLFT,

HTTP GETERAI RIIL ., SEDEIICFMCO INTDEFEHXRT/NA ADT/NA AR EX
NTVWBIEE, FMCIEHY—/NISE200ZRL £,

Responses

fdevices/deviceracords™ \

Server response

Code Details

200 Response body

8] 25"

bec-edf2-110 C L i P a BbE5 - 1100-9347 - Bloc

200 GET Response® 51,

COENDNS, COFMCICR > TEEENTVWABFTDN1D(FTDV-703)THBD DAY ET

o



domainUUID % required
string
(path)

Domain UUID

e276abec-e0f2-11e3-8169-6d9ed49b625f

TINAALI—RRX A2 UUIDOEIE

BICCOFTDERRETRAPIERICT IV ERATR-HOICHEAETNBIDEZEEZOTH LN
TEEXY, ID2IE—LET,

<ffroot>

"name": "FTDv-703"

"id": "6bad6bbc-0b05-11ee-9a47-84ecf73b3ccf"

BHEOBIE LT, BEOEERNRT/NA AFTDV-703)DTRTDA > Z—7 T4 ABREEMET
BTk, ROBETT/NA AOUUD (BIROBES SEE ) EEALET,

<tfroot>

"id": "6bad6bbc-0b05-1lee-9a47-84ecf73b3ccf”

GETDevices > Device records > physicalinterfaces el *5@3 LET,

<ffroot>

/api/frc_config/vl/ domai n/ {domai nUUI D} / devi ces/ devi cer ecor ds/ { cont ai ner UUl D}/ physi cal i nterfaces

FMC#A" ( Server Response®D W ZFEAL T ) BWEL, COF/NAAFTDIZ2DDTF—RA &
—7IA4ADH)E, METHUUIDERETHREENEBH AV EZ—T I/ AN HDENBRT
EET,



Responsaes

c-oof2-11c 169-6d9ed49b6 25/ devices /devicerecords /ebadtbbc - 6boS 7-B4ec FT3b3ccF physicalinte

fireab”

Request URL

Server response

Code Details
20
200 Response body

2T6abec-eBf2-1163- 8 BelOedA0bE2S i i adbbbe - Ob5 - 116 -0a47

Sdesmain/

GET Device Records¥I3 4 > X —7 T 4 ADHE,

<ffroot>

Fr om Response body:

"type": "Physicallnterface",

"id": "005056B3-9582- 0ed3-0000- 004294967553",

"name": "G gabitEthernet0/0"

"type": "Physicallnterface",

"id": "005056B3-9582- 0ed3- 0000- 004294967554",

"name": "G gabitEthernet0/1"

"type": "Physicallnterface",



"id": "005056B3-9582- 0ed3- 0000- 004294967555",

"nane": "Diagnostic0/0"

OV —ROBEEHTTPAY Y RICTIVEATZODY IR, IXTOATSTINCE
ATEET, —MHBUUIDD SHEEDUUIDICEAT, FMCBRUBENEEBRRT /N4 ADK
ExGAHIY), BEL, BEZEMTEH_ENTEET,

m /api/fmc_config/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID}/physicalinterfaces/{objectId}

URIHEIE,

FMCAPITOA7O—5&, Y R—RENTVRHELRESZERTIDEOOHA RELRE
J77LAELTHEBEICRIUDBEEN HD 0, REEAAICIO—REZRITISIVOCNDAZINA
ATEEXT,

Tz, PostmanZ EDEBBDAPIZT'ZY N7 #—LZFERTBH. PythonEklEPerl AV U7 N%
FALTO—AILKRARNDSFMCAPIERFET D EETEET,



7E : Github®Secure-Firewall Repositoryic 7 VA3 3 &, ZBOT> 7L —NEBFE
)Y —ABZRRRTEEXRT,



https://github.com/CiscoDevNet/secure-firewall.
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