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Firewall Management Center
9 . A Overview Analysis Policies Devices Objects Integration
—
S ummary Dashboard ramcn sasaac
Provides 8 summarny of activity on the appliance
Network > Threats Intrusion Events Status Geolocation QoS
*  Unique Applications over Time —_ * Top Web Applications Seen -
" Application + Total Bytes (KB)
12 O wrre 226,08
0 ] 18.41
a8 B.44
]
6
2
0 1 143 L 14:50 15:00
» Traffic by Application Risk — R

Risk

v Total Bytes (KB)
5,410.20

4,396.96

231,99

1841

» Top Server Applications Seen

Deploy O @° £+ @ adminv I cecup

Reporting

Show the Last | 1 hour ML
Add Widgets
» Top Client Applications Seen -X
» Total Bytes (KB)

Application

2,812.85

» Top Operating Systems Seen
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Firewall Management Center
Crverview [ Dashbeards | Dashboard

Cverview

Analysis Palicies Devices

Summary Dashboard s s

Prowides a summary of activity on the applance

Metwork X Threats Intrusion Events Status
—
» Unique Applications over Time -

14
12
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Context Explorer
Unified Everits

Connections

Events
Security-Related Events

Intrusions

Events
Reviewed Events

Filles.

Objects Integration
Hosts

Metwark Map

Hosts

Indications of Compromise
Applications

Application Details
Servers

Host Attributes

Discovery Events:
Vulnerabilities

Third=Party Vulnerabilities

eilkile

Depoy O @ £ @ adminv ful secuRe

Corelation Reporting

Corralation Events

Allow List Events

Allaw List Violations

Status our - l n
I

v

Custom Workflows ]'m -

Custom Tables * Total Bytes (KE)

Geolocation | 281288

URL

Whois

é 1 Malware Events Usars Contextual Cross-launch
4 File Events Indications of Compromise
2 Captured Files MActive Sessions Search
o - - - + 4 Network File Trajectory Users
1410 14:20 1430 1440 14:50 15:00
User Activity
Last updated 2 minules ago
b Traffic by Application Risk -><|
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Flrewalll:flanagelmem iGN Overview Analysis Policies Devices Objects Integration Deploy Q @ % @ adminv db cecupe
—
Qs Select... b4
(2 Showing 10,000 events (6 10,000) of tens of thousands & W 2023-10-04 15:11:29 EDT — 2023-10-04 168:11:20 EDT 1h @ Go Live
M Time Event Type Action :.::;l::zall:: P Device Source IP ﬁ?;:_:;‘:" ! ::ir:l Rule '
¥ 2023-10-04 16:11:29 4 Connection O Allow 53 (domain) fud: GW 10.18.19.111 55046 / udp allow
¥ 2023-10-04 16;11:29 § 5 Connection @ Allow 53 (domain) fud; GW 10.18.19.105 44563 [ udp allow
> 2023-10-04 16:11:29 5 Connection © Mlow 443 (nttps) ftep GW 10.18,19.166 53436 [ top allow
> 2023-10-04 16:11:20 4 Connection © Allow 443 (htips) f tcp  GW 10.18.19.166 53437 | top allow
¥ 2023-10-04 16:11:28 4 Connection @ Allow 53 (domain) fud;  GW 10.18.19.105 57541 [ udp allow
¥  2023-10-04 16:11:28 4 Connection @ Allow 53 (domain) fud:  GW 10.18.19.105 42318 [ udp allow
¥ 2023-10-04 16:11:28 5 Connection @ Allow 53 (domain) fud; GW 10.18.19.110 38758 / udp allow
¥ 2023-10-04 18:11:28 & Connaction @ Allow 53 (domain) fud; GW 10.18.19.110 53922 [ udp allow
¥ 2023-10-04 16:11:28 5 Connection © Allow 53 (domain) fud; GW 10.18.19.105 52776 [ udp allow
> 2023-10-04 16:11:28 5 Connection © Allow 53 (domain) fudy  GW 10.18.19.32 39366 / udp allaw
» 2023-10-04 16:11:28 5 Connection © Allow 53 (domain) f wdy  GW 101819111 47616 / udp allow
» | 2023-10-0416:11:28 & Connection S Allow 53 (domain) [ udy  GW 10.18.19.41 54037 [ udp allow
¥ 2023-10-04 16:11:28 4 Connection @ Allow 53 (domain) f ud; GW 10.18.19.230 60602 | udp allow
» | 2023-10-04 16:11:28 45 Connection & Allow 53 (domain) fud: GW 10.18.19.230 59309 [ udp allow
¥ 2023-10-04 16:11:28 5 Connection O Allow 53 (domain) fud: GW 10.18.19.111 39941 / udp allow
¥ 2023-10-04 16:11:28 4 Connection & Allow 443 (htips) /tcp GW 10.18.19.230 34810 / tcp allow
¥ 2023-10-04 16:11:28 5 Connection @ Allow 53 (domain) fud; GW 10.18.19.156 52564 [ udp allow
> 2023-10-04 16:11:27 4 Connection @ Allow 53 (domain) fud; GW 10.18.19.110 50552 / udp allow
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Management Center

SECURE

x Refre:

® Go Live

wses SECURE

* Refresh

® Go Live

flrew_a” Cverview Analysis Policies Devices Objects Integration Deploy Q e I @ admin~¥
—
Q= Select...
@ Showing 10,000 events (G 10,000) of tens of thousands  + IF 2023-10-04 15:11:29 EDT — 2023-10-04 18:11:28 EOT 1h
W Tme Event Type Acton Desduton Pot! | g | Sourcat® Sorebotl | Ao
2023-10-04 16:11:29 5 Connection © Allow 53 (domain) fud; GW 10.18.19.111 55046 [ udp allow
¥ 2023-10-04 16:11:29 ¢ 5 Connection & Allow 53 (domain) fud; GW 10.18,19.105 44563 [ udp allow
» | 2023-10-04 16;:11:29 4 Connection © Allow 443 (https) / top  GW 10.18.19.166 53436 | top allgw
¥ 2023-10-04 16:11:29 4 Connection © Allow 443 (https) ftop GW 10.18.19.166 53437 [ top allgw
¥ 2023-10-04 16:11:28 4 Connection @ Allow 53 (domain) fud;  GW 10.18.19.105 57541 [ udp allow
» | 2023=10-04 16:11:28 4 Connection @ Allow 53 (domain) fud;  GW 10.18.19.105 42318 [ udp allow
y  2023-10-04 16:11:28 4 Connection @ Allow 53 (domain) fud; GW 10.18.19.110 38758 / udp allow
¥ 2023-10-04 18:11:28 & Connaction @ Allow 53 (domain) fud; GW 10.18.19.110 53922 | udp allow
> 2023-10-04 16:11:28 5 Connection © Allow 53 (domain) fud; GW 10.18.19.105 52776 [ udp allaw
»  2023-10-04 16:11:28 5 Connection © Allow 53 (domain) fud; GW 10.18.19.32 38366 / udp allow
» | 2023-10-04 16:17:28 5 Connection @ Allow 53 (domain) fud;  GW 10.18.19.111 47616 [ udp allow
| 2023-10-0416:11:28 & Connection S Allow 53 (domain) f wdy  GW 10.18.19.41 54037 / udp allow
> 2023-10-0416:11:28 5 Connection S Allow 53 (domain) fud;  GW 10.18.19.230 60602 [ udp allaw
¥ 2023-10-04 16:11:28 45 Connection © Allow 53 (domain) fud; GW 10.18.19.230 59309 [ udp allow
» | 2023-10-04 16:11:28 4 Connection @ Allow 53 (domain) fud:  GW 101819111 39941 [ udp allow
¥ 2023-10-0416:11:28 5 Connection  Allow 443 (htps) ftcp  GW 10.18.19.230 34810 / tcp allow
¥ 2023-10-04 16:11:28 5 Connection @ Allow 53 (domain) fud; GW 10.18.19.156 52564 | udp allow
> 2023-10-04 16:11:27 5 Connection @ Aldlciw 53 (domain) fud; GW 10.18.19.110 50552 [ udp allow _m_
ATY T 24 R NOFBBERARRENET,
f_l reWE”':l:‘a nagﬁ:ﬂenl Center Overview Analysis Policies Devices Objects Integration Deploy G, @ £ @ adminw b
—
Q- Select
@ Showing 10,000 events (5 10,000) of tens of thousands B 2023-10-04 15:11:29 EDT — 2023-10-04 16:11:28 EDT 1h
Wi e Event Type Action ;':::r:;::: Partl | oavice Source IP E}":::\I:“ ! :“;::; s
w  2023-10-04 16:11:29 4 Connection © Allow 53 (domain) [ ut; GW 10.18.19.11 550486 [ udp allow
Evant Type: 4 Connection Business Relevance: Very High Ingress Virtual Router:  Glonal
Tirme: 2023-10-04 16:11:29 DNS Query: Cloud-53.0Mp.CiSco.com [Egress Virtual Router:  Glotal
Last Packet: 2023-10-04 16:11:39 DNS Response: Mo Ermor Initiator Packets: ©
Action: & Allow DNS Record Type: A Responder Packets: [
Source IP: 101819111 Intrusion Events: [ QoS-Drogpaed Initiator Packets: [
Source User: Mot Founct Files: 0 QoS-Dropped Responder Packets: [
Destination IP: 1018107 Access Control Polley: Initlator Bytes: 164
Ingress Security Zone: inscde Actess Control Rule: 20w Responder Bytes: (1
Egress Securlty Zone: ouiside Network Analysls Polley: Balanced Secuity and Connectivity QoS-Dropped Initlator Bytes: 0
Source Port | ICMP Type: 55046/ udp Prefilter Policy: allow QoS-Dropped Responder Bytes: 0
Destination Port [ ICMP Gode: 53 (coman) | uio Qo Polley: test Detectlon Type: Aspll
Client Application: DS Dornain: Global NAT Source IP: 1088 243 43
»  2023-10-04 16:11:29 S Connection @ Allow 53 (domain) [ ud; GW 10.18.19.105 44563 [ udp allgww
> 2023-10-04 16:11:29 5 Connection @ Allow 443 (https) ftep GW 10.18.19.166 53436 | tcp allow
»  2023-10-04 16:11:29 5 Connection © Allow 443 (https) M tep  GW 10.18.19.166 53437 [ tcp allow
¥ 2023-10-04 16:11:28 5 Connection O Allow 53 {domain) [ ud;  GW 10.18.19.1 57541 [ udp allow
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Firewall Management Center

Deploy Q @ % @ adminv

a @ # @ adminv

ATYVT3(AT7232 ) T14—)LREBRRLTFES -3 2RFICLET,

wsiee SECURE

x | NG

*

Destination Port |
ICMP Code

53 (domain) / ud
53 (domain) / ud
443 (https) [ cp
443 (hitps) [ wp
53 (domain) | ud
53 (domain) / uc
53 (domain) | ud
53 (domain) / ud
53 (domain] [ ud
53 (domain) / ud
53 (domain) / ud
53 (domain) | uc
53 (domain) / uc

53 (domain) / ug

Anahysis { Unified Events Overview Analysis Policies Devices Objects Integration
—
Q= Select...
(@ Showing 10,000 events (4 10,000) of tens of thousands  + W 2022-10-04 15:11:20 EDT — 2023-10-04 16:11:29 EOT 1h
i frime Event Type Action :?;t’::a::: Port/ Device Source IP ﬁ?::_:m" ! ::ir:l P
y  2023-10-04 16:11:29 5 Connection © Allow 53 (domain) fud; GW 10.18.19.111 55046 [ udp allow
¥ 2023-10-04 16;11:22 § & Connection @ Aliow 53 (domain) fud; GW 10,18.19.105 44563 [ udp allaw
> 2023-10-04 16:11:29 5 Connection © Miow 443 (https) M top GW 10.18,19.1686 53436 | top allow
> 2023-10-04 16:11:29 % Connection © Allow 443 (https) ftcp - GW 10.18.19.166 53437 | tcp allow
¥ 2023-10-04 16:11:28 4 Connection © Allow 53 (domain) fud: GW 10.18.19.105 57541 [ udp allow
» | 2023=10-04 16:11:28 4 Connection @ Allow 53 (domain) fud:  GW 10.18.19.105 42318 [ udp allow
y  2023-10-04 16:11:28 5 Connection @ Allow 53 (domain) fud;  GW 10.18.19.110 38758 / udp allow
¥ 2023-10-04 18:11:28 & Connaction @ Allow 53 (domain) fud; GW 10.18.19.110 53922 [ udp allow
¥ 2023-10-04 16:11:28 5 Connection @ Allow 53 (domain) fud; GW 10.18.19.105 52776 [ udp allow
> 2023-10-04 16:11:28 5 Connection @ Allow 53 (domain) fud;  GW 10.18.19.32 39366 / udp allaw
¥ 2023-10-04 16:11:28 5 Connection © Allow 53 (domain) fud;  GW 101819111 47676 / udp allow
¥ 2023-10-0416:11:28 5 Connection © Allow 53 (domain) f wdy  GW 10.18.19.41 54037 / udp allow
»  2023-10-0416:11:28 & Connection S Allow 53 (domain) fud;  GW 10.18.19.230 60602 [ udp allow
¥ 2023-10-04 16:11:28 45 Connection © Allow 53 (domain) fud; GW 10.18.19.230 59309 [ udp allow
» | 2023-10-04 16:11:28 4 Connection @ Allow 53 (domain) f ud:  GW 101819111 39941 [ udp allow
¥ 2023-10-04 16:11:28 4 Connection o Allow 443 (https) / tcp ~ GW 10.18.19.230 34810 | tcp allow
» 2023-10-04 16:11:28 5 Connection O Allow 53 (domain) fud: GW 10.18.19.156 52564 [ udp allow
» 2023-10-04 168:11:27 & Connection © Mlow $3 (domain) [ ud;  GW 10.18.19.110 50552 / udp allow
— — " —
ATV T 27—TINCRRTDARYNT 14— )LRZBIRLET,
flrewaltlrxlg????:nent Center Overview Analysis Policies Devices Objects Integration Deplay
—
[ Qr Select.
& Showing 10,000 events (§ 10,000) of tens of thousands ¥ 5 2023-10-04 15:11:29 EDT = 2023-10-04 16:11:29 EDT 1h
m Tima Event Type Action Roason Sourceo IP Dastination IF ;D':r:‘:;" f
Saved Column Sets e 10.1819.011 10.1.8.107 55046 / udp
[ select.. ow 10.18.19.105 10.1.20.51 44563 / udp
ow 10.18.19.166 142.250.72.202 53436 / tcp
IO\ Filter columns ow 10.18.19.166 142.250.72.202 53437 [ wcp
Select none  Select default o 10.18.19.106 10.27.20.51 57541 | udp
Event Type oW 10.18.19.105 10.1.20.51 42318 [ udp
& Action o 10.18.19.110 10.1.9.38 38758 / udp
Reason ow 10.18.19.110 1018101 53922 / udp
Source IP = 10.18.19.105 10.27.20.51 52776 [ udp
Destination 1P v 10.18.19.32 208.67.220.220 39366 [ udp
& Source Port | ICMP Type o 1 10.18.19.011 10.1.8.101 47616 [ udp
Destination Port / ICMP Cade o 10.18.19.41 208.67.220.220 54037 [ udp
W 10.18.19.230 173.37.87.157 GOG02 | udp
Revert 11 selected m bw 10.18.19.230 173.37.87.157 59300/ udp
> O73-10-04 16:11:28 | Connechion mow 101819011 10.1.8.101 39941 / udp

53 (domain) / ud|

® Go Live

® Go Live

Web Ap



Saved Column Sets

[ Select...

2, Source X

Select 14 filtered Select default

% Source IP

Source Port / ICMP Type
[} NAT Source IP

[ | NAT Source Port

[ ] NetFlow Source Autonomous System

Revert 7 selected

ATYTAARYNTA=)LRZIUYILT, BEHEREZFEHCLET,

Saved Column Sets

Select... l

. 1. Source x ‘
Select 14 filtered ' Select default

% Source IP

__| Solrce Port / ICMP Type

" | NAT Source IP
| MAT Source Port

| NetFlow Source Autonomous System

Revert 6 selected Apply

ATY T 5RIC, [Applyl EP VY OLET,




Saved Column Sets

Select...

| Q. Filter columns

Select none  Select default

Event Type

Action

Destination Port / IGMP Gode

Source IP

Device

Revert

6 selected

Apply

ATYVT6(A7232 ) BIZBOBRICRZYILT, JIONEZEETERT,

Firewall Management Center

Qr Select..

Overview

Analysis

Policies

(&) Showing 10,000 events (5 10,000) of tens of thousands  +

Time

2023-10-05 13:02:15
2023-10-0513:02:15
2023-10-05 13:02:15
2023-10-05 13:02:15
2023-10-0513:02:14

023-10-05 13:02:14

By

2023-10-05 13:02:14
2023-10-0513:0214
2023=10-05 13:02:14
2023-10-0513:02:14
2023-10-05 13:02:14
2023-10-05 13:02:14
2023-10-05 13:02:13
2023-10-05 13:02:13
2023-10-05 13:02:13

2023-10-0513:02:113

Evant Type

P2 ST S ST T S R

£
=
‘
b
k-]

5

5
5
5

Connection

O

QNNECan

o

ONNECLon
Connaction
Connection
Connection
Connection
Connection
Connection
Connection

Connection

5 Connection

Connection
Connection
Connection

Connection

Yy NO®RE

Action

O Allow
© Allow
@ Allew
© Allaw
o Allow
@ Allow
@ Allow
@ AMlow
@ Mlow
© Allow
@ Allow
@ Allow
Q Allow
@ Allow
© Allow

@ Allaw

Destination Port [ ICMP|
Code

53 (domain) [ udp
53 (domain) [ udp
443 (https) [ 1ep

53 (domain) [ udp
53 (domain) [ udp
53 (domain) f udp
53 (domain) [ udp
443 (htps) [ top

53 (domain) [ udp
443 (https) [ tcp

443 |

ps) / ep

443 (https) [ top
53 (domain) [ udp
53 (domain) [ udp
443 (mips) [ tcp

443 (hips) [/ 1cp

Devices Objects Integration
Device

10181 Seurce P

10.18.19.110 GW
10.18.19.230 GW
10.18.19.32 GwW
10.18.19.105 GW
1001819111 GW
10.18.19.111 GW
10.18.19.230 GW
10.18.19.105 GW
10.18.19.230 GW
10.18.19.230 GwW
10.18.19.166 GV
10.18.19.110 GW
10.18.19.230 GW
10.18.19.166 GW
10.18.19.166 GW

AT Y7 1:Saved Column Setsz2 2 v O L%ET,

Deploy Q @ & @ adminv SECURE

x Refresh

“ 2023-10-05 12202:15 EDT — 2023-10-05 13:02:15 EDT 1h & Go Live

Access
Control Rule

allow
allow
allow
allow
allow
allow
allow
allow
allow
allow
allow
allow
allow
allow
allow

allow



FITBWNU&?:??(\B:’!GM Center Overview Analysis Policies Devices Objects Integration Deploy Q @ £ @ adminv Ul sEcuRe
—
[ Qv Select... X ]
@ Showing 10,000 events (5 10,000) of tens of thousands % B} 2023-10-04 15:11:29 EDT = 2023-10-04 16:11:20 EDT 1h @ Go Live

M Tme Event Typo Action Reason Source IP Destination IP ;DMI‘:::;"J ::;:H;I::Pnﬂf Wab Ag
Saved Column Sets o 10.1819.111 10.1.8107 55046 / udp 53 (domain] [ ug
[ select... | o 10.18.19.105 10.1.20.51 44563 [ udp 53 (domain) | uc
ow 10.18.19.166 142.250.72.202 53436 / 1cp 443 (htps) { tep
[O\ Filter columns |57 10.18.19.166 142.250.72.202 53437 [ 1cp 443 (hips) [ wep
Select none  Select default ow 10.18.19.105 10.27.20.51 57541 [ udp 53 (domain) / uc
Event Type oW 10.18.19.105 10.1.20.51 42318 [ udp 53 (domain) / ug
& Action ow 101879110 10.1.9.38 38758 [ udp 53 (domain] / ud
Reason ow 10.18.19.110 10,1810 53922  udp 53 (domain) / uc
Source IP o 10.18,19.105 10.27.20.51 52776 / udp 53 (domain] / uc
Destination IP ow 10.18.19.32 208.67.220.220 39366 / udp 53 (domain) | ud
s Source Port / IGMP Typs oW 101819111 10.1.8.101 ATB16 J udp 53 (domain) [ ud
Destination Port £ IGHP Gode ow 10.18.19.41 208.67.220.220 54037 [ udp 53 (domain) / ud
pw 10.18.19.230 173.37.87.157 60602 / udp 53 (domain) / ug
Revert 11 selacted m ow 10.18.19.230 173.37.87.157 59309 / udp 53 (comain) | uc
3 2023-10-0416:0T:28 5 Connection & Allow 101819011 10.1.810 39941 [ udp 53 (domain) | ud)

AT Y 7 2Create column set from current selectionZ 2 )Y 2 L%E 9,

Firewall Management Center

{ Unified Evants

Cvendew Analysis Policies Devices Objects Integration Deploy @ @ % @ adminv

—

An

Qr Select...
(2 Showing 10,000 everts (% 10,000) of tens of thousands I 2023-10-04 15:11:20 EDT — 2023-10-04 16:11:20 EDT 1h @ Go Live
" Destination Port / Source Port [ Access
| E . Time | Event Type | Action Dastination IP ICMP Gode Davice Source IP ICMP Type Gontrol Rl
Saved Column Sets ow 10.1.8.107 53 (domain) f ud;  GW 10.18.19.111 55046 / udp albowe
Rule match wo| bBw 10.1.20.51 53 (domain) / wdp GW 10.18.19.105 44563 [ udp allaw
oW 142.250.72.202 443 (hitps) [ tep  GW 10.18.19.166 53436 | tep allc
o 142.250.72.202 443 (htips) [ tep  GW 10.18.19.166 53437 [ 1cp allaw
oW 10.27.20.51 53 (domain) f ud;  GW 10.18.19.105 57541 [ udp Al
Saved Column Set 1
. ow 10.1.20.51 53 (domain) / udp  GW 10.18.19.105 42318 [ udp allow
Time | Event Type | Action |Reason | |Sowrce IP| |Destination IP |
bW 10.1.9.38 53 (domain) / ud; GW 10,18.19.110 38758 [ udp allow
—+ Create column set from current selection | ; .
bw 10.1.8.101 53 (domain) / wd;  GW 10,18.19.110 53922 | udp allow
& Source IP b 10.27.2051 53 (domain) f ud;  GW 10.18.19.105 52776 | udp allow
Destination IP (s} 208.67.220.220 53 (domain) f wdp GW 10.18.19.32 39366 / udp allow
1 F | { 1 11 all
Souree Port / ICMP Type lmv 0.1.8.107 53 (domain) f ud;  GW 0.18.19. 47616 [ udp allces
- oW 20867220220 53 (domain) f ud; GW 10.18.19.41 54037 [ udp allow
Destination Port / ICMP Code
o 173.37.87.157 53 (domain) / wdp  GW 10.18.18.230 60602 | udp allowe
Revert 11 selected m - 173.37.87.157 53 (domain) / wdy GW 10,18.19.230 59308 / udp allow
» | 2023-10-04 16:11:28 & Connection @ Allciw 10.1.8.101 53 (domain) / ud;  GW 10.18.19.111 39941 / udp allow
> 2023-10-04 16:11:28 £ Connection © Allow 108.156.211.71 443 (hups) / top | GW 10.18.19.230 34810 [ 1cp allow

ATYVT3(AT723ar )5y NOEBRZZEELET,



Saved Column Sets

Select...

2 saved column sets

[ Rule match

]

Time | | Event Type | | Action | | Reason | | Source P | | Destination IP

4 Create column set from current selection

[ ] NetFlow Source Prefix

Revert

[ ] MetFlow Source Autonomous System

6 selected

ATYT ABHER()EIUYITHE, BEOLY NERETEST,

Overview

Firewall Management Center

Unified

Analysis

G Select...

& Showing 10,000 events (& 10,000) of tens of thousands  +

M Time Event Type Action
A -~

Saved Column Sets
Rule match ~

Saved Colurnn Set 1 Rename

Time | |Event Type |Action || Reason || Source IP| | Destinatid Delete

+ Create column set from current selection i )

T N

Source IP il
& Destination P i
Source Port / ICMP Type W
Destination Port [ ICMP Code P
o

Revert 11 selected »

| > 20E3-10-04 16:11:28 5 Connection © Allow

AR NOBRE

ATV 1 BEODANRNOBREERABTSICIE, Select2 V)Y I LET,

Destination IP

10.1.8.107
10.1.2051
142.250.72.202
142.250.72.202
10.27.20.51
10.1.20.51
10.1.9.38
10,1810
10.27.20.51
208.67.220.220
10.1.8.101
208.67.220.220
173.37.87.157
173.37.87.157

1.8.101

Palicies

Devices

Destination Port |
EMP Code

53 (domain} [ ud

53 (domain) J ud

443 (hups) [ cp

53 (domain) / ud
53 (domain} / ud
53 (domain} | ud
53 (domain) J ud)
53 (domain) J ud|
53 (domain) J ud
53 (domain) J ud|
52 (domain) J ud|
53 (domain) J ud|
53 (domain) § ud

53 (domain) J ud

Objects

Davice

Gw

Gw

Integration

Daplay

Q, @ f @ adminv

ases SECURE

x| CReresn |

B 2023-10-04 15:11:29 EDT —~ 2023-10-04 16:11:29 EDT 1h @ Go Live

Source IP

10

18.19.111
10.18.19.105
18.19.166
.18.19.166
.18.19.105
1.18.19.105
J1B9.10
L1B.19.110
819108
L18.19.32
18.19.11
18.19.41
18,190,230
).18.19.230

L18.19.111

Souree Port |
IEMP Type

55046 [ udp
44563 | udp
53436 / 1cp
53437 [ cp
57541 [ udp
42318 [ udp
38758 [ udp
53922 | udp
52776 [ udp
39366 ( udp
47616 [ udp
54037 | udp
B0B02 [ udp
59309 | udp

29941 [ udp

Access
Caontrol Rule

allow
allow
allow
allow
allcw
allow
allenwr
allcer
allcw
allcw
allcw
allow
allgwr
allenw

allonws



El.r:ffvf'\?l{_.l“:«:fnage?'lent Center Overview Analysis Policies Devices Objects Integration Deploy  Q, @ £ @ adminv Ml cEcyRe
—
I Q= Select... b4 Refrash I
@ Showing 10,000 events (5 10,000) of tens of thousands % i 2022T-10-04 15:11:29 EDT — 2023-10-04 168:11:20 EDT 1h @ Go Live
ﬁ Time Event Type Action :?IL:‘:::T:: Portd Device Source IP ﬁ?;:_:;::" ! ::Zr:l Rule '
¥ 2023-10-04 16:11:29 4 Connection @ Allow 53 (domain) fud:  GW 10.18.19.111 55046 / udp allow
¥ 2023-10-04 16;11:22 § & Connection @ Allow 53 (domain) f GwW 10,18.19.105 44563 [ udp allaw
> 2023-10-04 16:11:29 5 Connection © Miow 443 (https) M top GW 10.18,19.1686 53436 | top allow
¥ 2023-10-04 16:11:29 4 Connection © Allow 443 (nttps) f tep GW 10.18.19.166 53437 [ top allgw
¥ 2023-10-04 16:11:28 4 Connection @ Allow 53 (domain) fud;  GW 10.18.19.105 57541 [ udp allow
» | 2023=10-04 16:11:28 4 Connection @ Allow 53 (domain) fud:  GW 10.18.19.105 42318 [ udp allow
y  2023-10-04 16:11:28 4 Connection @ Allow 53 (domain) fud;  GW 10.18.19.110 38758 / udp allow
¥ 2023-10-04 18:11:28 & Connaction @ Allow 53 (domain) fud; GW 10.18.19.110 53922 | udp allow
¥ 2023-10-04 16:11:28 5 Connection © Allow 53 (domain) fud; GW 10.18.19.105 52776 [ udp allaw
> 2023-10-04 16:11:28 5 Connection © Allow §3 (domain) fud;  GW 10.18.19.32 39366 / udp allow
» | 2023-10-04 16:17:28 5 Connection @ Allow 53 (domain) fud;  GW 10.18.19.111 47616 [ udp allow
¥ 2023-10-04 16:11:28 5 Connection © Allow 53 (domain) fud;  GW 10.18.19.41 54037 / udp allow
> 2023-10-0416:11:28 5 Connection S Allow 53 (domain) fud;  GW 10.18.19.230 60602 [ udp allaw
¥ 2023-10-04 16:11:28 45 Connection © Allow 53 (domain) fud; GW 10.18.19.230 59309 [ udp allow
» | 2023-10-04 16:11:28 4 Connection @ Allow 53 (domain) fud:  GW 101819111 39941 [ udp allow
¥ 2023-10-0416:11:28 5 Connection  Allow 443 (htps) ftcp  GW 10.18.19.230 34810 / tcp allow
¥ 2023-10-04 161128 5 Connection @ Allow 53 (domain) fud: GW 10.18.19.156 52564 / udp allow
> 2023-10-04 16:11:27 5 Connection © Alow 53 (domain) fud; GW 10.18.19.110 50552 [ udp allow _m_
— ° AS N
AFYT 27 AN A%EEATE T A — L KEBRLET,
fll.:rE:'VElq.If::zI:lElgEI{'ﬂEHl Center Overview Analysis Policies Devices Objects Integration pepley O @ 1% @ adminv detls SECURE
—
| Qr source x ” Refresh |
(@ 5| NAT Source 1P s + B 2023-10-04 15:11:29 EDT — 2023-10-04 16:11:20 EDT 1h @ Go Live
NAT Source Port Destination Port | N Source Port | Aecess
Action Dievice Source IP
NetFlow Sourge Autonomous System ICMP Code ICMP Type Control Rule
* | NetFlow Source Prefix © Allow 53 (domain) [ ud;  GW 1018190 55046 [ udp allow
* | NetFlow Source ToS © Allow 53 (domain) [ ud;  GW 10.18.19.105 44563 | udp allow
* | Source Continent © Allow 443 (https) [ top - GW 10.18.19.166 53436 [ 1cp allow
* | Bauree Country @ Allow 443 (https) S tep - GW 10.18.19.166 53437 [ wcp allow
* | Sotres Device © Allow 53 {domain) [ ud;  GW 10.18,19.105 57541 [ udp allow
> | Source Host Criticality @ Allow 83 {domain) [ ud; GW 10.18.19.105 42318 [ udp alloww
» © Allow 53 (domnain) [ ud;  GW 10.18.19.110 3B758 [ udp allow
¥ =10 T, Connecrion © Allow 53 (domain) [ ud;  GW 10.18.19.110 53922 { udp allow
¥ 2023-10-04 16:11:28 5 Connection © Allow 53 (domain) { ud;  GW 10.18.19.105 52776 [ udp allow
¥ 2023-10-0416:11:28 & Connection o Allow 53 (domain) fud;  GW 10.18.19.32 39366 / udp allow
> 2023-10-04 16:11:28 5 Connection o Allow 53 (dornain) [ ud; GW 10.18.19.111 47616 [ udp allow
> 2023-10-04 16:11:28 5 Connection © Allow 53 (domain) [ ud;: GW 10.18.19.41 54037 [ udp allow
¥ 2023-10-04 16:11:28 5 Connection © Allow 53 (domain) [/ ud: GW 10.18.19.230 60602 [ udp allow
¥ 2023-10-04 16;11:28 4 Connection @ Allow 53 {domain) [ud;  GW 10.18.19.230 59309 [ udp allow
¥ 2023-10-04 18:11:28 , Connection @ Allow 53 {domain) [ ud; GW 10.18.19.111 39941 [ udp allow
> 2023-10-04 16:11:28 5 Connection @ Allow 443 (nttps) f tep GW 10.18.19.230 34810 [ tep allow
¥ 2023-10-04 16:11:28 5 Connection © Allow 53 (domain) fud;  GW 10.18.19.156 52564 | udp allow
¥ 2023-10-04 16:11:27 4 Connection o Allow 53 (domain) f ud; GW 10.18.19.110 50552 | udp allow

ATYT 371N RELTHATREZRRLET,

Qr

Source IP

¥ Select...

ATY T AApply VY OLT, 71432 %

RELET,



Firewall Management Center

Owerview Analysis Paolicies Devices Objects Integration Deploy  Q, d’ 4 @ adminy  cdelt cpcyRe

'0\. Seurce P 10.18.19.105 = X Select... i

@ Showing all 144 events (45 144) + B 2023-10-06 12:31:58 EDT — 2023-10-06 13:31:58 EOT 1h

® Go Live
ATYT5(AT7232 )BT AINRICEBOEZEMTEET,
firemlra” Ma?ﬁ?l??-lent Center Overview Analysis Policies Devices Objects Integration peploy Q @ ¥ @ adminw il SECURE
Oy SowrealP 10.18.19.1113% 101819105 x ¥ Select,. x |

") Showing 150 events (§ 150) + B 2023-10-04 15:11:29 EOT — 2023-10-04 16:11:20 EDT 1h @ Go Live
Wi Tme Event Typs Action g::‘:'“""’" Port TICME | povice Source IP IS(;":::;TI ::;::I i

¥ 2023-10-04 16:11:29 4 Connection © Allow 53 (domain) [ udp GW 10.18.19.111 55046 / udp allow

» | 2023-10-04 16:11:28 S Connection © Allaw 53 (domain) [ udp GW 10.18.19.105 44563 / udp allow

> 2023-10-04 16:11:28 5 Connaction © Allow 53 (domain) [ udp GW 10.18.19.105 57541 [ udp allow

¥ 2023-10-04 16:11:28 5 Connection © Allow 53 (domain) [ udp GwW 10.18.19.105 42318 [ udp allow

» | 2023-10-04 16:11:28 5 Connection @ Allow 53 (domain) [ udp GW 10.18.19.105 52776 / udp allow

¥ 2023-10-04 16:11:28 4 Connection © Allow 53 (domain) [ udp GW 10.18.19.111 47616 [ udp allow

» | 2023-10-04 16:11:28 4 Connection @ Allow 53 (domain) [ udp GW 10,18.19.111 39941 | udp allaw

¥ 2023-10-04 16:11:27  Connection @ Allow 53 (domain) [ udp GwW 10.18.19.111 46739 [ udp allow

¥ 2023-10-04 16:11:27 5 Connection © Allow 53 (domain) [ udp GW 10.18.19.111 56045 | udp allow

¥ 2023-10-04 16:11:27 5 Connection © Allow 53 (domain) [ udp GW 10.18.19.105 43523 | udp allow

y | 2023-10-04 16:11:27 4 Caonnaection © Allaw 53 (domain) / udp GW 10081901 46938 / udp allow

» | 2023-10-04 16:11:26 S Connaction S Allow 53 (domain) [ udp GW 10.18.18.105 41931 udp allow

» 2023-10-04 16:11:26 5 Connection © Allow 53 (domain) [ udp GW 10.18.19.111 42734 | udp allow

» | 2023-10-04 16:11:25 4 Connection @ Allow 53 (domain) [ udp GW 10.18.19.105 54464 [ udp allow

¥ 2023-10-04 16:11:25 45 Connection © Allow 53 (domain) { udp GW 10.18.19.105 45681 / udp allow

¥ 2023-10-04 16:11:25 4 Connection © Allow 53 (domain) [ udp GW 10.18.19.105 50585 / udp allawe

¥ 2023-10-04 16:11:25 5 Connection @ Allaw 53 {domain) [ udp GW 10.18.19.105 48789 [ udp allawe

¥ 2023-10-04 16:11:24 5 Connection © Alow 53 (domain) [ udp GW 10.18.19.105 45203 | udp allow n

ATYT6(A7232 ) BEBBDT AIILERZEMLET,

’_:Ifew.a”UIf.\?E?iEginem Center Overview Analysis Palicies Devices Objects Integration Deploy Q@ @ £+ @ adminv el cpcURE
—
Qs SourcelP 101819111 x 101819105 % 3  Destination Port [ ICMP Code 8910 *® | X Select... x |
(2 Showing all 106 events (4 106) & B} 2023-10-04 15:11:20 EDT = 2023-10-04 16:11:20 EDT 1Th @ Go Live
ﬁ Time Event Type Action 2':’:“"0" Part/ IGHP Device Source IP ISCT‘::“Z“! ;:::; Rule
»  2023-10-04 16:11:01 & Connection & Allow 8910/ 1cp GwW 10.18.19.105 50786 [ tcp allow
»  2023-10-04 16:10:51 H Connection & Allow 8910/ cp Gaw 10.18.19.105 45442 [ep allow
H 202%-10-04 16:10:11 G Connection © Allow 8910/ ep Gw 10.18.19.105 50784 [rep allow
»  2023-10-04 16:10:01 5 Connection © Allow 8910/ 1cp GwW 10.18.19.105 45440 [tep allow
» | 2023-10-04 16:09:21 5 Connection @ Allow 8910/ 1cp Gw 10.18.19.106 50782 [ tcp allow
»  2023-10-04 16:09:11 5 Connection © Allow 8910/ t1cp Gw 10.18.19.105 45438 [ 1cp allow
»  2023-10-04 16:08:31 4 Connection @ Allow 8910/ 1cp GW 10.18.19.105 50780 [ tcp allow
» 2023-10-04 16:08:21 6 Connection © Alow 8910/ tcp GW 10.18.19.105 45436 [ top allow
¥ 2023-10-04 16:07:41 G Connection © Allorw 8910/ tcp GW 10.18.19.105 50778 [tep allow
¥ 2023-10-04 16:07:31 6 Connection © Allow 8910/ tcp GW 10.18.19.105 45434 [tep allow
»  2023-10-04 16:06:51 5 Connection © Allow 8910/ 1cp GwW 10.18.19.105 50776 [ tep allow
»  2023-10-04 16:06:41 5 Connection @ Allow 8910/ tcp Gw 10.18.19.105 45432 [ 1cp allow
» 2023-10-04 16:06:01 4 Connection @ Allow 8910/ 1cp GW 10.18.19.105 50774 [ tcp allow
> 2023-10-04 16:0%:51 5 Connection © Mlow 8910/ tep GW 10.18.19.105 45430 [ top allow
* 2023-10-04 16:05:11 & Connection @ Allciw 8910/ tcp GwW 10.18,19.105 50772 fep allow
»  2023-10-04 16:05:01 f Connection © Allow 8910/ 1cp GW, 10.18.19.105 45428 [tcp allow
¥  2023-10-04 16:04:21 G Connection © Allow 8910/ tcp GW 10.18.19.105 50770 [ ep allow

»  2023-10-04 16:04:11 & Connection © Allow 8910/ 1cp Gw 10.18.19.105 45426 [ tcp allow _



EVN EQZEERAXRFITRESF (>, <, | BE ) ZEATEXRT,

BREORE

BREZREFLT, BRLIE7 1B ZBRATRCENTERT,
ATYVT 1 BONRTAAVZIIYILET,

Firewall Manjag.gmenr Center S —

Paolicies Devices Objects Integration Deploy @ @ #* @ adminv il CECURE
—
Demnmlenl’orﬁlcwcm 8910 ® M Source I 10.18.19.111 % 101819105 X X | b4 Refrash
Saved searches E ‘ 2023=10-05 12:58:42 EDT = 2023-10-05 13:58:42 EDT 1h O Live
Source IP Device AsERs
Control Rule
allc
<+ Save search .
0.18.19.105

> 2033-10-05 13:52:14 4 Connection o Allow 8810/ wcp

> 2023-10-05 13:52:04 o Allow 8910/ wcp )
|-

—_— o

\) R
AT Y7 2Save Search2# 7Y I LET,
Firewall Man men nter
s _a_ ag_e_ ent Cente Overview Analysis Palicies Devices Objects Integration Deploy O @ 1 @ adminw vl cEcURE
—
Dastination Port [ ICMP Code 8910 #* X SowrcelP 100879011 x  101B19005 % X Select ® Refresh
Saved searches E u 2023=10-035 12:58:42 EDOT — 2023-10-05 13:58:42 EDT 1h ve
Source IP Device b

Control Rule

-+ Save search

¥ 2023-10-05 135214 © Allow 8910/ wcp

> 2023-10-05 13:52:04

@ Allow 8310/ wp

ATYT3(AT23Y ) REBEZEELRT,



Firewall Management Center .
) iy g. N Cverview Analysis Policies Devices Objects Integration Deploy O @& £+ @ adminv Ul cecupe
—
Source P 10.18.19.111 % 10.18.19.105 x X  Destination Port / IGMP Coda 8910  x X Select... 4 | Refresh
T
- 2023-10-04 15:11:29 EDT — 2023-10-04 16:11:29 EDT 1h Go Live
Saved searches E Saved search / = - o
a Source Port | Access
¥ Find Dt e ICMP Type Control Ruls
1 Filter Condition
| Betion = Whllow

haveueeam“ "]I
o kv a

EEEED
BALTARY

BALTAVRVEZEETDE, BEOHBICETVWTEETZIARY NZERYRAHZP T
x9,

ATV T 1 ARYNDIAVRIDTL—LAZZEETBICIE. BREEZIVUYILET,

E_Irewall Mana_gf_f?ment Center Crwerview Analysis Policies Devices Objects Integration Deplay QO @ ﬁ- o admin v SECURE
—
Qr Select... ® m
@ Showing 10,000 events (G 10,000) of tens of thousands  + l WS 2023-10-04 15:11:20 EDT — 2023-10-04 16:11:29 EDT 1h I Go Live

ﬁ Time Event Type: Action :;i:;“;l‘:: Port! Device Source IP ?:;:::;?" ::T:::I Rule l

¥ -10-04 16:11:29 45 Connection @ Allow 53 (domain) Gw 10.18.19.111 55046 / udp allow

H -10-04 16:11:29 § 5 Connection @ Allow 53 (domain) f GW 10,18.19.105 44563 [ udp allgw

» 10-04 16;11:29 4 Connection @ Alow 443 (h GwW 10.18,19.166 53436 | tcp allow

¥ 2023-10-04 16:11:29 % Connection © Allow 443 (https) ftcp - GW 10.18.19.166 53437 | tep allow

» | 2023=10=04 16:11:28  Allow 53 (domain) fud;  GW 10.18.19.105 57541 / udp allow

» 04 16:11:28 @ Allow 53 (domain) Gw 10.18.19.105 42318 [ udp

H 04 16:11:28 @ Allow 53 (domain) GW 10.18.19.110 38758 | udp

¥ 04 16:11:28 © Allow 53 (domain) GW 10.18.19.110 53922 [ udp allaw

> 04 16:11:28 o Allow 53 (domain) GwW 10.18.19 52776 [ udp allow

» -04 16:11:28 O Allow 53 (domain) GW 10.18.19.32 38366 / udp allow

> -0416:11:28 5 Connection @ Allow 53 (doma G 10.18.19.111 47616 / udp allow

¥ 2023-10-0416:11:28 & Conn & Allow 53 (domain GwW 10.18.19.41 54037 / udp allow

¥ 2023-10-04 16:11:28 5 Connection S Allow 53 (domain) GwW 10.18.19.230 BOB02 [ udp allow

3 -04 16:11:28 4 Connection © Allow 53 (domain) fud; GW 10.18.19.230 59309 [ udp allow

H -04 16:11:28 5 Connection o Allow 53 (domain) 10.18.19.111 39941 / udp allow

» 16:11:28 45 Connection o Allow 443 (I ftcp | GW 10.18.19.2 34810 | tcp allow

H 16:11:28 5 Connection & Allow 53 (domain) GW 10.18.19.156 52564 [ udp allow

¥

16:11:27 5 Connection o Allow 53 (domain) fud: GW 10.18,19.110 50552 [ udp allow m

ATYT2RYTTY T4 ROTHRKEOEHREZRIRLET,



Firewall Management Center
Unified Events

Qr Select...

") Showing 167 events (5 167) of tens of thousands
M Tme Event Type

> 2023-10-04 16:11:29 4 Connection
¥ 2023-10-04 18:11:29 4 Connection

¥ 2023-10-04 16:11:29

¥ 2023-10-04 16:11:29
¥ 2023-10-04 16:11:28 Connection
> 2023-10-04 16:11:28
> 2023-10-04 16:11:28 5 Cor

5
5

Connection

nnection

> 2023-10-04 16:11:28 4 Connection
»  2023-10-04 16:11:28 4 Connection

»  2023-10-04 16:11:28 5 Connection

10-04 16:17:28 Cor

14

> 2023-10-04 16:11:28 onnection

5
16:11:28 5 Connection

5 C

k-

»  2023-10-04 16:11:28 Connection
> 2023-10-04 16:17:28 5 Connection
¥ 2023-10-04 16:11:28 & Connection

» | 2

10-04 16:11:28

»  2023-10-04 16:11:27

Fixed Time Fange
Show the last

1 hour W

second
Select last:

18.19.110

18.19.110

ATY 7 4ApplyR T 1) Y

Owverview Analysis Policies
—
+
Action Destination Port [ ICMP
Code

@ Allow 53 (dornain) / udp
S Allow 53 (dornain) [
@ Allow 443 (httpe]
© Allow 443 (https]
& Allow 53 (domsain)
@ Allow 53 (domain) / udp
@ Allow 53 (domain) / udp
© Allow 53 (domain) /
@ Allow 53 (dormain) / udp
© Allow 53 (domain) /
© Allow 53 (doma
o Allow 53 (domain) /
D Allow 53 (domain) | L
@ Allow
@ Allow
@ Allow
© Allow
© Allow

Al

Al

LT,

B howrs, 1 day, 2 woeks, 1 month

Devices

Dovice

GW
GW
GW
GwW
oW

GW

feT
GW

Objects

10.18.19.156 52564 [ udp

Integration Deploy O, @ & @ adminv Uil SECURE

X Refresh

“ 2023-10-04 15:11:20 EDT = 2023-10-04 16:11:20 EDT 1h Go Live

Sliding Time Range

Start time End time Maw
2023-10-04 1S || NG || 2% 2023-10-04 16 [ 115 || : | 265

Select last: 5 minutes, 1 hour, 6 hours, 1 day, 2 weeks, 1 month

< October 2023 L October 2023 >

Sy Mo Tw We Th Fr &a Sy Mo Tu We Th Fr %Sa

o2 o KR |«

1h selected [T

10.18.19.110 50552 [ udp h n

ATYVT3(AT72aV ) A4 T4 VREERAZERAL T, BEOKBAL SHEOREET
DANRY N 2RRLET,

RELVEKEEETARNZT7AIILEZVTLET,




flrlewa" .IME naget‘nent Center Overview Analysis Policies Devices Objects Integration Deploy  Q w It @ adminv  dul cecURE
) —
Q- Select.. ® Refresh
() Showing 8,317 events (5 8,317) of tens of thousands  + B 2023-10-04 15:11:20 EDT — 2023-10-04 16:11:20 EDT 1h @ Go Live
TS
W Time Event Type Action Dastination Port [IGMF | o ovice Sou

Code Fixed Time Range

A1 (=l _ & Conne . f ¥ I i
> 2023-10-04 16:17:29 G Connection © Allow 53 (domain) | udp Gw Show the last
»  2023-10-0416:11:29 4 Connection S Allow 53 (domain) [ udp GW 10| |8 hours
¥ 2023-10-04 16:11:28 % Connection @ Allow 443 (https) [ tep GW
Select last: 5 minutes, 1 hour, 6 hours, 1 day, 2 weeks, 1 month
*  2023-10-04 16:11:29 G Connection 443 (https) [ tep GW
> 2023-10-04 16:11:28 & Connaction 53 (domain) [ udp GW IE.:
> 2023-10-04 16:11:28 5 Connection 53 (domain) | udp GwW L -
> 2023-10-04 16:17:28 4 Connection 53 (domain) | udp GW 18.19.110 3B758 [ wdp allow
> 2023-10-04 16:11:28 4 Connection & Allow 53 (domain) / udp GW 10.18.19.110 53922 [ wdp allow
»  2023-10-04 16:11:28 4 Connection @ Allow 53 (domain) [ udp GW 10.18.19.105 52776 f udp allow
> 2023-10-04 16:11:28 G Connection 53 (domain) [ udp GW 10.18.19.32 39366 [ udp allow
¥ 2023-10-04 16:11:28 % Connection 53 (domain) [ udp Gw 18.19.111 A7616 [ udp allow
»  2023-10-04 16:11:28 4 Connection 53 (domain) | udp GwW 18.19.41 54037 [ wdp allow
> 2023-10-04 16:11:28 4 Connection © Allow 53 (domain) [ udp GwW 18.19.230 60602 [ wdp allow
> 2023-10-04 16:17:28 4 Connection 53 {domain) f udp GW 10.18.19.230 59309 f udp allow
»  2023-10-04 16:11:28 & Connection © Allow 53 (demain) | udp GwW 10.18.19.111 39941 f udp allow

BE

Go LivelEEZBMICTDE, AIRVRNZVUTILRAALATRRTERT, IRV RNEFERETID L
BYICRRENKT,

EMCTBICIE, GoLiverZUYOLZET,

Flrewa”ﬁ:anagemem Center Overview Analysis Policies Devices Objects Integration Deploy  Q @ £t @ adminv SECURE
—
Qr Select... % || Refresh |
@ Showing 10,000 events (G 10,000) of tens of thousands  + WS 2023-10-04 15:11:29 EDT — 2023-10-04 16:11:29 EDT 1h

W Tme Event Typo Acton Destouton Pot/ | goo | Sourcat® Sorvebortl | Aocees

¥ 2023-10-04 16:11:29 ‘5 Connection © Adiow 53 (domain) fud;  GW 10.18.19.111 55046 [ udp allow

¥ 2023-10-04 16:11:29 ¢ & Connection O Allow 53 (domain) fud; GW 10.18.19.105 44563 [ udp allow

¥ 2023-10-04 16:11:29 % Connection @ Allow 443 (https) J top  GW 10.18.19.166 53436 / top allow

2 2023-10-04 16:11:29 4 Connection @ Allow 443 (https) ftocp GW 10.18,19.166 53437 | top allow

¥ 2023-10=04 16:11:28 4 Connection © Allow 53 (domain) 10.18.19.105 57541 [ udp allgw

» | 2023=10-04 16:11:28 4 Connection © Allow 53 (domain) fud:  GW 10.18.19.105 42318 [ udp allow

» | 2023-10-04 16:11:28 5 Connection @ Allow 53 (domain) f 10.18.19.110 38758 / udp allaw

> 2023-10-04 16:11:28 4 Connection © Allow 53 (domain) [ ud 10.18.19.110 53922 [ udp

¥ 2023-10-04 18:11:28 4 Connection Q Allow 53 (domain) fud; GW 10.18.19.105 52776 | udp allow

»  2023-10-04 16:11:28 5 Connection © Allow 53 (domain) fud; GW 10.18.19.32 38366 / udp allow

¥ 2023-10-04 16:11:28 45 Connection © Allow 53 (domain) fud: GW 10.18.19.111 47616 / udp allow

» | 2023-10-0416:11:28 & Connection S Allow 53 (domain) f wdy  GW 10.18.19.41 54037 / udp allow

»  2023-10-0416:111:28 & Connection S Allow 53 (domain) fud;  GW 10.18.19.230 60602 [ udp allow

»  2023-10-04 16:11:28 4 Connection o Allow 53 (domain) fud; GW 10.18.19.230 59309 [ udp allow

» | 2023-10-04 16:11:28 4 Connection o Mlow 53 (domain) fud:  GW 10.18.19.111 39941 [ udp allow

¥ 2023-10-04 16:11:28 ‘5 Connection © Allow 443 (https) f tcp . GW 10.18.19.230 34810 / t1cp allow

¥ 2023-10-04 16:11:28 & Connection © Allow 53 (domain) fud;  GW 10.18.19.156 52564 [ udp allow

¥ 2023-10-04 16:11:27 5 C

onnection @ Allow 53 (domain) fud; GW 10,18,19.110 505852 [ udp allgw _m_

BMITDE, Lveb WHEENRRENET,

¥% 2023-10-05 21:55:25 EDT — 2023-10-05 21:56:04 EDT 39s @ Live



ARRNOEIO0—R ANXYV)E (CSV)

ARLveNBUMCBE>TVBRE, BREAFTZEETERRA, FALATVA 2V RIVZEET

BICR. ETBEIVYILTSATAT a2V EBBIILET,

ATYT1:BIOVO—RFPAAVEIIVYIOLT, R=JIRERTENATVDIARVNEE
CT77AINEERLET,

CQ»  Destination Port [ IGMP Code 3910 * o Source IP 101819111 X 10.18.19.105 x = X Select

& Showing all 144 events (5 HE
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ATY T 3CSV77AIN&HELET,

Time Event Type Action Destination Port/ICMP Code Device Source IP Source Port / ICMP Type Access Control Rule
2023-10-05 15:21:29 | Connection Allow 53 (domain) / udp GW 10.18.19.105 37412/ udp allow
2023-10-05 15:21:29 | Connection Allow 53 (domain) / udp GW 10.18.19.105 54766/ udp allow
2023-10-05 15:21:29 | Connection Allow 53 (domain) / udp GW 10.18.19.166 54279/ udp allow
2023-10-05 15:21:29 | Connection Allow 53 (domain) / udp GW 10.18.19.105 55185/ udp allow
2023-10-05 15:21:29 | Connection Allow 53 (domain) / udp GW 10.18.19.105 46312/ udp allow
2023-10-05 15:21:29 | Connection Allow 53 (domain) / udp GW 10.18.19.105 36785/ udp allow
2023-10-05 15:21:28 | Connection Allow 53 (domain) / udp GW 10.18.19.110 57394/ udp allow
2023-10-05 15:21:28 | Connection Allow 53 (domain) / udp GW 10.18.19.156 57395/ udp allow
2023-10-05 15:21:28 | Connection Allow 53 (domain) / udp GwW 10.18.19.111 38278/ udp allow
2023-10-05 15:21:28 | Connection Allow 53 (domain) / udp GW 10.18.19.105 44865/ udp allow
2023-10-05 15:21:28 | Connection Allow 53 (domain) / udp GW 10.18.19.156 58387 / udp allow
2023-10-05 15:21:28 | Connection Allow 53 (domain) / udp GW 10.18.19.110 49873/ udp allow
2023-10-05 15:21:27 | Connection Allow 53 (domain) / udp GW 10.18.19.105 51060/ udp allow
2023-10-05 15:21:27 | Connection Allow 53 (domain) / udp GW 10.18.19.105 34103/ udp allow
2023-10-05 15:21:27 | Connection Allow 53 (domain) / udp GW 10.18.19.31 60020/ udp allow
2023-10-05 15:21:26 | Connection Allow 53 (domain) / udp GwW 10.18.19.110 43410/ udp allow
2023-10-05 15:21:26 | Connection Allow 53 (domain) / udp GW 10.18.19.111 47406/ udp allow
2023-10-05 15:21:26 | Connection Allow 53 (domain) / udp GW 10.18.19.105 43359/ udp allow
2023-10-05 15:21:26 | Connection Allow 53 (domain) / udp GW 10.18.19.111 43336/ udp allow
2023-10-05 15:21:26 | Connection Allow 53 (domain) / udp GW 10.18.19.111 42658 / udp allow
2023-10-05 15:21:26 | Connection Allow 53 (domain) / udp GwW 10.18.19.156 52923/ udp allow
2023-10-05 15:21:25 | Connection Allow 53 (domain) / udp GW 10.18.19.110 46485/ udp allow
2023-10-05 15:21:25 | Connection Allow 53 (domain) / udp GwW 10.18.19.201 52178/ udp allow
2023-10-05 15:21:25 | Connection Allow 53 (domain) / udp GW 10.18.19.111 55864 / udp allow
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