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New Extended Access List Object
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I Applications| |

Entries (0)
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Allow Overrides
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Add Extended Access List Entry

Action:
© Allow -

Logging:
Default v

Log Level:
Informational v

Log Interval:
300 Sec.

Network Port I@ Application
9

O users

@ Security Group Tag

Application Filters O Clear All Filters X

Awvailable Applications (4)

@, Search by name Q, cisco o
e Risks (Any Selected) Cisco i)
Very Low 730 i ]
Low 622 0

High 1556
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v Business Relevance (Any Selected)
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R OEAVARI MU ®EM

S

Q
Selected Applications and Filters (6)

Applications

Cisco Jabber v
Cisco Secure Endpoint ]
Cisco Webeyx Assistant v
WebEx ]
WebEx Connect v
Webex Teams u
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Add Policy Based Route 7]

A policy based route consists of ingress interface list and a set of match criteria associated to egress interfaces

Ingress Interface*

Select_. L

I Add
ISP-2

There are no forward-actions defined yet. Start by defining the first one.
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Add Forwarding Actions [ 7]

Match ACL:* | Applications | +

Send To* Egress Interfaces

Interface Ordering:* | Minimal Jitter | L

Available Interfaces Selected Egress Interfaces®

Search by interface name | Q

Interface
INSIDE
ISP-1

No interfaces selected
ISP-2

+ |+ +|+

Cancel
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Match ACL:* | Applications | +
Send To:* | Egress Interfaces w |
Interface Ordering:* | Minimal Jitter | @
Available Interfaces Selected Egress Interfaces®
Search by interface name | Q Interface
ISP-1 v
Interface v
ISP-2 O]
INSIDE + v
VTI-1 +
VTI-2 +

Cancel Save
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Add Palicy Based Route 7]

A policy based route consists of ingress interface list and a set of match criteria associated to egress interfaces

Ingress Interface*

INSIDE x

Match Criteria and Egress Interface
Specify forward action for chosen match criteria. Add

Match ACL Forwarding Action

Send through minimum jitter interface

Applications I ISP-1 _."

ISP-2

L]

Cancel
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Add ECMP 0 X

MName
| ISP-ECMP |

Available Interfaces Selected Interfaces

INSIDE IsP-2

VTI-1 ISP-1

Add

Cancel OK
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Global

Virtual Router Properties
ECMP
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Add Static Route Configuration (7]

Tvpe: (o IPvd () IPvE

Interface*

| VTI-1

Interface starting with this icon [%zsignifies it is available for route leak)

Available Network O + Selected Network

| Q, any X | any-ipv4

IPv6-to-IPvd4-Relay-Anycast

u/

Gateway*

| VTI-Tunnel1-FPR2 v |+
Metric:

! |

(1 - 254}

Tunneled: | | (Used only for default Route)

Route Tracking:

v |+
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Add Static Route Configuration Q

Type: o IPvd () IPvE

Interface*

| ISP-1

Arting wi f= signines it is available for route leak)

Available Network O + Selected Network

| Q. any- X | any-ipv4

Gateway™
| 172.16.1 254GW-24 v |+

Tunneled: [ | (Used only for default Route)

Route Tracking:

v |+
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ARP Inspection
Banner
DNS

External Authentication

Fragment Settings

HTTP Access

ICMP Access
NetFlow

S5H Access

SMTP Server

SNMP

SSL

Syslog

Timeouts

Time Synchronization
Time Zone
UCAPL/CC Compliance

Performance Profile
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DNS Settings Trusted DNS Servers

DNS Resolution Settings

Specify DNS servers group and device interfaces to reach them.

4s At l=ast one DNS server group is mandatory to be configured as default. Add DNS Server GI’DUp o
@) Enable DNS name resolution by device Select DNS Group™®
Cisco-TAC » + New Group

DNS Server Groups

Make as default
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Banner
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External Authentication
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HTTP Access

ICMP Access
MetFlow

S5H Access

SMTP Server

SNMP

S5L

Syslog

Timeouts

Time Synchronization
Time Zone
UCAPL/CC Compliance

Performance Profile

Expiry Entry Timer:

1 Range: 1-65535 minute
Paoll Timer:
| 240 Range: 1-65535 minute

Interface Objects

Devices will use specified interface objects for connecting with DMNS Servers.

Available Interface Objects Z Selected Interface Objects
Q, Search ISP-1 v
INSIDE ISP-2 ]

[ ] Enable DNS Lookup via diagnostic/Management interface also.
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Edit Physical Interface

IPvE IPath Monitoring I Hardware Configuration

I Enable IP based Monitoring I

=select to monitor jitter, round tnip time, packet-lost & mean opinion score of each
interface

General IPvd Manager Access

Maonitoring Type:

| Mext-hop of default route out of interface (Auto) |

System monitors the next hop of the interface. Tries IPv4 and then IPvE.
If the peer is unavailable, monitoring is not done.

I Enable HTTP based Application Monitoring I

By enabling application monitoring you are allowing all the applications configured in
Extended ACLs used in policy based routing with this interface as egress interface to be
monitored automatically.

Applications

Cisco Jabber

Cisco Securs Endpoint

Cisco Webex Assistant

WebEx
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Metrics*®

Metrics can be chosen from pre-defined correlation groups orfand metrics of your choice. Related
metrics are grouped together, select a group and then the metrics
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|Irrterface | | Packet Loss x | —
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cOto2arvTlRk, 7O0-—TFTA2TRAETAYI)I—K, ECMP, P7UTr—>3a2 &AL
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F7FZNRNL—NETO-—TFTATART AV I —NOREEHIELET,

firepower# show run route
route VTI-1 0.0.0.0 0.0.0.0 192.168.200.1 1
route VTI-2 0.0.0.0 0.0.0.0 192.168.200.5 1
route ISP-1 0.0.0.0 0.0.0.0 172.16.1.254 10
route ISP-2 0.0.0.0 0.0.0.0 172.16.11.254 10
ECMPEREZHEZELE T,

firepower# sh run | i ecmp
zone ECMP-VTI ecmp
zone ECMP-ISP ecmp

N—FTATF—TILT, RSTAYINECMPIZE2TNT I TENTVRAESH &FE
BLET, L—F129F7—7I TR, mMAEDI—N%ESecure FTIDIL—F 1 T F—TIICA>



ARN—LT2BENHYET,

firepower# show route static

Codes: L - local, C - connected, S - static, R - RIP, M - mobile,
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2, V - VPN

i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route

SI - Static InterVRF, BI - BGP InterVRF

Gateway of last resort is 172.16.11.254 to network 0.0.0.0

B - BGP

S* 0.0.0.0 0.0.0.0 [1/0] via 192.168.200.5, VTI-2

[1/0] via 192.168.200.1, VTI-1

PBRI—KMN Y TREEZHIELET,

firepower# show run route-map
|

route-map FMC_GENERATED_PBR_1694885402369 permit 5
match ip address Applications

set adaptive-interface cost ISP-1 ISP-2
!

PBREZEICEIVH TSN TVWBACLEZEELET (L—BMYY TREDACLEZHIFELET ).

firepower# show run access-list | i Applications
access-1list Applications extended permit ip any object-group-network-service FMC_NSG_639950173988

TOERAVANIEWHETSNTVBRT7Ur—>2a> &2 ERALT, 72T O9NTI—T%%
RBLET (ACLERETAHAT DI VNIN—TRZHEBELET ),

firepower# show run object-group
object-group network-service FMC_NSG_639950173988

network-service-member
network-service-member
network-service-member
network-service-member
network-service-member
network-service-member

"Cisco Jabber"

"Cisco Secure Endpoint
"Cisco Webex Assistant
"WebEx"

"WebEx Connect"

"Webex Teams"
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LET.

interface GigabitEthernet0/0

nameif INSIDE

cts manual

propagate sgt preserve-untag

policy static sgt disabled trusted
security-level 0

ip address 172.16.35.1 255.255.255.0
policy-route route-map FMC_GENERATED_PBR_1694885402369
|

interface GigabitEthernet0/1

nameif ISP-1

cts manual

propagate sgt preserve-untag

policy static sgt disabled trusted
security-level 0

zone-member ECMP-ISP

ip address 172.16.1.202 255.255.255.0
policy-route path-monitoring auto

|

interface GigabitEthernet0/2

nameif ISP-2

security-level 0

zone-member ECMP-ISP

ip address 172.16.11.2 255.255.255.0

policy-route path-monitoring auto
|
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NAEZRIVIHFKRBL, IPR=AODETEZZRVIHFEMCE>TVWSHEES, WAN/ISPA &
—TJ IR, AZTFAYVIIN—RNECEREENETS—RNIDIAICICMPZ7O—7 /N7y NZi%E
FTARDICERESNET, ICMPHAKETHILEDIH ZHRTHHIC, WANISPA 2 X—T T

AATANEHF YT FvyE2ERELET,

ADBLOCEAF Y TF v .

firepower# cap in interface ISP-1 trace match icmp any any
firepower# cap in2 interface isP-2 trace match icmp any any

ADFYTF ¥ .

firepower# show cap in

12 packets captured

1: 00:08:28.073604 172.16.1.202 > 172.16.1.254 icmp: echo request
2: 00:08:28.074672 172.16.1.254 > 172.16.1.202 icmp: echo reply
3: 00:08:29.150871 172.16.1.202 > 172.16.1.254 1icmp: echo request
4: 00:08:29.151832 172.16.1.254 > 172.16.1.202 icmp: echo reply
5: 00:08:30.217701 172.16.1.202 > 172.16.1.254 icmp: echo request
6: 00:08:30.218876 172.16.1.254 > 172.16.1.202 icmp: echo reply
7: 00:08:31.247728 172.16.1.202 > 172.16.1.254 1icmp: echo request
8: 00:08:31.248980 172.16.1.254 > 172.16.1.202 icmp: echo reply
9: 00:08:32.309005 172.16.1.202 > 172.16.1.254 icmp: echo request
10: 00:08:32.310317 172.16.1.254 > 172.16.1.202 icmp: echo reply
11: 00:08:33.386622 172.16.1.202 > 172.16.1.254 icmp: echo request
12: 00:08:33.387751 172.16.1.254 > 172.16.1.202 icmp: echo reply

12 packets shown

1: 00:08:28.073604 172.16.1.202 > 172.16.1.254 icmp: echo request
2: 00:08:28.074672 172.16.1.254 > 172.16.1.202 icmp: echo reply
3: 00:08:29.150871 172.16.1.202 > 172.16.1.254 1icmp: echo request
4: 00:08:29.151832 172.16.1.254 > 172.16.1.202 icmp: echo reply
5: 00:08:30.217701 172.16.1.202 > 172.16.1.254 icmp: echo request
6: 00:08:30.218876 172.16.1.254 > 172.16.1.202 icmp: echo reply
7: 00:08:31.247728 172.16.1.202 > 172.16.1.254 1icmp: echo request
8: 00:08:31.248980 172.16.1.254 > 172.16.1.202 icmp: echo reply
9: 00:08:32.309005 172.16.1.202 > 172.16.1.254 icmp: echo request

10: 00:08:32.310317 172.16.1.254 > 172.16.1.202 icmp: echo reply
11: 00:08:33.386622 172.16.1.202 > 172.16.1.254 icmp: echo request
12: 00:08:33.387751 172.16.1.254 > 172.16.1.202 icmp: echo reply
12 packets shown

HOFrTF v

firepower# show cap in2



12 packets captured

: 00:08:28.073543 172.16.11.2 > 172.16.11.254 icmp: echo request
: 00:08:28.074764 172.16.11.254 > 172.16.11.2 icmp: echo reply
00:08:29.150810 172.16.11.2 > 172.16.11.254 icmp: echo request
: 00:08:29.151954 172.16.11.254 > 172.16.11.2 icmp: echo reply

: 00:08:30.217640 172.16.11.2 > 172.16.11.254 icmp: echo request
: 00:08:30.218799 172.16.11.254 > 172.16.11.2 icmp: echo reply

: 00:08:31.247667 172.16.11.2 > 172.16.11.254 icmp: echo request
: 00:08:31.248888 172.16.11.254 > 172.16.11.2 icmp: echo reply
00:08:32.308913 172.16.11.2 > 172.16.11.254 icmp: echo request
: 00:08:32.310012 172.16.11.254 > 172.16.11.2 1icmp: echo reply
: 00:08:33.386576 172.16.11.2 > 172.16.11.254 +icmp: echo request
: 00:08:33.387888 172.16.11.254 > 172.16.11.2 icmp: echo reply
packets captured
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firepower# packet-tracer input insIDE tcp 172.16.35.2 54352 'PUBLIC-IP-ADDRESS-FOR-WEBEX' $

[Output omitted]

Phase: 3

Type: PBR-LOOKUP

Subtype: policy-route

Result: ALLOW

Config:

route-map FMC_GENERATED_PBR_1694885402369 permit 5
match ip address Applications

set ip next-hop 172.16.1.254

Additional Information:

Matched route-map FMC_GENERATED_PBR_1694885402369, sequence 5, permit
Found next-hop 172.16.1.254 using egress ifc ISP-1

[Output omitted]
Result:
input-interface: INSIDE
input-status: up
input-Tine-status: up
output-interface: ISP-1
output-status: up
output-line-status: up



Action: allow
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