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Ubuntu 20.04 TMHCSDACNHE A

CcOtEI>aTTR, FRFHEBZDYTRNIITZUbuntull A ARN=ILFTBHFEICODVTH
BALET,

FIE1: DockerA" 4 2 AR—=)LZhTVWEWZ & 2HFELET,

root@tac:/home/tac# docker --version

Command 'docker' not found.
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FE2: Ubuntu ) RS N ZEHLE T,

root@tac:/home/tac# sudo apt -y update & & sudo apt -y upgrade

Hit:1 http://security-ubuntu-site/ubuntu focal-security InRelease

Hit:2 http://ubuntu-repository-web-site/ubuntu focal InRelease

Hit:3 http://ubuntu-repository-web-site/ubuntu focal-updates InRelease
Hit:4 http://ubuntu-repository-web-site/ubuntu focal-backports InRelease
Reading package lists... Done

Building dependency tree

Reading state information... Done

334 packages can be upgraded. Run 'apt list --upgradable' to see them.



Reading package lists... Done
Building dependency tree

AT Y 73: PythonON—>2 3 U 2HBEBLE T,

root@tac:/home/tac# /usr/bin/python3 --version
Python 3.8.10

A BE Pythond/N\—2 30 F36& UBTOBERE. N—T 336 EEAVARN=ILT B
EABYET.

FIE4 : HBSA TSV EAVAR=ILET,

root@tac:/home/tac# sudo apt -y install software-properties-common
Reading package Tists... Done

Building dependency tree

Reading state information... Done

AT Y 75 AnsibleZ A AR—)LLET,

root@tac:/home/tac# sudo apt-add-repository -y -u ppa:ansible/ansible && sudo apt -y install ansible

Hit:
Get:
Hit:
Hit:
Hit:
Get:
Get:
Get:

1

NOoO v A WN

8

http://security-ubuntu-site/ubuntu focal-security InRelease
http://personal-package-archive-site/ansible/ansible/ubuntu focal InRelease [18.0 kB]
http://ubuntu-repository-web-siteubuntu focal InRelease
http://ubuntu-repository-web-site/ubuntu focal-updates InRelease
http://ubuntu-repository-web-site/ubuntu focal-backports InRelease
http://personal-package-archive-site/ansible/ansible/ubuntu focal/main amd64 Packages [1 132 B]
http://personal-package-archive-site/ansible/ansible/ubuntu focal/main i386 Packages [1 132 B]
http://personal-package-archive-site/ansible/ansible/ubuntu focal/main Translation-en [756 B]

Fetched 21.1 kB in 3s (7 526 B/s)
Reading package lists... Done
Reading package lists... Done
Building dependency tree

Reading state information... Done

AT Y 76:AnsibleD/N\—> 3> #ERLET .

root@tac:/home/tac# ansible --version
ansible [core 2.12.10]



config file = /etc/ansible/ansible.cfg

configured module search path = ['/root/.ansible/plugins/modules', '/usr/share/ansible/plugins/modules’
ansible python module Tocation = /usr/1ib/python3/dist-packages/ansible

ansible collection location = /root/.ansible/collections:/usr/share/ansible/collections

executable location = /usr/bin/ansible

python version = 3.8.10 (default, May 26 2023, 14:05:08) [GCC 9.4.0]

jinja version = 2.10.1

Tibyam1l = True

~ 7E: AnsibleA"'Python 2xZ2ZRBIDNDIFEETT, cOIXRIXIE, Python 3.6ZFEAL T
WET,

ATYTTAnsibleTEAF IV OBRBMIARIRY T RNIITEZRBLET,

root@tac:/home/tac# ansible-galaxy collection install cisco.csdac

Starting galaxy collection install process

Process install dependency map

Starting collection install process

Downloading https://galaxy-ansible-site/download/cisco-csdac-2.2.1.tar.gz to /root/.ansible/tmp/ansible
Downloading https://galaxy-ansible-site/download/community-crypto-2.15.1.tar.gz to /root/.ansible/tmp/a
Installing 'cisco.csdac:2.2.1" to '/root/.ansible/collections/ansible_collections/cisco/csdac’
cisco.csdac:2.2.1 was installed successfully

Installing 'community.crypto:2.15.1' to '/root/.ansible/collections/ansible_collections/community/crypt
Downloading https://galaxy-ansible-site/download/community-general-7.4.0.tar.gz to /root/.ansible/tmp/a
community.crypto:2.15.1 was installed successfully

Installing 'community.general:7.4.0' to '/root/.ansible/collections/ansible_collections/community/gener
community.general:7.4.0 was installed successfully

ATY78csdacTFALIRNVICEBBLET,

root@tac:/home/tac# cd ~/.ansible/collections/ansible_collections/cisco/csdac/
ATYTORAZRY—ERZEALA 2 AN=ILET,

root@tac:~/.ansible/collections/ansible_collections/cisco/csdac# ansible-playbook default_playbook.yml
BECOME password:

[WARNING]: provided hosts 1ist is empty, only localhost is available. Note that

the implicit localhost does not match 'all'

[WARNING]: running playbook inside collection cisco.csdac

PLAY []Oca1host] FTehdhhfh R RN R ddddddddedededdedededddddhh RN R N R R fddededededededededededededededededeh

TASK [Gathering FaCtS] Feld N R A S ddddddddeddededededededdhh RN R N R R dddededededededededededededededededh

ok: [Tocalhost]

TASK [CiSCO.CSdaC.CSdaC : Define Python Interpreter] Jededededededede e dedede e dede el dddk
ok: [Tocalhost]



TASK [cisco.csdac.csdac : verify that core services are started]
ok: [Tocalhost]

TASK [cisco.csdac.csdac : verify that core services are started] kit

ok: [Tocalhost]

TASK [cisco.csdac.csdac : verify that core services are started]
ok: [Tocalhost]

TASK [cisco.csdac.csdac : verify that core services are started] ¥kt

ok: [Tocalhost]

TASK [CiSCO.CSdaC.CSdaC . Post task] Fededede kS hdefe kNN SN hdede kN v Nk dedefhdef vk hfhdhdhk

ok: [locaTlhost] => {}
MSG:

Please Togin in to https://172.16.1.53 to configure csdac application

PLAY RECAP Tl Nl Nl fdhddhddNddhddh RS Nd Nl RSNl Sl fdhfdhddhddddndh
Tocalhost : ok=72 changed=8 unreachable=0 failed=0 skipped=35 rescued=0

*

Tededehddhdd

ignored=0
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https://tools.cisco.com/bugsearch/bug/CSCwh58312
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dseb’ SECURE
Dynamic Attributes Connector

Login

| admin |

Password

admin
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LZEALTIARIZERELET,

Add Office 365 Connector

Mame* Cisco TAC

Description

Pull interval (sec) 30

Base APl URL* hitps:/fendpoints.office.com

Instance name* Worldwide

Disable optional IPs* »

| Test | Cancel |
RORZERBLET,

« Pull Interval® 77 # )L N &E30W T T,
« RX—2AAPIURLIE. Office 3651F#HZMBT 5= DURLT T, Microsoft® RF I X NF
4 R® TOffice 365 IP7 RL AEURL WebH—E R, #ZBLTLSEE,

ATY75: ARV ZREERETDHIC, "TAM 29UV OLTTANNRITRD L&
ZFLET,


https://learn.microsoft.com/en-us/microsoft-365/enterprise/microsoft-365-ip-web-service?view=o365-worldwide
https://learn.microsoft.com/en-us/microsoft-365/enterprise/microsoft-365-ip-web-service?view=o365-worldwide
https://learn.microsoft.com/en-us/microsoft-365/enterprise/microsoft-365-ip-web-service?view=o365-worldwide
https://learn.microsoft.com/en-us/microsoft-365/enterprise/microsoft-365-ip-web-service?view=o365-worldwide
https://learn.microsoft.com/en-us/microsoft-365/enterprise/microsoft-365-ip-web-service?view=o365-worldwide

Add Office 365 Connector

Name*

Description

Pull interval (sec)

Base APl URL*

Instance name*

Disable optional IPs*

Cisco TAC

30

https-//fendpoints. office.com

Worldwide

—
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dscs’ SECURE
Dynamic Attributes Connector

Login

| admin |

Password

ATYVT2[TETRZEVIYILET,
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Add On-Prem Firewall Management Center Adapter

Mame™* Cisco TAC On-Prem FMC
Description
A
Domain
IP* firepower ciscotac_com
Port* 443
User* TAC
Password* sssssssssse
Secondary IP
Secondary Port
Secondary User
Secondary Password
Server Certificate*
Y
Get cerificate ~

| Test | | cancel |

B PHATREEERAOUITHLUVFMCI—YZ2ERL TS EEV, BEOI—H%#E
BI%E, CSDACELWRAVTLIANDTIFATIA—I)LEBEYX—(FMC)DUITFH
LBWVWOJT7 IO RETDAEEN BV FT,



~ X A—YO—IEREWCE., TAdministrators . TAccess Adminy . £7& "Network
Adming O—IAYBETT, PPRLAT7A=IRT, AVTLIZAOTT7FATIF—=)ILE
Bt>A2—(FMC)FQDNZERL T,

ATFVTEAVTLIADT 7 AT #4—)LO+EF 1T Management Center(CSMC)DUI%Z Bi &
7,

T
cISCO

Secure Firewall
Management
Center

Username

Password

ATYVT6: TZIHASHTTPSPEM (FI—2 ) JIAEZA D O—RLET, 7TI9HICK
RENTWVWBHTTPSOREREE. EHRORE. FHBER, AHSOXRTR, PEM(FI—>2 ) &IV



YILET,

O https://172.16.1.45/ui/login

ecure Firewall
Management
Center

Username

Password

Miscellaneous

BEI'IE-“ NlllT‘I']EI’ S NS O B N LR AW R I N B RN B L TN L VN TR, ST RSN W N R

Signature Algorithm SHA-256 with RSA Encryption

Version

Download

ChiCkY), SEAEFI—2EC pem7 7AIUNEIO—RENET,

N 32:HTTPS On-Prem Secure Firewall Management Center(WFMC)SEBRE # IRE T 2 FIEIK
. Firefox7 Z2IHIZBELTVET, BIO7ZUH2FEALTVWSEER. BEOFIEZRL
7,
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JLEY,

Add On-Prem Firewall Management Center Adapter

Mame* Cisco TAC On-Prem FMC
Description
Y
Domain
IP* firepower ciscotac com
Port* 443
User* TAC
Password* ssssssssses
Secondary IP
Secondary Port 443
Secondary User
Secondary Password
Server Certificate™®
A

Get certificate |

Fetch i ]

L= IBersefrDrn e @ I |ﬂ|

A5 Y 78.pemiHEET Y 7O— KL, FAN BIUYILTTFARN BN TS E &R
BLET.



Add On-Prem Firewall Management Center Adapter

Name* Cisco TAC On-Prem FMC
Description
A

Domain

IP* firepower.ciscotac.com

Port* 443

User* TAC

Password* ssssssssess

Secondary IP

Secondary Port 443

Secondary User

Secondary Password

Server Certificate™ ——-BEGIN CERTIFICATE—-
MIDETCCAIECFHHN4bDIS+DNjdWoruZkjgmBapdJMADGC
SqGSIb3DQEBCWUAMIGW y

Get cerfificate v | | @ Updated

| TEStagam | == | —

A BE5 UbuntuT s Y TBRENTUWABDNSY—N— A AL TLIAND T F A T4 — )L &R
£ A —FQDNERRTE B L BRBL T EE W, BRTEAWMES. FANAKT
BAEMN BV ET,



ATV RELT,

g;' Dynamic Attributes Connector

Adapters

Cisco TAC On-Fram FMC

AT—RAN TOK, THBD & ZHAELET,

aluiln
aieo

N 5 Office 365N BIMBMT 1 L Z—FERTEE L A,

ATYTI0: FVTLIZAOT7AT I —)LEB LY Z—0OUIT, EHOffice 365/F 4% £

LET72AO2 ORI —=)L—I)LOEXREZRBLET,

Add Rule

Name

Action
o Allow

Zones Networks

VLAN Tags

Available Attnbutes

[ Dynamic Objects

Q, Search by name or value

0365_Worldwide_Common
0365_Worldwide_Exchange
0365_Worldwide_SharePoint
0365_Worldwide_Skype

[7]
Insert
Enabled into Mandatory v
Time Range
g MNone - +
A Users Applications Ports URLs Dynamic Attributes Inspection Logging Comments
+ Selected Source Attributes (0) Selected Destination Attributes (0)

any any

Attributes of the same type (for example, SGT) match the rule if any attribute is matched
Attributes of different types match the rule only if all attributes are matched. More info

UbuntuTIAFH—ER, IRIR, LB TEATEZOAVTFAT—RAZHABLET,

root@tac://# docker
CONTAINER ID IMAGE

44f71f675ff1 public.
88826cf0742f public.
4c2c73d351e2 pubTic.
67f3afae2165 public.
722a764c54e9 public.
03865454530 public.
90cfd7e3a28b public.

ps -a

COMMAND
ecr.aws/e6e4t5f5/muster_fmc_adapter:2.2.0-latest "./docker-entrypoint..
ecr.aws/e6e4t5f5/muster_o365_connector:2.2.0-latest "./docker-entrypoint..

ecr.
ecr.

ecr

ecr.

ecr

aws/e6e4t5f5/muster_envoy:2.2.0-Tatest "/docker-entrypoint...

aws/e6e4t5f5/muster_ui:2.2.0-latest "/docker-entrypoint...
.aws/e6e4t5f5/muster_ui_backend:2.2.0-Tatest "./docker-entrypoint..
aws/e6e4t5f5/muster_bee:2.2.0-latest "/bin/sh -c /app/bee"
.aws/e6e4t5f5/muster_etcd:2.2.0-latest "etcd"

CREATED
12 hour
13 hour
2 days
2 days
2 days
2 days
2 days

S
S
a
a
a
a
a



CSDACUIAS ARV EDAT—RAZHELET,

-flj:- Dynamic Attributes Connector COnnec s Crymamic: ARINDUbES. Fillers Adaplers asmn ” - ';',',';"'
et A

Connectors

Clsco TAG

CSDACUINSTRTRDAT—RAZHELET,

= = dmin alvale
@I Dynamic Attributes Connector Conebors Dynamic Aftrdates Filiers Aapiers AN - "‘,:L E

Adapters

Cisce TAS On-Pram FMC

T7ATIOA—) B> X —TOffice 365N EBHNEM AL XTI,

oA MO—=IRUD =)= Z2EKEIEHEL . [Dynamic Attributes]Z2Z Y I L,
[Available Attributes]Z 2 ') ¥ 2 L T[Dynamic Objects]ZiEIRL £7,

Add Rule 2]
Name Insert
Enabled into Mandatory -

Action Time Range

© Allow v ] None v [N

Zones Networks VLAN Tags A Users Applications Ports URLs: Dynamic Attributes Inspection Logging Comments

——
Available Attributes + Selected Source Attributes (0) Selected Destination Attributes (0)
Q, Search by name or value any any

] Dynamic Objects v

0365 _Worldwide_Common
0365_Worldwide_Exchange
0365_Worldwide_SharePoint

0365_Worldwide_Skype

Attributes of the same type (for example, SGT) match the rule if any atiribute is matched.
Attributes of different types match the rule only if all attributes are matched. More info

Cancel m

N 5 Office 365BMAT ST Y M —BICERE NEWVES, KA ICHEN 52 TN &
WET, NSTILS1—F4 2T E53 3V ERBETBAH. Cisco TACKBEWAEDEL
=0,



NZ7LZ1—hk

Ansible TSecure Dynamic Attributes Connector(SDCC)D 1 > A M=)l OBBEN BEL -5HS
I ~ /.ansible/collections/ansible_collection/cisco/csdac/logs/y T4 L2 M JIZ&H % "csdac.log,
ZNELET,

root@tac://# cd ~/.ansible/collections/ansible_collections/cisco/logs/
root@tac:~/.ansible/collections/ansible_collections/cisco/csdac/logs# 1s -Tth
total 276K

-rw-r--r-- 1 root root 272K sep 14 15:37 csdac.log

AVARN=ILORBOTEZCOT77ANICHYYET, Tcaty £k Tlessy, DLinuxdX > R&E(E
ALT774I)%2E<H, BEOJZFAXSB D, CiscoTACICEHKL TN 774N ERHELT
<kEEL,

"T7OLAHFANERENELLEL NMREET, Ansible® 4V ARN—ILFKBITDENBHYET
o csdac.log7 7 A )L&FANXT, [permission denieds O &IRL £,

TASK [cisco.csdac.csdac : print result of csdac command Tine start command (stderr)] ***

ok: [Tocalhost] => {

"muster_cli_start_result.stderr_lines": [

"permission denied while trying to connect to the Docker daemon socket at unix:///var/run/docker.sock:
"permission denied while trying to connect to the Docker daemon socket at unix:///var/run/docker.sock:
"permission denied while trying to connect to the Docker daemon socket at unix:///var/run/docker.sock:
"permission denied while trying to connect to the Docker daemon socket at unix:///var/run/docker.sock:
"docker: permission denied while trying to connect to the Docker daemon socket at unix:///var/run/docke
"See 'docker run --help'.",

"docker: permission denied while trying to connect to the Docker daemon socket at unix:///var/run/docke

EH&OOJ N ROH 215 A k. Cisco Bug ID CSCwh58312% #5932 A, Cisco TACIC &L
EhELSEEL,

"dockerps-ay A"V T FOAIFLERBEREFOITHEEHZRIES,. AT TE
Cdocker restart container-idy X > RTHBEBHTEZET,

fl - 3273 —ID '88826cf0742f TOffice 365Z BB L TWET,

root@tac://# docker ps -a

CONTAINER ID IMAGE COMMAND CREATED
44f71f675ff1 public.ecr.aws/e6e4t5f5/muster_fmc_adapter:2.2.0-Tatest "./docker-entrypoint.." 12 hour
88826cf0742f public.ecr.aws/e6e4t5f5/muster_o365_connector:2.2.0-latest "./docker-entrypoint.." 13 hour

root@tac://# docker restart 88826cf0742f

root@tac://# docker ps -a
CONTAINER ID IMAGE COMMAND CREATED


https://tools.cisco.com/bugsearch/bug/CSCwh58312

44f71f675ff1 public.ecr.aws/e6e4t5f5/muster_fmc_adapter:2.2.0-Tatest "./docker-entrypoint.." 12 hour
88826cf0742f public.ecr.aws/e6e4t5f5/muster_o365_connector:2.2.0-latest "./docker-entrypoint.." 13 hour

CSDACE DEHZZEIEL., AT IO EFIT I 7ATIA—I)IERB L X—THEHRENT
WBRAESHERIILET,

> expert
sudoadmin@firepower:~$ sudo su -
Password:

root@firepower:/Volume/home/admin# cat /var/opt/CSCOpx/MDC/log/operation/usmsharedsvcs.log
17-Sep-2023 17:24:58.046, [INFO], (DefenseCenterServiceImpl.java:1462)
com.cisco.nm.vms.api.dc.DefenseCenterServiceImpl, ajp-nio-127.0.0.1-9009-exec-2
* REST Request [ CSM ]
*% ID : ff3e6259-2417-48cc-8e5e-a41d0bd04b39
*%* URL: POST /audit
{
"version":"7.2.5",
"requestId":"ff3e6259-2417-48cc-8e5e-a41d0bd04b39",
"data":{
"userName" :"TAC",
"subsystem":"API",
"message" :"POST https://FMC-FQDN/api/fmc_config/vl/domain/e276abec-e0f2-11e3-8169-6d9ed49b625f
/object/bulkdynamicobjects Created (201) - The request has been fulfilled and resulted in a new reso
"sourceIP":"172.16.1.53",
"domainUuid":"e276abec-e0f2-11e3-8169-6d9ed49b625f",
"time":"1694971497660"}, "deleteList": []

BYIE 5 ¥

Cisco Secure Dynamic Attributes(CSDAC)ICBIE T2 ZDMO RF I X MNMID2VW TR, XOY
1M ZSRLTLEZL,

CiscoR A FIVIRMORIZRICOVWT

https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/integrations/dynamic-attributes-
connector/220/cisco-secure-dynamic-attributes-connector-v220/m_about-the-cisco-dynamic-
attributes-connector 21.html
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/integrations/dynamic-attributes-
connector/220/cisco-secure-dynamic-attributes-connector-v220/install-the-cisco-secure-dynamic-
attributes-connector.html
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/integrations/dynamic-attributes-



https://firepower.ciscotac.com/api/fmc_config/v1/domain/e276abec-e0f2-11e3-8169-6d9ed49b625f
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/integrations/dynamic-attributes-connector/220/cisco-secure-dynamic-attributes-connector-v220/m_about-the-cisco-dynamic-attributes-connector_21.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/integrations/dynamic-attributes-connector/220/cisco-secure-dynamic-attributes-connector-v220/m_about-the-cisco-dynamic-attributes-connector_21.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/integrations/dynamic-attributes-connector/220/cisco-secure-dynamic-attributes-connector-v220/m_about-the-cisco-dynamic-attributes-connector_21.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/integrations/dynamic-attributes-connector/220/cisco-secure-dynamic-attributes-connector-v220/install-the-cisco-secure-dynamic-attributes-connector.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/integrations/dynamic-attributes-connector/220/cisco-secure-dynamic-attributes-connector-v220/install-the-cisco-secure-dynamic-attributes-connector.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/integrations/dynamic-attributes-connector/220/cisco-secure-dynamic-attributes-connector-v220/install-the-cisco-secure-dynamic-attributes-connector.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/integrations/dynamic-attributes-connector/220/cisco-secure-dynamic-attributes-connector-v220/configure-the-cisco-secure-dynamic-attributes-collector.html

connector/220/cisco-secure-dynamic-attributes-connector-v220/configure-the-cisco-secure-
dynamic-attributes-collector.html
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/integrations/dynamic-attributes-
connector/220/cisco-secure-dynamic-attributes-connector-v220/use-dynamic-objects-in-access-
control-rules.html
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/integrations/dynamic-attributes-
connector/220/cisco-secure-dynamic-attributes-connector-v220/troubleshoot-the-dynamic-
attributes-connector.html
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/integrations/dynamic-attributes-connector/220/cisco-secure-dynamic-attributes-connector-v220/configure-the-cisco-secure-dynamic-attributes-collector.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/integrations/dynamic-attributes-connector/220/cisco-secure-dynamic-attributes-connector-v220/configure-the-cisco-secure-dynamic-attributes-collector.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/integrations/dynamic-attributes-connector/220/cisco-secure-dynamic-attributes-connector-v220/use-dynamic-objects-in-access-control-rules.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/integrations/dynamic-attributes-connector/220/cisco-secure-dynamic-attributes-connector-v220/use-dynamic-objects-in-access-control-rules.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/integrations/dynamic-attributes-connector/220/cisco-secure-dynamic-attributes-connector-v220/use-dynamic-objects-in-access-control-rules.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/integrations/dynamic-attributes-connector/220/cisco-secure-dynamic-attributes-connector-v220/troubleshoot-the-dynamic-attributes-connector.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/integrations/dynamic-attributes-connector/220/cisco-secure-dynamic-attributes-connector-v220/troubleshoot-the-dynamic-attributes-connector.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/integrations/dynamic-attributes-connector/220/cisco-secure-dynamic-attributes-connector-v220/troubleshoot-the-dynamic-attributes-connector.html
https://tools.cisco.com/bugsearch/bug/CSCwh58312
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