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Senal Number None

Snort Version 2.9.21 (Build 105)
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Rule Pack Version 2868
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FMCOCLIA S, RMIN > Rshow versionZ AL T, RITEhTVBREBOVDB/NN—2 3>
ZHIETEET,

<tfroot>




> show versi on

——————————————————— [ firepower J-----—-------——-————-

Model : Secure Firewall Management Center for VMware (66) Version 7.3.0 (Build 69)
UUID : e8f4b5de-4dal-1led-b2ce-4637a3ef82f7

Rules update version : 2023-07-12-002-vrt

LSP version : 1sp-rel-20230712-1621

VDB version : 361
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FDM CLIA' S, RMODON > R Tcat /etc/sfl.versiondb/vdb.conf, ZFHAL T, EEICEFTETh TV
AVDBO/N—> 3> BB TEET,

root@vFTD-2:/ngfw/var/cisco/deploy/pkg/var/cisco/packages# cat /etc/sf/.versiondb/vdb.conf
CURRENT_VERSION=4.5.0

CURRENT_BUILD=397

CURRENT_APPID_VER=138

CURRENT_NAVL_VER=158
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)> T Y 7TF—KN>ERET Y 7F—hN > Available Updates> Upload Updates D JEIZiZIRL, O—
ANIEI—ZHSVDB7 74 )LZi&EIRL T, UploadZzo )Y I LET,

2.VDB7 7 A LAFMCIET ¥ 70— k& had &, HW/I—I 3> OVDB (Z0HTRE/I—Ta>
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i Flr?\'_va” M.E'."E;Q.EWPT"F IC?nler Overview  Analysis  Policies  Devices  Objects  Integration Deploy Q € & @ adminv Ul sEcuRE |

i Product Updates Rule Updates Geolocation Updates

Download Updates Upload Update |

Currently running software version: 7.3.0
| Currently installed VDB version: build 361 ( 2022-11-15 19:57:46 )

| Available Updates Readiness History Download updates

Tyee  Vorsh on pae  Reboot

Cisco Vulnerability And Fingerprint Database Updates 361 Tue Nov 15 19:58:36 UTC 2022 L] |
|

Clseo Vulnerability And Fingerprint Database Updates 359 Tue Oct 4 19:46:46 UTC 2022 Mo u

Rolltack and Install
:

4. %12, FMCOFIY ORY DRA%ZAFAIZLT, Installe VY ILET,

iy Flr_e"f‘ra“ Mgnagemgm anler Ovendew Analysis Policies Devices Objects Integration Deploy O, € £ @ adminv 0 SEcuRE

Praduct Updates Rule Updates Geolocation Updates
—
Cumrently running software version: 7.3.0

Selected Update

Type Cisco ility And Fingénps Updatis
Version 358

Date  Tuo Oct 4 19:46:46 UTC 2022

Reboot Ko

Back
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Warning

After you update the VDB, you must also deploy configuration changes, which might
interrupt traffic mspection and flow,
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<ffroot>

>expert

$sudo su
#export ROLLBACK_VDB=1

3.0=ILNY 25%OVDB/NY T— HROFMCT 4 L 2 N U var/sflupdatesic & 3 Z & #FEREL
£9, VDB7 7AIIUNCONARICBEWVWEEK, BERVDB77AIILEZFMCIC7Y Z7O—RLET
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4. %12, ROOAX RZAAHLT, VDBO—INY IDA 2V AR—ILZ&HEITLET,

<tfroot>

install _update.pl --detach /var/sf/updates/

i -

root@rMC: /var/sf/updates# install_update.pl --detach /var/sf/updates/Cisco_VDB_Fingerprint_Database-4.5
ARGV[0] = --detach

ARGV[1] = /var/sf/updates/Cisco_VDB_Fingerprint_Database-4.5.0-394.sh.REL.tar

bundle_filepath: /var/sf/updates/Cisco_VDB_Fingerprint_Database-4.5.0-394.sh.REL.tar

install_update.pl begins. bundle_filepath: /var/sf/updates/Cisco_VDB_Fingerprint_Database-4.5.0-394.sh.
Makeself GetUpdate Info params FILEPATH : /var/tmp/upgrade-patch/Cisco_VDB_Fingerprint_Database-4.5.0-3
FILEPATH directory name /var/tmp/upgrade-patch at /usr/local/sf/1ib/perl1/5.24.4/SF/Update/Makeself.pm 1
Inside GetInfo FILEPATH :/var/tmp/upgrade-patch/Cisco_VDB_Fingerprint_Database-4.5.0-394.sh at /usr/Tloc
Use of uninitialized value in string ne at /usr/local/sf/1ib/perl1/5.24.4/SF/Update/Makeself.pm 1line 125

4. X7 414 LU N OFF/var/log/sf/l<VDB Package file>Tvdb1 > A R—=)LOJ ZEHRL .
status.log7 7 4 )ILA SVDBA VAR — )L DEBHRAZHERLE T,

root@FrMC: /var/log/sf/vdb-4.5.0-394# tail -f status.log
state:running

ui:The install has begun.

ui:[ 0%] Running script pre/000_start.sh...

ui:[ 4%] Running script pre/001_check_required_upgrade.pl...
ui:[ 8%] Running script pre/005_check_Tow_end.pT...

ui:[12%] Running script pre/010_check_versions.sh...
ui:[15%] Running script pre/0l11_check_versions.pl...
ui:[19%] Running script pre/020_check_space.sh...



ui:[23%] Running script pre/500_stop_rna.pl...

ui:[27%] Running script pre/999_finish.sh...

ui:[31%] Running script installer/000_start.sh...

ui:[35%] Running script installer/100_install_files.pl...

ui:[38%] Running script installer/200_install_fingerprints.sh...
ui:[42%] Running script installer/300_install_vdb.sh...

ui:[46%] Running script installer/400_install_rdps.pl...

ui:[50%] Running script installer/420_delete_obsolete_ids.pl...
ui:[54%] Running script installer/430_change_dupe_custom_app_names.pl...
ui:[58%] Running script installer/450_resave_detectors.pl...

ui:[62%] Running script installer/480_update_dynamic_config_with_csds.pl...
ui:[65%] Running script installer/525_export_compliance_policies.pl...
ui:[69%] Running script installer/900_update_version.sh...

ui:[73%] Running script installer/901_update_db_version.pl...

ui:[77%] Running script installer/950_reapply_to_sensor.pl...

ui:[81%] Running script installer/975_export_data.pl...

ui:[85%] Running script installer/999_finish.sh...

ui:[88%] Running script post/000_start.sh...

ui:[92%] Running script post/500_start_rna.pl...

ui:[96%] Running script post/999_finish.sh...

ui:[100%] The install completed successfully.

ui:The install has completed.

state:finished
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6. FMCOCLIAN S, showversiondN > RZZETL T, ETHOEEOVDB/N—> 3> #/HEEL
x99,

> show version

---------------- [ FMC J-------mmmmmmmmmn

Model : Secure Firewall Management Center for VMware (66) Version 7.2.1 (Build 40)
UuID : 597fda3e-386e-11ed-95e2-dbc141b3e897

Rules update version : 2022-09-14-001-vrt

LSP version : Isp-rel-20220511-1540

VDB version : 394
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FMCAIZUTOF/4LIRNUASHIKRLET,

/var/sf/updates (.sh file)
/var/cisco/pacakges/ (.tgz file)

4. RIZ, FRBORATY 1B L2 &V)RL T, FMCHAOVDBZO—)LINY O LET,
FODMOVDBO—)L/NY 2 77O+ A

FDM®OVDB/N—> 3> #0O—J)LINY 2931k, Cisco TACT—AR%&ZF—7>L., TACI>>Z
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A
FTD CLI# 5

FTDTVDBDA YA R—)LBEERRETBICE. ADFALINUDORBERRTDHEN BV
£7.

<#root>
root@firepower:/ngfw/var/cisco/deploy/pkg/var/cisco/packages#

Is -a

total 72912
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
-rw-r--r--
drwxr-xr-x

root root 130 Sep 1 08:49 .

root root 34 Aug 16 14:40 ..

root root 18 Aug 16 14:40 exporter-7.2.4-169

root root 2371661 Jul 27 15:34 exporter-7.2.4-169.tgz
root root 21 Aug 16 14:40

W= WwahAu

vdb- 368

-rw-r--r-- 1 root root 36374219 Jul 27 15:34 vdb-368.tgz
drwxr-xr-x 3 root root 21 Sep 1 08:49
vdb- 369

-rw-r--r-- 1 root root 35908455 Sep 1 08:48 vdb-369.tgz
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Firewall Management Center

Version 7.3.0 (build 69)

Model Secure Firewall Management Center for VMware
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Snort Version 2.9.21 (Build 105)
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Rule Pack Version 2868

Module Pack Version 3244
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VDB Version
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Cisco Vulnerability And Fingerpiint . - =
Databats Upases 54 Weed Apr 27 10:42:00 UTC 2022 L] .
I VDB rolfback & only supported starting wath VDB versicns 357

« VDBO/N—2 32 HFFMCOXR—AVDBO/N—2 3> KW EEVIFESE, TT7LEO—L/NY
DEAVNRRENETH, KRRENBVDBON—2 32 EFEIEHEEO—INY JORATO
BERUTY,

@ Deployments  Upgrades @ Health @ Tasks (I Show Notifications
m Owaiting  Orunning  Orelrying 20+ success 5 failures | ©. Filter |
© Local instal I

Installing Cisco Vulnerability And Fingerprint Database Updates version: VDB-357 14s X
Successiully Installed
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Version 7.3.0 (build 69)
Model Secure Firewall Management Center for VMware
Senal Number None
snort Version 2.921 (Build 105)
Snort3 Version 3.1.36.1 (Build 101)
Rule Pack Version 2868
Module Pack Version 3244
LSP Version Isp-rel-20230712-1621
VDB Version
Rule Update Version 2023-07-12-002-vrt
Geolocation Update Version Country Code: 2023-06-17-100, IP: 2023-06-17-100
05 Cisco Firepower Extensible Operating System (FX-08)
2.13.0 (build 198)
Hostname firepower

For technical/system questions, email tac@cisco.com phone: 1-800-553-2447 or 1-408-526-
7204, Copyright 2004- 2022, Cisco andfor its affliates. All rights resensed.
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HDICCDRANBEL L EEZMRETEEXRT, <hld. FMC CLI®status.log7 7 1 )L THEFRTE
£7,

> expert

sudo su

cd /var/log/sf/vdb-4.5.0-<vdb number>/
cat status.Tlog

root@firepower:/var/log/sf/vdb-4.5.0-357# cat status.log
state:running

ui
ui
ui
ui
ui
ui

:The install has begun.

:[ 0%] Running script pre/000_start.sh...

:[ 4%] Running script pre/010_check_versions.sh...

:[ 4%] Non-Fatal error: Non-Fatal error: Cannot rollback to version(357) lower than default VDB 358
:[ 4%] The install completed successfully.

:The install has completed.

state:finished
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