ASDM®DFRE., Rk, B LT OHEDOEED b
STIN1—F1424

2E

BUSIC
BE
ASDMEREDRBEDO NS TN a—F 1T

EIfE 1.ASDMTlE, AV R—TIAABAE N TWBF IR bO—)LY A MACL) G
TENELBA

B398 2.ASA CLIEASDM UIBBDOEY R AT RDF—3

FIf83. "TERROR: % Invalid input detected at "' marker.; £ WS TS5 —X Y —I N RRENE
3

B9%& 4. "TERROR: ACL is associated with route-map and inactive not supported. instead remove
theacly EVWVSTS— XY E—INBEOT—RATEREND

B SRR ICERE W ERICET A O FASDMI TR LOTE I —TFICRFENZL
BE6XY RN I—OATSIONELBATIIONIN—TETEL LS5 E TS EASDMA T

V—X33%

B8 7.ASDMTl, EBZ AV BZ—TIAAOFIHLZATAMA—ILJANACOIL—IZEXT
TEETY

588 8. ! =Ub4 LOYEI—TFT TEEHA
BEIUTFIEALOVEI—FTAREBAQOINN ZICBE2TWVWB NG TN I—F4 Y
: ﬁﬂggnﬂé
BE1OXNFAVTHFABASATRIOOAVTHFANCY EZ EERICASDMAQOX >V I H %K
HIBHAEENN BB

BHEMESSIVTEANEOHY

28 12 ASDMA" S & LR T /f
disconnect ASDM%Z# T L EF,

78 13.ASDMO— R A" Authentication FirePOWER loging XY +— TN 993
%8 14.ASDMICFirepowerE> 1 —)LOEB/BRENF RREnE W

#5158 15 ASDMTHFIAT OS5 AT i bid 7O ATER

88 21.ASDMT X Y £—= "The enable password is not set. S 3 <EEEL T EE WV, |
BI5E 22 ASDM UID EF%ICASDNA T D T U hA'RRE hix )
FEE 2345k WEID/N—2 3 > DAnyConnect 9 SA T R TOTZF AN ERETE R

178 24.Edit Service Policy > Rule Actions > ASA FirePOWER Inspection = TELV

5178 26.AAA Radius/LDAP)A"ASDMI- RRE 17z L

H#827:ASDMI- "Post Quantum key cannot be empty ] TS —N&RTJEh D

B9%E 28 ASDMT "whereused | A7’ a3 # AL TCEREENRTEhiE W
BE29XYRID—OATSIHOREHIBRIDEEIC, BEXY+— T[Network Object]id )X




B1#8 30.ASDM® Network Objects/Group2 7 O 1 —HE 1) F 1 QA
ASDMBREIEBED NS TN a—F 12T

B8 1.ASDMOT A I kBLEL =

i 2.ASDMOXY > ROFFAICKBRLEL L

BB ASDMOELBMYERT I L ADEE

B 7ASDMO > B4 LNAT—R

BESELETOT7PAINICINTOXY Y RFARTJEhE

BEIASDMEY S I N RALAALATIRLELW

=78 11.ASDM Webvpn DAPE! PRELTWVS
ASDMOZQMOBEO NS TN 1 —F1 2T
BB 1ASDMTHEF 31T ISA TR TOZPAIINETIERATERY

B8 2 ASDMICTRA R RAE Y VDRV T TV THETREND A X—JICEBREFIYT A

BENFEEATVEWV

L &I

O RF¥ 21X NTIE, Adaptive Security Appliance(ASA)Device Manager(ASDM)DE&E. 5ok
 BRCEFOMOBEORNZ TN 1 —FT 42 07OFAICODVTHBALET,

%I_I|

E=3 =1
B =

CHORFIXAKNEF, RORFIXAKREEEICASDMRS TN 2 —F 142092 —XD—5
T9,

> o1<>
)>02<>

1)>93<>

ASDMERENREREO NS TN 2 —F1429

B 1.ASDMT, 12 X—7IAAICEAENATWA 77X NO—-ILUA



NACLIEFRTRENKXEA

ASDMTIE, MRDA X —T I/ AIZBAE hi-B%hxaccess-groupHH2TE, TDA R
—J7IARAICERAENET A MO—)ILUARMACLIRERREhEREA. RKDVIC, XV
—2IC T0incomingrulesy ERXRRENET, cNSOERE. 1V FX—TIAAOT IR
L—TRETHREETNLELIBRVUL2 ACLTHERTE XY,

<#root>
firewall(config)#

access-list 1 extended permit ip any

firewall(config)#

any access-list 2 extended pernit udp any any

firewall(config)#

access-list 3 ethertype pernmt dsap bpdu

firewall(config)#

access-group 3 in interface inside

firewall(config)#

access-group 1 in interface inside

firewall(config)#

access-group 2 in interface outside

NSTIWNa—F420 -#RuE

Cisco Bug ID CSCwj14147 "L2EL3MACLARBEL TV BIFEIC, ASDMA T ORI I -7
EZO—RTERV, ZZRBLTLKEZL,


https://tools.cisco.com/bugsearch/bug/CSCwj14147

X COFEER, BRIEDASDMY 7R II T —ATHEENATVERT, FMAICOV
Tk, TEEOFMEZBIEL T LTV,

[EE 2.ASA CLIEASDMUIEOEY RHhDVY RO —H

ASDMOEY NAD NIV NI, 774774 —)LOH I Tshow access-list 1Y > RICK 2
THES DT IOERAVANODEY NADNE—BHLEEA,

NZTND1—FT42T - #ERuE

Cisco Bug ID CSCtq38377 "ENH: ASDMIZASATACL/\Y > 158 A#EAL. O—AHITRHE
ZHEALAEL, 8 &TCisco Bug ID CSCtg38405 TENH: ASAIRASDICACL/\Y < 1158 & Rt T
BANZALNRBE,, #SBLTLIEEV,

B#E3. "ERROR: % Invalid input detected at "' marker.; EWS TS —Xvyt&—2


https://tools.cisco.com/bugsearch/bug/CSCtq38377
https://tools.cisco.com/bugsearch/bug/CSCtq38405

ARRENKT

ASDMTACLZMmET S E. TERROR: % Invalid input detected at A marker.; EWSITT5—X VY
E-IOHFRRENET,

[ERROR] access-1ist mode manual-commit access-Tist mode manual-commit
A
ERROR: % Invalid input detected at 'A' marker.
[OK] no access-Tist ACL1 1line 1 extended permit tcp object my-obj-1 object my-obj-2 eq 12345
[ERROR] access-1ist commit access-1list commit
ERROR: % Incomplete command
[ERROR] access-1ist mode auto-commit access-Tist mode auto-commit
A

ERROR: % Invalid input detected at 'A' marker.

Error in sending command X
s g

ASDM received messages below when one or more of the commands below were sent to the ASA. [OK]
o means success, [ERROR] means failure, [INFO] means information and [WARNING) means warning

[ERROR] access-ist mode manual-commit

access-ist mode manual-commit

)

ERROR: 9% Invald input detected at "' marker.

[OK] no access-ist outside ine 43 extended permit object tcp1433 10.248.219.0 255.255.255.0 object 10.88.88. 10
[OK] accessdist outside line 43 extended permit object top1433 10.248.219.0 255.255.255.0 object AQS18_IOP
[ERROR] accessist commit

access-ist commit
ERROR: % Incomplete command

[ERROR] access-ist mode auto-commit
access-ist mode auto-commit

e

ERROR: % Invalid input detected at "' marker.

NZTNDa—F42T -#HR0E

Cisco Bug ID CSCvq05064 "ASDMA'S DIV NJ(ACL)DHRETIZ—HFRETS, 28R


https://tools.cisco.com/bugsearch/bug/CSCvq05064

TLEEW, OpenJRE/Oracle/N\—2a>7122%EH L TASDMZFER T 215481 & &V Cisco
Bug ID CSCvp88926 "7V AU ANDHEIBRFICEMIANY REXEFETD, 2SRBLTLKEEY

o

E:ChSOFEER., REDASDMY 7 R IJITFTUU—ATEEENTVET, FMIC
VTR, TEEOFMZERIAEL TSEEL,

B4 : BEND —AT "ERROR: ACL is associated with route-map and inactive
not supported, instead remove the acly EWS TS5 — XY tE—IHFRREND

TERROR: ACL is associated with route-map and inactive not supported, instead remove the
acly EWSIZ— XY E—IHAROVThADBEICRRENET,

1R —R=AN—FT 1 TRETERAENDASDMTACLZREL KT,

firewall (config)# access-list pbr line 1 permit ip any host 192.0.2.1


https://tools.cisco.com/bugsearch/bug/CSCvp88926

I5—: ACLERIL—KIYTICHEERNITSNTVT, ¥F7I9F17JEHR—RENTVEE A,
KbV (CaclZHIBRL TS &V

B

@ ACL is assodated with route-map and inactive not supported, instead remove the ad

OK

2. ACL ASDMDRE>TRE> VE—RT7 IV EAVPN> XY RD—=D (DFAT2N)TIORA>
BAFIVIOTIORARIS —

RSZTNDa1—F42T - ERuE

1. Cisco Bug ID CSCwb57615 "ERBESA KL Ipor7P VAV ANDOEREL 25RL TL
EEW, BERE, BENS Tines NTX—FZRATHETT,

2. Cisco Bug ID CSCwe34665 "Unable to Edit the ACL objects if it is already in use, getting
the exceptions ZZHRL TS\,



https://tools.cisco.com/bugsearch/bug/CSCwb57615
https://tools.cisco.com/bugsearch/bug/CSCwe34665

EINSOFEER., BFOASAV IR IITII—ATHBEENATOVRT, FMIC

DVWTR, TEENFMZERIELTEETW,

B 5. RERNICESE N CERICEIZO0INASDMU I 24 AO07E1—TIC

KTARE NV
ASDM Real-Time Log ViewerTld, BENICES M ELEROOJBERTIENELE A,

NZTND1—FT42T - ER0E

TOEAVANDREDOERNZdenyTlE, syslogikERENhFEL A, EBEENIENT TV D
EINTRREL TsyslogEERTBDHSE. ACLOFRRIClogF—T— REM T —IL&EEN

LEXT,



BEGCRXRY ND—OATSIORNELERAT I ONITIN—THZ#EELELDETS
EASDMA" 7 —X9 3

Configuration > Firewall > Access RulesR—< (AddressesX /)NS5 XY NDO—OF TP 1O KNE
FRATSIONIN—TZEELEIS>ETDE, ASDMAF 7 —ALET, COBBEHIREL
EBE. - YRIXYRND—VATZIIORNITAVRIVDODNTX—R2mETETEA,
NZTNDa1—F142T - #RUE

Cisco Bug ID CSCwj12250 " Y RO =V AT DTV RNEERRY ND—0F TSI O NT I —
T OHmEBICASDMA 7 —XF3, #5BLTLKEEY, COBEZEETSICE. topN
host statistics collectionZ EIZ L E T,

<#root>
ASA(config)#

no hpm t opN enabl e


https://tools.cisco.com/bugsearch/bug/CSCwj12250

X COFEER, BRIEDASDMY 7R II T —ATHEENATVERT, FMAICOV
Tk, TEEOFMEZBIEL T LTV,

% 7ASDMTR, BABAVE—TJIAAOT 7 €AY RO—ILURK
ACLL—LERRTEET

ASDMTUE, 1Y Z—7 T4 ALARLOF V2RIV RO—LURANACHAZEEE hEHAL,
REBAVE—TIARAOBMOT VLAY FO—LURRDL—LERFTEET, ZOHI
Tl EEL—LH#H AV B—7 T RBACLIEBME N TV ET, ASDMTRA > R—7 T A
RMORERFENETH, CON—LEI—FLL> TRETATVERA, IXVKOTL
Ei-iCl. REFOEEA1DELKRFENET, Thid, I-F 1Y E—7IAADKROD
MET Y,
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NSZTNZ1—F42T - ERuE

Cisco Bug ID CSCwm71434 "ASDMA'EEL AV R—T IA AT VAV ARNIV N) ZXRR
TRHEEN BB 2SRLTSEE,

BES.UTINRALOTREVTILRALOTEI-—TTRHREATEREA

TILEALAOE1-T7ICOTHARRENAZENV
NSZTNDa1—F42T - ERuE

1. OF VIHFBRETATVDCEE2BELET, TASDM Book 1: Cisco ASA Series General
Operations ASDM Configuration Guide, 7.221 @ "Chapter: Logging; ZZBL T<E&E W

2. Cisco Bug ID CSCvf82966 TASDM - OF >4 : UFILRA LOYEXRFTER VN, 23R
LTLEEL,


https://tools.cisco.com/bugsearch/bug/CSCwm71434
https://www.cisco.com/c/en/us/td/docs/security/asa/asa922/asdm722/general/asdm-722-general-config/monitor-syslog.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa922/asdm722/general/asdm-722-general-config/monitor-syslog.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa922/asdm722/general/asdm-722-general-config/monitor-syslog.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa922/asdm722/general/asdm-722-general-config/monitor-syslog.html
https://tools.cisco.com/bugsearch/bug/CSCvf82966

X COFEER, BRIEDASDMY 7R II T —ATHEENATVERT, FMAICOV
Tk, TEEOFMEZBIEL T LTV,

« ASDM7 ¥ Z1:Cisco ASAZ ) —A D — x5 B EASDMEREH A R7.22, & - OF >V,

File Tools Window Heip

0 Pause | Ba Copy (gl Seve Oy Clear | 5" Color Settings | §% Create Rule 7 Show Rule| @) Show Details ¥ Help

SO UTINEALOJEI—TOBFERZDINZETT

Sysiog D



https://www.cisco.com/c/en/us/td/docs/security/asa/asa922/asdm722/general/asdm-722-general-config/monitor-syslog.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa922/asdm722/general/asdm-722-general-config/monitor-syslog.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa922/asdm722/general/asdm-722-general-config/monitor-syslog.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa922/asdm722/general/asdm-722-general-config/monitor-syslog.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa922/asdm722/general/asdm-722-general-config/monitor-syslog.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa922/asdm722/general/asdm-722-general-config/monitor-syslog.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa922/asdm722/general/asdm-722-general-config/monitor-syslog.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa922/asdm722/general/asdm-722-general-config/monitor-syslog.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa922/asdm722/general/asdm-722-general-config/monitor-syslog.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa922/asdm722/general/asdm-722-general-config/monitor-syslog.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa922/asdm722/general/asdm-722-general-config/monitor-syslog.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa922/asdm722/general/asdm-722-general-config/monitor-syslog.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa922/asdm722/general/asdm-722-general-config/monitor-syslog.html

NZTNZ1—FT 12T - #ERuE

1. RFC5424O0F T R A LAAZR VTN ERAE A TVWR LA ESHZERLET,

<ttroot>
#

show run | oggi ng

Togging enable

| oggi ng timestanp rfcb5424

2. RFC5424OF VT B A LARAR TR EZFEATHEERK. Y7 T T F7DCisco Bug ID
CSCvs52212 "ASDM ENH: capability for Event Log Viewer to display ASA syslog with
rfc5424 timestamp formaty 2B L <&V, E#EIE, RFC5424FEXDERZ# (T3
CETT,

<#root>
firewall(config)#

no | ogging tinestanp rfc5424

firewall(config)#

| oggi ng timestanp

3.F k., V7RIV IFFESE. CiscoBug ID CSCwh70323 Timestamp entry missing for
some syslog messages sent to syslog servery £ZRL TS &,



https://tools.cisco.com/bugsearch/bug/CSCvs52212
https://tools.cisco.com/bugsearch/bug/CSCwh70323

X COFEER, BRIEDASDMY 7R II T —ATHEENATVERT, FMAICOV
Tk, TEEOFMEZBIEL T LTV,

BRE 10. XIAFIATFHFARNASATHOOTFARNCEYIYEZ =EIZASDMA D
OF >IN KBTI BDOEEN BHD

R—LR—T DEBRFOASDM syslogX ¥ £—2 X721k, TSyslog Connection Losty KT T
Syslog Connection Terminatedy XY £—J A KRRENE T,

Latest ASDM Syslog Messages O 8 X
Severity Date Time SysiogID  Source IP Source Destination IP Destina Description
b lsvdogConnectoniest 0 00000000000O0O0O0O0O0W
! ! | | | | [ SysogConnection Terminated P

NZTNDa1—FT42T - ER0E




OF IR EENTWVWS L EBIRBLUET, CiscoBug ID CSCvz15404 "TASA : YILFIAUTF
FANE—R :ASDMOF U IHFELL, BOOAVTFANIUYBERZS IS, 28RBLT
<EZL,

E:COREER, BRIEOASDMY 7R IIFT V) —ATHEEENATVET, FHMEICOL
Tk, TEEDOFHMZRIBLTSEEL,

BFE11ER2 O TFANEOYIYYBZXRICASDMEY > a AN RARKTITS

EEDAVTHFANETYYEZAZTS>E, ASDMEY I UARAKKT L., "The maximum
number of management sessions for protocol http or user already exists.Please try again later; &
WHXYE—DHFRRENET, syslogX VY E—JICEROOTHFRRENET,

%ASA-3-768004: QUOTA: management session quota exceeded for http protocol: current 5, protocol Timit 5


https://tools.cisco.com/bugsearch/bug/CSCvz15404

%ASA-3-768004: QUOTA: management session quota exceeded for http protocol: current 5, protocol Timit 5

NSTINa—F1420 -#RuE

1. Current ASDMU Y — AN ERAENGIRICEL TWVWB A ESH EERELET, CDHES.
Denied h > ZAEMLE T,

<tfroot>

firewall #

show resource usage resource ASDM

Resource Current Peak Limit Denied Context
ASDM

5

10

admin

2. Cisco Bug ID CSCvs72378 "2 A TFANETOLIV EARFICRAK T TBH5ASDME
v23arv, Z2RLTLKEEL,


https://tools.cisco.com/bugsearch/bug/CSCvs72378

X COFEER. BIEDASAVY I RIITI)—ATHEENTVWERT, FHMIC
VTR, TEEOFMZEBEIAELTEZL,

3. Y7 RNDITF/)N—2 32 TCisco Bug ID CSCvs72378NIEEN WS NTHY, BEN) Y —
ANHRICEL 258, BIFOASDMEY > 3> 0 —H2IliLET. ASDMZRL % H
. FLIFASDMZRITLUTVBRARNDIPT RLADOHTTPS#E#HKZ V)T TEXRT, D
FITlE, ASDMEDOHTTPH =N\ T7 # )L NOHTTPSR— N43THEBL TVD & %7

RELTLERT,

<#froot>

#

show conn all protocol tcp port 443

TCP management 192.0.2.35:55281 NP Identity Ifc 192.0.2.1:443, idle 0:00:01, bytes 33634, flags UOB
TCP management 192.0.2.36:38844 NP Identity Ifc 192.0.2.1:443, idle 0:00:08, bytes 1629669, flags UOB

#

clear conn all protocol tcp port 443 address 192.0.2.35


https://tools.cisco.com/bugsearch/bug/CSCvs72378

EIRE 12.ASDMA"Z S LIZHETHETL, TASDM received a message from the
ASA device to disconnect ASDM%Z#& T L E T, .

NILFIAVTFANASATIE, ASDMAZ A LI THERT L, TASDM received a message
from the ASA device to disconnect ASDM%Z# & TLE T, 4

NZTIND1—FT42T - #ERuE

Cisco Bug ID CSCwh04395 TASDMF7 7 U4 —> 3>, ILAFIAVFFARNEY RFYTTT
S—M AV E—BRFERAULTS ALK TTSDI OV T NDVITHREGESRBRLTLSEETL,

ECOFEER, BRIEDASAVYTIRIITI))—ATHBEENATVRT, FMAICOL
TRk, TEEOFMEZBIEL TV,


https://tools.cisco.com/bugsearch/bug/CSCwh04395

B 13.ASDMO— R A" "Authentication FirePOWER loginy XY —J TN\ T 9
%)

ASDMO— R A" "Authentication FirePOWER loginyg XY t—2 TN\ T LE T,

r
M Cisco ASDM Launcher asi %

%24 Cisco ASDM-IDM Launcher LT

Authentcatng FrePOWER logn B ==

Devioe IP Address [ MName:  10.0.0,254 _J
LUsermame: Lt [ |

Pagoaoed: o

Remember the username of the speofied devios on ths computer

:::> -

B % A

A

Javad >V —)JLOYZ TFailed to connect to FirePower, continue withoutity EWS Xy 22— A
R"RRESNhET,

<tfroot>

2023-05-08 16:55:10,564 [ERROR] CLI-PASSTHROUGH-DEBUG Inside doInitialProcessing:

0 [SGZ Loader: launchSgzApplet] ERROR com.cisco.pdm.headless.startup - CLI-PASSTHROUGH-DEBUG Inside do
CLI-PASSTHROUGH-DEBUG Inside doInitialProcessing:

2023-05-08 16:55:10,657 [ERROR] CLI-PASSTHROUGH-DEBUG Inside doInitialProcessing messenger: cpl@l8c4cb7
93 [SGZ Loader: TaunchSgzApplet] ERROR com.cisco.pdm.headless.startup - CLI-PASSTHROUGH-DEBUG Inside d
CLI-PASSTHROUGH-DEBUG Inside doInitialProcessing messenger: cpl@l8c4cb75
com.jidesoft.plaf.LookAndFeelFactory not loaded.

2023-05-08 17:15:31,419 [ERROR] Unable to login to DC-Lite. STATUS CODE IS 502

1220855 [SGZ Loader: TlaunchSgzApplet] ERROR com.cisco.dmcommon.util.DMCommonEnv - Unable to Togin to
May 08, 2023 10:15:31 PM vd cx

INFO Failed to connect to FirePower, continuing without it.
May 08, 2023 10:15:31 PMvd cx
INFO If the FirePower is NATed, clear the cache (C/Users/userl/.asdnidata/firepower.conf) and try aga
Env. i sAsdm nHeadl esshMode()-------------- >f al se
java.lang. I nterruptedException
at java.lang. Obj ect.wait(Native Method)



COEREERTDICIE, JavadrV—)LOJ=#EMLET,

&, Cisco ASDM-IDM Launcher HULS

Device IP Address / Name: 192.0.2.1 |
Username:
Password:

[_J Remember the username of the specified device on this computer

| OK | Close
\ &) &

NZTND1—F42T - ERuE

Y7 R T F®MOCisco Bug ID CSCwe15164 "ASA: ASDMIE, CLIZEAL T T28, chdET
SFRER7ZRRTEFHAL ZSRLUTLKEETY, BEKXOFIE

1. ASDMY ZX—S v 2BIL £ 7,

2. SFRAMDSSH7 V7t AZHEL., 1—H%&)—NCHV) X E 9 (sudo su).

3. FEROFIEERTL %, ASDMEERE TS &, Firepower(SFR)Z 7 #O0— KTEB &S
W) ERT,



https://tools.cisco.com/bugsearch/bug/CSCwe15164

X COFEEE, REOFirepowerY 7RI ITF V) —ATEEENTVET, FEMIC
D2VWTE, TEEGOHMZMEBL TSEEL,

I%& 14.ASDMICFirepowerE®> 1 — )L DEBE/REN RRE 1)

Firepower€> 1 — )L DR EIGASDMTRFERATE X A,

NZTINDa1—FT42T - #ERuE

1. ASA, ASDM, FirepowerE> 1—=J)l, BLVPARL —FT A VI AT LON—2 3 VICEH
BN HDEEZBRBLET., FHMIZDOVWTIE., TFCisco Secure Firewall ASAY ) —RX/

— K4 . FCisco Secure Firewall ASDMUJ ') —AX_/—hka . TFCisco Secure Firewall ASAD
i

« ASA 9.14/ASDM 7.14/Firepower 6.6l ., ASA 5525-X, 5545-X, # & T'5555-XTMNDASA


https://www.cisco.com/c/en/us/support/security/adaptive-security-appliance-asa-software/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-appliance-asa-software/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-appliance-asa-software/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-device-manager/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-device-manager/products-release-notes-list.html
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html

FirePOWERE> 1 =IO &E/N—23 2T,

« ASA 9.12/ASDM 7.12/Firepower 6.4.0l&, ASA 5515-X# & 1*5585-X = MASA
FirePOWEREZ 1 —I)LO&KR/N—23 > TY,

« ASA 9.9/ASDM 7.9(2)/Firepower 6.2.3l&, ASA 5506-X3/ 1) —X$ & U'5512-X L DASA
FirePOWEREZ 1 =IO &ER/N—>3 > T,

« ASDMO/S—2a v ICik, BICTRHEABVEY ., UFEOTXTHOASAN—a v ENTHE
WMMNBHYET, HEZE. ASDM 7.13(1)Tlk, ASA 9.10(1) EMASA 5516-XE EETE

£¥9,
- ASDMIZ, ASA 9.8(4.45)+, 9.12(4.50)+, 9.14(4.14)+, HKLV'9.16(3.19)+EFEAL -

FirePOWEREZ 21 —/LEBTREYR—REhTVEEA, ChE5OVU—ATE, D2
— I EZEEBTRD-OICFMCZHERAIIBEN HET, ChS5DASAY Y —AICIFASDM

7.18(1.152) AR X ETF A", ASA FirePOWERED 1 —)LICX T HASDMD H7R— K (&
716 THRTLTVERT,

- ASDM 7.13(1)8 & TXASDM 7.14(1) Tld. ASA 5512-X. 5515-X. 5585-X# & IXASASM#%
HR—RNLTWEHATLUE, ASDMHR—NEET TSIk, ASDM 7.13(1.101) £ 1= 1&

714148 T YT I L —RIDHBENHY)ET,
2. N=2aVICERMNI BRI EEE. ED1-IIBEBLTVELESH EERLETD,

<tfroot>

firewall#

show nodul e sfr details

Getting details from the Service Module, please wait...

Card Type: FirePOWER Services Software Module
Model: ASA5508

Hardware version: N/A

Serial Number: AAAABBBB1111

Firmware version: N/A

Software version: 7.0.6-236
MAC Address Range: 006b.f1l8e.dac6 to 006b.f18e.dac6
App. name: ASA FirePOWER

App. Status: Up

App. Status Desc: Normal Operation
App. version: 7.0.6-236

Data Plane Status: Up

Consol e session: Ready

St at us: Up

DC addr: No DC Configured
Mgmt IP addr: 192.0.2.1

Mgmt Network mask: 255.255.255.0



Mgmt Gateway: 192.0.2.254
Mgmt web ports: 443
Mgmt TLS enabled: true

ED1-I)INAEILTVWBIBER. sw-module module resetAY > REFEHAL T, 21—
z )ty SNLTAS, ED21-IV7NDIFZJO—RTEZXT,

 Cisco Secure Firewall ASAY ) —ZX /—h

» Cisco Secure Firewall ASDMU Y —ZX /—hK
+ Cisco Secure Firewall ASA® B #%

B 15 ASDMTEF 217 I0ZA 7 R7A77ANCT O EATE R

Java> VY —)LOZJ(C Tjava.lang.ArraylndexOutOfBoundsException: 31 T3 —X Y t—I A%
RENET,

<tfroot>

LifeTime value : -1 HTTP Enable Status : nps-servers-ige

java. l ang. Arrayl ndexQut Of BoundsException: 3

at doz.a(doz.java:1256)
at doz.a(doz.java:935)
at doz.1(doz.java:1100)

COERZEERTSICIE, JavadrV—)LOJ=#EMCLET,


https://www.cisco.com/c/en/us/support/security/adaptive-security-appliance-asa-software/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-appliance-asa-software/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-device-manager/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-device-manager/products-release-notes-list.html
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html

[ Cisco ASDM-IDM Launcher v1.9(9) — X

=, Cisco ASDM-IDM Launcher r-h

Device IP Address [ Name: 192.0.2.1 d
Username:
Password:

I:I Remember the username of the specified device on this computer

cose
A alElaé

NZTND1—F42T -#HRRE

Cisco Bug ID CSCwi56155 "Unable to access Secure Client Profile on ASDM, ZZ8BL < £&
(A



https://tools.cisco.com/bugsearch/bug/CSCwi56155

X COFEER, BRIEDASDMY 7R II T —ATHEENATVERT, FMAICOV
Tk, TEEOFMEZBIEL T LTV,

BE16.ASDMTEF 17 VT4 T NTO77ALAXMLZO7 7TA I EZHRETE
73 L)

IN—23248KYBIDT 1 AV IZAnyConnectf X— A FHET B35S, ASDM® Configuration >
Remote Access VPN > Network (Client) AccessDEF 17054 F > R7A7 7 A4 I)LXMLZ7'O7
7AIWIGEASAT/NA ATRHBETEEXTEA,

TITZ—Xv+—2 TThere is no profile editor plugin in your Secure Client Image on the
device.Please go to Network (Client) Access > Secure Client Software and install the Secure
Client Image version 2.5 or later and then try againy A"&RRENET,

NZTND1—FT42T - ER0E



Cisco Bug ID CSCwk64399 "ASDM- Unable to edit Secure Client Profiles ZZ8BL TS &L\,
Bt

COMBZRRBIDICE. 7F4F)T 1 DEVEIOAnyConnectAf X—2 ZFBRELE T,

x COFEER, BREDASDMY 7R II T ) —ATHEENRTVERT, FMAICOV
Tk, TEEDOFHMZRIBLTSEEZL,

BE17. RECRELLERICEFIT VAT RDAA-INHERTS

ASDM Configuration > Network (Client) Access > Secure Client ProfilelCZE Z X /=& T,
Configuration > Network (Client) Access > Secure Client Software D JEIZEIRL TE, 41 X—=D 4"

RONsiL,

NZTIND1—F42T - #ERRE


https://tools.cisco.com/bugsearch/bug/CSCwk64399

Cisco Bug ID CSCwf23826 "ASDMTSecure Client Profile Editor2Z ¥ L /=%, Secure ClientY
FRODITHARTENEV, 28BLTLKEETV, BEROAT> a3

« ASDMTRefresh 74 >0 Y OLET
FhE
« ASDMZELU TEERM<

X COFEER. BRIEDASDMY 7R II TV —ATHEENATVERT, FHMEICOV
Tk, TEEDOFHMZHEIBLTSEEL,

BIE18 : RN http server session-timeout_1~¥ >/ R & http server idle-timeout 1<
VR


https://tools.cisco.com/bugsearch/bug/CSCwf23826

http server session-timeout_1¥ > R & http server idle-timeout AN > Rk, YIILFIATFFANE
— RASATIFERITT,

RSTINa1—Fa2T - ELE

Cisco Bug ID CSCtx41707 "YJ)LF A2 TF A MTE— RTDhitp server timeout X > RO Y R—
N ZZRLUTLKEEV, OV REREAETTN, ERFEELEL A,

RI%E19: ASDMT M Dap.xmlOdE— M kB

ASDM®File Management™ 1 > R ZEA L Iz ASANDdap.xml O IE—A, IT5— T
disk0:/dap.xml is a special system file.diskO : (Zdap.xmlEWSBE DT 7 A I &2T Y 7 O—RT
BDERFFHTEIATOVEEA,

_Fn Upload Special System File Information bt

“chskD: [dap. xml” is a special system File.

Uploading a File with name dap. xml in disk0: is not allowed.

NZTNZ1—F42T - ERuE

Cisco Bug ID CSCvt62162 "Cannot copy dap.xml using File Management in ASDM 7.13.1, &%
BLTLSEEV, EEXRE., FTPRTFTPAEOZ7ORNINZFEAL T, 77 4L ZEEASAICT
t‘,_j—é _ t -c“j-o


https://tools.cisco.com/bugsearch/bug/CSCtx41707
https://tools.cisco.com/bugsearch/bug/CSCvt62162

X COFEER, BRIEDASDMY 7R II T —ATHEENATVERT, FMAICOV
Tk, TEEOFMEZBIEL T LTV,

B8 20.ASDMICIKER ) 2 —EIPSECT OR—HFIL KR REnBEmW

ASDM® Configurations > Site-to-Site VPN 7 4 > RJIZIKIKER ) S —EIPSECT OR—H )L A
KRERENEE A,

NSTIWN>a—F1420 -#RuE

Cisco Bug ID CSCwm42701 TIKER') 2 —&IPSEC7' OR—4 )L M X 7 TASDM display blankA”
RREND ) Z2ZRBLTLKEEV,

B 21.ASDMTX Y £—= "The enable password is not set. S ¥ <EREL T K
é \/\o d


https://tools.cisco.com/bugsearch/bug/CSCwm42701

ASDMT "The enable password is not set.Please setitnow.; EWA XY E—IHFRRENET

o

fs

@ The enable password is not sat. Please set it now.

To configure enable password, go to Configuration > Device Management > Users/AAA >
User Accounts

NZTLNZ1—F42T - ERuE

Y 7 k™ T 7 MCisco Bug ID CSCvg42317 "ASDM prompts to change enable password after it
was seton CLI; ZZBRL T<EE V),

RIRE22: ASDM UIZEF L =& ICASDNA T T U RAFRRE N

BEOATSIONIN—TICATSITORNIN—TEATSTORNKRKARNZEBML, ASDM%E
D7LvaLk®g TOATSIONITIIN—THFASDMUARHLASHEHATLES, COFES
BE—HEHEBICR, AT IO RNEBEREZTHOZIUEN HYET,

NZTNDa—F42T -#HR0E

Cisco Bug ID CSCwf71723 "TASDMTRREB AR AT DI IO NAT DT O NI IN—THFkbhs
ESRBLTILSEE,


https://tools.cisco.com/bugsearch/bug/CSCvq42317
https://tools.cisco.com/bugsearch/bug/CSCwf71723

X COFEER, BRIEDASDMY 7R II T —ATHEENATVERT, FMAICOV
Tk, TEEOFMEZBIEL T LTV,

BIRE 23.4.5& WBID/N—2 3 2 OAnyConnect 7 ZA 7 NTO7 7 A ) Z2imET
gV

N—23245& V) BIOAnyConnect7 07 7 4 LTI, AnyConnectZ7 54 7> N7O7 7 ()%
WMETEEEA, TT7—XYE—T1F, "The Secure Client profile plug-in can not be
accessed. ASDMY —)L/N—DRefresh R 2 ZH L T &V, COBBEANFBRLBEVIEEE,

ASDMZBEEL TIEE W,



") Secure Client Profile Editor b

The Secure Cient profie plug-in can not be accessed. Please
press the Refresh button on the ASDM tool bar. If this issue

persits, please restart ASDM.

R

NZTNDa—F42T -#HRME

Cisco Bug ID CSCwf16947 "ASDM - Anyconnect Profile Editor2 O0— RT& &\, 258 L T
EEW,


https://tools.cisco.com/bugsearch/bug/CSCwf16947

X COFEER, BRIEDASDMY 7R II T —ATHEENATVERT, FMAICOV
Tk, TEEOFMEZBIEL T LTV,

[51%& 24.Edit Service Policy > Rule Actions > ASA FirePOWER InspectionX 7 IZ#
BTERL

ASDM/N—>32/7.8.2Tlk., 11— A Edit Service Policy > Rule Actions > ASA FirePOWER
Inspection2 7 ICBETZ Y., I>— You have specified default inspection traffic as the traffic
match criterion. 7 # )L NDA 2V ARII IV RNTTAV JIZEBETEDDR., 1 2ART >3
N=INTo02aviEHTT, chnlk, ACLHYURAL IV NAICERENTVRBEETEREL
=



Configuration > Firewall > Seryice Polcy Rules

% Add = & edt [N Osiete | + & | X B B - | Q Find B Duagram Y Packet Trace
Traffic Clasufication

Protocol Insp ASA Connection Settings QoS |MetFlow | User Statistics Chuster
Match HetFlow events with any of configured NetFlow collectons,
Flow Event Type Collectors Add

B Rule Actions b4

9 ‘fou have specified default inspection traffic as the traffic match
crferion.

Oy ISPt bl BCUONS. CbN B SpRcfied for th LR INSpection
traffic,

=1

< Back | Finish | Concel  Help

NZTNDa—F42T -#HRuE

Cisco Bug ID CSCvg15782 TASDM - N\—J 32 7.8RADF YT H L — RBIZSFRRS T 14 v
DVRAL VIV OEEERRRTERY, Z5RBLTLKEEY, BEEBKIE, CLIZFERAL TR
Y-V TREERETHILETT,


https://tools.cisco.com/bugsearch/bug/CSCvg15782

X COFEER, BRIEDASDMY 7R II T —ATHEENATVERT, FMAICOV
Tk, TEEOFMEZBIEL T LTV,

%8 25.ASDM_E M AnyConnectf X—/)N—2 32518 KTAnyConnect7’ 07 7
A1INITF1Z

Secure ClientY 7 R DI F7/)N—23 51Tk, ROERNIESNhET,

1. Win/Mac/Linux/\ Y T —2 OFRHIAKFICTIL—TRI) D —FED 1 - )LBFRTE AV
2. ASDMTAnyConnect Profile EditorZB< & A" TE &L,

NZTIND1—FT42T - #ERuE

Cisco Bug ID CSCwh74417 "ASDM: AnyConnect Profile Editor and Group Policy cannot be
loaded when using the CSC Image 5.11 ZZRL T &V, COBEZEETSICE, Secure



https://tools.cisco.com/bugsearch/bug/CSCwh74417

Client® Tu/N\—> 3= FRALET,

x COFEER, BREDASDMY 7R II T —ATHEENATVERT, FMAICOV
Tk, TEEOFMEZBIEL TEEL,

EIRE26:AAAE M X 1/ 7°(Radius/LDAP)A"ASDMIZ R /R & N7 ()

AAAJE M & 4 7°(Radius/LDAP)I&. ASDM > Configuration > Remote Access VPN > Network
(Client) Access > Dynamic Access Policies > Add > On AAA attribute field > Add > Select Radius

or LDAPTRRENFEH A,



[Configure Dynamic Access Policies
For IPsec, Secure Client, Clientless S5L VPN, and fib=ThraunhaBravs caccinne unn ran ranfimme dunamie arcace nnliciae (A that dofina which nahunrk rocasrrae 2 uear e autharizad tn arcace ll anlidiac in tha fahla halaus
enforce the Di . B Add Dynamic Acc
To use certain Endpeint attributes AVIAS/FW ol
Palicy Name:
7 ACL Priarity Name Description: ACL Priority: |0
. Selection Criteria
Define the AAA and endpoint attributes used to select this acoess policy. A policy is used whin & user's authorization attributes match the ARA sitribute criteria
bitlow and eviry @ndpoint sttribute has bean satisfied, Thise sitributes can be created usng thi tables below and/or by expanding the Advanced option to spicfy
the logical expression text.
User has ANY of the following AAA Attributes values... and the follewing endpaint attributes are satisfied.
AAA Altribute  Operation/Value Endpoint ID Hame/Operation/Value Add
Logical Op.
Advanced )
B Add AAA A r 2
Access/Authorization Policy
Configure access/authori - Type: .| stem and the
group-palicy hierarchy. T| AAR Altribute i RADIUS [y attributes (those that
are not specified in DAF),
Altribute ID:
Part Forwarding fom Attributes
Action Vabue: m [Functions.
action: Q) Continue
Specify the message
User Message:
s
Find: 20 Owe oK ] Cancel Help
— . —
NZ7ILZa1—7F

Y7 k™ T F7 MCisco Bug ID CSCwa99370 "ASDM : ASDM:DAP config missing AAA Attributes

type (Radius/LDAP). & & UFCisco Bug ID CSCwd16386 "ASDM:DAP config missing AAA
Attributes type (Radius/LDAP), 2B L TS &\,



https://tools.cisco.com/bugsearch/bug/CSCwa99370
https://tools.cisco.com/bugsearch/bug/CSCwd16386

E:INSOFEER, BRIEOASDMY 7R TITV ) —ATHEENATVRT, FMIC
DVWTR, TEENFMZERIELTEETW,

E#E27:ASDMIC "Post Quantum key cannot be emptyy T —HFRREND

ASDM > Configuration > Remote Access VPN > Network (Client) Access > IPsec (IKEv2)
Connection Profiles®DAdvancedtz 7> 3> Zm&E9d %5 &. IZ— "Post Quantum key cannot be

emptys A"RR"END,



Post Quantum key cannot be empty

]

NZTNDa1—F42T - ERuE

Cisco Bug ID CSCwe58266 "ASDM IKev2 configuration - Post Quantum Key cannot be empty
IZ5—XvtE—272ZRLUTLKEED,



https://tools.cisco.com/bugsearch/bug/CSCwe58266

X COFEER, BRIEDASDMY 7R II T —ATHEENATVERT, FMAICOV
Tk, TEEOFMEZBIEL T LTV,

BRE28. ASDMT "whereusedy 72 a> #FERALTERZRNFNRRETAEV

Configuration > Firewall > Objects > Network Objects/Groups® JEIC#E L, Objectz 5O Y o
LTERRENBDAT72 3> "Twhereuseds ZFEAL TE, ASDMTHERAKRTENEE A,

NSTIWN>a—F1420 -#RuE

Cisco Bug ID CSCwd98702 "ASDM® "ERE hI=iGrT, A7 >3 AEEL BV, Z5RL T
<EZEL,



https://tools.cisco.com/bugsearch/bug/CSCwd98702

X COFEER, BRIEDASDMY 7R II T —ATHEENATVERT, FMAICOV
Tk, TEEOFMEZBIEL T LTV,

BE29.XY RD—UATD IV N ZHIBRTBBICEEX Y 2—2 T[Network
Object] cannot be deleted because it is used in the followings A"&RRE

Configuration > Firewall > Objects > Network Objects/Groups TxY KD —0J ) —7TSBEhn
PRYND—=OATITUNEHIBRTSERIC, T[Network Object] cannot be deleted because it is
used in the followings E WS BEX Y E—I AFASDMICKRRENEH A,

NZTIND1—F42T -#RuE

Cisco Bug ID CSCwe67056 "[Network Object] cannot be deleted because it is used in the
followingy BENRTENAV, Z283BLTLKEEV,



https://tools.cisco.com/bugsearch/bug/CSCwe67056

X COFEER, BRIEDASDMY 7R II T —ATHEENATVERT, FMAICOV
Tk, TEEOFMEZBIEL T LTV,

R7E30. ASDM® Network Objects/Group® 7 O £ L\ i F ) R =2

ROERNMMDOUERSNET,

PATSTORNTIN—TOBINMRET A RIL O THLLWATZS T IO MXN—DER
2O a> o TEEHL TFAMADRE TSI, ER—UEhTVET, L,
TSIV RNEERL TEMTZEINS>RE K, BRI ZADLEVRYEDICAYET

o TERBA. AVTFAMNZII—ZI VYU TRERS TEARRL 2711, #7oT
VNEEESRIBITAT1 (ACL, L—KIVT, AT ORNITIL—T ) ODxH*&
RENKT, Rz, 2%B. SBEDKLSICBRNICVARNTZILEN HY XTI, IEFSR
(2FW, AT ORNEECHAT IO NIIN-TZEATBHACLE. 77200 T
R ELTEVANTRHENFHYUET ),



c AOVYOXZ1—0 THIRR, BETE., COBENRRENET, AT IV NEEES
BI2ITATANBEBNICHRBRENET (AT NOEHBRBICI T4 T4 HFEIC
BR5E ), 2%H, 3BEBEDIEFTR., CORZEFIEATEERA, ATTITIRE
1BEDIEFSREYKRIDE, EFSEAEICEYET,

A—HF. REORY OBIASHATIO IV RNEIRENELEHICBIIBZDIOTATA%E
ASDMAFLEL TWR EERBCENTEET, LAL, ChRELTLEHTRERYREA,

NZTINDa1—FT42T - ER0E

Y7 N T 7 MOCisco Bug ID CSCwe86257 "TASDMTND XY ND—U AT T O NITIN—TR7T
DEVWRTE ESBLTSEEL,

x: COFEER, BRIEDASDMY 7R TI T ) —ATHEENATVERT, FMAICOV
TRk, TEEOFMEZBIEL T LTV,


https://tools.cisco.com/bugsearch/bug/CSCwe86257

ASDMEREIEEO NI a—FT14 20
B 1. ASDMOTJ A4 2 IckBALFEL I

ASDMUICRRENDIZ—RFROEH YT,

=

& No-_- ACRRA INRR I .. L._.
s=== [ Authentication Required

Please enter your username and password.
Username: admin

Password:
| Passw

oK Close

alagy|y,
X 10

wter

LA

Eo T R |

R

i1l

NSTINa—F1200 - #RBuE

CNDIZ—IF, ABUAYR—T7 I A4 ATHTTPEWebvpn® i J5 M Cisco Secure

Client(AnyConnect) ZB#ICL TV BB EICRETHARMEN B ET, LEN 2T, IXTO

FUEB/EITBENBYNET,

1. 4 > & —7 I 4 ATAnyConnect/Cisco Secure Client A BMIZE > TS

2. HTTPH# —/\A"AnyConnect/Cisco Secure ClientE AU A > Z—T7 T4 ABRPR—KNTH

MCBE2TVWD

RTICHZETEYS,

<tfroot>

asa#

configure term na

asa(config)#



webvpn

asa(config-webvpn)#
enabl e outside <-

default port in use (443)

and
asa(config)#

http server enable
<-

default port in use (443)

asa(config)#
http 0.0.0.0 0.0.0.0 outside

<- HITP server configured on the same interface as Wbvpn

NZ7Ia1—F4>J D>~ Tdebughttp 2555 Z#EMICT S &, ASDME Webvpn® E D
BEEMRTEET,

<#root>
ciscoasa#

debug http 255

debug http enabled at Tevel 255.

ciscoasa# ewaURLHookVCARed1irect

...addr: 192.0.2.5

ewaURLHookHTTPRedirect: url = /+webvpn+/index.html

HTTP: ASDM request detected [ASDM] for [/+webvpn+/index. htm] S

webvpnhook: got '/+webvpn+' or '/+webvpn+/': Sending back "/+webvpn+/index. htm " <-----

HTTP 200 OK (192.0.2.110)HTTP: net_handle->standalone_client [1]
webvpn_admin_user_agent: buf: ASDM/ Java/1.8.0_431
ewsStringSearch: no buffer

Close 0

HA R/ —RELT, QAN KRBLEICEL A DS T, ASADSsyslogl IEFREEN RIIL = C
ENFRRIENET,

<tfroot>



asa#

show | oggi ng

Oct
Oct
Oct
Oct
Oct

User authentication succeeded:

28 2024 07:42:44:
28 2024 07:42:44:
28 2024 07:42:44:
28 2024 07:42:44:
28 2024 07:42:44:

(] 38 R

(205 3K 1

%ASA-6-113012:
%ASA-6-113009:
%ASA-6-113008:
%ASA-6-605005:
%ASA-6-611101:

AAA user authentication Successful : local database : user = user2
AAA retrieved default group policy (DfltGrpPolicy) for user = user
AAA transaction status ACCEPT : user = user2

Login permitted from 192.0.2.110/60316 to NET50:192.0.2.5/https fo

| P address: 192.0.2.110, Unane: user?2

WFNADASAHTTPH —NNDTCPR—REZZEBELET, RICHZRLET,

<{froot>

cisc

conf

cisc

oasa#

igure term na

oasa(config)#

http server enable 8443



‘ ﬁ Cizco ASDM-1DM Launcher v1.9(8) = X

S,y Cisco ASON-IDM Launcher = *2\2l

Contacting the device. Please wait. ..

Device IP Address [ Mame: 10.0.200, 518443 |

Lizermanme: acdmin

Passward: BEEREBEEE

[) Remember the username of the spedified device on this computer

Close
O |6

2036 K 2
AnyConnect/Cisco Secure ClientOTCPR— R ZZEL X T, RIZHAZRLET,

<tfroot>

ciscoasa#

configure term na

ciscoasa(config)#

webvpn

ciscoasa(config-webvpn)#

no enabl e outside

<-- first you have disable WebVPN for all interfaces before changing the port
ciscoasa(config-webvpn)#

port 8443

ciscoasa(config-webvpn)#

enabl e out si de

o138 5% 3

BlOEERIE., Taaa authentication http console) FREZHIBRT D & T,



<ffroot>

ciscoasa(config)#

no aaa authentication http consol e LOCAL

COBE, AZ—TINAD—REFEBITZEFTASDMICOT A > TEET,

- A T = e
1 1 1 | T ] - o IP:'}
‘ m LS00 AS ..-'I'-: LA LT "-\.I"Il..'. W !.‘.'-_u_

S, Cisen ASDM-IDM Launcher  2lutls

[& Authentication Required

blank username

Contacting i Enter login details to access Authenf

Device IP Addf Ussrname:

Username: Password: -

Ok Close

Password:

Enable
password

LA

RETZES

Cisco Bug ID CSCwb67583

BLUA>R—7 I A ATwebvpnEASDMA BRI BZIBSICEBEEZEM
BIRE 2. ASDMON > ROFRIICKBLUEL =

ASDMUIICRREND IS —RFROEH Y TY,


https://tools.cisco.com/bugsearch/bug/CSCwb67583

R, Cisco ASDM-DM Launcher 21ty

|#:| Error

@ Problem ocuured while launching device manager due to Command authorization falled,

L RE:

NRSTINDa1—FT1420 -#HEFIE
ASADAAASRREZTF IV OLT, KO ZBIELET,

s aaafRl HRREESN TV S,
s UE—RNFRIAH—NZFEATIEEEF. FEAETHY, IV REFALET,

ZE

https://www.cisco.com/c/en/us/td/docs/security/asa/asa922/configuration/general/asa-922-general-
config/aaa-local.html

BRE3. ASDMO A BERT IV ADKE

BEICK 2T, ASDMI—HICERAMWERT7 IV EAZREIBZIMENf HBYVET,
RSN 1—F142T -HEFIE
DAZRLERLARILG)ZEFE > FHRI—HFZ2ERXLET, RICHZRLET,
<tfroot>

asa(config)#

usernane [usernane] password [password] privilege 5


https://www.cisco.com/c/en/us/td/docs/security/asa/asa922/configuration/general/asa-922-general-config/aaa-local.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa922/configuration/general/asa-922-general-config/aaa-local.html

COOAXY REE, BHELRILSOI—FZERLET. FELARILG TER/REA LRILTT,
[username]s & T[password]y &, BRIOI1—HBENAT—RICEEBRAFTT,

B3
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+ https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-
firewalls/112967-acs-aaa-tacacs-00.html

* https://www.cisco.com/c/en/us/td/docs/security/asa/asa922/configuration/general/asa-922-
general-config/aaa-radius.html
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* https://www.cisco.com/c/en/us/td/docs/security/asa/asa922/configuration/general/asa-922-
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asa(config)# aaa authentication ssh consol e RADI US_AUTH LOCAL
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A-H/aa-ac-commands.html#wp6184732320
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tunnel-group DefaultWEBVPNGroup webvpn-attributes

aut hentication aaa certificate
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<ffroot>

aaa-server ldap_server protocol ldap
aaa-server ldap_server (inside) host 192.0.2.1
Tdap-base-dn OU=1dap_ou,DC=example,DC=com
Tdap-scope subtree
Tdap-naming-attribute cn
Tdap-Togin-password %%
Tdap-Togin-dn CN=example, DC=example,DC=com
server-type microsoft
asa(config)#

aaa aut hentication http consol e | dap_server LOCAL

FIE 2
LDAPH—/NDAT—RXAZMHELET,

<ffroot>
asa#

show aaa- server

BUSFUS:

<#root>
Server status:

ACTI VE

, Last transaction at 11:45:23 UTC Tue Nov 19 2024

ELLBEV\WFUR:

<#root>
Server status:

FAI LED

, Server disabled at 11:45:23 UTC Tue Nov 19 2024
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ASATLDAPT/NY ¥ #£FL, 1—H0RAERITLET.

<{froot>
#

debug | dap 255

FNNY ST, TFaileds D&ESBEY NEECTERLET,
%2 11.ASDM Webvpn DAPEREN REL TV

ASDM®DAPSEE TAAAE & 1 7'(Radius/LDAP) A R RE AW (=B R TI=A RO Y 7490
KREND)

[} Edit AAA Attribute b4

L

AAA Attribute Type: LDAP

Attribute ID:
Vahue: Bl

oK Cancel Help

NSZTNZa1—FT42T - #RFIE

Zhld. CiscoBugID CSCwa99370lc & > TEBHENDY I NI ITFTHREETT
ASDM:DAP config missing AAA Attributes type(RADIUS/LDAP)
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FrEEREFIVTABENrE€ENTVEWVW/N—2 32 OHostScan/SecureFirewallZ R A F ¥ 4 X
—TEEFTLTVET, BHN—>aICTYTYI9L—RUTLKEEW, BTLETH 22

INFO X

You are running a version of HostScan/Secure Firewall Posture Image that does not include important security foces.
Please upgrade to the latest version.

Do you still want to continue?
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Y Error X

9 Error occurred in performing File Transfer

Error wriking request body ko server
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