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s BEOYTRY MOO—RIITVIIDAREZRTAYIIN—RNERRTBICE,
outside24 A —T7 I AZREALET, I—MNEBHFEchET, NSYvFTREAT> 3
VTEN, outside2A U R—T I A AENULENATEEN BEL £BSIC. outsided &
—TJIAARAZNULENANOKRY) GRETI—ILF—-—N—=ZEHLET,

- BBEICTRHISHIZ, outsidedf R —T I 4 RA&outside2A VX —T I A ATRAFT IV IR
— K7 RLAZEBPATINFREENTVET,

ASA DOERE

<#root>

interface GigabitEthernet0/0
nameif outside
security-level 0

pppoe client vpdn group RTRL

ip address pppoe setroute

interface GigabitEthernet0/1
nameif outside?2
security-level 0

pppoe client vpdn group RTR2

pppoe client route distance 10

ip address pppoe setroute

vpdn group RTR1 request dialout pppoe
vpdn group RTR1 localname pppoe
vpdn group RTR1 ppp authentication pap
vpdn group RTR2 request dialout pppoe
vpdn group RTR2 localname pppoe
vpdn username pppoe password #¥¥**
sla monitor 1

type echo protocol ipIcmpEcho 172.16.1.1 interface outside2

num-packets 2

timeout 5

frequency 5

sla monitor schedule 1 Tife forever start-time now
track 1 rtr 1 reachability

object network net-192.168.1.0
subnet 192.168.1.0 255.255.255.0

nat (inside,outside) source dynamic net-192.168.1.0 interface
nat (inside,outside2) source dynamic net-192.168.1.0 interface



route outside2 172.16.253.0 255.255.255.0 172.16.1.1 1 track 1

FTD DFRE

OO a> Tk, FIDEBEDOPPPoERRENAEZIRWVWET, RIZ, FTDDoutsidef X —7 I
4 Akoutside24 > RZ—7 T4 ADPPPoERE., BLUPTF—RTL—VICEBBEEhEONRE
H&®LET,

Edit Physical Interface @

General IPvd IPwE Path Monitoring Hardware Configuration Manager Access Advanced

IP Type:
[ Use PPPoE -

VPDN Group Mame *:
[ RTR1

vpdn group RTR1 request dialout pppos
PPPGE User Mame *: . interface GO0/0

[ppme pppoe client vpdn group RTRI

PPPoE Password *:

vpdn group RTR1 localname pppos
¥pdn username pPRROE password *****

(Seses

Confirm Password *:

(ees

PPP Authentication:

[mp v vpdn group RTR1 ppp authentication pap

PPPOE route metric:

€

Enable Route Settings: lnterfla‘-':e G0/0
ip address pppos setroute
IP Address:

Store Username and
Password in Flash:

O

cnce (3

fmc UIT D IAEZBPPPOEA > X —7 T A4 ADRE



Edit Physical Interface

General IPwd IPvE Path Monitoring
IP Type:
[ Use PPPOE v ]

VPDM Group Name *;
| RTR2 |

PPPoE User Mame *:
oovoe )
PPPoE Password *:

= )

Confirm Password *;

| esens |

PPP Authentication:
[mp u]

PPPGE route metric:

o )

(1= 255
Enable Route Settings:

IP Address:

|

&g. 192.0.2.1/255.255 255 228 or 192.0.2.1/25
Store Username and
Password in Flash:

0

Hardware Configuration Manager Access Advanced

¥pdn group RTR2 request dialout pppos
interface G0/1

pppgoe client ypdn group RTR2

¥pdn group RTRZ localname pppos
vpdn username pppgog password *FEE*

vpdn group RTRZ ppp authentication pap
interface GO0/1

EEEEE~Cli&nt route distance 10

&E’address BEpCE. setroute

s (3

fmec UIT DI EB2 PPPOEA > X —7 T 4 AMRTE

RZYFIIRERAZT AV II—K:




Edit Static Route Configuration ®

Type: ® ieva O pve
Interface*
| outside? w ]

(Interface starting with this icon @ signifies it is available for route leak)

Available Network + Selected Network

Q, Search net-172.16.253.0

.

10.0.0.164
10144.81.0
10.199.60.96

10.62.184.23

|< < Viewing 1-100 of 2742 > |

Ensure that egress virtualrouter has route to that destination

Gateway

| 1721611 w | +

Metric:

E |
(1-254)
Tunneled: | | (Used only for default Route)

Route Tracking:

| trackl w “+

RSYFVIR/EAZRTAYII—K

SLAEZZAT T MK



Edit SLA Monitor Object ®

MName: Description:

l track| J [ |
Frequency (seconds): SLA Monitor ID*;

E 1 K J
Threshold (milliseconds): Timeout (milliseconds):

[ 5000 ] [ 2000 J
Data Size (bytes): ToS:

(= ] C J

MNumber of Packets: Monitor Address®:
| 2 | [ 1721611 ]
Available Zones/Iinterfaces
[ O Search ] Selected Zones/Interfaces
inside_ig Add outside2_ig g
outside_ig

csf1230 inside_ig
clupea
clupea-mobile

v001inside

V008 clupea-gast

Cancel

SLAMERE

F—RAUD

« RTR1ERTR2 l&, GOIOA > Z—T7 I AREGONA UV R—T IAALED2DDOVPDNI )L —
7T,

« Track 1/SLA1E., RTR2ZADEETREMZEBIHFLET, NTYIFATIDT UM,
outside21 B —T7 I A ABRHDARTA Y UVI)— R RETHERAETNET,

* pppoe client route distance 10X > RTlE, RTR2ZASZFELEF7 A NIL—BNIT RX



ZARL=—TFATFARAEZVA10ZEBAL T, BEELKBVRRICTDIELST7PAT I+
—)LICERLET,

. outside2/ > BX—T IA RAEZRBHTIRHENT /XY hDI—KE, NSZYFUITEERA
LTREETNET,

- TORR, WHEOPPPoEEY > 3aUATIOTATICRY, PCASORNZ T4y ORIL—T
A VRECKUTO—RIITIUTENET,

1. outsided B —7 I A4 A%Z N ULERTR1IEDPPPoELR Y > 3a VAN ENhET,

<tfroot>

firewall#

show vpdn sessi on pppoe state

PPPoE Session Information (Total tunnels=2 sessions=1)

SessID TunID Intf State Last Chg
23 5 outside2 PADI_SENT 225 secs

14 4 outside SESSION UP 150 secs

firewall#

show vpdn pppi nterface

PPP virtual interface id = 1
PPP authentication protocol is PAP
Server 1ip address is 10.10.1.1

Qur ip address is 10.10.1.10

Transmitted Pkts: 33, Received Pkts: 33, Error Pkts: O
MPPE key strength is None
MPPE_Encrypt_Pkts: 0, MPPE_Encrypt_Bytes: 0
MPPE_Decrypt_Pkts: 0, MPPE_Decrypt_Bytes: 0O
Rcvd_Out_Of_Seq_MPPE_Pkts: 0

PPP virtual interface id = 2 was deleted and pending reuse

firewall#

show route



S* 0.0.0.0 0.0.0.0 [1/0] via 10.10.1.1, outside

C 192.168.1.0 255.255.255.0 1is directly connected, inside

L 192.168.1.1 255.255.255.255 is directly connected, inside
Syslog:

<#root>

Mar 15 2026 20:23:26: %ASA-6-305009: Built static translation from outside:0.0.0.0 to inside:0.0.0.0
Mar 15 2026 20:23:26: %ASA-6-603108:

Bui |t PPPOE Tunnel, tunnel _id = 4, renpte_peer_ip = 10.10.1.1, ppp_virtual _interface_id = 1, client_dyn:

Mar 15 2026 20:23:26: %ASA-6-317077:

Added STATIC route 0.0.0.0 0.0.0.0 via 10.10.1.1 [1/0] on [outside] [G0/0] tableid [O

2. outside24 X —T7 T4 A&ENLERTR2EDPPPoELR Y S a U A EILIENET,

<#froot>

firewall#

show vpdn sessi on pppoe state

PPPoE Session Information (Total tunnels=2 sessions=2)

SessID TunID Intf State Last Chg
24 5 outside2 SESSION UP 76 secs
14 4 outside SESSION UP 349 secs

firewall#



show vpdn pppi nterface

PPP virtual interface id = 1
PPP authentication protocol is PAP
Server 1ip address is 10.10.1.1

Qur ip address is 10.10.1.10

Transmitted Pkts: 67, Received Pkts: 67, Error Pkts: O
MPPE key strength is None
MPPE_Encrypt_Pkts: 0, MPPE_Encrypt_Bytes: 0O
MPPE_Decrypt_Pkts: 0, MPPE_Decrypt_Bytes: 0
Rcvd_Out_Of_Seq_MPPE_Pkts: 0

PPP virtual interface id = 2

PPP authentication protocol is PAP
Server 1ip address 1is 172.16.1.1

Qur ip address is 172.16.1.10

Transmitted Pkts: 54, Received Pkts: 54, Error Pkts: O
MPPE key strength is None
MPPE_Encrypt_Pkts: 0, MPPE_Encrypt_Bytes: 0O
MPPE_Decrypt_Pkts: 0, MPPE_Decrypt_Bytes: 0
Rcvd_Out_Of_Seq_MPPE_Pkts: 0

firewall#

show route

Codes: L - Tocal, C - connected, S - static, R - RIP, M - mobile, B - BGP

S* 0.0.0.0 0.0.0.0 [1/0] via 10.10.1.1, outside

S 172.16. 253. 0 255.255.255.0 [1/0] via 172.16.1.1, outside2
C 192.168.1.0 255.255.255.0 1is directly connected, inside

L 192.168.1.1 255.255.255.255 is directly connected, inside
Syslog:

<#root>

Mar 15 2026 20:27:59: %ASA-6-317077:



Added STATIC route 0.0.0.0 0.0.0.0 via 0.0.0.0 [10/0] on [outside2] [G0/1] tableid [0]

Mar 15 2026 20:27:59: %ASA-6-305009: Built static translation from outside2:0.0.0.0 to inside:0.0.0.0
Mar 15 2026 20:27:59: %ASA-6-603108:

Bui It PPPOE Tunnel, tunnel _id = 5, renote_peer_ip = 172.16.1.1, ppp_virtual _interface_id = 2, client_dyr

Mar 15 2026 20:27:59: %ASA-6-305010: Teardown static translation from outside2:0.0.0.0 to inside:0.0.0.
Mar 15 2026 20:28:04: %ASA-6-622001:

Addi ng tracked route 172.16.253.0 255.255.255.0 172.16.1.1, distance 1, table default, on interface outs

Mar 15 2026 20:28:04: %ASA-6-317077:

Added STATIC route 172.16.253.0 255.255.255.0 via 172.16.1.1 [1/0] on [outside2] [G0/1] tableid [O0]

3.PCOIP7 RL A192.168.1.2H 510.10.253.2&172.16.253.2 DN T Y NN EEFEEhET,
PATIC&K Y, F ¥ 7 F vcapoBS K Wcapo2ld H AV R—T T4 ADIPT RLA(XvEVT&E
NETRLA)ZRLET,

<#froot>

Mar 14 2026 23:13:13: %ASA-6-305011: Built dynamic ICMP translation from

inside:192.168. 1. 2/ 2668 to outside: 10.10. 1. 10/ 2668

Mar 14 2026 23:13:19: %ASA-6-305011: Built dynamic ICMP translation from

inside:192.168. 1. 2/2669 to outside2:172.16.1.10/ 2669

firewall#

show cap

capture capo type raw-data interface outside [
Capturing - 456 bytes

1
match icmp any host 10.10.253.2
capture capo2 type raw-data interface outside2 [



Capturing - 456 bytes

]
match icmp any host 172.16.253.2

firewall#

show cap capo

4 packets captured

1: 23:13:13.409387

10.10.1.10 > 10.10.253.2 icnp: echo request

2: 23:13:13.417764

10.10.253.2 > 10.10.1.10 icnp: echo reply

3: 23:13:14.409799 10.10.1.10 > 10.10.253.2 1icmp: echo request
4: 23:13:14.415978 10.10.253.2 > 10.10.1.10 icmp: echo reply

4 packets shown

firewall#

show cap capo2

4 packets captured
1: 23:13:19.500584

172.16.1.10 > 172.16.253. 2 icnp: echo request

2: 23:13:19.506321

172.16.253.2 > 172.16.1.10 icnp: echo reply

3: 23:13:20.502201 172.16.1.10 > 172.16.253.2 icmp: echo request
4: 23:13:20.508076 172.16.253.2 > 172.16.1.10 icmp: echo reply

4 RTRITUE—RNDVIOEBEZ>I21L—PMULET, outside24 22— I A ABHDODNY IOTF
YTINAND T IT=)LA-N—IZE. H1HhHVYET,

RTR1:



<tfroot>

Mar 15 20:43:19.679: %. NEPROTO 5- UPDOM: Line protocol on Interface G gabitEthernet0/1, changed state t

TF7ATOA—=) :

<ffroot>

Mar 15 2026 20:44:17: %ASA-3-403503:

PPPoE: PPP | i nk down:

Mar 15 2026 20:44:17: %ASA-3-403503:

PPPoOE: PPP | i nk down: Peer not responding

Mar 15 2026 20:44:17: %ASA-3-403503:

PPPoE: PPP | i nk down:

Mar 15 2026 20:44:17: %ASA-3-403503:

PPPoE: PPP |i nk down: LCP down

Mar 15 2026 20:44:17: %ASA-6-603109:

Teardown PPPCE Tunnel, tunnel _id = 4, renote_peer_ip = 10.10.1.1

Mar 15 2026 20:44:17: %ASA-6-305009: Built static translation from outside:0.0.0.0 to inside:0.0.0.0
Mar 15 2026 20:44:17: %ASA-6-317078:

Del eted STATIC route 0.0.0.0 0.0.0.0 via 10.10.1.1 [1/0] on [outside] [Q)/0] tableid [0]

Mar 15 2026 20:44:17: %ASA-7-110007:

De

Entry:0.0.0.0/0.0.0.0 nh:10.10.1.1 nh_cnt:1 flags:0 tinestanp: 147 resolver_cnt: 0 ifcout:outside rest

Mar 15 2026 20:44:17: %ASA-6-317077: Added STATIC route 0.0.0.0 0.0.0.0 via 172.16.1.1 [10/0] on [outsic

Mar 15 2026 20:44:17: %ASA-7-110006: Add Entry:0.0.0.0/0.0.0.0 nh:172.16.1.1 nh_cnt:1 flags:0 timestamp
Mar 15 2026 20:44:17: %ASA-6-305010: Teardown static translation from outside:0.0.0.0 to inside:0.0.0.0



firewall#

show route

S 0.0.0.0 0.0.0.0 [10/0] via 172.16.1.1, outside2

O—RITIITBRUCPPPOEVZ AT NIL—KNRNZYF
VIOCKBDTIOTATITOTA7T AR
SOT—AK, O—RYIFPUSYEEALLETITAT -FOTFATARBLETVTHY,

&5, FlexConfigZfERA L THEBA > X —7 T A4 ATtrack® & U'pppoe client route track x I~
VREEMTEATEIHLEN HYET,

RORRODHZSZRL T EE W,

Main path (default route) /'
PN
_Gon RTR1 Go/o
5 " .
’\\__\ a2 < 2
. ) o2 .
i 1 ig 53 .9l EO
L\."' ‘e \@ 4@ " SRV1
@ ) A
o G0O/0 © N cR GO/0 A
— 1nslide T L] e .
f Q. EO Go/2—o[T. g e Gorz
PC 2 192.168.1.0/24 .1 gy 1 o1 6o
GO e 2 eon RTR3 o
1) "2 - 175
) & 2 EQ
i o, . . o\ 8/5 o=
47 y N 2 K 2
Gort " GO0 SRv2
Backup path (default route) & 172.16.253.8/24 ® T
e
9
RTR2

O—RSITTUIBKREPPPOEYVTA T NIL—KNRNSYFUTILKDTIOTATITOT147T RN

F—RAUD

s PPPoElWX, 7747 J#—)LDoutsideq >>X—7 I A A&outside2q > Z—T I 14 AIC&

EEhET,
« RTR1&RTR2IEPPPoEHY—/NT T,




e I—REBEZFEALT, 77A4T A=A RBA 2 EZ—T T4 ABHTTF7AINIL—K
ZBAVAN—=IULET, outside24/ > X—T7 IARARZRBITBZTF7FINIL—KE, IL—TF
1 IEBIRLS, BFYHFELLLHYELEA,

s NBA U EZ—TIAAZRBRBALERTRINOTF7AIRNIL—=RKDIRFTYFTENET,
NEF72a>TIH, SLADEEERALATIRNDEICK > TR, RTR2ZZNL E/NAA
D7I—=)A—-N—%FRILTEET,

c BEOHTZRY NMAOO—RIITFTIIDAZRTAYIIN—RNERBETDICIE,
outside24 V> Z—T7 I A AZRBALET, I—rFEHFENET, NSV FTEFT> 3
oTEN, RTRIZNLENANODER7 T —I)LA—N—%EHLFT,

- BRE(CITDEHIC, outsided/ A —T I A Akoutside24 V> EZ—T I A ATEAFTIY IR
—RT7 RLAZEBPATINREE A TVWET,

ASA DERE

<tfroot>

interface GigabitEthernet0/0
nameif outside
security-level 0

pppoe client vpdn group RTRL

pppoe client route track 2

ip address pppoe setroute

interface GigabitEthernet0/1
nameif outside?2
security-level 0

pppoe client vpdn group RTR2

pppoe client route distance 10

ip address pppoe setroute

vpdn group RTR1 request dialout pppoe

vpdn group RTR1 Tocalname pppoe

vpdn group RTR1 ppp authentication pap
vpdn group RTR2 request dialout pppoe

vpdn group RTR2 Tocalname pppoe

vpdn username pppoe password %%

sla monitor 2
type echo protocol ipIcmpEcho 10.10.1.1 interface outside



num-packets 2
timeout 5
frequency 5

sla monitor schedule 2 1ife forever start-time now

sla monitor 1

type echo protocol ipIcmpEcho 172.16.1.1 interface outside2
num-packets 2

timeout 5

frequency 5

sla monitor schedule 1 Tife forever start-time now

track 1 rtr 1 reachability
track 2 rtr 2 reachability

object network net-192.168.1.0

subnet 192.168.1.0 255.255.255.0

nat (inside,outside) source dynamic net-192.168.1.0 interface
nat (inside,outside2) source dynamic net-192.168.1.0 interface

route outside2 172.16.253.0 255.255.255.0 172.16.1.1 1 track 1

FTD MO E

cOtEYV>a>Tk, FIDEENDPPPOEREN A ZIRVET, FREFIEEE "O—KR>TF7UT
EEALETOTAT -TFTOT47 AR V23 OFTDRELERUTTA, AFHA > X—
7 I A AlZpppoe client route track x AN RZBALET, FMCUIRR O ZA T NAT2a>
DTV IBEZIATATTHR—RNLTVEVES, FlexConfigeERTI2HENHYET,

RDREERBLTLSEEL,

1. FlexConfigih ) > —(2 &, BERNICAEBRANKRIAENIr EENTVEE A, < DFlexConfig/R )
S—DBRENELWC EZHRIBDMENfBYET, RENELLBELVE, EAILLKKL, XV
RO—ONFMTDAEENN BHYET, £, FlexConfigRZENHNEEH, ORI —D
EFFEENBVRSIC, EAZSH IR ZRFLTLSEZL,

2. BBAHIC, FMCIEFlexConfigic & » TERBE Nittrack x... X RZ I X THIBRL £, it
MZBRTBICIE, FlexConfigh 72 T U NOEBZEverytimelZEXEL . BlDFlexConfigZ 7 <
IVNCEBHETIZLENBYET,

FlexConfig M % E F JIE



1.AEA > Z2—T7 T4 ABADSLAB KUPPPOEY T4 7> RERER DFlexConfig#A 7 TV M &
ER L E£9, Deployment'Oncell, Typeh'AppendiFREENTVR L ZBRELET, D

3y =

BTk, RZY U2, SLA2ZFERALE T, track 2 rtr 2 reachability AY > RARWZ & IEE
TLEZL,

Edit FlexConfig Object ®

Name:

| pppoe_add_sla_pppoe_config ]

Description:

A Copy-pasting any rich text might introduce line breaks while generating CLI. Please verify the CLI before deployment.

@ Deployment: [Once v 1 Type: [ﬁppend v
. s D fa

SLAHA MFlexConfig

2. track 2 rtr 2 reachability 1Y > ROEREMAIZBIDOFlexConfighA 7 T N EERLE T,
DeploymentA“EverytimelZ. Typeh'AppendlCBREET N TWVWA & ZHRELET,

Edit FlexConfig Object

Mami:

pppoe_add_track_reachability

Description:

A Copy-pasting any rich text might introduce line breaks while generating CLI. Please verify the CLI before deployment.

Ingert E2 Deployment: | Everytime v | Type: | Append

N2 v U OFlexConfig

3. FlexConfiglRU > —ICAT IO RNEEBIMLET, HRTEP ( HFE ) (Ctrack 2 rir 2 reachability
RYRNFIFSBDAToT O N2HREL, RUS—Z2RBBELET,




fx1 [ Preview Config J Cancel

Peliey Assignments (1)
available FlexConfig C Ra e i “i Selected Prepend FlexCenfigs

# Mame Description

User Defined

.7 Selected Append FlexConfigs

Mame Description

it
1 pppoe_add_sla_pppoe_config
2

Pppoe_add_track_reachability

FlexConfig7R 1) & —

F—RA b

« RTR1ERTR2 &, GO0/ VR —T I AAREGNARA—T IAALD2DODOVPDNI )L—
7T9,

 Track 2/SLA2(F. RTRINDEERgEMEZEH L £, pppoe client route track 2N > R T
E. RSV 20T Y TRETHDHEIC, outsidef Y X—T IARENLTF7FILNIL
—RNEAVAN=ILTBDEDITPATIA=I)LIZIERLET,

« Track 1/SLA1E. RTR2ZADEEREMZEHLET. NSV IFTTTURNG,
outside24  Z—T7 I A ABHDART A Y VI— R RETHERAEIET,

* pppoe client route distance 10N> RTlk, RTR2ZASZFBLETF 7 A BNIL—BNICT RI
—ANL=—TFTA4TFA1 AR A10Z2BRAL T, #HEEhDT7RIZAMNL—FT17F1 R
BUOAEENELTBIELDITFPATIOA—IICBRLET,

« outside2/ VR —T IA AZRBRATIBENHTZY MDII—KNE, NSVYFUITEFER
LTREETNET,

s TOR/R, MAEDOPPPoELRY > AUATIOT 4TIV, PCASORS T4V ORIL—T
AVIBREICHRUTA—R I T ITENET,

1. outsidef B —7 I A4 A%ZNULUERTR1IEDPPPoEL Y I A BIAEhET,

<#froot>

firewall#



show vpdn sessi on pppoe state

PPPoE Session Information (Total tunnels=2 sessions=1)

SessID TunID Intf State Last Chg
12 3 outside SESSION UP 80 secs

12 4 outside2 PADI_SENT 74 secs
firewall#

show vpdn pppi nterface

PPP virtual interface id =1

PPP authentication protocol is PAP
Server 1ip address is 10.10.1.1

Qur ip address is 10.10.1.10

Transmitted Pkts: 71, Received Pkts: 71, Error Pkts: O
MPPE key strength is None
MPPE_Encrypt_Pkts: 0, MPPE_Encrypt_Bytes: 0O
MPPE_Decrypt_Pkts: 0, MPPE_Decrypt_Bytes: 0
Rcvd_Out_Of_Seq_MPPE_Pkts: 0

PPP virtual interface id = 2 was del eted and pendi ng reuse

firewall#

show route

S* 0.0.0.0 0.0.0.0 [1/0] via 10.10.1.1, outside

C 192.168.1.0 255.255.255.0 1is directly connected, inside
L 192.168.1.1 255.255.255.255 is directly connected, inside



Syslog:

<{froot>

Mar 14 2026 22:54:46: %ASA-4-411001: Line protocol on Interface GigabitEthernet0/0, changed state to up
Mar 14 2026 22:54:50: %ASA-6-305009:

Built static translation fromoutside:0.0.0.0 to inside:0.0.0.0

Mar 14 2026 22:54:50: %ASA-6-603108

Bui |t PPPCE Tunnel, tunnel _id = 3, renpte_peer_ip = 10.10.1.1, ppp_virtual _interface_id = 1, client_d)
Mar 14 2026 22:54:51: %ASA-6-305010: Teardown static translation from outside:0.0.0.0 to inside:0.0.0.0
Mar 14 2026 22:54:52: %ASA-6-622001:

Addi ng tracked route 0.0.0.0 0.0.0.0 10.10.1.1, distance 1, table default, on interface outside

Mar 14 2026 22:54:52: %ASA-6-317077:

Added STATIC route 0.0.0.0 0.0.0.0 via 10.10.1.1 [1/0] on [outside] [G0/0] tableid [O]

Mar 14 2026 22:54:52: %ASA-7-110006: Add Entry:0.0.0.0/0.0.0.0 nh:10.10.1.1 nh_cnt:1 flags:0 timestamp:

2. outside24 X —7 T4 AZN LIZERTR2EDPPPoELY > a U ABIEhET,

<tfroot>

firewall#

show vpdn sessi on pppoe state

PPPoE Session Information (Total tunnels=2 sessions=2)

SessID TunID Intf State Last Chg
12 3 outside SESSION UP 412 secs
13 4 outside2 SESSION UP 89 secs

firewall#



show vpdn pppi nterface

PPP virtual interface id =1

PPP authentication protocol is PAP
Server 1ip address is 10.10.1.1

Qur ip address is 10.10.1.10

Transmitted Pkts: 238, Received Pkts: 238, Error Pkts: 0O
MPPE key strength is None
MPPE_Encrypt_Pkts: 0, MPPE_Encrypt_Bytes: 0
MPPE_Decrypt_Pkts: 0, MPPE_Decrypt_Bytes: 0O
Rcvd_Out_Of_Seq_MPPE_Pkts: 0

PPP virtual interface id = 2
PPP authentication protocol is PAP
Server 1ip address 1is 172.16.1.1

Qur ip address is 172.16.1.10

Transmitted Pkts: 56, Received Pkts: 56, Error Pkts: O
MPPE key strength is None
MPPE_Encrypt_Pkts: 0, MPPE_Encrypt_Bytes: 0O
MPPE_Decrypt_Pkts: 0, MPPE_Decrypt_Bytes: 0
Rcvd_Out_Of_Seq_MPPE_Pkts: 0

firewall#

show route

Codes: L - Tocal, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS dinter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF, BI - BGP InterVRF
Gateway of last resort is 10.10.1.1 to network 0.0.0.0

S* 0.0.0.0 0.0.0.0 [1/0] via 10.10.1.1, outside
C 192.168.1.0 255.255.255.0 1is directly connected, inside
L 192.168.1.1 255.255.255.255 is directly connected, inside

S 172.16.253.0 255.255.255.0 [1/0] via 172.16.1.1, outside2



Syslog:

<{froot>

Mar 14 2026 22:59:45: %ASA-4-411001: Line protocol on Interface GigabitEthernet0/1, changed state to up
Mar 14 2026 23:00:13: %ASA-6-603108:

Built PPPCE Tunnel, tunnel _id = 4, renpte_peer_ip = 172.16.1.1, ppp_virtual _interface_id = 2, client_dy

Mar 14 2026 23:00:14: %ASA-6-305010: Teardown static translation from outside2:0.0.0.0 to inside:0.0.0.
Mar 14 2026 23:00:18: %ASA-6-622001:

Addi ng tracked route 172.16.253. 0 255.255.255.0 172.16.1.1, distance 1, table default, on interface out

Mar 14 2026 23:00:18: %ASA-6-317077:

Added STATIC route 172.16.253.0 255.255.255.0 via 172.16.1.1 [1/0] on [outside2] [G 0/1] tableid [O0]

Mar 14 2026 23:00:18: %ASA-7-110006:

Add Entry:172.16. 253. 0/ 255. 255. 255. 0 nh: 172.16.1.1 nh_cnt: 1 flags: 0 ti mestanp: 339 resol ver_cnt: 0 ifcout

3.PCOIP7 RL A192.168.1.24 510.10.253.2&£172.16.253.2AND/N T Y KA EEEThE T,
PATIC & V), capo&capo2dF ¥ 7F ¥ ICIEHIDA 2V RX—T IAADIPPRLA (XvEVTE
NET7RLA)HFTRENETET,

<#froot>

Mar 14 2026 23:13:13: %ASA-6-305011: Built dynamic ICMP translation from

i nsi de: 192. 168. 1. 2/ 2668 to outsi de: 10. 10. 1. 10/ 2668

Mar 14 2026 23:13:19: %ASA-6-305011: Built dynamic ICMP translation from

i nsi de: 192. 168. 1. 2/ 2669 to outside2:172.16. 1. 10/ 2669

firewall#

show cap

capture capo type raw-data interface outside [



Capturing - 456 bytes

]
match icmp any host 10.10.253.2

capture capo2 type raw-data interface outside2 [

Capturing - 456 bytes

]
match icmp any host 172.16.253.2

firewall#

show cap capo

4 packets captured

1: 23:13:13.409387

10.10.1.10 > 10.10.253.2 icnp: echo request

2: 23:13:13.417764

10.10.253.2 > 10.10.1.10 icnp: echo reply

3: 23:13:14.409799 10.10.1.10 > 10.10.253.2 1icmp: echo request
4: 23:13:14.415978 10.10.253.2 > 10.10.1.10 icmp: echo reply

4 packets shown

firewall#

show cap capo2

4 packets captured

1: 23:13:19.500584

172.16.1.10 > 172.16.253. 2 icnp: echo request

2: 23:13:19.506321

172.16.253.2 > 172.16.1.10 icnp: echo reply

3: 23:13:20.502201 172.16.1.10 > 172.16.253.2 icmp: echo request
4: 23:13:20.508076 172.16.253.2 > 172.16.1.10 icmp: echo reply



4 RTRITUE—RNDUIOEBEZ#>I21L—MUET, outside24 2 —T7 I AABHDINY OTF
YINAAND T IT—)LA—/N\—F. tracklDZAN—ICK>TEXKVWZET,

RTR1:

<ffroot>

Mar 15 21:06:11. 608:

J77AFTI#—=):

<tfroot>

Mar 15 2026 21:06:

Mar 15 2026 21: 06:

Mar 15 2026 21: 06:

Mar 15 2026 21: 06:

Mar 15 2026 21: 06:

Mar 15 2026 21:06:

KSEC-CSF1210-1#

show rout e

S* 0.0.0.0 0.0.0.0 [10/0]

14:

14:

14:

14:

14:

14:

%ASA-3-317012:

Y%ASA- 6- 622001:

YASA- 6- 317078:

Y%ASA- 7- 110007:

YASA- 6- 317077

%ASA-7-110006:

%1 NEPROTO- 5- UPDOAN:  Li ne protocol on Interface TenG gabitEthernet0/0/0, changed st

Interface IP route counter negative - Ethernetl/2

Renovi ng tracked route 0.0.0.0 0.0.0.0 10.10.1.1, distance 1, table

Del eted STATIC route 0.0.0.0 0.0.0.0 via 10.10.1.1 [1/0] on [outsic

Del Entry:0.0.0.0/0.0.0.0 nh:10.10.1.1 nh_cnt:1 flags:0 tinestanp:

Added STATIC route 0.0.0.0 0.0.0.0 via 172.16.1.1 [10/0] on [outsic

Add Entry:0.0.0.0/0.0.0.0 nh:172.16.1.1 nh_cnt:1 flags:0 timestamp

via 172.16.1.1, outside2



N—TFT12TDEER, BFEOERICEERAThELA, TOLYD., BBFEOERRE. KVWiETL
NAFFEAAREICAZ>TE, "THVW NAZEALKETET. ERICE. L—TFT12T0EER
RHENFRASTEMENBVET, FILWNRZEATEIRSCT7TATIA—IIICERTRICE
AT AVIOARIRNRAI—ZBEMCTD e ZRFLTLEE W, floating-conn
timeout A BT, EOUADEICKREETNTVREES, KVWEYZIL—MERATEEICES &,
CORALTIRNIE>TEEABALUSHh, BRZERUL TLRYBENBIIL—NZFEATESD X
SIZ7 V) E T, https://www.cisco.com/c/en/us/td/docs/security/asa/asa-cli-reference/T-Z/asa-
command-ref-T-Z/m_ta-tk.html®floating-conn MDA Z S B L T & LY,

O—RITFVIBLOTITFATIAZNNA R

COBE. 1DDOPPPoELY > IV EINTITFA4TICRY), £5120kv> a3k, FUo5F4
Tty a> ORIV INET I STBETHETITATICBYET,

pppoe client secondary track x X > Ri&, outside2 (NY O TF YT )AL Z—T I A AICERAL
£9,

RORROADHZESRL T EE WV,

gorn RTRT &g
/.,. £0 . a
5 SRV1
GO o Go/o
inside L] = _ ,
o E0 GoiZ—e T S . G0/2
@ o &
pC .2 192.168.1.8/24 .1 EW I 2 . GO/3
Gon » " Gofi RTR3
= Tg—
o1 T Go SRv2
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-

RTR2

TOTATAEINA hROD

F—RAUD:

« PPPOER. 77 A 74— LGOS LGOI >Z—7 T4 ATHEENET,

« RTR1&RTR2IEPPPoEY —/NT T,

C TPATIA—NLGE, L—NEREEALT, S R—7 T 1 AEHTRTRINDT 7
AWML= REAZAR=ILLUET, RTRRADF 7 2 M L—NEL—F 1 2T F 4 A%
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https://www.cisco.com/c/ja_jp/td/docs/security/asa/asa-cli-reference/T-Z/asa-command-ref-T-Z/m_ta-tk.html

- outsided/ VA —T7 I A AZBHLERTRINODTF 7L RNIL—KF RS YFTENET,
ch@EA7>a>TeHN, RTRRENLVLENANOEREZE 7 I—IIA—-—N—%2RHLET,

« outside2/ A —T7 I 4 ABRHTORTR2ZADPPPoEL Y > 3 E, outsided X —T7 I 4
ABHATORTRINOF 7 A RNIL—=NIERAEATVWAE RS Y INFT T LTVWRHAIC
EFHBIIEhET,

« BEODBATIE., 12OPPPoELEY > a3 EHNTOT147TY,

- BEICTRHIEHIZ, outsidedf R —T I 4 RA&outside2A 2V RX—T I A ATRAFT IV IR
— N7 RLAZBRPATIFIREENTVET,

ASA DERE

<tfroot>

interface GigabitEthernet0/0
nameif outside
security-level 0

pppoe client vpdn group RTRL

pppoe client route track 2

ip address pppoe setroute
interface GigabitEthernet0/1

nameif outside?2
security-level 0

pppoe client vpdn group RTR2

pppoe client route distance 10

pppoe client secondary track 2

ip address pppoe setroute

vpdn group RTR1 request dialout pppoe
vpdn group RTR1 Tocalname pppoe

vpdn group RTR1 ppp authentication pap
vpdn group RTR2 request dialout pppoe
vpdn group RTR2 Tocalname pppoe

vpdn username pppoe password

sla monitor 2



type echo protocol ipIcmpEcho 10.10.1.1 interface outside
num-packets 2

timeout 5

frequency 5

sla monitor schedule 2 Tife forever start-time now

track 2 rtr 2 reachability

object network net-192.168.1.0

subnet 192.168.1.0 255.255.255.0

nat (inside,outside) source dynamic net-192.168.1.0 interface
nat (inside,outside2) source dynamic net-192.168.1.0 interface

FTD O E

OtV a>TE, outside2 (INYIT VT ) M1 R—T T4 AIZKT Bpppoe client
secondary track x X > ROREICODVWTHBALTVWE T, FMCUIR I ZA4 T AT a>o
RSV OBZAT AT THR—NLTVWEVWES, FlexConfigzERT2HEN HVET,

PPPOERRTE. I—T A VI BRENDREZBLEY OREEZHREICTOVLEN BV ET,
RDREERBLTLSEEL,

1. FlexConfigilR U > —IC Ik, BERMWICEEBZAIRIEFEENTVEL A, < DFlexConfigR
JS—DBRENELWCEZHRBIDIMBENHYET, RENELLBELVE, BEAIZKKL
RYRND—ONFPET DA BV ET. £/, FlexConfigDZBEDO AN EEN, ftLD
RUD—OEFHAEENBVELSIC, BAZTHITDEZRFTLTLSEZ L,

2. BAKFIC, FMCIEFlexConfigiZk 2 TEAE ilztrack x... AN RZIXTHIBRLE T,
FHEERRTBICIE. FlexConfigZA 72 U NOEM%ZEverytimelZFEL., BlD
FlexConfigZ 7 TV NICEBR T2 HREN HYET,

FlexConfig M % E F I

1. outside2 (/NY O F YT ) A R—T T4 ABDSLAS KUPPPoEY S A 7 NEERD
FlexConfigZ4 72 TV N &KL £, Deployment'Oncelc. Typeh AppendliZFREEhTWVS
CEZBBELET., COBFITRE. NSY U2, SLA2ZEAL E T, track 2 rtr 2 reachability I
YRABVWCEICEELTLSEEZY,



Edit FlexConfig Object ®

Name:

[ pppoe_add_secondary ]

Description:

[ |

A Copy-pasting any rich text might introduce line breaks while generating CLI. Please verify the CLI before deployment.

Bx Deployment: [Once v Type: [Append ~ J

ERRee client secondary track 2

SLAR M FlexConfig

2. track 2 rtr 2 reachability 1Y > ROEREMA IZBIDFlexConfigA 7 TV N ZEERLE T,
DeploymentA"EverytimelZ, TypefAppendiCfiEE N TVWBD & ZBRELET,

Edit FlexConfig Object @

N

| pppoe_add_track_reachability

Description:

& Copy-pasting arny rich text might introduce line breaks while generating CLI. Please verily the CLI before deployment.

E! Deployment: | Everytime w Type: | Append

chakility

N2 v 7 OFlexConfig

3. FlexConfiglR ) —ICA7 T O NEEMLET, HRTE ( H&#& ) (Ctrack 2 rtr 2 reachability ]
RYRNFISBDATOT O NEHREL, RUS—2RBBEALET,



f)(‘l [ Preview Config ] [ Cance

Policy Assignments (1)
vailable FlexContig & e “i Selected Prepend FlexConfigs

# Mame Description

1a_pppoe_config

System Defined

"B Default_DNS_Configure
=0 Default_nspection_Protocal_Disable
“f Default_inspection_Pratocol_Enable

Pvi_Prefix_Delegation_Configure

a2 DHCPvE_Prefix_Delegation_UnConfigure
3 ONS. Configure
=2 DNS_UnConfigure

“a =7 Selected Append FlexConfigs

# Hame Description

1 pppoe_add_secondary
“Binspect_iPvé_Configure
2 pppoe_add_track_reachability

2 Inspect_IPvE_UnConfigure

FlexConfigiR 1) > —

F—RAUDN

« GO/MA > Z—7 I A ATpppoe client secondary track 21V > R&ERITT S &, track 2"k
BITBHEEDHR, GOUMAVEZ—TIAAENLTPPPoERY 23V &2TIOT147{LTB&
STFATIF=)ICERENET, ERICEK, XAONABHOFETREMHZEHFTSD
TYI20BEICLK2T, NVITYTNAKTIOT1TIbENET,

c TORR, BEOBRTTIT 1 7ICBBPPPoERY > 3122 HTT,

AL

1. outside/ X —7 T4 A%ZTLIZRTR1EDPPPoELEY 2 3 VI TICEIIE N TVWET, NN
YOTY TRy avETA RIVIRETT,

<#root>

firewall#

show vpdn sessi on pppoe state

PPPoE Session Information (Total tunnels=1 sessions=1)

SessID TunID Intf State Last Chg

13 3 outside SESSION UP 72 secs




firewall#

show vpdn pppi nterface

PPP virtual interface id = 1
PPP authentication protocol is PAP
Server 1ip address is 10.10.1.1

Qur ip address is 10.10.1.10

Transmitted Pkts: 60, Received Pkts: 60, Error Pkts: O
MPPE key strength is None
MPPE_Encrypt_Pkts: 0, MPPE_Encrypt_Bytes: 0
MPPE_Decrypt_Pkts: 0, MPPE_Decrypt_Bytes: 0O
Rcvd_Out_Of_Seq_MPPE_Pkts: 0

PPP virtual interface id = 2 was del eted and pendi ng reuse

2.outside/ X —7 I A4 A& LERTRINOPPPoELE Y > a U (WBA U RA—TIAAEE
FUIODOEERZEICKY) ) RBMUET, outside24 > RF—T7 I 4 A& LIERTR2A D
PPPoEt Y 3 AfEIAIEhET,

Syslog:

<{froot>

Mar 14 2026 23:40:50: %ASA-3-403503: PPPoE:PPP Tink down:Peer not responding
Mar 14 2026 23:40:50: %ASA-3-403503: PPPoE:PPP Tink down:
Mar 14 2026 23:40:50: %ASA-3-403503:

PPPoE: PPP | i nk down: LCP down

Mar 14 2026 23:40:50: %ASA-6-603109:

Teardown PPPCE Tunnel, tunnel _id = 3, renote_peer_ip = 10.10.1.1

Mar 14 2026 23:40:50: %ASA-6-305009: Built static translation from outside:0.0.0.0 to inside:0.0.0.0
Mar 14 2026 23:39:44: %ASA-4-411002:

Li ne protocol on Interface G gabitEthernet0/0, changed state to down



Mar 14 2026 23:39:44: %ASA-7-713906: IKE Receiver: Interface 3(outside) going down
Mar 14 2026 23:39:44: %ASA-3-317012: Interface IP route counter negative - GigabitEthernet0/0
Mar 14 2026 23:39:44: %ASA-6-317078:

Del eted STATIC route 0.0.0.0 0.0.0.0 via 10.10.1.1 [1/0] on [outside] [G0/0] tableid [O]

Mar 14 2026 23:39:44: %ASA-7-110007: Del Entry:0.0.0.0/0.0.0.0 nh:10.10.1.1 nh_cnt:1 flags:0 timestamp:
Mar 14 2026 23:39:48: %ASA-6-622001:

Removi ng tracked route 0.0.0.0 0.0.0.0 10.10.1.1, distance 1, table default, on interface outside

Mar 14 2026 23:39:48: %ASA-6-305009: Built static translation from outside2:0.0.0.0 to inside:0.0.0.0
Mar 14 2026 23:39:48: %ASA-6-603108:

Bui It PPPOE Tunnel, tunnel _id = 4, renote_peer_ip = 172.16.1.1, ppp_virtual _interface_id = 2, client_dyr

Mar 14 2026 23:39:48: %ASA-6-317078: Deleted CONNECTED route 172.16.1.10 255.255.255.255 via 0.0.0.0 [O
Mar 14 2026 23:39:48: %ASA-6-317077:

Added STATIC route 0.0.0.0 0.0.0.0 via 172.16.1.1 [10/0] on [outside2] [GO0/1] tableid [0]

Mar 14 2026 23:39:48: %ASA-7-110006: Add Entry:0.0.0.0/0.0.0.0 nh:172.16.1.1 nh_cnt:1 flags:0 timestamp

firewall#

show vpdn sessi on pppoe state

PPPoE Session Information (Total tunnels=2 sessions=1)

SessID TunID Intf State Last Chg
13 3 outside PADI_SENT O secs
14 4 outside2 SESSION UP 82 secs
firewall#

show vpdn pppi nterface

PPP virtual interface id 1 was del eted and pendi ng reuse

Il
N

PPP virtual interface id



PPP authentication protocol is PAP
Server 1ip address 1is 172.16.1.1

Qur ip address is 172.16.1.10

Transmitted Pkts: 56, Received Pkts: 56, Error Pkts: O
MPPE key strength is None
MPPE_Encrypt_Pkts: 0, MPPE_Encrypt_Bytes: 0O
MPPE_Decrypt_Pkts: 0, MPPE_Decrypt_Bytes: 0O
Rcvd_Out_Of_Seq_MPPE_Pkts: 0

firewall#

show route

Codes: L - Tocal, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS dinter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF, BI - BGP InterVRF

Gateway of last resort is 172.16.1.1 to network 0.0.0.0

S 0.0.0.0 0.0.0.0 [10/0] via 172.16.1.1, outside2

S 172.16. 253. 0 255.255.255.0 [1/0] via 172.16.1.1, outside2
C 192.168.1.0 255.255.255.0 1is directly connected, inside

L 192.168.1.1 255.255.255.255 is directly connected, inside

3.PCOIP7 RL A192.168.1.2A*510.10.253.2&172.16.253 2 A\ D/\NT Y R IEEEThET, X
AONADEENFRRAT, IXTONT Y Moutside24 > Z2—7 I 4 ABHTEEEhET,
£, PATIC& V), ¥ 7F vcapo2 TREHNA >V EZ—TILADIPFRLA (YYEYT&h
EPRLR) ARDES CRRENET,

<tfroot>

Mar 14 2026 23:46:07: %ASA-6-305011:

Built dynamic ICWP translation frominside: 192.168. 1. 2/ 2677 to outside2:172.16. 1. 10/ 2677



Mar 14 2026 23:46:09: %ASA-6-305011:

Built dynamic ICVWP translation frominside:192.168. 1.2/2678 to outside2:172.16.1. 10/ 2678

firewall#

show cap

capture capo type raw-data interface outside [Capturing - 0 bytes]
match icmp any host 10.10.253.2
capture capo2 type raw-data interface outside2 [

Capturing - 912 bytes

]
match icmp any host 172.16.253.2
match icmp any host 10.10.253.2

firewall#

show cap capo2

8 packets captured

1: 23:46:07.533694

172.16.1.10 > 172.16.253. 2 icnp: echo request

2: 23:46:07.541842

172.16.253.2 > 172.16.1.10 icnp: echo reply

3: 23:46:08.534075 172.16.1.10 > 172.16.253.2 icmp: echo request
4: 23:46:08.540621 172.16.253.2 > 172.16.1.10 icmp: echo reply
5: 23:46:09.773031

172.16.1.10 > 10.10.253.2 icnp: echo request

6: 23:46:09.780034

10.10.253.2 > 172.16.1.10 icnp: echo reply

7: 23:46:10.773946 172.16.1.10 > 10.10.253.2 icmp: echo request
8: 23:46:10.778569 10.10.253.2 > 172.16.1.10 icmp: echo reply



A NBAVBE—TITAAZERATD/NAHNEEL., RTRINOPPPoEL Y > a3V A BHBIEIhE
T, outside24 > RX—T7 I A R&ENLIEEY S 3 2IE, pending reuse statelcBITL £ 9,

<#froot>

firewall#

show vpdn sessi on pppoe state

PPPoE Session Information (Total tunnels=1 sessions=1)

SessID TunID Intf State Last Chg
17 3 outside SESSION UP 89 secs
firewall#

show vpdn pppi nterface

PPP virtual interface id = 1
PPP authentication protocol is PAP
Server 1ip address is 10.10.1.1

Qur ip address is 10.10.1.10

Transmitted Pkts: 58, Received Pkts: 58, Error Pkts: O
MPPE key strength is None
MPPE_Encrypt_Pkts: 0, MPPE_Encrypt_Bytes: 0O
MPPE_Decrypt_Pkts: 0, MPPE_Decrypt_Bytes: 0O
Rcvd_Out_Of_Seq_MPPE_Pkts: 0

PPP virtual interface id = 2 was del eted and pendi ng reuse

firewall#

show rout e

S 0.0.0.0 0.0.0.0 [1/0] via 10.10.1.1, outside



C 192.168.1.0 255.255.255.0 1is directly connected, inside
L 192.168.1.1 255.255.255.255 is directly connected, inside

Syslog:

<{froot>

Mar 15 2026 00:04:36: %ASA-4-411001:

Line protocol on Interface G gabitEthernet0/0, changed state to up

Mar 15 2026 00:05:27: %ASA-6-603108:

Bui |t PPPOE Tunnel, tunnel _id = 3, renpte_peer_ip = 10.10.1.1, ppp_virtual _interface_id = 1, client_dyn:

Mar 15 2026 00:05:35: %ASA-6-622001:

Addi ng tracked route 0.0.0.0 0.0.0.0 10.10.1.1, distance 1, table default, on interface outside

Mar 15 2026 00:05:35: %ASA-6-603109:

Tear down PPPCE Tunnel, tunnel _id = 4, renpote_peer_ip = 172.16.1.1

Mar 15 2026 00:05:40: %ASA-6-622001:

Renmovi ng tracked route 172.16.253. 0 255.255.255.0 172.16.1.1, distance 1, table default, on interface ot

Mar 15 2026 00:05:40: %ASA-6-317078:

Del et ed STATIC route 172.16.253.0 255.255.255.0 via 172.16.1.1 [1/0] on [outside2] [G0/1] tableid [O]

5.PCIP7 RL A192.168.1.2H 510.10.253.28 £ V'172.16.253.2AD/\NT v NE. AEpA > 2 —
TIAA(XAVNRA)ZBNLTHEBFBENET, £/o, PATICKY ., F¥ 7 F rcapolc k> TH
HAVEB—TIAADIPTRLA(XYETENETRLA) A RENET,

<ffroot>

Mar 15 2026 00:17:27: %ASA-6-305011:

Built dynamic ICVWP translation frominside: 192. 168. 1. 2/ 2685 to outsi de: 10. 10. 1. 10/ 2685



Mar 15 2026 00:17:29: %ASA-6-305011:

Built dynamic ICVWP translation frominside:192.168. 1. 2/2686 to outside: 10. 10. 1. 10/ 2686

firewall#

show capture

capture capo type raw-data interface outside [

Capturing - 912 bytes

]
match icmp any host 10.10.253.2
match icmp any host 172.16.253.2
capture capo2 type raw-data interface outside2 [Capturing - 0 bytes]
match icmp any host 172.16.253.2
match icmp any host 10.10.253.2

firewall#

show capture capo

8 packets captured

1: 00:17:27.680247

10.10. 1. 10 > 10.10.253.2 icnp: echo request

2: 00:17:27.688761

10.10.253.2 > 10.10.1.10 icnp: echo reply

3: 00:17:28.680415 10.10.1.10 > 10.10.253.2 1icmp: echo request
4: 00:17:28.683405 10.10.253.2 > 10.10.1.10 icmp: echo reply
5: 00:17:29.732673

10.10.1.10 > 172.16.253.2 icnp: echo request

6: 00:17:29.739799

172.16.253.2 > 10.10.1.10 icnp: echo reply

7: 00:17:30.732979 10.10.1.10 > 172.16.253.2 icmp: echo request



8: 00:17:30.736656 172.16.253.2 > 10.10.1.10 icmp: echo reply

8 packets shown

3
P=

N—TATDEERF, BEOEHKICEERAEhERA, TOLY, BFOEKE. &ViETA
NANFERAAEICEZ>TE, "HVW, NAZEALGETERT, EBRICE. -T2 T0EER
HENRSTEMENBYNET, ILWNRAZERATDIRSICT7FATIOA—IICETRTBDICE
AT AT ARIRNRAN—ZBMICT B L ZREFFLTLKEEL, floating-conn
timeout A % T, EOMADEICHREENTVWRHE, KYBETYRIL—NERTREICED L,
CORALTINIE>TEGABALUSH, KYBUBIIL—NEERTRIRSICERZERILT
& E¥ 9, https://www.cisco.com/c/en/us/td/docs/security/asa/asa-cli-reference/T-Z/asa-command-
ref-T-Z/m_ta-tk.html®floating-conn MFRAEZSHL T LEE V),

FlexConfigZ L TEAET AN RZHIRELFIERTS
FE

FlexConfigic &k 2 TEAETNEREZEIBRELFIEMCITDICE, ROFIEERTITILEN D
VXTI,

1. negation 1~ > RZ{#H L TFlexConfigZZ X D IEF THEK L . TypeZPrependlCi&EL FT

o

« NSYIOATSITOMNADOSROHBIR
« NSYOATITUNDHIK
« SLAF7 2T NDHIBR

O—RITFVIBRVPPPOEITZA T NIL—NNSYXRTRERALETOT147 -
TATRAREDOLEOICERE NEREDHIERSG


https://www.cisco.com/c/ja_jp/td/docs/security/asa/asa-cli-reference/T-Z/asa-command-ref-T-Z/m_ta-tk.html
https://www.cisco.com/c/ja_jp/td/docs/security/asa/asa-cli-reference/T-Z/asa-command-ref-T-Z/m_ta-tk.html

Edit FlexConfig Object

Name:

[ pppoe_remove_configl ]

Description:

| |

A Copy-pasting any rich text might introduce line breaks while generating CLI. Please verify the CLI before deployment.

i Deployment: [Once v ] Type: | Prepend b l

int el/2

route track

reachabilicy

Flexonfig DB V) 7k L 1

O—RITFVT2ERLBVWTIT 1 TIAZYNATTRED 28 IZBRE 1z 3R E O HIRR S

Edit FlexConfig Object

Name:

[ pppoe_remove_config2 ]

Description:

[ |

A Copy-pasting any rich text might introduce line breaks while generating CLI. Please verify the CLI before deployment.

Deployment: [Once v ] Type: | Prepend v

int el/3

ne pppoe client secondary Track

no track 2 rtr 2 reachability

ne sla monitor 2
Flexonfig ® Hl k2

2. AT Y T1THER L fnegation 7> T U N &FlexConfig’lR U > —ICEBMUL £9, PPPOEIN
REBMTZDATZDIIORMEIBREN, RUP—ICHFELEVCEZRRBLET,



[ Preview cantig | [ cancat

1 Daseri
Policy Assignments (1)
CRTETT PR FiexConfig Object Tl Salected Prepand FlexConfigs
=) # Home Description
1 pppoeremove config?
“BOMHCPVE_
=T DHCPVE | MConFigury
DRS.
o DHS_UnConfigure
"
-7 Selected Append FlexConfigs
& Hama Doscription

"B inspect _IFwE,_Configure
o Inspect Py UnConfigure

"BISIS Configure

s
niSIS intertace Confiouration

FlexConfigHlIBR7R 1) > —

3. RUI—ZREL. CLITON> ROHIRRZERRBLE T,

4. ATYT1THERLEBEAT S T N%EFlexConfigih) > —A SHIKRL., BEBLET,

ZHRER

» Cisco Bug ID CSCwt39430 “.

"ENH:FMC UITFTDA > &% —7 T 4 AODHCP/PPPOEY &
AT7VREEIN REYTIAN Y REHR—NT B,



https://tools.cisco.com/bugsearch/bug/CSCwt39430
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