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ASA ACME Client ACME Server

(1) Initiate certificate request for fi-asav.example.com

(2) HTTP-01 Challenge: put xyz at http://fi-asav.example.com/abc

-

{3) Prepare Challenge Response

ASA Web Service

{4) Port 80 web query for challenge (http://fi-asav.cisco.com/abc)
=

(5) xyz

ASA ACME Client

(6) Issued certificate

&
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ASDMAN MOACME%E #

1. %LU VIDRIRAZE ZEBML KT,

« Configuration > Remote Access VPN > Certificate Management > Identity Certificates® JIE(Z

BEHLET,
« AddRZ>%&21)Y 2L, Add a new identity certificateZiZR L £,

File View Tools Wizards Window Help Type topic to search GO || ' 'l |
. 1] L) L]
@ Home Céi; Configuration D Monitoring Q Save @-Reﬁesh o Back J Forward ag} Help CISCO
Device List | Bookmarks Configuration > Remote Access ¥PN > Certificate Management > Identity Certificates (|
| Device List @ B x
Issued To Issued By Expiry Date Associakted Trustpoinks Usage Public kKey Type | I Add |

4 add {7 Delete B Connect

Ch=Qual¥adis Roa.. . [Ch=Cuo¥adis Ro... [18: U ... | _SmartCalHome_ServerCaZ General Purpose |RSA (4026 bits) show Details

Find: Go
oY . . Dot
Add ldentity Certificate X o
Trustpaoink Mame: private_acme Install
Remote Access VPN o R () Import the identity certificate from a File (PKCS12 format with Certificates)+Private Key): Re-Enrol
% Tntroduction )
=l Hetwork (Client) Access Decryption Passphrase:
)L Ef Clientless S5L VPN Access File to Import From: Erowss, ..
+-pg SAf/Local Users
+-f4 Posture (for Secure Firewall)
—|-[EY Certificate Management
CA Certificates Key Pair: <Defaul-R5A-Key = w Showe... Mew...
% Trusted Certificate Pool | Certificate Subjeck DN:  CN=Fj-asav Select..
& Code: Signer Find:[ | [] Generate self-signed certificate
Language Localization
22 | nad Balancing Cerkificate Act as local certificate authority and issue dynamic certificates to TLS-Prowxy
{8 DHCP Server
= oS Send tf
0| Advanced Repea Advanced...
Enable C4 flagin basic constraints extension
‘Weak Cryphg
[ permit
] Add Certificate Cancel Help
% Device Setup Public CA End

Get your Cisco ASA seourity appliance up and running quickly with an 551 Advantage digital certificate from Entrust, Entrust offers Cisco customers a special promotional
g} Firewall price for certificates and trial certificates For testing.

Remote Access VRN
Sike-to-Site WP

ﬂ) Device Management

Enroll ASa S5 certificate with Entrust
Using a previously saved certificate signing request, enroll with Entrust,

ASDM Identity Certificake Wizard

Apply Reset

%

adwint 15 ErlEg & 2017025 10:29:08 PMUTC

ACME%&$ASDM IDFEHA &,

2. IDREFAEDFQDNZEEL £9,

« Advanced’RZ>%Z01)YOLET,
« Certificate Parameters 2 7' T, SEBAZEIC S ERFQDNEEEL T,



Advanced Options b

Enrollment mode paramekers and SCEP challenge password are not available For self-signed certificates.

Certificate Parameters  Eprollment Mode  SCEP Challenge Password

FODM: Fi-asav.example. com

Additional FQDMs:
E-mail:
IP Address:

[ ] Include serial number of the device

0] 4 Zancel Help

ACMEZ#ASDM FQDN,

I BJZONIINELTACMEZERLET,

« Enrollment Mode® 7 TRequest from CAZ 7’ 3> &BIRL £ T,
s RERAVEZ—T I/ AZEEL, BR7OMIILEL TacmeZEIRLET,



Advanced Options

X

Enrollment mode parameters and SCEP challenge password are nok available for self-signed certificates.

Certificate Parameters  Enrollment Mode  SCEP Challenge Password

() Request by manual enrollment

(@) Request from a CA

Source Interface: |outside

e

Enrolment Protocol : | acme « | [ | Let's Encrypt  https: /|

Authentication Metho

Key Pair: (@) RSA

. acme

[ ] Regenerate the key pair

[ ] Install Ca Certificate

iZ#& Certificate:

[ ] Auto Enroll Auto Enroll Lifetime

Modulus ;512

ik,

ACMEX$&ASDM acme7’' O N )L, EIR

(10-9971%

Cancel

w | futhentication Interface: |-- None -- o

Browse Certificate

futo Enroll Regenerate Key

Help

4. "NT VY OCAZBEILLEL &S5, TERIDAABICHL T, "BEHLELLS, &8
RLET, ThUNDOBEEE. ACMEERZ7ONIINZHR—NTBRHNIPCAOURLEIEELET
o é5L:\ %ﬁ4>7—7147\2;‘5ib¥3’0



7: TLet'sEncrypty FIVIRY DAZEAICTDE, Y—/NOURLYIBEMICADE
nE9,

Source Interface: outside e

Enrollment Protocal :  acme « | [ ] Let's Encrypt | https:jf |.com:4001/acme/acme/directory

Authentication Method:  http01 - Authentication Interface: | oukside et




5. CARLEHEZ A AR —ILZET,

Install CA Certificate A 7’> 3 ICF IV ION—I 2 ANT VR HEE., AMASERITIDELD
CADIIAE# T Y 7TO— RTBURENFHVYET,

~ ECATERRENLUBINDA VAN —ILELERFRNZARNT=IRAOEFITI77AT 0+ —)LIC
TTILEELTVREHAR, COAT>a>aFIvITa2H4EEHY) EH A, Install CA
Certificate F I Y ORY DAILF IV IOR—D%FHFHEVEERICLET,

™ 5% Let's Encrypt® JL— R CASERI 2 (% Secure FirewalllE 7 —LIC T T BTN TV B 10
. Let's Encrypt#A 7’2 3 > %&iBIR T BRIk, Install CA CertificateF T Y V7 RY JADF T ¥
HR—OEALEEECLTBEET,

m Advanced Options X

Enrolment mode parameters and SCEP challenge password are not available For self-signed certificates.

CertFicate Parameters Envolment Mode  SCEP Challenge Password

() Request by manual enroliment
() Request From a CA
Source Interface: |outside w

Enrollment Protocol 1 | scme « | [ | Lets Encrypt  htkps:)| ca-scme.examplefcom: 4001 acme):

Autherticabion Method: httpDl « | Authenbication Inkerface: | outside "

Key Par: (®)RSA (JECDSA  Moduus: 512

|+ Regenerabe the key pair

[+] Install CA Certificate

CA Certificate: | C:\Users\AdministratoriDesktoplsubca_acme_pri Browse Certificabe

|| futo Ereoll Auko Enrodl Lifebime = |80 | (10-99)% | | Auto Enroll Regenerabe Key

a4 Caricel Help




6. (#7732 ) IDALAEOCEHBEREBMICLET,
Auto EnrollF T Y 7Ry 9 A& A2 L T, Auto Enroll LifetimelC/N—E>F—2 #BELE T,

COBBEICKY), FEHENHRYNICEDFICEINICEFTFENET, COBEISICK2T, i
EOEMERNYNDEICEFRTOCANBHBENZDBEN REVET, HEXE. 80 %IZHE
TRE, AAENEVHBENS0 %IELEEEICEHF7OLANBBEIAET,

[} Advanced Options pot

Enrollment mode parameters and SCEP challenge password are not available for self-signed certificates.

Certificate Parameters  Enrollment Mode  SCEP Challenge Password
() Request by manual enrollment
(@) Request from a CA
Source Inkerface; oukside e

Enrolment Protocol : | acme « | [ | Let's Encrypt  https:ff https:/ca-acme. example . com:4001

duthentication Method: | hktpdl - | Authentication Interface: | -- Mone -- "

kKey Pair: (@ RSA ( )ECDSA  Modulus: 512

Install CA Certificate

A Certificake: | Cri\Users\administrator Deskboplsubca_acme, crt Browse Certificate

Auto Enroll  Auto Enroll Lifetime @ (80 |{10-99% [ ] Auto Enroll Regenerate Key

2K, iZancel Help

7.0K20)Y L, REEZRFELET,



X1 TF7T77A4T7O+—)LASACLIZFERH L ZACME% %

1.MLWRSANRA NEERLET,
RSARRKRA N EERL, BE 7O EL TacmeZEBEELET,

<{froot>

asav(config)# crypto ca trustpoint private_acme
asav(config-ca-trustpoint)# enrollment protocol ?

crypto-ca-trustpoint mode commands/options:

acrme Automatic Certificate Managenent Environment

cmp Certificate Management Protocol Version 2
est Enrollment over Secure Transport
scep Simple Certificate Enrollment Protocol

2. RXA 2V HIHZTERIT B O DOFFREICHTTP-01 X ZERL 9,

asav(config-ca-trustpoint)# enrollment protocol acme authentication ?

crypto-ca-trustpoint mode commands/options:
http0l Use the HTTP-01 method, which opens port 80 on the specified
interface

3. ACME CA& LU TlLet's EncryptZ#IRLEF, ACMEZ’ORNINZHR—K~TBRNOCAZEHA
TRHEEE. BUBURLEEELET,

asav(config-ca-trustpoint)# enrollment protocol acme url ?

crypto-ca-trustpoint mode commands/options:
LINE < 477 char URL
LetsEncrypt Use the Let's Encrypt CA



7 : LetsEncrypt¥—"T— R&ZFRET S &, Let's Encryptth—/NURLA BEINICA D E h
£9,

4. RSAFT—ART, TLEHRX A B(FQDN), BLUVABRENH TSIV RNBEERELET,

crypto ca trustpoint private_acme

enrollment interface outside

enrollment protocol acme authentication http0l outside

enrollment protocol acme url https://ca-acme.example.com:4001/acme/acme/directory
fgdn fj-asav.cisco.com

subject-name CN=fj-asav.example.com

keypair rsa modulus 4096

auto-enroll 80 regenerate

crl configure



5. NZGARRAY NEREREL KT,

§ﬁEf%#t*1777477#—%[??[@&?6%é\it@mmEmmeﬁﬁbT
WBEER. COFIBEFERAFY STEET,

asav(config)# crypto ca authenticate private_acme

Enter the base 64 encoded CA certificate.

End with the word "quit" on a line by itself
MIIBwzCCAWqgAwIBAgIQedxaTD0J1G6tLgAGti6tizAKBggghkjOPQQDAjASMRAW
DgYDVQQKEwdjYS1hY21TMRgwFgYDVQQDEW9jYS1hY211IFJIvb3QgQOEWHhcNMjQx
[truncated]
ADBEAiB7S4YZfn0K82K2yz5F5CzMe2t98LCpLRzoPIXMo7uml1AIgH+K8EZMLStLN

AJQop1ycIENo5D7kUmVrwUBBjREQVII=
----- END CERTIFICATE-----

INFO: Certificate has the following attributes:
Fingerprint: 40000000 40000000 40000000 40000000
Do you accept this certificate? [yes/no]: yes

Trustpoint CA certificate accepted.

6. AAZZZEHZRLET,

asav(config)# crypto ca enroll private_acme

% Start certificate enrollment ..

% The subject name in the certificate will be: CN=fj-asav.cisco.com

% The fully-qualified domain name in the certificate will be: fj-asav.example.com

% Include the device serial number in the subject name? [yes/no]: no

Request certificate from CA? [yes/no]: yes

=3
=1

ASAICA >V AN—=)LENABEORTR

ABAENFBRENATVWD S E, EMBZBRELET,

asav# show crypto ca certificates private_acme



CA Certificate

Status: Available

Certificate Serial Number: 79d0000000000000000000008b
Certificate Usage: General Purpose

Public Key Type: ECDSA (256 bits)

Signature Algorithm: ecdsa-with-SHA256

Issuer Name:

CN=ca-acme Root CA

O=ca-acme

Subject Name:

CN=ca-acme Intermediate CA

O=ca-acme

Validity Date:

start date: 23:20:19 UTC Nov 26 2024

end date: 23:20:19 UTC Nov 24 2034

Storage: config

Associated Trustpoints: private_acme

PubTlic Key Hashes:

SHA1 PublicKey hash: 8c82000000000000000000000000000000000077
SHA1 PublicKeyInfo hash: 974c0000000000000000000000000000000009el

Certificate

Status: Available

Certificate Serial Number: 666000000000000000000000000000be
Certificate Usage: General Purpose

Public Key Type: RSA (4096 bits)

Signature Algorithm: ecdsa-with-SHA256

Issuer Name:

CN=ca-acme Intermediate CA

O=ca-acme

Subject Name:

CN=fj-asav.example.com

Validity Date:

start date: 20:51:00 UTC Feb 14 2025

end date: 20:52:00 UTC Feb 15 2025

renew date: 16:03:48 UTC Feb 15 2025

Storage: immediate

Associated Trustpoints: private_acme

PubTlic Key Hashes:

SHA1 PublicKey hash: e6e00000000000000000000000000000000089a
SHA1 PublicKeyInfo hash: 5e30000000000000000000000000000000009f

syslog 1 X2 b

ACMEZORINZFEAL TAIAERRICEETDARINEFYTFY IS, EF1T7774
ToOA—=)LOFL Wsysloghd V) £9,

« 717067:ACMERIFAE R BN BHBE B2/ I JICHT2EREZERHULET

%ASA-5-717067: Starting ACME certificate enrollment for the trustpoint <private_acme> with CA <ca-acme.



« 717068:ACMESIFHEEZEN R L R ICE T2 ERERHELE T,

%ASA-5-717068: ACME Certificate enrollment succeeded for trustpoint <private_acme> with CA <ca-acme.exal

« 7T17069:ACMEE RN KL LZED0HBREREL £,

%ASA-3-717069: ACME Certificate enrollment failed for trustpoint <private_acme>

« 717070 : REFAB R R R CBFAIAZSOEFROF—RTICEITIHEHRERHEL KT,

%ASA-5-717070: Keypair <Auto.private_acme> in the trustpoint <private_acme> is regenerated for <manual>

NZ7IL2a1—b
ACMESIHEDREH XML - BEE. ROFIEERNL THEEREL. BRALET,

s H—N\DEFEZWEBTD . X 21T7T77AT I F—I)LFACMET—=/NICEY KD —D
TENTVWBEEERLET, BEEZ7OYILTVBRRY ND—UDOBBER I 7AT I+
—)LRAN TN EZERELET,

 Secure Firewall®d RX A BN BRTBETH D & ZHFEL E T, Secure FirewalllZFREE
NTVBRXSENACMEY —/NTHARUETHD L ZHBABLET, ORI, T—
NP ERZERIETDIEHICEETT,

RXAFBHEOER : RSANRA U NTEEENLEIXRNTORXSEN FITT7
AT IA=)ICE2TAHABEENTVWD CEZBERLET, Chiky), ACMEHY—/VIF RX
1V DOFBEEERIETEET,

NZTIND1—FT142T0HOIIUR
AFMCOVTEE, XDdebugdNYY ROEDZREL KT,

* debug crypto ca acme <1-255>
* debug crypto ca <1-14>

— R EACMERFE TS — :
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BYIE 5 ¥
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Cisco VPN X157 1,

CHSTIEATREETEET,
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