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Client ----- [Interface: MNG] Firewall [Interface: OUT] ----- Server
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ASDM > Configuration > Firewall > Advanced > ACL Manager

] ] Edit ACE

Action: D Permit Deny

i Source Criteria

Source: any
Liger:

Security Group

Destination Criveria

Destination: any
Security Group:

|

i Service: udp/domain
Description:

Enable Logging
| Logging Level:  Default (%]

Maore Options
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ASDM > Configuration > Firewall > Service Policy rules
[ ] ] Add Service Polley Rule Wizard - Sarvice Palicy

Adding a new service policy rule requires three steps:

Step 1: Configure a service palicy.

Step 2: Configure the traffic classification criteria for the service policy rule.
Step 3: Configure actions on the traffic classified by the service policy rule.

Create a Service Policy and Apply Ta:

Cinly one service policy can be configured per interface or at global level. If a service policy already exists, then you
can add a new rule into the existing service pollcy. Otherwise, you can create a new service policy.

O Interface: | MNG - (create new service policy) B8
Policy Mame: MMG-policy
Description:
Drop and log unsupported IPvE to IPYG traffic

Global = applies to all interfaces

Policy Mame: global policy
Description

Drop and log unsupported IPvG o IPvG traffic

< Hack Mext = Cancel Help
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[ ] [ ] Add Service Policy Rule Wizard - Traffic Classification Criteria

D Create a new traffic class:  MMWG-class

Description (optional):
Traffic Match Criteria
Default Inspection Traffic
Source and Destination IP Address (uses ACL)
Turnnel Groug

TCF or UDF or SCTP Destination Port

RTF Range
IF DffSery CodePolnts (DSCF)
IF Precedence
Any traffic
Use an existing traffic class: TEST

Use class-default as the raffic class,

If rraffic dees not match a existing traffic class, then it will match the class-default traffic class. Class-default can
be used in catch all situation.

< Back Mext > Cancel Help
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| N ] Add Service Policy Rule Wizard - Traffic Match - Source and Destination Address

Action: Match Do not match
Existing ACL: ) ExistingACL | DNS_TIMEOUT 2]

Source Criteria
Source:

User:

Security Group:

Destination Criteria
Destination:

Security Group:

Service: ip

Description:

< Back Mext = Cancel Help
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Provocol Inspection  Connection Settings

Maximum Connections

Maximum TOPF, UDP and SCTF Connections:
Maxirmum Embryonic Connections:

Maximum Per Client Connections:

Maxirmum Per Client Embryanic Conneclions: Default (0)

TCP Syn Cookie M55 1380

Connection Timeout Parameters

Embryonic Connection Timeout:  Default (0:00:305

Half Closed Connection Timeout: Default (0:10:00)

Qos

Default (0)
Default (03

Default (0}
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(48 - 65535) Default: 1380
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MetFlow  LISer Statistics

Idle Connection Timeout: (0:37-00

| %3

Send reset to TCP endpoints before timeout
Dead connection detection:

Bétrigt: S Timseout Lhetaudt 00 1 5: 0
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Finish

Add Service Policy Rule Wizard - Rule Actions

Cluster

Randomize Sequence Mumber

Randarmize the sequence aumb
TCPR/IF packets. Disable this fe
only iIf another inline ASA is als
(] randomizing sequence number:
the result is scrambling the dat
Disabling this feature may leay
systems with weak TCP Sequen
nurmber randormization vul meral

TCP Maormalization
Use TCF map

TP Map

Time o Live
Decrement time to live for a co

Advanced Options

Skip TCF or SCTP state tracking anc

sequence checking when traffic flon
arrnce tha &TA

Cancel Help
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ACL :

Class-map:

DZAXI Y 7MNGI T A
match access-list DNS TIMEOUTON > R

Policy-map:

access-list DNS_TIMEOUT extended permit udp any any eq domain~ >/ R
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set connection timeout idle 0:37:00

AVBR—TIAAICR)—I V72 BRALET,
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ASA CLI >4 &—7 JL®E— R> show conn long

5 : show conn long address 192.168.1.1

UDP MNG: 192.168.1.1/53 (192.168.1.1/53) OUT: 10.10.10.30/63327 (10.10.10.30/63327), flags
-, idle 17s, uptime 17s, timeout 2m0s, bytes 36

UDP MNG: 192.168.1.1/53 (192.168.1.1/53) OUT: 10.10.10.30/62558 (10.10.10.30/62558), flags
-, idle 40 s, uptime 40 s, timeout 2m0 s, bytes 36

RER, TARILEZALTINDREZHEETEXRT,

51 : show conn long address 192.168.1.1

UDP MNG: 192.168.1.1/53 (192.168.1.1/53) OUT: 10.10.10.30/63044 (10.10.10.30/63044), flags
-, idle 8s, uptime 8s, timeout 37m0s, bytes 37

UDP MNG: 192.168.1.1/53 (192.168.1.1/53) OUT: 10.10.10.30/63589 (10.10.10.30/63589), flags
-, idle 5s, uptime 5s, timeout 37m0s, bytes 41
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https://www.cisco.com/c/en/us/td/docs/security/asa/asa98/configuration/firewall/asa-98-firewall-config/conns-connlimits.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa98/configuration/firewall/asa-98-firewall-config/conns-connlimits.html
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