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interface g0/0

ip address 198.51.100.1 255.255.255.0
nameif OUTSIDE

N7 ASATDIKEV2/NZ X—Z DFXE

IKE#EHZD 7 I —KINTX—BZERITDIKEV2ZR) > —Z KL T,

crypto ikev2 policy 1 (The number is locally significant on the device, this determine the order i
encryption aes-256 (Defines the encryption parameter used to encrypt the initial communication
integrity sha256 (Defines the integrity used to secure the initial communication between the
group 21 (Defines the Diffie-Hellman group used to protect the key exchange between d
prf sha256 (Pseudo Random Function, an optional value to define, automatically chooses
Tifetime seconds 86400 (Controls the phase 1 rekey, specified in seconds. Optional value, as the de

RZ714YVDRBIEFEATEZ T I—R2NTX—REZERTDIKEV2 IPsec7 OR—HIL &R
LET,

crypto ipsec ikev2 1ipsec-proposal NAME (Name is locally signicant and 1is used as a refer
protocol esp encryption aes-256 (specifies that Encapsulating Security Payload an
protocol esp integrity sha-256 (specifies that Encapsulating Security Payload an

IPsec7’OR—HI)IEEEIPsec7 A7 7 AN EERLET,

crypto ipsec profile NAME (This name is referenced on the Virtual-Template Interface
set ikev2 ipsec-proposal NAME (This is the name previously used when creating the ipsec-

W=TNYIBLRPREBTTL—R2E—T T4 ADERK

interface loopback 1
ip address 172.16.50.254 255.255.255.255 (This IP address 1is used for all of the Virtual-Access



nameif LOOP1l

interface Virtual-Template 1 type tunnel
ip unnumbered LOOP1

nameif DVTI

tunnel source Interface OUTSIDE

tunnel mode ipsec ipv4

tunnel protection ipsec profile NAME

(Borrows the IP address specified in Loopbackl for a

(Specifies the Interface that the tunnel terminates
(Specifies that the mode uses ipsec, and uses 1ipv4)
(Reference the name of the previously created 1ipsec

RZRIWITN—TZHERL., IKEV2ZRIUZK DT R RILABR—T I A RIPET

RNZAXTD

RZRILWTIN—TZERL T, RORILDERATERAFEZIBELET,

tunnel-group DefaultL2LGroup ipsec-attributes
virtual-template 1

ikev2 remote-authentication pre-shared-key ciscol23
ikev2 local-authentication pre-shared-key ciscol23

ikev2 route set Interface

N7 ASATOEIGRPIL—F 1 T DFRE

router eigrp 100

('DefaultL2LGroup' 1is a default tunnel-group
(This command ties the Virtual-Template previ
(This specifies the remote authentication as
(This specifies the local authentication as a
(Advertises the VTI Interface IP over IKEvV2 e

network 172.16.50.254 255.255.255.255 (Advertise the IP address of the Loopback used for the Vi

AR—IASADA VR —T T4 ADEKE
WANA B —T T4 AZHRELET,
interface g0/1

ip address 203.0.113.1 255.255.255.0
nameif OUTSIDE-SPOKE-1

LANA B —T7 I A AZH’RELEXT,

interface g0/0
ip address 10.45.0.4 255.255.255.0
nameif INSIDE-SPOKE-1



W=TNYO422—TIAAEZRELET,

interface loopbackl
ip address 172.16.50.1 255.255.255.255
nameif Loopl

AR—TASATDIKEVZEESL/NT X —X DERE

NTONTA—BRE—HTBIKEV2IRU > —&ERLET,

crypto ikev2 policy 1
encryption aes-256
integrity sha256
group 21

prf sha256

Tifetime 86400

NTDOINTA—RIZ—FHTBIKEV2 IPsec7’ OR—Y I ZERLET,

crypto ipsec ikev2 ipsec-proposal NAME (Name is locally signicant, this does not need to matc
protocol esp encryption aes-256
protocol esp integrity sha-256

IPsec7’ OR—HI)IEEEIPsec7 A7 7 AN EERLET,

crypto ipsec profile NAME (This name is locally significant and is referenced in the SVTI
set ikev2 ipsec-proposal NAME (This is the name previously used when creating the ipsec-propo

AR—=DASATDAZTAY JRBRVRINA2EZ—T I A ADRKRE

NTEZRAVRNTBAZT AV VRBRVRILAVE—TIAAVTNERELET, AR—UD
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VTL—REBBETDORERNTEHFTT,

interface tunnell

ip unnumbered loopbackl

nameif ASA-SPOKE-SVTI

tunnel destination 198.51.100.254 (Tunnel destination references the Hub ASA tunnel source. C



tunnel mode ipsec ipv4
tunnel protection ipsec profile NAME

RZILTIN—TZHERL, IKEV2ZRIUZKL DTN ZILAZ—T I A AIPET
RNZAXT B

tunnel-group 198.51.100.1 type ipsec-121 (This specifies the connection type as ipsec
tunnel-group 198.51.100.1 ipsec-attributes (Ipsec attributes allows you to make changes
ikev2 remote-authentication pre-shared-key ciscol23

ikev2 local-authentication pre-shared-key ciscol23

ikev2 route set Interface

AR—TASATHEIGRPIL—FT 1 T DRE
EIGRPERE>ATLZERL. PTRNRAXTBIHELZY ND—VZBALET,
router eigrp 100

network 10.45.0.0 255.255.255.0 (Advertises the Host-A network to the hub. This allows the hub t
network 172.16.50.1 255.255.255.255 (Advertises and utilizes the tunnel IP address to form an EIGRP

AR=IN—BDA2EZ—T T4 ADKE

interface g0/0
ip address 192.0.2.1 255.255.255.0
no shut

interface g0/1
ip address 10.12.0.2
no shut

interface loopbackl
ip address 172.16.50.2 255.255.255.255

AR—I )N —ZTDIKEV2/INT XA —R EAAADERTE

ASAD 7 T—X1INTFX—RIZ—HTBIKEV2Z7OR—HFIEERLE T,



crypto ikev2 proposal NAME (These parameters must match the ASA IKEv2 Policy.)

encryption aes-cbc-256 (aes-cbc-256 is the same as the ASA aes-256. However, AES-GCM of any v
and is not a matching parameter with plain AES.)

integrity sha256

group 21

REREZMTBIIKEV2ZRD S —ZHERLET,

crypto ikev2 policy NAME
proposal NAME (This is the name of the IKEv2 proposal created in the step ikev2.)

IKEV2RFAI R S — &R L E T,

crypto ikev2 authorization policy NAME  (IKEv2 authorization policy serves as a container of IKEv2 Toc
route set Interface

TINA ATAAAZBBICLET,

aaa new-model

AAARRAI R Y RD—D ZERLET,

aaa authorization network NAME local (Creates a name and method for aaa authorization that is refere

O—ANLELEVE—FODPRIAELSRLEE, IKESAOZXISTI—RTEZEVNTX—2D R
SRNIZBCIKEV2ZO7 7 A IIEEBLET,

crypto ikev2 profile NAME

match identity remote address 198.51.100.1 (Used to match the address of the Hub VTI source Interfa
identity local address 192.0.2.1 (Defines the local IKE-ID of the router for this IKEv2 p
authentication remote pre-share key ciscol23

authentication local pre-share key ciscol23

no config-exchange request (Applies to Cisco I0S, Cisco IOS-XE devices do this by d

which 1is unsupported on the ASA.)

aaa authorization group psk Tist NAME NAME (Specifies an AAA method Tist and username for group. Th



RSOAT7a—LtY NEERLT, NRIMELENERNRT 714V ODOREBEICERITHESIL/N
FA—=RENYZANTA—REERLET,

crypto ipsec transform-set NAME esp aes 256 esp-sha256-hmac

RZVAT7A—LtYy FEIKEV2ZTOT7 7 AN ZRIMNT DESKIPsec7OT7 7 AL ZERLET

o

crypto ipsec profile NAME (Define the name of the ipsec-profile.)
set transform-set NAME (Reference the name of the created transform set.)
set ikev2-profile NAME (Reference the name of the created IKEv2 profile.)

AR=TIL—=BTOARETAY IRBRZILAVE—T I ADKRE

NTZRAVRNTBART AV IRBRNRILAVE—TITAANVTNERELE T,

interface tunnell

ip unnumbered loopbackl

tunnel source g0/0

tunnel mode ipsec ipv4

tunnel destination 198.51.100.1

tunnel protection ipsec profile NAME (Reference the name of the created ipsec profile. This applie
and transform set parameters to the tunnel Interface.)

AR—=TIN—RTOEIGRPIL—T 1 T DERE

EIGRPEE>Z AT LZHERL., PRNZAXIIBERZZRY ND—JZBRALET,

router eigrp 100

network 172.16.50.2 0.0.0.0 (Routers advertise EIGRP networks with the wildcard mask.
This advertises the tunnel IP address to allow the device to form an E
network 10.12.0.0 0.0.0.255 (Advertises the Host-B network to the hub. This allows the hub to noti
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ASAIL—FT 1Y



show run router
show eigrp topology
show eigrp neighbors

show route [eigrp]

ASARESA1L :

show run crypto ikev2
show run crypto ipsec
show run tunnel-group [NAME]
show crypto ikev2 sa

show crypto ipsec sa peer X.X.X.X

ASAN—F ¥ LT TL—REN—FF¥ILTOER:

show run interface virtual-template # type tunnel

show interface virtual-access #

Cisco IOSIL—FT 1> :

show run | sec eigrp
show ip eigrp topology
show ip eigrp neighbors
show 1ip route

show ip route eigrp

Cisco IOSEE&1L :

show run | sec cry

show crypto ikev2 sa



show crypto ipsec sa peer X.X.X.X

Cisco IOSh RN A Z—TIA KX :

show run interface tunnel#

NZ7ILZ1—hk
TR, BREORS TN 1—F 42T ICERATERBRERLET,

ASA Debugs:

debug crypto ikev2 platform 255
debug crypto ikev2 protocol 255
debug crypto ipsec 255

debug ip eigrp #

debug ip eigrp neighbor X.X.X.X

Cisco IOST/\Y & :

debug crypto ikev2

debug crypto ikev2 error
debug crypto ikev2 packet
debug crypto ikev2 internal
debug crypto ipsec

debug crypto ipsec error
debug ip eigrp #

debug ip eigrp neighbor X.X.X.X
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