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Inline Sets with Hardware Bypass
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REST API 7.4.1 7.7.0
Platforms 1000, 2100 (up to 7.4 only), and 3100 Series equipped with a network module:

= 8 Ports:

o FPR-X-NM-6X1SXF
* 6 Ports:

o FPR-X-NM-6X10SRF
FPR-X-NM-6X10LRF
FPR-X-NM-6X25SRF
FPR-X-NM-6X25LRF

o o O

E:3100 ) —XEN—RIITINAINADER




HR—NDOZOMHORIE

FDM
Inline Sets with Hardware Bypass
Licenses Required Essentials Licenses Required Essentials
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IP Addressing Not required IP Addressing Not required

Supported with HA'd devices Yes Supported with HA'd devices No

Other (only routed mode) Yes Other (only routed mode) Yes

Multi-instances supported? Not Supported on Multi-instances supported? Not Supported on
3100 Series 3100 Series

Supported with clustered devices? | Not Supported on Supported with clustered devices? Not Supported on
3100 Series 3100 Series
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« 4123 —7 T4 AEHMREST APIDH,
- N=RITTFTINANAZHR—NLBEVA R —T I A A(Ethernet 1/4),
c N=RIITINANARZHR—RNTBD A2 RX—T T4 ART ( Ethernet2/1H LT
Ethernet 2/2 ) .



{ "interfacelnfoList™: |

:
"interfaceld"; "da%edc2d-58ba-11¢f-b764-ffealbBd9fal2",

"hardwareName™: "Ethernet]/4",
"bypassinterfacePeerld”: null,

“interfaceld": "dbeRd2c]-58ba-11ef-bT764-396644d1¢752",
"hardwareMame™: "Ethemet2/1",
"bypassinterfacePeerld”: "dc74ibc3-58ba- 1 lef-bT64-114423dbcbd 7",

"interfaceld"; "deTd4fbe3-58ba-1 1ef-bT64-11d423dbebd 7",
"hardwareMName™: "Ethernet2/2",
"bypassinterfacePeerld": "dbeSd2c]-58ba-11ef-b764-396644d1c752",

th
"id": "defanlt”,
"Iype": "interfaceinfo",
"links"™: § "seli™: "hitps:fuS0cDdp2-
vrouter.cisco.com:25455/api/fdm/va/operational/interfaceinfo/ 1 /'default”
'
i

1R —7 I A4 ABHMREST APID 41
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SN A XOBERT, ZILO-ILASOAIRY KT,

12742 +EY NREST APIEFI)

%

SAEY N EFIRROERTERENET,
Type

- [&#I(Name)]
- RYTE—R
- MTU

- D20 AT—hDIRE
- 7I=)FA—=T>SnortET—
- JNA/NA{E : DISABLED. STANDBY, BYPASS_FORCE



{
[ i "El'l'il'IE,“..
"type": "string”,
"name”; "string”,
"tapMode”: "boolean”, /{optional) false by default
"mi"™: "integer”, /Moptional) 1500 by default
"propagateLinkState"; "boolean”, /Moptional) false by default
"failOpenSnortBusy™: "boolean”, /{optional) false by default
"failOpenSnortDown®: "boolean”, /{optional) false by default
"bypass™; "string", /{optional) DISABLED by default

MinlinePairs™

I
"first"; {
"1d": "string",
“type™: "physicalinterface”,
"name": "string"
b

“second™: {
H'.LI."; i'lslu.ingll"
"type":"physicalinterface”,
"name": "string”
}s
"type™: "inlinesetpair”
], /7 list can be empty
"links"; {
"self™; "string"”
E Saec PN 7.7.01FT TOI: FDM HW Bypass with
! Inline Sats  Page 58
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1, §

"name": "inline_set_example”®,
I'lt}rp-E:ll: "iI'I].iTlEE'E:t“;
"tapMode”: false,
"mtu”: 1500,
"propagateLinkState": false,
"failOpenSnortBusy™: false,
"fallOpenSnortDown"; true,
"bypass™: "STANDBY™,
"inlinePairs"; [

{

e A {

"id": "12345-6789-1234-56789",

M, 1k

"type": "physicalinterface™

"second”: {
"id": "12345-6789-1234-56T89",
"type": "physicalinterface”

|

L1

i
]

ype": "inlinesetpair”



2. 405401y RNEERLET (RA1O—ROHIICOWVWTIEE, APITVATO—S%258BLT
<EZWVW),

POST/ITINA AIT7 AN NIAZ42EY
J.EF1VTFTAV—2EERLET (RAO— ROBIZDWTIFAPI Explorerg 2L T<IZ&
W) (#7>3>),
POST/IAZ 2T O NEFIVT A=
4. FNAACBBEALET (RA1O—ROHICODVWTE., APIZTVA7O—FZSRBLTLKEE
)O
BABREREA

N=RIDITNANRAEFERALIA>TA42EY NOBREESA

1. 423 —TIAADEN—RIVITFNANARA DV BZ—T IAARTICEHTRDHERZRBLET
(RAO—ROHFIZDOVWTIE, APIExploreraSBL TS EEWV ),
GET/operational/interfaceinfo/{objld}
2. 4542012y R2ERLET (RAO—ROHICOVWTE., APIZTVA7O—F%ZS8BL T
<EEW).

POSTIZNAAIT7#INNAZA4Y b
3. EF1UFTAV—2ZERLET (RA1O0—ROFIZDOVWTIFEAPI ExplorergZBL T EE
W)y (#7232,

POST/IA7 U NEF1VFTFAI—2
4 FNAACBBEALET (RA1O—ROBICOWVWTIRE, APITVA7O—Z%2BLTLSEEW
) o

BAREREA

127421y NORE

1.4 3—T7IAADZRBLET (RA1O—ROFIICOVTR, APIZTVA7AO—F%Z2RL
TLEEW),
GET/devices/default/interfaces ( /XA AIF7 AN NA2Z—T T4 R)
2.40214>1Yy NORE
GET/devices/default/inlinesets ( GET/Z/NA AT 7 # W NIAZA42E2Y M)
3. AVTAEY N ERELET (RAO—ROHIICOVWTIE, APITVARATO—Z%258BLT
<EZW).
PUT/devices/default/inlinesets/{objld}
4. FINAACTF7O4LET (RAO—ROBIZOVWTR, APITVA7O—FZ25RBLTLKE
W),
BAZRER/EA

<ffroot>



> show runni ng-config inline-set

inTine-set test_inline_0
interface-pair test2 testl
inTine-set test_inline_1l

har dwar e- bypass st andby

interface-pair test27 test28
inline-set test_inline_2

hardware-bypass bypass

interface-pair test26 test25

> show i nline-set

InTine-set test_inline_0
Mtuis 1600 bytes
Fail-open for snort down 1is off
Fail-open for snort busy 1is off
Tap mode 1is off
Propagate-Tink-state option is off

har dwar e- bypass node is disabl ed

Interface-Pair[1l]:
Interface: Ethernetl/3 "testl"
Current-Status: DOWN
Interface: Ethernetl/4 "test2"
Current-Status: DOWN
Bridge Group ID: 519

> show i nli ne-set

Inline-set test_inline_1l

Mtuis 1500 bytes

Fail-open for snort down is off
Fail-open for snort busy is off
Tap mode 1is off
Propagate-Tink-state option is off
hardware-bypass mode is standby
Interface-Pair[1l]:

Interface: Ethernet2/7 "test27"
Current-Status: DOWN

Interface: Ethernet2/8 "test28"
Current-Status: DOWN

Bridge Group ID: 618

> show inline-set

Inline-set test_inline_l
Mtuis 1500 bytes
Fail-open for snort down is off



Fail-open for snort busy is off
Tap mode is off
Propagate-link-state option is off

har dwar e- bypass node i s bypass

Interface-Pair[1]:

Interface: Ethernet2/6 "test26"
Current-Status: DOWN

Interface: Ethernet2/5 "test25"
Current-Status: DOWN

Bridge Group ID: 610

> show i nterface

Interface Ethernetl/7 "", is admin down, line protocol is down
Hardware is EtherSVI, BW 1000 Mbps, DLY 10 usec
Available but not configured via nameif

Interface Ethernet2/7 "", is admin down, 1line protocol is down
Hardware is EtherSVI, BW 1000 Mbps, DLY 10 usec

Har dware bypass is supported with interface Ethernet2/8

Available but not configured via nameif

Interface Ethernet2/8 "", is admin down, 1line protocol is down
Hardware is EtherSVI, BW 1000 Mbps, DLY 10 usec

Har dware bypass is supported with interface Ethernet2/7

Available but not configured via nameif

NZ7LZ1—hk

AN R

« show running-config inline-set ( 1 > 24 &Y KMDET)
* show inline-set
show interface

SATLYR—KRL—RA

12742ty b - EREOKRIL



c IZ—E, B7 14— ROGUICRRENET,
- BRIZAALTLSEEL,
- MTUH A XIE 1500 A L TH B BENF HY E T,
C RTOMBDAVE—TIA AZRBRIIMBENHYET,

Edit New Inline Set

MarmmE BATL)
[ ] [ 150
Cinniie] B Blkask Thir BATL) imigie el Beihiaian
1500 arsd 9158,
i dudvindéd
Bypass
Disabled w

InferfEce Phirs

& fitthinterface (C ’ w l ! - v]

Irdariace Pair Can™ b putially amply,

Fn angtnEr pael

e (D

MTUH A X
N—=RITFTINAINA - ER B DAL

s WANANBMBIZEE, B71A—LROFLVLIZ—AGUICRRENET,
S IRNTDA VBT IAATNANADYR—RENhTVIBEN BT,
- IZ—’. YR—RENTVEBEVA O R—TIA(RAZRLET,
CINTORTR, BHIICROSNIEAVE—T IAART Z2ERAIILEN HYKRT

o



C ITZ—Xv =2k, ERATUEBNANAS D ZR—TILAARTZRLTVET

o

Edit New Inline Set

€@ Invalid interface pair for Bypass. Interface Ethernet2/4 can be paired with
Ethernet2/3.

€ Invalid interface pair for Bypass. Interface Ethernet2/5 can be paired with
Ethernet2/6.

€ Bypass is not available for Interface Ethernet1/3.

€@ Bypass is not available for Interface Ethernet1/4.

Name MTU
test 1500
General Advanced
Bypass
Standby v

Interface Pairs

@l firstinterface (Ethernet2/1) v —@— (@ secondinterf... (Ethernet2/2) ~

@ fourthinterfa... (Ethernet2/4) _@_ (@ fifthinterface (Ethernet2/5) v

This pair of interfaces does not support the selected bypass mode.

@ interface3 (Ethernet1/3) v —@— [@ interfaced (Ethernet1/4) v

This pair of interfaces does not support the selected bypass mode.




7 &R¥ DR T (Ethernet2/1-Ethernet2/2)d BT,

RESTAPIRETIZ —HN&RREND

e TS5—ERESTAPIBEIZRRENE T,
. COBEE. MTUEIRESITT,



Hesponse Body

"error': {
"severity": "ERROR",
"key™: "Validation",
"messages”: |
"description”™: "Invalid MTU value, The MTU should be greater
than or equal to 1500.",
"eode”: "mvalidMuValuelnlnhneSet",

W, W i

"location™: "mitu

p—

L

i

Response Code

422

REST APID#&iEE
cDJI)—ADEEDHIFR

s ATAVEY N YMBAUE—T I 4 ABLVEtherChannelTO&KEEL £,
s N—RITITNANAFEATA4EY N YBAVEZ—TIAATOIKEEL, XY N
D—OFD 21— I)HIBETT,

A2FAAVE—T IAATHR—RENTVWEWVWTT7AT
7 — )| Bég5E

« DHCP H—/\
« DHCP UL —
« DHCP Client
- TCP RI1TZ1(E
e =717
 NAT

VPN

s T7VT—23>
- RE

* QoS

* NetFlow

CLIA5nOJ DR



- AOx>7.
04/ (& /ngfw/var/log/cisco/ngfw-onbox.logl— & V) £ 9,
1207420y hOKBEK
OJTROAS21IZ5—0% :
C22DAV BT IAARGNANAZFR—RNLTLVEE A,
2204V BT IAAREBWENANART TR-BHYELR A,

root@FPR-3110-Pair:/home/admin# cd /ngfw/var/log/cisco/
root@FPR-3110-Pair:/ngfw/var/log/cisco# cat ngfw-onbox.log | grep "InlineSet"
2024-08-28 12:35:00 ajp-nio-8009-exec-1: ERROR InlineSetValidator: 548 - Invalid
interface pair for Bypass. Interface Ethernet2/4 can be paired with Ethernet2/3.
2024-08-28 12:35:00 ajp-nio-8009-exec-1: ERROR InlineSetValidator:548 - Invalid
interface pair for Bypass. Interface Ethernet2/5 can be paired with Ethernet2/6.
2024-08-28 12:35:00 ajp-nio-8009-exec-1: ERROR InlineSetValidator:541 - Bypass
is not available for Interface Ethernetl/3.

2024-08-28 12:35:00 ajp-nio-8009-exec-1: ERROR InlineSetValidator:541 - Bypass

is not available for Interface

s GUISDORNT 71y UZEIELET,
- ARV MEGUICRRENET,
TR, RZ714v 070 DEREZERTEXT,
Monitoring > System®D JEICEEH L £ 7,



(# Dashboard isco Secure Firowall 3110 Threat Defense @
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* CLINSRZ 74V UDEH#MEZ#EIELET,

<#root>

> system support trace

Enable firewall-engine-debug too? [n]:
Please specify an IP protocol: ICMP
Please specify a client IP address:
Please specify a server IP address:
Monitoring packet tracer debug messages

[ packets show up here ]

FAQ

QFDMOA > 54> Y NTHARYR—KhEhETH,
A:NANABLODADZA42Y R R—RENTVWET,
NANAREDA T4 EY REHR—REATVWERA,

Q: AT 4>EY NRFTANZVIYU—BPDUN7OY VENhTVWETH,

A:WWR, 7OY72hTVEEA
Q: FTWAH— RIEFE3100THR—REATVERTH,




A lEWV, 31002 U —XH71/917TTEAE N TER, FTW®DnetmodsiEHR—RhEhTVET,
N—=RITTFTNANAGTTO0LUETHERATEEXT,

Q: 3100 FTWAH— R Tl&, FMC& [E#k(CDisabled, Standby. Bypass-Force® & /N4 /NAE— R
HFHR—REhTVETH,

A:N\N=RIOITFTNANARF, 7700, FTWH—RZ#ZEHFHL 23100680 F7/N1 ATHERATEE
9,

Q: R—MFyYyRINZBEITDINT 71V INERKBOBETE, R—MNFrXILZEATDA
T4 EY NEHR—RENTVETH,

A:PortChannel CEREE N TV A EEORIEFTHNE VLS, FIDTHR—RENTVBRY,
HR—RENTVRIHENHYET,

Q: SnortDA VARV AVHRBULEEBE., 7I—ILFA—T2VEHR—KFEnETITH,

A: ZOFREDRFIXNMNZIDOWVWTIE., FFirepower Management Center Configuration
Guides ZZRL TLEE L\,

BYIE 5 2

c AVFGAURTE—RTOFTIDA VB —T I L ADEEE

« Firepower Management Centerf8 EH4 R, N—326.3

« Cisco Secure Firewall 3100 J—AN—=RIIFA 2 AR=)IHAL K
« Cisco Secure Firewall 3100 ) —XF—2<— b



https://www.cisco.com/c/en/us/td/docs/security/firepower/630/configuration/guide/fpmc-config-guide-v63/inline_sets_and_passive_interfaces_for_firepower_threat_defense.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/630/configuration/guide/fpmc-config-guide-v63/inline_sets_and_passive_interfaces_for_firepower_threat_defense.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/200924-configuring-firepower-threat-defense-int.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/200924-configuring-firepower-threat-defense-int.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/200924-configuring-firepower-threat-defense-int.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/200924-configuring-firepower-threat-defense-int.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/200924-configuring-firepower-threat-defense-int.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/200924-configuring-firepower-threat-defense-int.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/630/configuration/guide/fpmc-config-guide-v63/inline_sets_and_passive_interfaces_for_firepower_threat_defense.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/630/configuration/guide/fpmc-config-guide-v63/inline_sets_and_passive_interfaces_for_firepower_threat_defense.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/630/configuration/guide/fpmc-config-guide-v63/inline_sets_and_passive_interfaces_for_firepower_threat_defense.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/hardware/3100/fw-3100-install/m-overview.html#id_80729
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/hardware/3100/fw-3100-install/m-overview.html#id_80729
https://www.cisco.com/c/en/us/products/collateral/security/firewalls/secure-firewall-3100-series-ds.html
https://www.cisco.com/c/en/us/products/collateral/security/firewalls/secure-firewall-3100-series-ds.html
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